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= SNT Works

« Specialized in Security Analysis on Embedded Systems

v' Reverse Engineering for Security Evaluation, Assessment
v' Side Channel Attack & Fault Attack

v' Patent infringement Investigation



Previous Related Works of Wireless Keyboard & Mouse

= KeyKeriki v1.0 and v2.0 by Dreamlab Technologies, 2010

= Promiscuity is the nRF24L01+’s Duty, Travis Goodspeed, 2011

= KeySweeper, Samy Kamkar, 2015

= Mouselack, Bastille Networks Internet Security, 2016

= Deeg & Klostermeier, Of Mice and Keyboards : On the Security of Modern Wireless
Desktop Sets, Hacktivity 2016



= Deeg & Klostermeier’s Results, Hacktivity 2016

« Found Security Vulnerabilities
Insufficient protection of code (firmware) and data (cryptographic key)
Unencrypted and unauthenticated data communication

Missing protection against replay attacks
Insufficient protection against replay attacks
Cryptographic issues

GoA W e

« Manufacturer Feedback

"As you called out in your email, qiven each wireless desktop set has different cryptographic key
which makes this attack not generic at all. It also requires physical access to the keyboard and

snuffer to capture packets to decrypt with obtained key. If you can open kevboard and dump flash
from 1t vou can as well change the whole board. Hence. this doesn't meet security senvicin

bugbar. We have gpened a bug in the next version of the product for the core team to evaluate.”
(concerning insufficient protection of code and data)




= Eavesdropping of AES Wireless Keyboard without physical access

Reverse Engineering of AES Wireless Keyboard
v Construction of SCA(Side Channel Attacks) environment

Side Channel Attacks of AES Wireless Keyboard
v EM Side Channel Attacks
v" Recover secret 128 bits AES keys

128bit AES KEY

Building templates using the recovered key

Attacking the other keyboard with different unknown key
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Reverse Engineering of AES Wireless Keyboard

= Firmware & NVRAM Acquisition
- Keyboard (nRF24LE1)

= Static Analysis
« Disassembling firmware (IDA Pro)
« Finding Encryption functions

= Dynamic Analysis
- Debugging Codes (nRFgo Studio)
- Verifying Encryption functions (IV, Salt, Key, Enc-Mode, ...)

= Firmware Modification
« Modifying Codes for Repeated execution
« Reprogramming of Keyboard firmware



Reverse Engineering of AES Wireless Keyboard

= Firmware Acquisition - Keyboard
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Figure 4. nRF24LE1F pin assignment (top view) for a QFN48 7x7 mm package




Reverse Engineering of AES Wireless Keyboard

= Firmware Acquisition — nRF24LE1

« Flash memory : features

(XDATA, accessible by MOVX)

OXFFFF

0xFEDD

0xFC00

0x0400

0x0200

0x0000

Data Space

Code Space
(accessible by MOVC)

NV Data Memory 512 byte

NV Data Memary 512 byte

NV Data Memory 256 byte
Extended endurance

NV Data Memory 256 byte
Extended endurance

DataNonRetentive (SRAM)
512 byte

DataRetentive (SRAM)
512 byte

Program memory (Flash)
16 kbyte

0xFFFF

0x3FFF

0x0000

Figure 30. Memory map

0xB0
0x7F

IRAM SFR
OxFF
Accessible by Accessible by
indirect direct addressing
addressing only only
% 0x80
Accessible by \ .
direct and indirect mﬂ
addressing Registers

16 kB code memory

1k NV data memory

Page size 512 bytes for NV data memory and program memory
Two pages of 256 bytes each for extended endurance memory
32 pages of main block + 1 InfoPage

Endurance minimum 1000 write/erase cycles

Extended endurance memory, minimum 20000 write/erase cycles
Direct SPI programmable

Configurable MCU write protection

Readback protection

HW support for FW upgrades



Reverse Engineering of AES Wireless Keyboard

= Firmware Acquisition - Pinout

o w n<tmnanNA [:7)
cmUDmmmmea g e
(=PI - P - PO - PO - PR - VI - M E > H
kg 47 ud g g e 2 k] d b gl o7
P0.1 D@ @8] vDD
P0.2 [2) 35 vss
3 vDD [3 (@4 anT2
DEC1 [@) G3 ANT1
DEC2 [5) nRF24LE1F @2 vop_pa
118 )& P0.3 [0 @G1P3.0
fjJ o : P0.4 [D QFN48 30| RESET
R CAg e R S P0.5 [® 7x7 @ p2.7
$::: 001-20872L-A03 rata: e : e o = o
3 l UER: 02 L= 2 : - PROG [10) @ P2.5
i il 2 fic = e P0.7 [ @l p2.4
l ‘l ] ‘l r—‘ E: - -; A vSSs @ Exposed die pad @P2.3
N o 13| [14] [15] [16] [17] (18] [19] [20] [21 2

O NM=ET OO AN

a]
EHHHHHHHHNNN
[~ I~ T~ T I - - T - T - T -

P

6.3.5 Flash programming through SPI

The on-chip flash is designed to interface a standard SPI device for programming. The interface uses an 8-
bit instruction register and a set of instructions/commands to program and configure the flash memory.

NA FCSN RESET FSCK GND

6.3.5.1 SPI slave interface

VC C P RO G F M O SI F M I S O N A To program the memory the SPI slave interface is used. SPI slave connection to the flash memory is acti-

vated by setting pin PROG = 1 while the reset pin is kept inactive. After the PROG pin is set to 1, apply a
pulse on the RESET pin (Pull RESET pin low for a minimum of 0.2 ps and return to high). Selected
nRF24LE1 @PI0 pins are automatically configured as a SPI slave as shown in Table 33. Further informa-

tion on SPI slave timing can be found in chapter 18 on page 147.

24pin-4x4 32pin-5x5 48pin-7x7
FCSN P0.5 P11 P2.0
FMISO P04 P10 P16
FMOSI P0.3 F0.7 P15
FSCK P0.2 P05 P12

Table 33. Flash SPI slave physical interface for each nRF24LE1 package altemative



Reverse Engineering of AES Wireless Keyboard

Firmware Acquisition - nRF24LE1

Flash memory Dump

$ ./nrfprog /dev/ttyUSBO dump.bin
Opening the Bus Pirate UART

Setting the Bus Pirate to Binary Mode
Configuring SPI mode

Backing up the info page

Starting read operation

Reading from the device to dump.bin
Starting read operation

Putting the Bus Pirate back in normal operating mode
Closing the Bus Pirate

$ 1ls -alh dump.bin info page.dat

—rwxrwxrwx 1 root root 16K April 28 19:32 dump.bin

-rwxrwxrwx 1 root root 256 April 28 19:32 info page.dat




Reverse Engineering of AES Wireless Keyboard

Static Analysis — Disassembling

& 010 Editor - E-¥Presentationsw2018%BlackHatAsiawacquition®dump.bin — O d

File Edit Search View Format Scripts Templates Tools  Window Help

N-2-B@ 30D &0 EHO@: 08B - 2 A~ @~
dump. bin @ ]
Edit &5: Hex Run Script Fun Template 'f'
o 1 2 3 4 5 & 7 8 3 o B C D E F 0123456T89ABCDEF
Q0000R: 02 28 56 02 00 11 C2 BS D2 1a 32 02 00 12 D2 1F .ﬂv...ﬂlé.Z...b.
0010n: 32 32 32 02 00 1% AF D7 22 32 32 02 2F &6 32 32 222 Tmm22 ff22
0020n: 32 32 FF 02 00 1& FF FF FF FF FF 02 00 1E 7C 00 22¥...99¥¥¥...|.
0030n: 7D FS S0 00 FS E4 F5 3C EO &2 3C A3 DF F& E5 3C M. L GE8<Ab<LRGAS
D04on:| F4 FO 22 02 00 1F FF FF FF FF FF 02 00 06 FF FF | 8&"...9Y¥¥vy...o¥%
0050n: FF FF FF 02 00 20 FF FF FF FF FF 02 00 21 FF FF  §¥¥.. §9yvy..! v
00&0n: FF FF FF 02 2F FF FF FF FF FF FF 02 00 OE 7F 00  9¥./¥ovedv.....
0070R: 90 01 84 74 01 FO A3 74 00 FO 75 34 08 90 01 &84 .eL.B8EC.8ud. ..,
0080h:| EO FE A3 EO F5 82 BE 83 E4 FO 90 01 84 75 FO 01 &pEéﬁ,ff&B..nua.
00890n: 12 23 59 D5 34 ET7 7E 01 90 01 B4 74 01 FO A3 74 .#Y64q~..."t.8£t
Q0ADR: 01 FO 75 32 01 75 33 73 75 39 06 E4 F5 34 F5 37 .Gu2.u3sus.a6:47
00BOR: 75 34 10 05 33 E5 33 70 02 05 32 F5 82 85 32 83 u4..3a3p..28,.2f
00C0Onh: EO FF 70 03 02 03 43 75 17 06 BF 22 20 12 0& 20 ayp...Cu..." ..
00D0R: 13 03 02 03 37 E5 33 24 FO F5 31 E5 32 34 FF F5 ... .TA3588182490
Q0OEQR: 30 85 31 82 F5 83 EO 90 37 &A 93 F5 36 64 FO 70 0_.1,&6fa.T7j 66d3p
00FDh: 23 7F BO 7E FF 12 35 3B BF 3B ES 3B B4 FF 15 20 $.°9~9.5;. 0477,
0100n:| OC 12 85 31 82 85 30 83 E4 FO B85 33 82 85 32 83 ee-l,0FA8_ 3, 27
0110n: FO 02 27 B5 E5 36 64 03 70 57 B5 31 B2 B85 30 83 &.'naéd.pwW._1,.0f
0120h:| EO F5 38 75 35 0OF 74 &4 25 35 F5 82 E4 34 01 F5 ad8us5.td%548,84.8
0130h: 83 E4 FO 74 74 25 35 FL- B2 E4 34 01 F5 B3 E4 FO fEBTC:E4,84.5F48
0140h:| D5 35 E3 20 13 OC S0 01 &4 E5 38 FO 90 01 74 74 058 ....da8&..tt
0150n: 08 FO S0 01 02 74 4C FO E4 A3 FO A3 FO A3 FO A3 8. . .tLBALALALEL
0160h: FO A3 FO 90 01 00 74 05 FO 75 34 03 F5 37 02 03 BEE...TC.8u:.87..
0170n: 43 ES5 36 C3 94 04 50 12 30 13 03 02 03 37 85 33 Caeh~.P.0....7.3
0180nh:| 82 85 32 83 74 08 FO 02 03 37 E5 36 C3 94 3A 50 p“2ft.8..7563":P
0190n: 32 E5 359 70 03 02 03 37 90 01 24 E4 75 FO 01 12 24%0...7. . EBus. .
01A0h:| 23 59 15 39 S0 01 84 EO FE A3 E0 F5 82 BE 83 ES5 #Y.B.."&pﬂéﬁ,ffa
01B0On: 36 FO 20 13 0% B85 33 82 BS 32 B3 74 08 FO 05 3A 68 R S, i D
01C0Onh:| 02 03 37 E5 36 D3 594 45 50 72 30 13 2ZF 20 1& 06 ..T&Gé"EPrD.I
01D0R: 20 25 03 02 03 37 E5 359 70 03 02 03 37 90 01 &84 ...74%0. .. T v
01EQOh: E4 75 FO 01 12 23 55 15 35 50 01 84 EO FE A3 EO dud..$#Y.9..,.3pbL4 =
Pos: 16384 [4000h] Size: 16384 ANSI LIT W OVRE

O IDA - EwPresentationsw201 8#BlackHatAsiawdisasmsdump. bin - O ¥

Eile Edit Jump Search View Options Windows Help

B e Hme & 3 w @O dded - FuaX pOO[ - @A

- A 1 - |
Library function Data [ Regular function I Unexplored B Instruction External symbol
Functions w-- 0O & x D& View-AE (O] Hex View-1[2] Structures ][] Enums [ Imports ] (2] Exports [
Eunction name ~ code: 00000000 » ~
code: 00000000 ; +--——-—————————— -
RESET code: 00000000 ;| This file has been generated by The Interactive Disassembler
IE0 code: 00000000 ; | Copyright (c) 2015 Hex-Rays, <supportfhex-rays.com>
TF0 code: 00000000 ; | License info: ...l .. . B h
IET code: 00000000 ;| Ewon-yonup Kim, SNT Works Inc.
nullsub_1 £0de: 00000000 ; #---—mmmm-mmmmmmmmmmmmmmmmmmm oo mm i mmm oo mmm e
TH code: 00000000
nullsub_2 code: 00000000 ; Imput SHAZS56 : CCHS19D4FCC41723BCETS1AZA24AFIESEC3BSSF19B514688FD0.
RLTI code: 00000000 ; Input MDS G660ES22C449FB59AFCBCO56TD36D4ESD
TF2_EXF2 code: 00000000 ¢ Imput CRC32 : DEC11742
code 2¢ code: 00000000
code C51 code:00000000 : File Name : E:\Presentations\2018\BlackHatAsia\disasm\dmmp.bin
code F62 ) .
code: 00000000 ; Format : Binary file
code_1271 code: 00000000 ; Base Address: 0000h Range: 0000h - 4000h Loaded length: 4000h
code_1490
code: 00000000
code_169F code: 00000000 Processor 8032 [RAM=256 ROM=0 EPROM=0 EEPROM=0]
code_182F code:00000000 : Target assembler: ASMI
code_ 1943 code: 00000000 : Byte =sex : Big endian
code_1801 code : 00000000
code_1C3C code : 00000000
code_1D77 code : 00000000
code_1EAQ code: 00000000 Segment type: Pure code
code 1FBC
code: 00000000 ; .segment code
CDdE'EODB _° |code: 00000000 [D0DDDOOD3 BYTES: COLLAPSED FUNCTION RESET. PRESS CTRL-NUMPAD+ TO |
code 21E7 ® lcode: 00000003 [00DDDO0OD3 BYTES: COLLAPSED FUNCTION IEO. FPRESS CTRL-NUMPAD+ TO EX
code 21EF
G p— W code: 00000006 §@ ————————
> 00000000 00000000: RESET (Synchronized with Hex View-1) w
< »
Output window O &F x
The initial autocanalysis has been finished. 3
| Puthon ||
A0: idle Down Disk: 602GB




Reverse Engineering of AES Wireless Keyboard

= Static Analysis = Finding Encryption functions

hal aes crypt:

code 28FB:

lcall
clr

oVE

DPTR, #0x154

zave vl r2 r3
A

DPTR, #0x157
GDPTR, A

DEFTR, #0x154
load vl r2 r3
DETR, #0x197
A, EDPTR

RT, A

DPL, A

DFH, #0

code 22F8
RG6, A

A, #0xBS 7
A, R7

DPFL, A

A

A, #0

DFH, A

A, R6

GDPTR, A
DPTR, #0x197
A, BDETR
A

GDPTR, A
A, EDPTR
A, #0x10;
A

R7T, A

key upgrade
CCPDATIB, #2
DETR, #0x1397
A, #1

GDPTR, A

wvold hal aes crypt(uinti_t * dest buf, const uintg t * src_buf)
{
Fifdef C51

uintd t data aes state[l6]:
#endif

//LES State

wints t a;

//,Vfarta=0;a<16;a++}
{

aes_statea] = src _buf[a];

Ji5tart
L CCPDATIE = 0Ox02;
for (a=0ra<9:;a++)
{
add sub shift (ass_state);
mix columns hwiaes_state);
key upgrade (2) ;<
}

/{532t co-prosessor the GF(2°8)*2 (used

J /FINAT round
add _sub shift(aes_state) ;<

key upgrade (9) ;¢

add key(aes_state) ;1 ¢

J/Clean up
for(a=0ra<lera+t)
{
aes_round key[a]=cipher kewy[a]: J//Write back cipher-key
dest _buf[a] = aess_state[za]; J/Write out encrypted result

NnRFgo SDK source : hal_aes.c

add sub shift
mix columns hw
DPTR, #0x197
A, EDETR

R7, A

key upgrade
DPFTR, #0x157
A, EDETR

A

RDPTR, A

A, EDPTR

C

A, #0xA

code 2533

add sub shift
R7, #0xA

key upgrade
add key

A

DPTR, #0x197
EDPTR, A




Reverse Engineering of AES Wireless Keyboard

= Static Analysis - Finding AES key

« Flash Dump from another keyboard

dumnpé. bin @ durnpB.bin @ =

o1z 01 23458 78 3 &FC D E F  O7Z3GE/EIAECDER | =

oooph: J2 28 56 02 00 11 C2 B9 02 14 32 02 00 22020 CZEIDZ A 3202001202 1F (V... 2o ~
ook 32 32 32 02 00 19 &F O7 22 32 32 02 2F 32 32 32 02 00 19 4F 07 22 32 32 02 2F 66 32 32
oo2oh: 32 32 FF 02 00 14 FF FF FF FF FF 02 00 32 32 FF 02 00 14 FF FF FF FF FF OZ 00 1E 7C 00
o0Aph: V0 F9 90 00 F9 E4 F5 3C EO 62 3C 43 DF 70 F9 90 00 F9 E4 F& 3C B0 62 3C A3 OF FA E5 3C
on4ph: F4 FO 22 02 00 1F FF FF FF FF FF 02 00 F4 FO 22 02 00 1F FF FF FF FF FF 02 00 06 FF FF
onsph: FFOFF FF 02 00 20 FF FF FF FF FF 02 00 FF FF FF 02 00 20 FF FF FF FF FF 02 00 21 FF FF
00ROh: FF FF FF 02 2F FF FF FF FF FF FF 02 00 FF FF FF 02 2F FF FF FF FF FF FF 02 00 OE 7F 00
oo7on: 90 01 84 74 01 FO 43 74 00 FO 75 34 08 90 01 84 74 01 FO 43 74 00 FO 75 34 08 90 01 B4
oogoh: EOD FE A3 EO F5 82 8E 83 B4 FO 90 01 &4 . EOFE A3 EOFR 82 BE B3 E4 FO 90 01 84 75 FO M
oo9on: 12 23 B9 05 34 EY YE 01 90 01 84 74 M1 1223590534 ETPEDT Q001 B84 W4 01 FO A3 V4
O0AOR: 01 FO 75 32 01 75 33 73 75 39 06 E4 F5 01 FO 75 3200 7% 3373 7 39 06 B4 F5 34 Fb 37
O0BOR: V2 34 10 05 33 EG 33 70 02 05 32 F5 82 . 7534 1005 33 E5 33 7002 05 32 Fo 82 85 32 83
oocon: EO FF 70 03 02 03 43 75 17 06 8F 22 20 . EDFF 7003 02 03 43 75 17 06 8F 22 20 12 06 20
oooph: 13 03 02 03 37 E5 33 24 FOF5 31 ER 32 13030203 37E5 3324 FOFS 31 E5 32 34 FF F5
- { ODFph: 30 85 31 82 F5 83 ED 90 37 64 93 F5 36 . 30085 31 B2 F5 83 EO 90 37 6A 93 F5 36 64 FO 70
‘ BHQCODE ——/n OOFOR: 23 7F BO 7E FF 12 35 3B &F 3B E5 3B Bd . &3 7F BD YE FF 12 35 3B 8F 3B ES 3B B4 FF 15 20
024-21538L-AD1 (rey gl p10ph: OC 12 85 31 82 85 30 53 B4 FO 85 33 &2 . OC 12 85 31 82 85 30 83 B4 FO 85 33 82 85 32 83
TR 02 L 15 0110n: FO 02 27 BS5 E5 36 64 03 70 57 85 31 &2 . FO02 27 B5 ES 36 B4 03 70 57 85 31 82 85 30 83
- 0120n: EDF5 38 75 35 OF ™4 64 25 35 FB 82 B4  EOF5 38 "5 35 0F M 64 25 36 FE 82 B4 34 01 F5
0130h: G3E4 FO 74 74 25 35 F5 62 B4 34 01 F5 . B3IE4FD 74 74 25 36 FR 82 B4 34 01 F5 83 E4 FO
0140k 0% 35 E3 20 13 0C 90 01 &4 E5 38 FO 90 063 E320 13009001 G4 EE 38 F0 9001 7474
0150k 08 FO 90 01 02 74 4C FO E4 &3 FO 43 FO . 08 FO 50 01 02 74 4C FO E4 A3 FO A3 FO A3 FO A3
01E0R: FO A3 FO S0 01 00 74 05 FO 75 34 03 F5 . FOO A3 FD 90 01 00 74 05 FO 75 34 03 F5 37 02 03
0170h: 43 E5 36 C3 94 04 50 12 30 13 03 02 03 . 43 E5 36 C3 94 04 50 12 30 13 03 02 03 37 85 33
018ph: 82 85 32 83 74 08 FO 02 03 37 E5 36 C3 . B2 85 32 B3 74 08 FO 02 03 37 E5 36 C3 94 34 B0
019ph: 32 E5 39 70 03 02 03 37 90 01 84 E4 75 . G2 E5 3970 030203379001 84 B4 V5 FOO1 12
01ADR: 23 59 15 39 90 01 84 EO FE 43 EO F5 &2 . 23 5315 39 90 01 84 EO FE A3 ED F5 82 BE 83 E5
01EOR: 36 FO 20 13 09 85 33 82 85 32 83 74 08 . 36 FO 2013 09 85 33 82 85 32 83 ™4 08 FO 05 34
picon: 02 03 37 E5 36 03 94 45 50 72 30 13 2F » 020337 E5 360394 4560723013 2F 20 16 06
0100h: 20 25 03 02 03 37 E5 39 70 03 02 03 37 2025030203 37E539 030203379001 84
01Eok: E4 75 FO O1 12 23 53 15 39 90 01 &4 EO  E4 75 FD 01 12 23 59 15 39 90 01 84 EO FE A3 EO
0IFOh: FH 82 BE B3 E5 36 FO 05 34 02 03 37 20 . F5 82 BE B3 E5 36 FO 05 34 02 03 37 20 12 03 02
0200R: 03 37 20 00 03 30 25 29 BE5 39 60 IC 90 J7LL0E). . 03 3720 00 03 30 25 29 E5 39 60 1C 90 01 84 E4
020h: TS FODO1 12 235915339001 B4 EOFE A3 EOFS  w. #Y.9........ gzioh: 7o FOOO1 12 23 59 15 39 90 01 84 EO FE A3 EO F5
D220h: G2 BEB3ES3BFO0O5 3485 3382853283 74458 .. 603 .2.tH 0220h: B2 8E 83 E5 36 FO 05 34 85 33 82 85 32 83 74 48
024ph: FOZ0DOF 030203370204 020337E536039 . ....7....7.6.. p23on: FO 20 OF 03 02 03 37 02 04 02 03 37 E5 36 03 94
0240h: 9250 32 E5 3370030203 379001 84 B4 75 FO P2.9...7....u 0240h: 92 50 32 B5 39 70 03 02 03 37 90 01 84 E4 75 FO
0250n: 01 12 236315339001 64 EOFE A3 EO F5 82 BE .. #¥.9.......... Y [gesoh: 01 12 23 59 16 39 90 01 84 EO FE A3 EO FR 82 8E
nnnnn 00 CC 20 Ch 2N 192 nn O 22 00 O 27 00 94 Oo Cn =) o LI | o iy 0 CC 20 OO 20 49 On o0 29 00 OC 290 00 104 N0 Cn

Qutput
Qo017 WS Weubnard®tnHnrng-rasta it dy e A bin y Qo0 7 kS WK eyboardWnrprog-masteritdurmpB. bin
Result Address A Size A Address B Size B
B O Match Oh A000h Oh A000h




Reverse Engineering of AES Wireless Keyboard

Static Analysis - Finding AES key

« NVRAM are not the same values

« Whether or not the AES key is validated using debugging

durnpA_hin &

=  dumpB.bin @

o1

e 3485 EB 78589 4&BLCDETF

3FE0h: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
3F70h: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
3Fa0h: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
3Faoh: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
SFA0h: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
3FE0h: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

arCoh:
3Fo0h: FFFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

0125456 YEIABCTIER

SFEQL: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FFFF ..o, FEH
SFFih: EE_FE _FE _FE FF FE FF FF FE_FF FF _FE FE _FF _FE _FF FFRH
annon:| 04 OF 61 FO AS 92 [2 55 35 AL 5E OF 30 26 B4 JF  ..a.....8.7..8./ 4000h
4010R:] L2 00 00 00 00 00 00 00 00 00 00 00 00 0o P OF oo, 4010h
4020k 02 00 CO 21 01 00 00 00 00 00 00 0000 00 E4 00 .. .0..ose., AP0
4030h:L01 CO 30 05 02 A4 14 O3 13 AFE A4 FF OO O3 4304 .0...... O,..C 4030k
4040h; FF FF PR FRF FFFFEFEFEFEFE oo 4040h
a050n: FF FF FFFFFFFF FFFF FFFFFFFFFFFFFFFF ool 4050h
40g0k: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..o, ATEDH
4070h: FF FF FF FF FF FF FF FF FF FFFF FF FFFFFF FF ..o A070h
anenn: FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF ool 4080
4090h: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FFFF oo, 4090k
4040h: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..o, A0A0h
40F0h: FF FF FF FF FF FF FF FF FF FF FF FF FF FFFF FF ..o A0Eh
ancnn: FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF oo s, 400
4000h: FFFF FF FF FF FF FF FF FF FF FF FF FF FF FFFF oo, A000R
40E0h: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FFFF ..o, v A0EDh:
anrnk: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FFFF oo o ANFNh:

Pos: 17178 [431Ah]

o1 2348587894 BCDODETF

. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. _FE FE FE FF FF FF FE FF FF FF FE FF FF FF FE FE

OTZ5456E9ABCTIER

| 03 7E_1E 19 40 04 BC 99 B5 5B 2B 31 78 BG BE 44
4 06 00 00 00 00000000 000000000000 E0 08

| b2 00 CO 21 01 0D DO 00 0D 00 0D 0O 00 0D E4 00
L01 CO C1 03 02 44 14 10 32 46 B0 FF 00 03 OF 05
CTFFFFF IR T

. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

. FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Val: 255 FFh 11111111b | Size: 18432  ASCII

LIT W OVR




Reverse Engineering of AES Wireless Keyboard

= Dynamic Analysis — Debugging codes

CtUserswOnlywDesktopWdebug_sample_projectwkeilwuart_hello_world_nrf24le1 uvproj - pVision - O s
File Edit View Project Flash Debug Peripherals Tools 5SVCS Window Help
NS E@| ¥ @9 o | oo IE s & Be@ o S & E-| A
P vt DRBERE B-5-82-0- 8- »-
Registers 3 E Disassembly a B Memory1
FleglisEr [valve | hC:0x2856 TEFF MOV RO, #0xFF A nddress: B0
C:0x2858 E4 CLE 2
C:0x2859 Fé& MOV ERO, A X:0x000000: 4B AD AC BC DC 06 64 24 83 8E OC 02 &2 CB8 DC
C:0x285A DEFD DJNZ RO,C:285% ¥:0x000010: 2D 6E 3F SF EE FO DB D7 57 3F 05 82 BC F5 50
C:0x285C 900000 MOV DPTR, #0x0000 X:0x000020: 29 E1 EF 37 95 57 DO BS F1 93 5B S5E B1 FA 93
C:0x285F TFO0 MOV R7,$0x00 X:0x000030: FD 4B OE E8 FO FO BS 80 1F 2A RO 87 BD F5 AE
C:0x2861 TEO4 MOV RE, $0x04 X:0x000040: 2B 47 46 09 67 32 D2 B9 OFE 06 OE 3C C2 EA 70
C:0x2863 E4 CLER a X:0x000050: 17 OD 43 4B 38 28 B1 Bé OF CF 85 85 CC F9 Dl
C:0x2864 FO MOV @DPTR, A X:0x000060: &C 48 8B EE DE 84 BE 7C 69 61 4E 7D 12 52 1A
C:0x2865 23 INC DPTR X:0x000070: 4F OD 2E 2C E4 FD 66 C4 8E BF OB 03 S5& F3 FO
C:0x2866 DFFC DJNZ RT,C:2864 X:0x000080: EA &8 D1 70 8B 07 39 26 FA F& 39 19 23 B9 59
C:0x2868 DEFZ DJNZ RE,C:2864 ¥:0x000090: DO E4 EC E4 52 4E AE BF AC 01 D2 50 3D 8F 92
C:0x28B6A 758161 MOV SP(0x81), $¥0x61 X:0x0000A0: F5 E2 FO A6 2C C5 45 17 F3 76 90 B4 OE OF 4B
C:0x2B6D 0228RE  LJMP C:28LB X:0x0000B0: 61 EC F8 EO 2B 3F 2F 2D 75 B7 ES BA 92 AF &3
Bl pow D0 C:0x2870 022580  LJMP C:258D ¥:0x0000C0: 2C 15 53 76 8C 05 05 06 4C E6 E2 E4 87 84 AF
C:0x2873 E4 CLER a X:0x0000D0: E4 CF 90 D& OB 26 20 04 CO F2 FO EE 73 02 44
C:0x2874 a3 MOVEe 2, BR+DFTR X:0x0000EQ: 20 84 CO CE 01 OD BD 85 BE DB F1 DO 2A iF D7
C:0x2875 a3 INC DPTR X:0x0000F0: 90 17 74 E4 C1 OF OE 87 FO F7 F1 61 &D CD ET
C:0x2876 F8 MOV RO, A ¥:0x000100: 24 10 F4 FD FO FB 58 7C 2E OE 8D OF C6 94 DS
C:0x2877 E4 CLR a X:0x000110: 8F 8A CC 87 BT 41 65 78 1F OF OF A6 D5 D5 78 .
C:0x2878 a3 MOVC &, RL+DPTR X:0x000120: CD 89 1F BC AE B8 72 FL AE 24 26 ES D3 DO 59 nRFgO Sta rt K|t & nRF24LE1
C:0x2873 n3 INC DPTR ¥:0x000130: 2E 09 DB 4D 68 BO 61 EO OD D4 75 7D F5 C4 C5
C:0x287A 4003 Jc C:287F X:0x000140: CF OC 9F BF DO 6A A CD 3F OF 8F 07 F2 9E E9
C:0x287C Fé& MOV ERO, R X:0x000150: OR 09 C9 8B 74 74 E2 E6 OB 9A 3F 9F A8 79 DO .
C:0x287D 2001 SJMP C:2880 X:0x000160: AE OF 06 DF F2 CO F2 BO 9F 07 57 67 96 96 B& Programming nRFModule on Board 2 ®
C:0x287F F2 MOVE ERO, R ¥:0x000170: 1E 12 27 46 38 EA EO F2 F4 34 E8 TA 87 OF 0D Programming ~ Advanced settings
C:0x2880 08 INC RO X:0x000180: 9B C3 C2 6B 07 BB AB 60 S5E 75 44 CF 4B 7TF A4S
C:0x2881 DFF4 DJINZ R7,C:2877 ¥:0x000190: B3 B2 DO FO 01 B9 88 OD DE CE 78 D9 B8 Bé 1C Second file: | |.| Browse
C:0x2883 8023 5JMP C:28AF ¥:0x0001A0: DS E1 EO EE 4E CD 8C DA A0 80 20 BS 393 9D DF [ Verity after pragramming
C:0x2885 E4 CLER a X:0x0001B0: 35 B9 FO 36 53 2B AF 0D D2 F2 E0 FO F9 AF 25 )
C:0x2886 a3 Move 2, BR+DETR X:0x0001C0: 15 18 30 98 C5 OB 38 98 EC FO 76 F& 05 05 288 £ Enable hardware debugging
C:0x2887 B3 INC DPTR X:0x0001D0: 20 1C 5E DA 77 3D 26 2E F2 FO 08 44 OE 4C A2 [ Block readback of mainmemory
C:0x2888 5207 gl(\)g :0;}; . Memory 3 7 Protected program rmernory
gg:;::; 2400 AnD n:#oioc Address: [X.0eFS ~ [JEnable 512 bytes % Mo pages protected
C:0x288D cs XCH Z,R0
C:0x288E c3 CLR o X:0x0000F9: F7 F1 61 6D CD E7 OD 24 10 F4 FD FO FB 58 7C 2E
——— . nmnoom an nr e~ » ¥ X:0x000109: OE 8D OF C6& 94 D5 76 8F 8A CC 87 B7 41 &5 T8 1F
El project | = Registers < >  X:0x000119: OF OF A6 D5 D5 T8 60 CD 89 1F BC AFE B8 72 FA AR V¥
nRFProbe Keil Driver t:0.00000000sec L1 C:1 CAP NUM| SCRL [ Program | | Werify || Eead || nRF Reset




Reverse Engineering of AES Wireless Keyboard

= Dynamic Analysis — Verifying Encryption functions

Plain Packet

EMC_AND_TRAMSFER: v
2FBY E5 4E nov n, RAM_4E 5 Move (O0p1 <- 0p2) C oa 78 OA 5B
2FB9 64 81 %rl A, #1 ; Exclusive OR {(op1 "= op2) i e
2FBB 78 41 jnz code_2FFE ; Jump if Acc is not zero K 0A en 35| 0alcolcp

L* [

3l O~ | 78 3|00
2FBD 98 BB FA mov DPTR, #o=Fn ; 5 Move (0p1 <- 0p2) : I T T T T
2FCHB EB moux A, BDPTR ; Move from/to external RAH
2FC1 FF mou R7, A ; Move {D0p1 <- Op2) De =
2FC2 13 Frc A ; Rotate Acc right through Carry -vpac s LN ¥
2FC3 13 rre A ; Rotate Acc right through carry ice ket Mod 5 Sequen n‘g‘/
2FC4 13 rrc A ; Rotate Acc right through Carry . Rla) & ce ID ht.
2FC5 54 1F anl A, #Ox1F ; Logical AMD {op1 & op2?) typ typ e 0
2FC7 o4 inc A ; Increment Operand e e
2FC8 F5 27 mov RAM_27, A ; Mowe (0p1 <- Op2)
2FCA 98 BB F9 mov DPTR, #O0xF0 5 Move (0p1 <- 0p2)
2FCD EB moux A, BDPTR ; Move from/to external RAH
2FCE 54 M1 anl A, ; Logical AND {(op1 &= op2)
2FDB F5 26 mou RAM_26, A ; Move (0p1 <- 0p2)
2FD2 68 88 jz code_2FDG ; Jump if Acc is zero

: - : XOR

2FD4 7B 81 mov R3, #1 ; Move (0p1 <- 0p2) .
2FD6 7A 080 nou RZ, #0 ; Hove (Op1 <- 0p2) code_2FDC: ; Hove (0p1 <- 0p2) SeSS|On KEY
2FD8 79 FD mow R1, #0xFD ; ' ; Move (Op1 <- 0p2) a1 nov R3, #1
2FDA 88 86 simp code_2FE2 ; Short jump a1 nov R2, #1 ; Move {Dp1 <- 0p2)

| 84 mou R1, HOxB84 ; ' ; Hove {Dp1 <- 0p2)

]
vy

il i (=

2FE2

2FE2 code_2FE2: ; Long Subroutine Call

2FEZ 12 2B F8 1call hal_aes_crypt

JETTD P mow RS, MO0 5 ove (0p1 <- 0p2) AES128 €= Product KEY

2FE? AB 27 mov R3, RAM_27 5 Hove (0p1 <- 0p2)
2FEB 7F AB moy R7, #0zA6 ; ' ; W_TX_PAYLOAD

2FED 12 33 B? 1call RF_TRANS_ARRAY ; Long Subroutine Call
2FFB 75 17 06 nov RAM_17, #6 ; HMowe (Op1 <- 0p2)
2FF3 75 18 M mov RAM_18, #1 5 Hove (0p1 <- 0p2)
2FF6 75 19 F&4 moy RAM_19, HOxF4 ; ' ; Hove (0p1 <{- 0p2)
2FF9 85 4E inc RAM_LE Increment Operand

2FFB 12 34 81 1call code_3481

i

code_2FFE: ; Return from subroutine
ret
; End of function ENC_AND_TRANSFER

Long Subroutine Call

Send Out Wirelessly




Reverse Engineering of AES Wireless Keyboard

= Firmware Modification — Modifying codes for Repeated execution
 Initial input of all zero bytes
« Output - Next Encryption input
- Inserting artificial trigger signal before each encryption

« 100 ms delay

= Firmware Modification — Reprogramming of Keyboard firmware
- Write protection is set for the target keyboard

« S0, We changed it to a reprogrammed chip for Side channel analysis
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Side Channel Attacks of AES Wireless Keyboard

= Side Channel Attacks in Theory

- Target control store

- Oscilloscope
control

signals

command

— T
2/Q=: o
L
------.} i
L

response

iteration - Manlpulatmg key
power
EM
Triggering

- Signal
Acquisition

White-box Attack Model

"= All information known and
controllable

Known
Known
Known
Known

Ideal

Specification
Interfaces

Design (by oneself)
Implementation details

Setup




Side Channel Attacks of AES Wireless Keyboard

= Side Channel Attacks in Real World

response -
" Most information unknown and

iteration | - Manipulating key controllable

Black-box Attack Model

- Target control Store pOWGI’ - KHOWH SpelelcathH Only

- Oscilloscope  signals EM
control Triggering — Unknown Interfaces

- Unknown SW/HW Design

' - Unknown Implementation details
- Signal - Many unknown factors for setup
Acquisition




Side Channel Attacks of AES Wireless Keyboard

= Side Channel Attack Environment

Setup

@D Target Keyboard with AES key

@ Langer LF-1 near-field probe set

3 Langer PA303 pre-amplifier

@ Digital Oscilloscope

B Software to control a target and an

oscilloscope



Side Channel Attacks of AES Wireless Keyboard

= Side Channel Attack

Attack Process

= Acqguisition

A | _] = Alignment

" Correlation with input/output

iteration

EM signal = Profiling AES algorithm

= CPA

= Building templates
= Template attack

store signals




Side Channel Attacks of AES Wireless Keyboard

= CPA (Correlation Power Analysis)

Pearson Correlation CoeffIC.IEI.‘It E(TP) — E(T)E(P)
- T: measurement, P: predictions  p(T,P) = Var@var(P)
ar ar
 Number between -1 and 1
-1 : total negative linear correlation 0 : no linear correlation 1 : total positive correlation
140 140 160
= 120 = = 140
E " 5 1207 E .
= 100 S = ~ Z 120 .
g 80 ~ € 1007 SRR Z 100+ Lo
£ £ ' £ -
a ] R ‘ s
401 B0
I I | I 1 I I I | I 1 I I I | I 1 I
60 80 100 120 140 160 60 80 100 120 140 160 60 80 100 120 140 160
Some variable Some variable Some variable



Side Channel Attacks of AES Wireless Keyboard

= CPA (Correlation Power Analysis) with input

« Confirm plaintext loading operation

0.8

0.6 —

047 i e HW model
0.2+ | — e 1K traces

0 Correlation coefficient result * 1M samples
0.2 |
0.4
0.6 Loading input
0.8

-1 | | | | | | | |
0 0.5 1 1.5 2 2.5 3 3.5 4

Correlation coefficient result for plaintext 16-byte x10°




Side Channel Attacks of AES Wireless Keyboard

= AES (Advanced Encryption Standard)

128 bits input key

N

Round Constant E
—_—

Sub Bytes

T o N e
: ' SSPASA :
| SRS,

nwozZzZcCcox

i Mix Columns J

: E E v v * E
P Add Round ey <==i[g] (WAl [Wal [ :
- |....................: R R EEEEEEEEEEEEEEEEEEEEEEEEEEE -

T e " et
- Extra Add Round Key before the first round

- No Mix Columns in the last round
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Side Channel Attacks of AES Wireless Keyboard

= CPA (Correlation Power Analysis)
- Recover the secret key
- Target variable : S-Box output

0.8
|159132 611:237 15 | | « HW model
* 1M samples
0.4 — -
0.2

0

-0.2

0.4

i

X

O

0.6§ N W R T N A T T
0.8 | \ | | | \ | | |
1.8 1.9 2 2.1 2.2 2.3 2.4 2.5 2.6
CPA result for 8-bit outputs of Sbox in the first round x10°



Side Channel Attacks of AES Wireless Keyboard

= Basic Template Attacks

== BUlang P ase R il -~

A
! Power or EM traces Making templates with characterized key-

dependent operations
Control input/output and key by attacker "WMWWM WMWWM WMWWMM % Statistical model

(Multivariate Gaussian distribution)

> A AR AR RS oF

— | 3l £z
M. : Mean trace, CM, : Covariance Matrix 1t_s;
T Template 0 Template 1 Template 255 CM; = Z (t — Mi)(t — Mi) TI
(Mg, CMy) (M,, CM;,) (Mgss, CMpss) |5: — 1 tE5i 1
‘\ same P
~_ ___device_ _ _ _ _ _ _ _ _ _ \ o o T e e e e e e e e e e -
P _-———m_-_ e m—_—_—__— - = - - -—-—________—_—_—_——_—_—_—_—_—m——_—_—_—————— -
» Scoring the similarity of the target trace with each template S

Similarity test ] M_aximum Likelihood Estimation
] Distance Measure

1

. I

|

> - Difference of Means |
- Euclidean I

|

|

|

|

TargetDevice

- Mahalanobis
+ Selecting the template with highest similarity

]
|
|
|
[
|
|
[
|

1 1
f(t|M;, CMi) = exp (_E (t — MDTCM; 1 (t — Mi)) n:#POI

' P [2m)"[CMil o
st Matching phase  JREREELE e



Side Channel Attacks of AES Wireless Keyboard

= Selecting Interesting Points

« Computational or memory restrictions

« Reducing the number of samples and the size of templates

« Selection of some special samples that contain the most information about the

characterized key-dependent operation

v DOM (Sum of pairwise Differences)
v SOSD (Sum of Squared pairwise Differences)
v SOST (Sum of Squared pairwise T-differences)
v NICV (Normalized Inter-Class Variance)
v" PCA (Principal Component Analysis)

v" LDA (Linear Discriminant Analysis)

Vo



Side Channel Attacks of AES Wireless Keyboard

= Selecting Interesting Points — SOST

Comparison

10~ —S80ST|

Average Traces | | | \ \ ! \ ! \
2.052 2.0525 2.053 2.0535 2.054 2.0545 2.055 2.0555 2.05¢
Template 4
0
250
T
. Tem; = 200 sosT
Grouping & 150
Averaging SOST
Template ’
—— 2
faesplicn | MMMJM[MMMu.Jmmwww e i
) -150 | | | |
Remove noise 0 0.5 1 15 2 25
x10°




Side Channel Attacks of AES Wireless Keyboard

= Building Templates
« 256 templates for a bytes AES key

Training set : 1K traces for each template (total: 256K)

Test set : 1K traces for each value (total: 256K)

Point of Interest : 150 points

Method : SOST, PCA, Pooled Covariance Matrix

v' Case 1: same device (profiling = matching device)

v Case 2: different device (profiling # matching device)




Side Channel Attacks of AES Wireless Keyboard

= Template Attacks : Case 1 - Same device

« Selecting POI : SOST

« Template Matching : Maximum Likelihood

I

Success Rate (%)

POl 40 POI 100 POl 150
‘ m BallSize 1 m BallSize3 m BallSize 5 ‘

» Success Rate is the probability that the correct key is ranked among the first n candidates.
» BallSize n means the top n candidates ranked according to score, highest to lowest.



Side Channel Attacks of AES Wireless Keyboard

= Template Attacks : Case 2 - Difference device

« Selecting POI : SOST, PCA, Pooled Covariance Matrix

v Common POI of Device 1 (training) and POI of Device 2 (target)
v" 139 Points in 150 points

« Template Matching : Maximum Likelihood

r \

Success Rate (%)

SOST PCA SOST+POOLED PCA+POOLED

‘ m BallSize 1 m BallSize 3 m BallSize 5




Side Channel Attacks of AES Wireless Keyboard

= Template Attacks : Case 2 - Difference device

« Characteristics comparison between two devices

100 T T T T T T
50
80| |
60~ 40
T . :
| 130
4':' B ] 40 ‘m {
20
2{] -
/ / / 20-
10
I i
Y/, \\’Ii,..‘l S
20F E 0 h‘\ \\/;‘.,/% '\I\'/’/‘q; 0
-10
40+ -
» -20 —
60r 1 20
-40 —
80T 1 108 -30
0 20 40 60 - = 100
100 1 1 1 1 1 | 100 1 20 140 0
o 20 40 60 80 100 120 140

Comparison of mean traces difference of covariance matrices




Side Channel Attacks of AES Wireless Keyboard

= Enhanced Attacks : Case 2 — Difference device

- Rebuilding robust templates using both training device and target devices”
« Matching with robust templates to device 1, 2 respectively

' Device 1 Device 2 ‘

Success Rate (%)

PCA+POOLED LDA+POOLED PCA+POOLED LDA+POOLED

‘ m BallSize 1 m BallSize 3 m BallSize 5

* i

O. Choudary and M. G. Kuhn, “Template Attacks on Different Devices”, in COSADE 2014
M. Renauld, F.-X. Standaert, N. Veyrat-Charvillon, D. Kamel, and D. Flandre, “A Formal Study of Power Variability Issues and Side-Channel Attacks for Nanoscale Devices”, in EUROCRYPT 2011




Side Channel Attacks of AES Wireless Keyboard

= Proposed Attacks : Case 2 - Difference device

« Adjusting the difference between means of two devices by correction vector

mean of target traces
mean of template traces

- Rebuilding templates using corrected traces on training device
« Matching with corrected templates to target device

Correction vector =

Success Rate (%)

PCA PCA+POOLED

W BallSize1 mBallSize3 m BallSize 5




Side Channel Attacks of AES Wireless Keyboard

= Result

* Success rate for case 1, 2
(%)

The used
number of
target
trace

the number of candidates

Same device

Single

Difference

) Robust
device

Corrected

X Our attack requires the number of traces much less than the robust template attack



= Side-channel attack on secure wireless keyboard
= Setup for SCA environment using reverse engineering in Real World
= Performing EM analysis attacks to recover the AES key

= Template attack on the other keyboard

= Future research
« We need more improved template attack
« We need Far-field EM attack (long distance)

« We need to apply it to other devices of similar types



Blackhat Sound Bytes

= Side-channel attack is a serious threats in real-world.

= Wireless keyboards with AES is not secure.

= Manufacturers need to defend against reverse engineering and side-channel attacks.
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Thanks!

Any Questions?

Contact

Kwonyoup Kim, CEO/founder, kkyoup@sntworks.kr
Tae Hyun Kim, CTO, thkim@sntworks.kr
Taewon Kim, Senior Researcher, ktw@sntworks. kr

Sangryeol Ryu, Researcher, rsr@sntworks.kr

? SNTWORKS



