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About Speakers

* Jingyu YANG * Chen GENG
* Tencent Anti-Virus Lab * Tencent Anti-Virus Lab
* HaboMalHunter * Malware Analysis

* Malware Analysis
* |oT Security Research



Introduction

Attack Vector Analysis

Implementation

Mitigation
 Conclusion



UbootKit = Uboot + rootkit

Ubootkit 1s able to The infected loT
propagate without devices still work
physical access. normally but have

been controlled by
the attackers.

UbootKit I1s difficult
to be cleaned even
by pressing the
reset button




* Suitability Analysis
* Devices, CPU, BootLoader, OS

* Impact Estimation
* Root Privilege

* Elimination Difficulty
* Reset Button



start process for 0T devices

On-Chip Code

File System




e After decompression of Linux Kernel
e Before the Uboot transfers the contol

| Technigues

e |Init_post() function




Bypass Security
Methods

* Reset Button

 Uboot Verification

* FIT_SIGNATURE
e FIT_ENABLE_SHA256_SUPPORT
 CONFIG_CRC32_VERIFY

* Write Protection
* MTD_BIT_WRITEABLE

* Write protection instruction:
lock&unlock




e Intrusion

Implementation - Infection
* Propagation
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Ubootkit mips

Linux Kernel shellcode in uboot

inline_hook
Init_post

start_kernel
Inject kernel

patch

init_post

Copy
do_bootm_linux user parameters
process
A
[ )
printf  theKernel S

. —> to_tm fuc original path
‘Starting Kernel

kernel’ ENTRY

sys_open
sys_write
sys_close

A




Demonstration
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Mitigation

* On-Chip code
verification method

Store SHA256

Boot Loader
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Related Work

Name  lvewr |Choreer

CIH 1998 The first virus that overwrite BIOS with junk data.

UEFI Rootkit 2015 UEFI based Rootkit but need physical access.

Mirai 2016 The first worldwide loT malware, but can be removed by pressing the reset
button.

loT Brickerbot 2017 The infected loT devices will no longer be able to work.

Ubootkit 2018 Evolution



Future Work

{ Offence }

e Self Protection Technology
e Stop Re-flash Bootloader
e Detection Prevention

Defence \
1 |

e On-chip Integrity Verification
Solution
e Password Protection

e Monitoring Filesystem




* bootloader attack against loT devices
* A real UbootKit demonstration

* Inspiration to find more vulnerabilities
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* Princeton University
* Weikun YANG
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