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Attack Vector by Twitter

* Version 1.0 Appears (2016/11)
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Attack Vector by Twitter

 The Source Code Released (Next Day)
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Attack Vector by Twitter

e Version 2.0 Released (2016/12)
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Tricks to Scare Victims

* SpringBoard Icon Scare _‘
* Hundreds of Rubbish Icon b s, Smmp b
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Variation in Third-Party Store
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Web Clip

* Reduce Alert to User @
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URL: https:/fai.m.taocbao.com/
index.html?
pid=mm_108636149 8862290
57894309

 App Promotion i
 WebClip Un-Removable ® U ot hongi S1pozs.com
©)

51pgzs/hfwaitu013. hitml
Label: 51 R EHF

Web Clip

URL: https:/f
toutiao.eastday.com/?
gid=pazskjfs04

Label: 3530

SIGNING CERTIFICATES




Others

e iTunes’s Risk
 Auto Sync

* Provision Profile
« Bypass Establish Trust

Last login: Tue Feb 13 16:53:28 on console
[jus-mac-pro:~ ju$ sudo iosncop | grep poc_embedded.mobileprovision
|[Password:
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Technical Analysis

 Mobile Config Profile

e Profile Install
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Mobile Profile

PayloadContent Array Array of payload dictionaries.

PayloadDescription String A description of the profile, shown on the Detalil
screen for the profile.
PayloadDisplayName String A human-readable name for the profile.

Payloadldentifier String This string is used to determine whether a new

* ° °
.mobileconfig
profile should replace an existing one or should be

* PayloadType .
String A human-readable string containing the name of
M the organization that provided the profile.
 WebClip Array

 Mobile Profile

PayloadUUID String A globally unique identifier for the profile.

Boolean If present and set to true, the user cannot delete
*.moMntemovaM&bK ey the profik.

: nfigurationProfiles/profil PayloadType Strin The only supported value is Configuration.
XML/Pligt orma y ye z — =

4echaOb5def636872b1da380625  IEFNRETIVZAITIN Integer The version number of the profile format.
[ | m | 035b4adfbac5f4f38788cf177457
9fe90dd3c.stub
Plist Header (Key | Type lContent ... |
i E CE T E T N PayloadType String The payload type.
: PayloadType com.apple Weblp“p'ma”aged PayloadVersion Integer The version number of the individual payload.
Payloadldentifier i - = i ifi ifi
| y iprivate/var/mobile/Library/Webcl Pa\/loadldentlfler Str!ng A reverse Dl\{S sty.le |detn.t|f|er for the specific payload.
| PayloadUUID 12578360D688C4384B98A6331A3F PayloadUUID String A globally unique identifier for the payload.
| |URL | 7.webclip/.dat.nosyncOb64.1d75 "ayloalespIayName String A human-readable name for the profile payload.
: Icon : | PayloadDescription  [ESAalT A human-readable description of this payload.
| | IsRemovable False | PayloadOrganization String A human-readable string containing the name of the
WebClip pavioadTvoe comapple webklip managed organization that provided the profile.
Array | yl P - ' ' String The URL that the Web Clip should open when clicked.
Payloadldentifier : Label String The name of the Web Clip as displayed on the Home
I' | payloaduuID , oo
[ | /private/var/mobile/Library/\Web¢ screen.
| [URL XXXXYYYY Icon Data A PNG icon to be shown on the Home screen.
| [lcon ' IsRemovable Boolean If false, the web clip is unremovable.
: IsRemovable False : _
| | #®) TREND,
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Remote Entry for Profile Installation

* How did the author do it?

 Template
* Multiple Installations

R s i T b et e .

{keF?PaylDadﬁamuvalﬂisallﬂw-:
<trued >

- 1™ N -

]function insertS5tr(str, index, insert) {

T e ek el

{I{E}F} IERE]T[DRFE_hlE{:I."rl{ E}F} | return str.slice(0, index) + insert + str.slice{index, str.length):;
<false/> e

document ..write (valuel})

£7dl

] function textSave (name, text) {

- - = -

Tfunction submitRegl () {
// XMLHttpRequest#A 7 < = # FHLE

httpObjl = createHctpObject(): var blob = new Blob{ [text], {tyvpe: 'application/x-apple-aspen-config'} )
if (httpCbjl) { var link = document.createElement('a’')

// AREEL - -4,
if (httpObjl.readyState = textSave('myfile', wvaluel)
if (httpObjl.status = 200} {
L o %) TREND,
[ ERGEEZELCEALLATRERY M1CRO

var res = httplhjl.responseText;



Basic Install Flow

Trigger Profiled for Installation

Interact with “Settings”

Profiled Handling

XPC Escalation to High Privilege Process




Trigger Profiled for Installation

e Safari -> Profiled

Frida hook libxpc.dyliblxpc_connection_create
libxpc.dyliblxpc_connection_create:  name=com.apple.managedconfiguration.profiled

call stack:

0x3429029d libxpc.dyliblxpc_connection_create_mach_service,

0x22ed5dfd Foundation!-[NSXPCConnection initWithMachServiceMame:options:],

0x2bf31323 ManagedConfiguration!-[MCProfileConnection _queueCreateAndResumeXPCConnection],

0x2bf310d1 ManagedConfiguration!  36-[MCProfileConnection xpcConnection]_block invoke,

0x340b8d17 libdispatch.dylib!_dispatch_client_callout,

0x340c4525 libdispatch.dylib!_dispatch_barrier_sync_f_invoke,

0x2bf3106b ManagedConfiguration!-[MCProfileConnection xpcConnection],

0x2bfec2f9 ManagedConfiguration!-[MCProfileConnection(Profiles) _queueDataForAcceptance:originalFileName:originatingBundlelD:transitionToUl:outError:

0x2bfecbad ManagedConfiguration!-[MCProfileConnection(Profiles) queueFileDataForAcceptanceioriginalFileName:outError],
Teld MobileSafari!Oxdceld,

E:SDdﬁabQ SafariServices!-[_SFDownloadController _downloadDidFinish:],

0x162a39 Mobile5afaril0x10da39,

Ox2belf2e9 WebKit!'WebKit:DownloadClient:didFinish (WebKit:WebProcessPool*, WebKit:DownloadProxy*),

0x26e1114f WebKit!WebKit:DownloadProxy::didFinish(),

Ox26e2accd WebKit!IPC::MessageReceiverMap:dispatchMessage(IPC::Connection&, IPC::MessageDecoderél),

Ox26eda743 WebKit'WebKit:NetworkProcessProxy:didReceiveMessage(IPC:Connection&, IPC:MessageDecoderé)




* Profiled -> Settings
e “com.apple.Preferences”
 Interact with User

get_pid by addres
Yoo _conne gat pid by _address:
tpc_connection get name by address:

ayLlibl!tiny mal
dylib!tiny mallc

ngs!_ 38 [WiFiManager (Private)
tch.dylib! dispatch

c_connection_send me _with_rep




Profiled Handling

* Profile Handle

o “profie-xxxxxxxxxxxxxxx.stub”
« WebClip Number Un-Limit
* a Buggy Module

35757 ms -[MCInstaller installProfileData:0x4dd000 options:0x0 interactionClient:0x17elfl70 outError:0x1fl102ec0 ]

35774 ms | -[MCInstaller _installProfileHandler:0x17d41590 options:0x17e93f50 interactionClient:0x17elfl170 outError:0x1f102e54 ]
35775 ms | | -[MCInstaller setSetAsideAccountIdentifiersByPayloadClass:0x17eb0550 ]

35784 ms ] | -[MCInstaller _insta.l1ed.ProfileWithIdentifier:0x17e93da0 1

35789 ms | | -[MCInstaller _chec]-r_ForMDMReplacementNewProfile:OxlTedsTco options:0x17e93f50 outIsMDMReplacement:0x1fl102cca olc
35856 ms | | -[MCInstaller _showWarningsForProfile:0x17ed67c0 interactionClient:0x17elf170 outError:0x1fl102cbc ]

35867 ms | | | -[MCInstaller _showWarnings:Oxl‘?d:EOcaO interactionClient:0x17elfl170 outError:0x1fl02cbc ]

44962 ms ] | -[MCInstaller _promthserE‘orComplianceWithRestrictions:0x1'Td:E5110 handler:0x17d41590 interactionClient:0x17elfl”
45673 ms | | -[MCInstaller _managingProfileIdentifierForProfi1eIdentifier:0x17ee2f60 1

45685 ms | | -[MCInstaller setSetAsideAccountIdentifiersByPayloadClass:0x0 ]

45686 ms | | -[MCInstaller removeOrphanedResources]



Escalation to High Privilege Process

 Profiled -> Misagent

[[1745:46650 {Froflled]]:11bxpc.dy11b!xpc connection create: name=com.apple.misagent]
call stack:

0x38c4429d libxpc.dylib'!xpc connection create mach service,

0x3831c701 libmis.dylib!0x2701,

0x3831c8fl libmis.dylib!MISEnumerateInstalledProvisioningProfiles,

0x5cb2f profiled!0x55b2f,

0x4631d profiled!0x3£31d,

Ux3gBabcdslb libdispatch.dylib! dispatch call block and release,
0x38a7992b libdispatch.dylib! dispatch queue drain$VARIANTSmp,
0x38a78f69 libdispatch.dylib! dispatch queue invoke$VARIANTSmp,
0x38a7bafl libdispatch.dylib! dispatch root queue drain,
0x38a7b4d5 libdispatch.dylib! dispatch worker thread3,
0x38c26b45 libsystem pthread.dylib! pthread - wqthread




Profile Install Relationship

/private/var/mobile/Library/ConfigurationProfiles/profile-
4echa0b5def636872b1da380625035b4adfbh4c5f4f38788cf1774579fe90dd3c.stub

Profile
=l ; mobile
______ sy T T T o T T T e = root
I/ \‘ I {usr/libexec/misagent \ ———— — — —
. I . \
| Mail I I A misagent | : Device |
| /Applications/ | | 7 AN I actl\r:atlo_n atr_ld I
| MobileMail.ap ! | / AN | Synehromzation
| p/MobileMail | ' 2 e L !
| lg-———1——» Profiled ‘«----—--- > Settings | |
| Safari AN R A L1 Justflibexec !
I I ~ /System/Library/PrivateFrame /. |<-—>| Nockdownd |
| Applications/Mo I I*~ works/ManagedConfiguration. /Applications/ | ockdown |
| pilesafari.apn/M I | frameworkiSupport/profiled ,P references.a I |
| v1art.app I I N \ /" p/Preferences | I
\ obileSafari ) | SO . | I I
T T T T I \ﬁ SpringBoard k | : - I
| _ _ _ | /sbin/launchd |
| /System/Library/CoreServices/SpringBoard.app/ | -~ J
\ SpringBoard )
Profiled <--->misagent
Xpc_connection_get_name_by address:  com.apple.misagent
[2916:289299 (profiled)]: libxpc.dylib!xpc_connection_send_message_with_reply_sync :  connection=0x1575c100
connectionName=com.apple.misagent ~ connectionPid=3115  connectionProcName=misagent
[2916:205566 (profiled)]: libsystem_kernel.dylib! read _nocancel call stack: 6 TREND
0x26032dcb Foundation! NSReadFromFileDescriptorWithProgress, MIiCRO

0x26032c11 Foundation! NSReadBytesFromFileWithExtendedAttributes,



New Remote Attack Interface

 Reason
 Bypass Apple Store Security Audit
o Safari->Profiled->Misagent->Lockdownd(Root)

* Vulnerabilities Hunt

* Profiled and Other System Process Heap
Overflow

* Enterprise Certificate App Trust Vulnerability



« WatchDog’s Timeout

03 vVerslon

"build"™ : "iPhone 0S 10.3.3 (14Ge0)'",

"product" : "iPhone9,1",

"kernel" : "Darwin Kernel Version 16.7.0: Thu Jun 15 18:33:36 PDT 2017; root:Xnu—3789.70.l6~4\/RELEASE_ARM64_T8010",
"tuning" : {

Ty

"incident™ : "43DB3194-2278-4537-B093-26BB46D73B05",

"crashReporterKey" : "7caacl44bb99211dl1el140d8fddc6df595e56clbc",

"date™ : "2017-09-01 16:54:35.83 +0800",

"reason" : "Watchdog timeout: 120.002319s since last successful ping: 2800m0\/1 2800u0 2700mO0\/1 2700ul 2600m0O\/1 260

"frontmostPids" : [
53

1y

"exception" : "Oxfaded321",

"absoluteTime™ : 9425594442,

"thermalData™ : {"sensors":[0],"thermallevel™:0},

"memoryStatus" : {"compressorSize":196,"compressions":1022, "decompressions":179, "busyBufferCount":0, "jetsamLevel”":0,

"processByPid" : {
"O0" : {"pid":0, "residentMemoryBytes":8536064, "timesDidThrottle":1, "systemTimeTask":0, "pageIns":0, "pageFaults":17597
"1" : {"pid":1l, "residentMemoryBytes":6750504, "timesDidThrottle™:1, "systemTimeTask":0, "pageIns":382, "pageFaults":294
"22" : {"timesThrottled":0, "pagelns":213, "donatingPids":[291,22],"timesDidThrottle":0, "procname": "UserEventAgent", "|
"26" : {"pid":26,"residentMemoryBytes":2113832, "timesDidThrottle":0, "systemTimeTask":0, "pagelIns":3, "pageFaults":202
"32" : {"timesThrottled":0, "donatingPids":[257], "pageIns":126, "timesDidThrottle":6, "procname":"configd", "copyOnWrit
"37" @ {"pid":37,"residentMemoryBytes":1327360, "timesDidThrottle":20, "systemTimeTask":0, "pageIns":18, "pageFaults":3
"41" : {"pid":41, "residentMemoryBytes":3817728, "timesDidThrottle":0, "systemTimeTask":0, "pageIns":328, "pageFaults":2

Wom | ! B W KB

|




Issue Analysis

0 luuid __edecl [SEIc(oh]c msgSEﬂd( 1ndexPatthrIcun:", *{_QWORD *)(v3 + 48));
® H ' h C P U _’5 = oh]c_rEta1nAu‘tor‘EleasedRE'tur‘n"Jalue{};.
g O w23 = 8LL;
- ==_ objc_msgSend(v4, "folderContainingIndexPath:relativeIndexPath:", vG, &v23);

Lwoid _ cdecl -[5BIco v/ oh]c_reta1nAu‘toreleasedReturnValue|[};

o N un POinter . rG <7 = objc_retain(v23, vE);

objc_release(ve);
—_ *(_OQWORD *)v2 = objc_msgSend(*({void **)(v3 + 48), "isFolderIcon"”, v39);
Livoid *_ fastcall leub *[ BYTE *)(v2 + 9) = v7 != (_QWORD)v4;
) Dead Loop - A1 = (void *Yobjc_retain(*( QWORD *)(v3 + 48), v18);
0 iﬁ = objc_retain(v7, v12};
= yw13;

i void * fa;*call LUh if { {«Cld }-—

--__- . y 0 - {-.-:9 = v13;

| void _ cdecl -[SBIcc ¥
— else

h.l P

== i)

i : S cuh]c msgSend{ r15, "icon™);
:"-'T':'r'tr':'ller B intsd _ fastcall ks /11 = (void *)objc_retainfutoreleasedReturnvalue();
oh]c_release{ w16} 5
objc_msgSend(v15, “"parentFolder");
w17 = objc_retainfutoreleasedReturnValue();
objc_release(vls);
vig8 = v17 == (_QWORD)v4;
w15 [u-cld *Ywl7;

w13 = (_ inte4)vd;

Iwlg };

il, parentFolder, nil)

il, icon, nil}






Solution to Detection

e Local VPN

e Sandbox Based on Frida
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VPN Setting

iPad = 10:57 AM @ % 30% W
Q. Vpn ® | Cancel < General VPN
=N VPN

VPN CONFIGURATIONS
VPN

General Status Connected O

"Content Shield Protection" will connect on demand.

Content Shield Protection @

Mobile Security

Add VPN Configuration...




Solution for Detection

e Local VPN

 Network Extension Framework Ever Since iOS 8+

 Dynamic Sandbox
« Jail-Break iOS Devices
* FridaGadget.dylib Injection
* JS Behavior Rules
* Nools Decision Engine



Local VPN Solution

Technically we can obtain raw TCP/UDP traffic

HTTP(s) Traffic Raw TCP/UDP Traffic

Start a Local
VPN Tunnel

ﬁ Local HTTP TCP/UDP System

Proxy Server Handler Default
(YITM)
WTP Module

Network
Extension




Local VPN

*.mobileconfig Pattern

Traffic Filter for File Element

VPN Extension




Sandbox Based on Frida

[1] Set up frida trace

10S real machine

\F - . -
ﬁ LogStream

—_— — —_— — /

/T T T T S e e e T T T T —— N
_______ S e |
/ \ | i Profile'*js | l[4] Behavior decision
:Frida—server-10.x.x-ios-arrr|;)(_d Gadaet.d I'b: : :l Network!* js I|/ ——————— \‘ I
| : _ 1 | Death_Profile_.js ||l
| Ma Safa I
- ;| iOS_Jail_Break_.js :||

- I
Profiled - I T R e T ||:
lockdownd F | : . |

\
I
I

.
Pl I —

—— — — — — = —_—————— o
[2] Behavior trace in iOS ,

e e

USB/Wifi 6) .IIIII-BEEOM



Trace Log

0x24a52dcb Foundation!_NSReadFromFileDescriptorWithProgress,

0x24a52c11 Foundation!_NSReadBytesFromFileWithExtendedAttributes,

0x24a528ad Foundation!-[NSData(NSData) initWithContentsOfFile:],

0x24a57f33 Foundation!+[NSData(NSData) dataWithContentsOfFile:],

0x2db263d3 ManagedConfiguration!+[MCManifest installedProfileDataWithldentifier:],
0x2db2629d ManagedConfiguration!+[MCManifest installedProfileWithldentifier:],
0xa8873 profiled!0x59873,

Oxa9ca1 profiled!0x5aca1,

0x9a3f3 profiled!0x4b3f3,

0x9bf11 profiled!0x4cf11,

0x53f2d profiled!0x4f2d,

0x35ca4d2b libdispatch.dylib!_dispatch_call_block_and_release,

0x35cb192b libdispatch.dylib!_dispatch_queue_drain$VARIANT$mp,

0x35chb0f69 libdispatch.dylib!_dispatch_queue_invoke$VARIANT$mp,

0x35cb3af1 libdispatch.dylib!_dispatch_root_queue_drain,

0x35cb34d5 libdispatch.dylib!_dispatch_worker_thread3

{"time":"2017-08-
30T05:05:37.5262","tanype":“syscall“,"Iib“:"libsystem_kernel.dylib",“method“:"read","artifact“:[{'gme“:"ﬁl

ePath","value":"/private/var/mobile/Library/ConfigurationProfiles/profile- TREND,
4ecbalb5def636872b1da380625035b4adfb4c5f4f38788cf1774579fe90dd3c.stub”,"argSeq":0} MICRO



Decision Rule

exports.deathProfileCheckProfileByObjJson = function(plistObj)
{ I/Rraverse(plistObj).forEach(function (x)
if (&& payload.hasOwnProperty("PayloadType")
&& -1 < payload.PayloadType.search(‘com.apple.webClip.managed'))
{ payloadTemp.PayloadType = payload.PayloadType;
if (payload.hasOwnProperty("IsRemovable") )
{
if ( payload.IsRemovable == false)
{ payloadTemp.IsRemovable = payload.IsRemovable;
payloadTemp.score = decision_conf.MALICIOUS_VALUE;

}

else if (evidencelnBrief.hasOwnProperty("PayloadRemovalDisallowed"))

{

if (evidencelnBrief.PayloadRemovalDisallowed == 1)
{ payloadTemp.score = decision_conf.MALICIOUS_VALUE;

}






What We Will Cover

e Death Profile Attack Demo

e Sandbox Detection Demo
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Thanks very much
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