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Breach Detection at Scale
with AWS honey tokens



AWS keys
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What if you want over 9000?

Security Advice: But less than 10,000



Security Advice: The space is in the crab.



? 





You may have some questions



How do I set this up?



https://bitbucket.org/asecurityteam/spacecrab





How do I deploy tokens?







Does telling people about this 
make it useless?

Security Advice: full disclosure c’mon what’s the worst that could happen





How much does it cost?



What I Learned









Security Advice: Don’t be Goofus.



SPACECRAB STATISTICS

Exploitation %
Avg 

Time-To-Exploit Fastest TTE Slowest TTE

Github/Gist 82.38% 
(201/244)

30m 8s 30m 4s 30m 15s



SPACECRAB STATISTICS

Exploitation %
Avg 

Time-To-Exploit Fastest TTE Slowest TTE

Pastebin 9.33% 
(7/75)

24h 49m 16s 12h 45m 22s 41h 16m 32s





strong finish/call to action

https://bitbucket.org/asecurityteam/spacecrab
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Thanks!


