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black hat Take-away
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* YES, it works

‘ * YES YES YES, even more.....
* RICH
* Current customers?
* loC

2015




blsakhat Outline
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* Inner Workings
* Potential Attacks
e Demonstrate Attack

e Future Possibilities
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RIG

Login
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mbdhat | Attack Infrastructure
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. L Panel Server
Victim Malicious Site TDS Update proxy info
Browser using API aplphp
. . Get proxy url with API @rrrrrersssssssssssssnnnnan >
£ico0ss Redirect to TDS . L  Proxy Info
compsrsénlsed —o—> gfod):;eCt Victim to « VDS Info

Redirected to g > MySQL
TDS Server « OS
+ Browser
, Proxy VDS L pocation
Redirected to @ R * ash
FEYEEES 1 proxy.php core.php Undat
k : : . ~paate download.php
Fingerprinted Decrypt VDS || ,........ » |l Fingerprint Victim Victim Info
domaln - . Send VlCtlm infO @ rrrassssEsEEEEEEEEEEEEE » . Parse Fingerprint
* Proxy traffic « Exploit Victim
- Receive Payload from data from core.php
Panel server e Get appropriate
« Send payload to victim
payload
+ Update statistics

Payloads




8. Panel Server (Admin)
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A" S ()
Search your computer
(@ Tlocalhost/mana 67% " B8 4

>
<]
[

'ER 2.0

Statistics
Overview Exploits
E ]
6882 1212 17.6 % ie10
flash 263
msie 135
silver 21
Countres Browsers

R
= US

XX
= 5G
+iCA
b €Z
B AU
LIFR
=1 BR

™= DE

Users

2118

211

28

MSIE 11.0

MSIE 8.0

Unknown

MSIE 9.0

MSIE 7.0

MSIE 10.0

MSIE 6.0

Firefox AG1C

Firefox C427

Firefox D7F3

2988

1198

Windows 7

Windows 8.1
Unknown

Windows XP
Windows Vista
Windows 8

Windows Server 2003
Windows 2000
Windows 98

Mac OS

1483

891

e [ S S

ferdigstudios
freshyardUID2313592
GenocideUID1971983
kumahiro
OrionsUID1491613
papa

test

yusuf115UID2077508
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2017/06/13 07:

W

0.04

2018/02/15 15:03.5
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2017/06/16 10:57.50
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2017/06/13 07:29.07
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ofhnat  Panel Server (Admin)
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© RIGV2.0
€ 9 @ localhost ST gase . ‘ el b =
A

VER 2.0

Proxy settings

DOOEEE

Mass adding (one url at line)
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bisekhat Panel Server (User)
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O RIGv2.0 http://localhost/api.php? x | +
€ @ |localhost v 80% | C 4B & A9 =
A VER 2.0
Statistics
Total hits 3808
Flow 43: 3808 O RIGV2.0 +
€ O localhost

A

VER 2.0

Exe Control

Attack type
iel0
flash
silver
=ES 2 2 (100 %)
Referers Browsers
kouidri.com 3013 330 (11%) MSIE 8.0 1190 138 (11.6%)
None 788 787 {99.9 %) Unknown 786 785 (99.9 %)
wwvi.attentive.pl 7 0 (%)

MSIE 9.0 762 76 {10 %)
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black hat API for Proxy

ASIA 2018

J 0 rav20 M hitp://localhost/apiphp’ x | +

€ O localhost

A

VER 2.0

Public stats

Public stats

“http://panel server domain/api.php?apitoken=



http://panel_server_domain/api.php?apitoken

bibexhat Inside the Leali'ed DB

ASIA 2018

id, name, fault -

id, user_id, file, filename, exe files 2
file size, avcheck

id, user_id, file_id, 39,127,2,1496975943 14
last_token

id, option_name, 2, real_path, /var/www/html/hitfm 7
option_value

id, url, description, 494, http://tree.changesomelives.com,,0 23
last_check

id, user_id, len 400,131,1514753999 62

id, ip, os, br, cc, us, referer, '20756','94.156.115.146','Windows 7','MSIE 11.0','BG','Mozilla/5.0 6882
exp, user_id, flow_id, hash  (Windows NT 6.1; Trident/7.0; rv:11.0) like
Gecko','oxprxt.tk','flash’,'133",'51",'390cc1ddfbdf70c5ff79d5d63c56

5blb'
id, name, rights 1, admin, admin 2
id, user_login, user_pass, 134, ferdigstudios, a3a5823e48cccf107cfleba5f2cdaa2d, user, 8
rights, color, first_time, OOOOFF,

last_time, description, sid 1423277805,1496974143,,a1a6557378ea20856aac56fa4229113

id, ip, description 1, http://94.23.207.221/core hit.php, , 1



http://tree.changesomelives.com/
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bibexhat Inside the Leak’ed DB

ASIA 2018

5662 kouidri.com 217.23.6.139
793 hitrigenter.com NXDomain
263 NXDomain
. 135 www.attentive.pl 58.128.170.129
¢ TOta I 7 5 CO u nt rl e S 21 www.freesafeip.com 104.18.46.32, 104.18.47.32
104.25.229.53
2988
1198 NXDomain
°® Ita Iy ( 3 849 ) 795 46.182.30..163
766 NXDomain
656 NXDomain
46.182.30.163
430 46.182.30.163
&0 NXDomain
o U S ( 2 1 1 8 ) 90 NXDomain
20 NXDomain
NXDomin
2729 46.182.30.163
1483 NXDomain
* Singapore(131)
NXDomain
&5 46.182.30.163
249 NXDomain
169 NXDomain
= 46.182.30.163
20 NXDomain
20 NXDomain
1 NXDomain

NXDomain


http://kouidri.com/
http://hitrigenter.com/
http://www.attentive.pl/
http://www.freesafeip.com/

/
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black hat Decoying Proxies

ASIA 2018

L. Panel Server
Victim Malicious Site TDS Update proxy info

Browser I 1 : . using API aplphp

( “http://panel server domain/api.php?apitoken=

~———— | Dl 4 |
@ 2 . ‘ MySQL
TDS Server | . 0S

http://proxydomain/proxy.php?PHPSSESID=njrMNruDMh7GCJzBKvPcT7tEMU7PSRnMmdLGyvrPVsbu

R
||' FToxy ramic | « Exploit Victim
Receive Payload from data from core.php
Panel server - Get appropriate
Send payload to victim
payload
Exploit - Update statistics

Payloads



http://panel_server_domain/api.php?apitoken
http://proxydomain/proxy.php?PHPSSESI
http://proxydomain/proxy.php?PHPSSESID
http://proxydomain/proxy.php?PHPSSESI
http://proxydomain/proxy.php?PHPSSESID
http://proxydomain/proxy.php?PHPSSESI
http://proxydomain/proxy.php?PHPSSESID
http://proxydomain/proxy.php?PHPSSESI
http://proxydomain/proxy.php?PHPSSESID
http://proxydomain/proxy.php?PHPSSESI
http://proxydomain/proxy.php?PHPSSESID

blhak hat RIG 4.0

ASIA 2013




black hat Message

ASIA 2013

7 (@ rig_exploit_pack@exploit.im/39592136491517374732676197 S 2 “@
hello, | am interested in Rig 4. "w% o wm foom

+(14:15:27] <rig_exploit_pack@exploit.im> you can get it
“#[14:15:32] <rig_exploit_pack@exploit.im> how many rent time you need?

- how much for one week?
#114:16:42) <rig_exploit_pack@exploit.im> 500 usd s
—| how about if one month? Prl ce

#-[14:17:00] <rig_exploit_pack@exploit.im> 15.
#[14:17:02) <rig_exploit_pack@exploit.im> 1.5
let me know how to pay for one week ?
Is there any trial service?
“¥[14:23:02] *** rig_exploit_pack@exploit.im is now Away: [pamMo ceiyac MeHa 3aeCk HeT
W¥[14:23:32] *** rig_exploit_pack@exploit.im is now Online [1]
“[14:23:46] <rig_exploit_pack@exploit.im> you can pay with btc
“+[14:23:57)] <rig_exploit_pack@exploit.im> you can pay and take education time
#-[14:24:00) <rig_exploit_pack@exploit.im> then you rdy we start
. do you have trial service?
*[14:25:11] <rig_exploit_pack@exploit.im> y
#[14:25:22] <rig_exploit_pack@exploit.im> but u cant send traffic on trial mate
#[14:25:27] <rig_exploit_pack@exploit.im>

http: //rigpriv.com
#-[14:25:38] <rig_exploit_pack@exploit.im>
o

#+[14:25:39] <rig_exploit_pack@exploit.im> wmus

+[14:25:43) <rig_exploit_pack@exploit.im> g =

- let me know your btc address
*** rig_exploit_pack@exploit.im is now Away: MNpamMo ceiyac MeHs 34eCh HeT
*** rig_exploit_pack@exploit.im is now Online [1]
*** rig_exploit_pack@exploit.im is now Away: Mpamo cei4ac MeHa 34ecb HeT

*** rig_exploit_pack@exploit.im is now Online [1] bltCOln addreSS
- hey /
#-[14:49:26) <rig_exploit_pack@exploit.im> =
#[14:49:35) <rig_exploit_pack@exploit.im> 15uvyQuesi Tujiin'ss pupdilopyfia 705 fanl 7

| am getting the fund. hold on for a while.
#-114:52:10) <rig_exploit_pack@exploit.im> ok
#14:52:13) <rig_exploit_pack@exploit.im> w8 u

o R A 5 &



blhak hat The Rich?

ASIA 2018

Summary Transactions

Address No. Transactions 2518 ol
Hash 160 I5e il fee i Je ITLliw G T 20 Sul 1T wd3 Total Received 767.30969455 BTC alll
Tools Related Tags - Unspent Outputs Final Balance 0.20494902 BTC alll

7.8 Million USS
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mbdchat | Attack Infrastfﬁcture
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Victim Malicious Site TDS Server Russia  API Server
Update proxy 23 ph
Browser : ; ; -pPnp
Koo Redirect to TDS - Get proxy url with API | _ information using AP Ao Fow e
- - Redirect to fingerprint .
compromised " | VDS Info?
pSite & proxy servers > Info
Redirected 2 "
eto|rTe[():Se Payload Server Connect every Russia Panel Server
10 minutes
) . MySQL
Check updates on payload| ~ N 0S !
Redirected  Browser
Server Referrer
; : core.php? Update Info
. . Fingerprint Info? | ................. > € aas .
Fingerprinted - Process fingerprint info
Redirected « Get appropriate payload
1o Proxy Proxy Server Get Pavioad bavioad
et Payloa ayloa
Server 4—°—> D > Exploit? @ rrrrrssmssnssnnmnEnnnn Y .................. > y
: Proxying Traffic '
EprOIted |ndexphp

Payload Russia Web Application
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o 40

....... om

RIG4.0 & Stasics [ Fles @ Flows () Subscripon ©F Options Y I[P Whitelist

Statistics

i) | rigpriv.com,

RIG4.0 @& Statistcs [ Files = Flows () Subscripion % Options Y IP Whitelist

@ | rigpriv.com/flow:

RIG4.0 @& Statistcs [ Files i= Flows Subscription % Options Y IP Whitelist

Flows - I

RIG4.0 @ Statistcs [ Files = Flows Subscription  #& Options | Y IP Whitelist

Flow #id Name . :
= IP Whitelist
TDS server: IP

UserlD IP List Off / On Actions
- - i

«©



blhak hat API Link

ASIA 2018 #BHASIA

@ RIG 4.0 x RIG 4.0 x | +

@ € (@ | rigpriv.com

API token

Token link:

http://5.23.52.14/23.php? 2mss d c=|SSroe e/ SRwoDonns_upuernyZws.

Dont forget to Whitelist your TDS ip!

=l




blbekhat Decoying Proxies
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Russia  API Server

Victim Malicious Site TDS Server
Browser _ " Updateproxy N N 23..php .
- Redirect to TDS http ://5.23.52. 14/23 php? eDebmtF_Fi,
compromised i rd )?
site __-‘DL__* ra
Redirected a ‘ |
to TDS Vp‘:.1-l
‘o Frooror http://188[.]225[.156 .]143/7Mj I5Mj [26XrbMZkSasnuhix&1zIEBp=Y2FwaXRhbA==GbpPHj fahvu=bG9j YXR1ZA==eabizL ZNj mig
Server bWlsaw==&nRdecvsCs=xHvQMrfYbRnFFYffKPjEUKBEMUrWA@KKwYuZhajVF5ixFDDGpbf1FxnspVidCF6EmvVvdLEHIwah1UHA&DptzGyb=Y
FwaXRhbA==8&audaddCd=SwZjnY1dAlwUpq_7jETVwBDNh5KC9BGEZA9H-ZSQEbV0oiVn8zbcXec9yzxDUuGIGzektY18gpQ5R2aj I&zuNPOmw=
Fingerprinted 2FwaXRhbA==&GTpsYptgP=dGhpbmdz&GHvDVcGFVL=Y2FwaXRhbA==
a8 RO eI e ————————
Redirected « Get appropriate payload
Proxy Server
to Proxy Get Payload Payload
Server ~—0O— trrernernneens . Exploit? DR o’ st .
: Proxying Traffic '
Exploited index.php
Russia Web Application

Payload
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black hat Decoying Proxies
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Proxy Server IP count

22-Feb 23-Feb 24-Feb 25-Feb 26-Feb 27-Feb 28-Feb 1-Mar 2-Mar 3-Mar  4-Mar 5-Mar

mlink1l mlLink2

20
18

TS S TN
o N b

Unique IP count

o N B O 00
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black hat Decoying Proxies

ASIA 2013

* Other users are also using same proxy
* Change Proxy Randomly

*Total IP - 108 Proxies (5t" March 2018)
*Location - Russia

* Hosting - timeweb hosting Russia, telecom.uk
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Upload
Filename Size time

.exe *=/.00B

j.exe T9l.05kB &
07:15.00

Upload local file

8yYUWS5C3.exe

browse & upload

Upload file from URL

Egd4ecPDa.exe

Check
time Hash
[ 10RMEN1 844950amASRaR St Ay
0370
19 1 béc
03

AVCheck AutoUpdate

aid 038Ky nttpr2e.

7

Actions

@ & 7724422230

150 -0800]
:51 -0800]
:52 -0800]
:51 -0800]
:52 -0800]
:49 -0800]
149 -0800]
:50 -0800]
:51 -0800]
:51

RIG 4.0

Login [

e e e T

HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.

c A s Pm
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bibekhat More and More Proxies -

ASIA 2013

e Insufficient Authentication at APl Server

*Get Proxy IP even after subscription period

* Updated Proxy List Till Today is XXXX
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) . o ®0 e Index of /gearsfajax x +

7 . @ € & | rigpriv.com/gears/aja
@ € 9 (@ /rigprivcom:8080/htn .
Index of /gears/ajax

Index Of /html [ICO] Name Last modified Size Description
[DIR] Parent Directory
Name Last modified Size Description [DIR] exploits/ 03-Dec-2016 14:15
[DIR] files/ 29-Dec-2016 11:18
[DIR] flows/ 13-Sep-2016 22:19
a Parent Directory . [DIR] flowstat/ 11-Dec-2016 14:04
e R R [DIR] ipwhitelist/ 04-Sep-2016 14:21
@ functions.php  03-Jan-2018 07:55 7.0K [DIR] options/ 07-Sep-2016 00:55
[DIR] proxy/ 02-Jan-2017 16:39
[DIR] public stats/ 03-Sep-2016 21:57
Apache/2.2.22 (Debian) Server at rigpriv.com Port 8080 [DIR] stats/ 06-Nov-2016 01:38
[DIR] tarif/ 02-Sep-2016 18:08
[DIR] user/ 03-Dec-2016 19:30
[DIR] users/ 22-Sep-2016 23:46
[DIR] vds/ 02-Sep-2016 18:09

Apache/2.2.22 (Debian) Server at rigpriv.com Port 8080

MD5 (A@6fdnK6.exe)
MD5 (B@OPufbvx.exe)
MD5 (CSLul7XX.exe)
MD5 (CeUoJBCb.exe)
MD5 (LaAET1TP.exe)
MD5 (LtKr5sjF.exe)
MD5 (S0jS2615.exe)

7eea8lafdb7ab260064aea5dd5ac6531 (UltraVNC) 48/66
7d2dc8564359854b9daka6a83e915185 (Trojan) 52/64
64e0165d8cf21c65d3cb3b8a94718d2@ (Trojan) 49/68
cbc23ce514b4e4142172808ed3eceld5 (Trojan) 49/65
a987017ffdeedde5ac20eel5b369e103 (Trojan) 56/65
4a497fdacf903dc19e9112f007505cf7 (Trojan) 49/68
3601878799f95b9d095676060145252e (Trojan) 29/61
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blackhat Peaking Attackers

ASIA 2013

* 400 Customers till 2018/02
e 21 Customers Data .....



Flow ID

874 (mxmxmx)
975 (mx)

880

884 (TRAFF)

887

890

898(col)

899 (korsaisback)
902

906

907

908 (Nutrino)
910

912 (First Server)

913 (Second Server)

914

920 (first)
921 (Maaa)
923 (test)
927 (test)
929

Top Country

Mexico
Mexico

Brazil

United Kingdom

us

United Kingdom

us
Netherlands
Turkey
Turkey
Mexico
us

us

us

us

Egypt
Brazil
Germany
Taiwan
us

us

Hits

9
5437
714451
1
14982
1

213
190
58560
794

2

11
788
2860
3241
140
83293
1
5530
110
417
891,031

Exploits

378
94351

418

7874
96

28
41
47
10
7261

691

32

15
111,255

%

22.2
7
13.2

2.8

2.8
2.1
13.4
12.1

3.6
1.4
1.5
7.1
8.7
100
12.5
29.1
3.6
12.4

Top Browser

MSIE 11.0
MSIE 11.0
MSIE 11.0
MSIE 8.0

MSIE 11.0
MSIE 11.0
MSIE 11.0
MSIE 11.0
MSIE 11.0
MSIE 11.0
MSIE 11.0
MSIE 11.0
MSIE 11.0
MSIE 11.0
MSIE 11.0
MSIE 11.0
MSIE 11.0
MSIE 8.0

MSIE 11.0
MSIE 7.0

MSIE 11.0

Top OS

Windows 10
Windows 7
Windows 7

Windows Vista

Windows 7
Windows 7
Windows 10
Windows 7
Windows 7
Windows 7
Windows 7
Windows 10
Windows 7
Windows 7
Windows 7
Windows 7
Windows 7
Windows 7
Windows 7
Windows XP
Windows 7

Referrers
Domain

1
9
10
0
10

10
10

10
10

10

10
10

108

Exploit
Types

2

N U1 OO kP O NN W W Ul O O W OO0 M N O U O O O

(o))
(%)
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bngékhat RIG 4.0 — Attack Summary "

ASIA 2013

- Decoying Proxy |IP with Customer Privilege
- Reveal Hidden IP of Panel Server

- List Directories

- Get More Proxies

- Peaking Attackers



blbeK hat BEPS/ Sundown
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biSaxhat  Attack Infrastrdcture

ASIA 2018

Victim Malicious Site TDS
Browser Update proxy Panel Server

ACCeSS - Get proxy url information api.php
) Redirect to TDS . using API :
Compromised —0" using API Proxy Info

edirected to e > statlstl'cs..php namecheap DNS
DS Statistics server
Master proxy
domains

Register
Proxy dga.php, sub.php Dogmain

index.ph Proxy D '
Redirected to i éyont(:grllam Manage cloudns
Proxy '—e—' * Fingerprint victim Update Victim A records DNS server
Info (hi i
S Upsskie Vs i nfo (hits) MySQL Proxy domains
Fingerprinted
- Self Protection from OS, Browser

VDS Server Location

Exploited crawlers
Call landing_$flowid.php

landing_$flowid.php

Payload z.php
- yload
Update hits table Update Victim Info

Get appropriate payload (exploited hits)




bibekhat Panel Server (Admin)
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V

s : 'MSIE 11.0

_— 92,240
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bihakhat Panel Server (User)

ASIA 2018 #BHASIA

Hame Hash Size Timestamp Deseription av

DESCRIPTION

Flow #121

API Link

URL Rotator: nhttp://188.165.163.235/index/api.php?sid=9Hbrbjv_nfRcSSPd0al

Public Stats:| http://188.165.163.235/index/public.php?i=e5209510




id, name
id, file, owner, name, hash, rate, result

id, owner, name, file, hash, description,
timestamp, url

id, user_id, file_id, last_token

id, owner, flow, ip, agent, referrer, country,
city, browser, exploited, timestamp, os

id, url, description, last_check

token, flow_id, timestamp

id, name, pwd, registered, last_login,
last_ip, expiration, uid, comment, token

id, ip, description

622, wallstreetsradar.org
217,750,59,accelerate.exe,ba3f78935efde883e1c07a89
0fb71adf5a3ab9a3, 1/35, AVDFree:OK Avast:0OK

676, 60, tihjyuu.exe, exe_file,
fa35b9cf029d867ee509a3891alceb643e38ea22,
1473195774, NULL

126, 60, 738, 1473246262
889961,22,44,'221.40.158.156','Mozilla/5.0 (Windows
NT 6.3; WOWG64; Trident/7.0; rv:11.0)
likeGecko','http://nikefukuoka.jp/m/banner.php','JP','U
nknown','MSIE11.0',0,1465996320,'Windows 8.1’
10880, http://rig.mexicanvoter.info/index.php,
autogenerated, 1473246001

5stcclXg49RSo, 126, 1473246262

40, firebender,
$2yS$105dJ6IkN4IMxzgX87SNxQOoe4rnBCzufljDV1TZFL
pYesd8QzZkxPrQm, 1469572046, 1473225147,
185.93.185.229, 1473552000, 1a80cc68,
,95RJctOWpJvO

9, http://109.236.92.187/index.php

30
218

24

126
404,905

103


,'JP','Unknown','MSIE11.0',0,1465996320,

mbdkhat Datain Hits Table

ASIA 2013

No Country Count

1 RU (Russia) 38145 MSIE 11.0 92,425
2  GB (United Kingdom) 32083 MSIE 8.0 42,115
3 US (United States) 15316 MSIE 7.0 28,195
4  BR (Brazil) 14485 MSIE 10.0 27,125
5 JP (Japan) 14039 MSIE 9.0 24,215
6 IN (India) 12298 Chrome 50.0.2661.102 5,440
7  DE (Germany) 10093 MSIE 6.0 4,177
8 ES(Spain) 9778 Firefox 46.0 1,966
9 FR(France) 8357 Chrome 46.0.2486.0 1,790
10 1T (Italy) 6389 Chrome 49.0.2623.112 1,071
11 VN (Vietnam) 5290

e Total victim IP count 1s 224,727

Windows XP 22,155

Windows 8.1 20,443 *

R Referrer URL 1s 51,826
Windows Vista 9,703

eos N Domains 1,390

Linux 1,442



bisaxkhat Attackers List in Database
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admin 223298 77588 - -
stalin 10379 620 3 6%
firebender 13066 7644 4 59%
rfrswefg 24 8 2 33%
mycucu 22 33 2 150%
bullxx2 24 7 4 29%
djaro 31 15 2 48%
synkox 12313 2549 1 21
Andsdig 343 40 1 12
goldendragon 28294 8307 3 29%



Gl . Decoy Proxies
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http://panelserver IP/api.php?sid=9Hbrbjv_nfRcSSPd0al

¥

o : http://ablt.mexicanvoter.info/index.php?zX3kA02R2cBabnur



http://panelserver_ip/api.php?sid=9Hbrbjv_nfRcSSPd0al
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Victim Malicious Site TDS
Browser 1 Update proxy Panel Server
ACCess Redirect to TDS Ge H 1 :
Compromised —0- u NOT W Iteliste fo
|

edirected to e > SIatIS“_CS_' hp namecheap DNS
DS Statistics server
Master proxy
domains

Register
Proxy dga.php, sub.php Dogmain

index.ph Proxy Domain
Redirected to PP Cyontrol Manage cloudns
Proxy ‘_e_'  Fingerprint victim Update Victim A records DNS server
Info (hit Proxy domains
. Update Victim info nfo (hits) MySQL Xy i
Fingerprinted
« Self Protection from OS, Browser

VDS Server Location

Exploited crawlers
Call landing_$flowid.php

landing_$flowid.php

H H y Oad

Get appropriate payload (exploited hits)
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Hunter

Hunter Home

Login




£

black hat Attack Infrastructure

ASIA 2013

Panel server & Landing Page Update Server
Victim Compromised Site grag P
Browser
* Redirect to Landing Page (carpet
//‘x bomb)
Access __°_> + Redirect to Landing Page
‘\Compromised Site (exploit) Task

A 4

S— — index.php
Access \\) <_° Landing Page Exploit

Landing Page
index.php
— —0 »
//ﬁ<\ Landing Page Payload
/Fingerprmted )

Exploited

i

MySQL (server.sql)

/l\ a Data to manage
] k 2 customer
(=) |79
- MySQL (ekit.sql)
+ Victim data
« Data to manage panal
S server.php
Receive Token &
Panel Server Web | engkbeedos Update

Application




black hat Panel Server

ASIA 2013

Hunter Exploit Kit
FU e = T [

h

Hunter Exploit Kit
P

@ e

[

Hunter Explolt Kit

E Weicame Hacker ] Manage Task

® Manage

& Expit Satisics

h

Lo Mg 1800 Cg L

THE LAST VISITOR EXPLOITS - Under Construction

@

BplitArchive

LAST REFERER THE LAST EXPLOIT - Under Construction

Hunter Exploit Kit

h

8
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- Detect Panel Server
- Find Landing Server

. Related Servers on Internet
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& G @ localhost e @ w7 P




bla‘:"ck hat

Attack Infrastructure

ASIA 2013

Victim Compromised Site Landing Server Uploader Panel Server
Browser
uploader-api.php
Access Redirect to ssh uploader.php
| Compromised Site Landing Page CitiYEYdUu9p.ph API
j' """""""" RROR | . Get pay'oad : Give
S [ appropriate
every 1 minute P payload
Access <_° - Fingerprinted
Landing Page - Exploited
exploit_config config
Mysql
- mysql - ssh detail
connect detail - path to
uploader- . Data to manage
api.php web application
R4D20AxDjGsO.php L m .',',:M
> Updateinfo . .. =
Update DB
—0
index.php
\Web application




Panel Server

lack hat
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Neptune Exploit Kit
« cC o locathost - Q0 no =
ashboard Neptune Exploit Kit b +
& c @ @ localhost/f O W N @ =
Neptune Exploit kit
‘ Neptune Exploit Kit S+
& cC @ D localhost, -9 i @ =
Visitor Statistics Buchioard
Flows
Stats
Stats
Dashboard
Flows
Stats
Stats
Operating System Exploited? Country
Windows 7 16
Operating Systems

Firefox
11




b..—,‘.?;khat Potential Attacks
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- Fake APl Access

. Related Servers on Internet
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Future Possibilities
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Leaked Exploit Kits

. Impassion Frameshit

- SmartPack

- RIG - adpack-1 . Target Exploit
- SAKURA .- adpack-2 - Tor

- BEPS/Sundown - Armitage - Mushroom

- Hunter - fiesta - Bleeding Life
- Ox88 - firepack - Crimepack

- Neptune - g-pack - DCpp

- Siberia . ice-pack - Phoenix

- Sava . Infector - Blackhole

- Elenore - mpack - Ddos

- Elenore Exp - multisploit

- Fragus - my-poly-sploit

- Demon Hunter - RDS



blaaikhat Future Possibilities
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- Similarity in Attack Infrastructure

. Code Reuse
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Old Days vs New Days

Landing Server

Database

Proxies

Landing Server

\ Fingerprint Server

)

API Serv

Exploits

Database Server pdate Server
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£ Code Reuse

blackhat
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2{[€ iIce-pack Tor
Uy 6%u14BE%u3828%u74F 2%uC108%uBDCBXUDAO3%UEB40%u3BEF%u 6%u14BE%u3828%u74F 2%uC108%u0DCB%UDAO3%UEB40%U3BEF%
} 75DF%USEE7%USE8B%U0324%ub6DD%u0C8B%u8B4B%u1CS5EXUDDO u75DFXUSEE7%USE8BXu0324%ub66DD%u0C8B%u8B4B%u1C5E%UD
3%u048B%u038BXuC3C5%u7275%ubD6CRUBEGFXub42EXubC6CRU DO3%u048B%uB38BRUC3C5%U7275%ubD6CRUBEGF%U642E%U6CH
3119‘“” 2e00%uS5C2e%u2e7e%ku7865%u0065%uCO33%u0364%u3040%u0C7 Cxu2e00%u5C2eXu2e7e%u7865%u0065%uC033%u0364%u3040%
gFile;6$1 8%u408B%u8BOCkU1C70%uBBADXUO840%UO9EBXU408B%u8D34%u ubC78%u408B%u8BOCXu1C70%u8BAD%XUO840%u09EBXU408B%us
s”,time()) 7C40%u408B%u953CHUBEBF%UOE4EXUEBECXUFF84%uFFFFXUECS D34%u7C40%u408BXu953CXUBEBFXUOE4EXUEBECKUFF84%uFFF
EESmRgan 3%u8304%u242C%uFF3C%u95D0%uBF50%u1A36%u702FXu6FE8%uU FRUEC83%uB8304%u242C%uFF3C%ku9500%uBF50%u1A36%u702F%
.; AR FFFFXu8BFF%u2454%u8DFCXuBAS2%ubB33%u5353%uEBS52%u532 UGFESXUFFFFXu8BFF%u2454%u8DFCXuBA52%ubPB33%u5353%uUE
37 4%uDOFFX%uBF5D%UFE98%UOEBAXUSIEBXUFFFFXu83FFXu04ECXuU B52%u5324%ubDOF FXuBF5DXUFE98XUOEBA%USIEB%UFFFFXu83F
33 A 2C83%u6224%ubDOFFXU7EBFRUE2DBXUES73%UFF40%XUFFFFXUFFS FRUO4ECRU2C83%ub224%XubOFFXU7EBFXUE2D8%XUEBT7 3%UFF40%
14 function ¢ 2%UEBDOXUFFD7XUFFFF" ,@$escexeurl.”’;\n"; UFFFFXUFF52%UE8DOXUFFD7%UFFFF" , $escexeurl.”';\n";
[,szgl?g\ 183 echo "var success=0;\n"; echo "var success=0;\n";
ray’: “184 if ( $browers == 1) if ( $browser == 1)
$bSize 185 { {
'Error’]) 186 if ( $config['spl1’] == 'on’' && $vers[0] if ( $x1 && $vers[0] < 7 )
ec?o "<t < 7 ) {
der:™.$0S1 . : :
".$bColoy |87 { 217 include( "exploits/x1.php” );
ius:10px;; 188 include( "exploits/x1.php" ); : }
ext-transi 180 } if ( $x9 )
Ob-sia” 190 if ( $config[’spl9’'] == 'on’ ) {
46 505‘2’;821”1 { include( "exploits/x9.php"” );
sQ); 192 include( "exploits/x9.php” ); }
41 ob_end_1i1a% 1 if ( €v12 RR ( QuoarelAl == A 'l QuarelAl -
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RIG , Hunter , Neptune(Blaze) ,
BEPS/Sundown
] ]

0x88 , multisploit , RDS , infector
] ]

Demon
Hunter

Mushroom , Elenore

Demon Hunter , Bleeding Life : J

] ]

ice-pack , Tor

Sakura , Armitage F
]

] ]

adpack, blackhole, crimepack, cry217, dcpp, fiesta, firepack, fragus, g-
pack, impassioned FrameShit, mpack, my-poly-spolit, phoenix_2.5,
sava, siberia, smartpack, target-exploit
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?2::(22: Know Inner Potential Future
Epr oit K|ts Workings Attacks Possibilities
RIG 2.0
BEPS/Sundown RIG 4.0
Hunter

Neptune
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Complex ===  Vulnerable === Take Down

Future-Proof



