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A Complete Practical Approach to
Malware Analysis and Memory Forensics
2023 Edition

Advanced Threat Emulation: Evasion

Abusing Active Directory
(On-Prem & Azure)

Attacking and Defending Electronic
Physical Access Control Systems

Attacking and Securing APIs

Attacking Mobile Applications: Practical
Security Testing for Android and iOS

Customizable Static Vulnerability
Discovery Using angr’s Lesser Known
Capabilities

Fundamentals of Cyber Investigations &
Human Intelligence

Hacking Cloud Infrastructure

Web Hacking Black Belt Edition
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08:00
COFFEE SERVICE

09:00
CLASSES START

10:30 - 10:45
EARLY COFFEE BREAK

12:00 - 13:30
LUNCH

15:00 - 15:20
AFTERNOON COFFEE BREAK

18:00
CLASSES END
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Trainings Notes

All Training materials are
distributed in your classroom.

If you have registered for both
Training and Briefings, you
DO NOT need to check in again

4201AB for Briefings.

Class transfers are only
allowed prior to lunch on day
one of trainings.
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If you find your class is not

a good fit, please complete

a class change request form
(available from your instructor),
have your instructor sign the
form (instructor MUST sign the
form), and bring the signed form,
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along with your training tickets,
to Black Hat Registration on
the 4th floor, Course Seating is

subject to availability.

Please be responsible:

Do NOT lose, misplace or forget
your badge. Lost, misplaced,
stolen, or forgotten badges will
incur a replacement fee equal

to the original purchase amount
of your pass. If your badge was
complimentary, the fee will be

the current, on-site rate.

If you did not receive a

Training certificate or there
was an issue, please contact
certificates@blackhat.com.




