
Trainings Schedule

08:00 AM
COFFEE SERVICE

09:00 AM
CLASSES START

10:30 – 10:45 AM
COFFEE SERVICE

12:00 – 1:30 PM
LUNCH

3:00 – 3:20 PM
COFFEE SERVICE

06:00 PM
CLASSES END

Registration Hours/Location

Marina Bay Sands  
Convention Center: Level 4

Tuesday, April 1
 07:30 AM – 03:00 PM
Wednesday, April 2
08:00 AM – 04:00 PM

Thursday, April 3
07:30 AM – 06:00 PM

Friday, April 4
08:00 AM – 04:00 PM

Attendee Wifi

SSID:
 BlackHatAsia2025

PSK:
BHASIA2025

Upcoming Events

Black Hat USA
 August 2-7, 2025

SecTor
Sept 30-October 2, 2025

Black Hat Europe
December 8-11, 2025

TRAININGS

469500_BHAS25

Please use the class number provided when navigating to your course.

Title Presented By Class 
# Room

A Practical Approach to Breaking & 
Pwning Kubernetes Clusters:  
An Advanced Hands-On Approach
2 Day

Madhu Akula 2104 Peony Main 
Ballroom 4404

Advanced Infrastructure Hacking
2 Day NotSoSecure 2106 Peony Main 

Ballroom 4503

Advanced Malware Traffic Analysis 
- Adaptive Defence. 2025 Edition
2 Day

Veronica Valeros, 
Sebastian Garcia 2107 Peony Main 

Ballroom 4402

AI Red Teaming in Practice
2 Day

Gary Lopez, Microsoft 
AI Red Team;  
Dr. Amanda Minnich, 
Microsoft AI Red Team

2108
Peony Main 

Ballroom 
4401AB

Applied Hardware Attacks on 
Embedded and IoT Systems
2 Day

joe fitzpatrick & the 
securinghardware.
com team

2109 Peony Main 
Ballroom 4403

Black Hat Cryptography - Attacks, 
Tools & Techniques for Security 
Professionals
2 Day

Ruben Gonzalez 2115
Peony Junior 

Ballroom 
4410AB

Deepfake Threat Analysis
2 Day Psyber Labs 2116 Peony Junior 

Ballroom 4511

Effective Linux EDR/XDR Evaluation 
Testing for Red and Blue Team
2 Day

Leszek Mis @ 
Defensive-security.
com

2117 Peony Main 
Ballroom 4405

Holistic Hacking - Physical Red 
Teaming for Cybersecurity 
Professionals
2 Day

Ana Aslanishvili; 
Shawn Abelson; 
Pine Risk 
Management

2120 Peony Junior 
Ballroom 4412

Implementation of telco networks 
for pentesters - 2G, 4G and 5G
2 Day

Ethon Shield 2121 Peony Main 
Ballroom 4406

Tactical Hacking Essentials
4 Day

SensePost | Orange 
Cyberdefense 4109 Peony Junior 

Ballroom 4411

Web Hacking Black Belt Edition
2 Day NotSoSecure 2125 Peony Main 

Ballroom 4502

Windows Shellcoding Techniques
2 Day T.Roy, CodeMachine 2126 Peony Junior 

Ballroom 4512



LEVEL 4

TRAININGS

365311_BHAS24

Trainings Notes
 All Training materials are 

distributed in your classroom.

 If you have registered for 
both Training and Briefings, you 
DO NOT need to check in again 
for Briefings.

	XClass transfers are only 
allowed prior to lunch on day 
one of trainings.
If you find your class is not 
a good fit, please complete 
a class change request form 
(available from your instructor), 
have your instructor sign 
the form (instructor MUST 
sign the form), and bring the 
signed form, along with your 
training tickets, to Black Hat 
Registration on the 4th floor, 
Course Seating is subject to 
availability.

 Please be responsible:  
Do NOT lose, misplace or forget 
your badge. Lost, misplaced, 
stolen, or forgotten badges will 
incur a replacement fee equal 
to the original purchase amount 
of your pass. If your badge was 
complimentary, the fee will be 
the current, on-site rate. 

 If you did not receive a 
Training certificate or there 
was an issue, please contact 
certificates@blackhat.com.

Business Hall
Roselle Simpor Ballroom

Trainings Lunch 
and Coffee Service

Orchid Ballroom

Trainings Peony Main Ballroom Trainings Peony Junior Ballroom

Registration

Melati Junior Ballroom
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