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What Is a Security Champione

A product team member responsible for ensuring security
Is incorporated info the team’s products and processes.
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Security Development Management
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Find Your Champions

Influential team members @
— Trailblazers o) |—| o)
— Seniority, skills, passion |

Developers, testers, any role

Not ramping up on the product

Not overloaded
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Reward Them
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Monitor Progress




Product Security Maturity Model (SAMPLE)

Base Beginner Intermediate Advanced Expert
Training « No formal security e Some team members (210%)  « All team members have taken a basic  « All team members take a secure development eLeamning course e All team members take a secure development eLeaming course
training have taken a basic secure secure development eLeaming annually annually
development eLearning course course = Sacurity Champions and Team Leads have taken additional * Security Champions and Team Leads have taken additional
# Security Champions and Team Leads advancad or domain specic training advanced or domain specific training
have taken additonal advancad or « Sacurity Champions and Team Leads conduct informal leaming  ® Security Champions and Team Leads routinety conduct formal
domain specific training sessions for other team members and informal leaming sessions for other team members
Secure # Securityisnota * Security requirements are * Threat modeling before major « Threat modeling before all components or features * Threat modeling before all components or features
Design design consideration generally defined after components or features « Security requirements are defined before all components or * Security requirements are defined before all components or
development has started or * Security requirements are defined features features
completed before major components or features  ®  Threat modeling is incorporated into the story * Threat modeling is incorporated into the story
planning/grooming process planning/grooming process

= Sacurity requirements are defined as story Acceptance Criteria  » Security Acceptance Critena defined for all relevant stories
on most (>50%) relevant stories

Security = MNo security specific * Major components are ® Security team review of high risk « Some peer Security Review within teams * Peer Security Review of all pull requests
Code code review reviewed by Security Team or stories « Security team review of high risk stories ® Security team review of high nisk stories
Review 3rd party * High and critical findings are « Automated code checks * Custom automated code checks
= Only the mast critical findings addressed = Most findings (critical, high, medium) are addressed within 30 * Holistic review of product by Security Team or 3rd party

are addressad days periodically
» Allfindings are addressed rapidly (7 days)

Security = No security testing e Annual 3rd party Pen. Test * Annual 3rd party Pen. Test (where =« Annual 3rd party Pen. Test (where required by policy) * Annual 3rd party Pen. Test
Testing (where required by palicy) required by palicy) = SAST and DAST on regular basis (e.g., per-release, monthly) * Continuous SAST and DAST integrated into build and bug
® Only the most critical findings  « Ad hoc SAST andlor DAST « Test plans include security requirements tracking systems
are addressad * High and critical findings are + Most findings (critical, high, medium) are addressed within 30 * Security testing integrated into unit and feature tests
addressed days * All findings are addressed rapidly (<7 days)
Third « Security is nota ® List of third party assets and ® List of third party assets and = List of third party assets and versioning information is ® List of third party assets and versioning information is
Party consideration when versioning information is versioning information is documented documented using a repeatable scripted process documented with no manual effort
managing third party documentad using a repeatable scripted # Third party assets are chosen based on proven security track » Third party assets are chosen based on proven security track
assels process record record
® Security track record is taken into = Team has setup alerts when new security events that effectthe  ® Team has setup alerts when new secunty events that effect the
account when choosing third party product become available and have a process defined for product become avalable and have a process defined for

assels applying relevant patches or configuration changes applying relevant patches or configuration changes
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