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Smartphones are amazing!



How did you arrive here?

Let me guess...

Our travel companion



By plane?

Our travel companion



By train/tube?

Our travel companion



By bus?

Our travel companion



By cab/ride?

Our travel companion



By car?

Our travel companion



On foot?

Our travel companion



And what did you do?

Our door to the world



But it is not enough!

We have “Battery killer” apps

Battery: its weak point



But it is not enough!

We have “Battery killer” apps
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Battery: its weak point



Smartphones are amazing! 
…but addictive!

!

Low Battery 



Before we were looking for Internet 
connectivity...

!

!

Our priorities change over time

3g/LTE



… now we constantly look for recharge the battery!

?!? !

Our priorities change over time



Where there is the demand... !

? ???

… The market responds



Where is the demand… there is a supply

… The market responds: free charging stations



Where is the demand… there is a supply

… The market responds: USB wall sockets



Where is the demand… there is a supply

… The market responds: power banks



… And the hackers strike back



… And the hackers strike back



… And the hackers strike back



… And the hackers strike back



… And the hackers strike back



… And the hackers strike back



… And the hackers strike back



The threat runs on the data cable

These attacks use the data transfer connection 



The threat runs on the data cable

These attacks use the data transfer connection 



The threat runs on the data cable

Prevent unwanted surprises

A.k.a 
USB Condom



The threat runs on the data cable

Are these precautions enough to prevent data getting stolen 
from our devices? 

Well… NO!



source: Cadex.com and Battery University  
https://batteryuniversity.com/learn/article/charging_lithium_ion_batteries

Background: how a smartphone recharges?



source: Cadex.com and Battery University  
https://batteryuniversity.com/learn/article/charging_lithium_ion_batteries

Background: where the current goes?



Background: Let’s check this out!

The Monsoon Solutions  - https://www.msoon.com/

USB Cable - Power SourcePhone - USB Cable



Background: Let’s check this out!

The Monsoon Solutions  - https://www.msoon.com/

All the current to recharge 
the battery



Background: Let’s check this out!

The Monsoon Solutions  - https://www.msoon.com/



Background: Let’s check this out!

The Monsoon Solutions  - https://www.msoon.com/

Display

Let’s try to turn the display on and off 
and see what happens



Background: Let’s check this out!

The Monsoon Solutions  - https://www.msoon.com/

Display
ONDisplay OFF Display OFF

Display



Background: Let’s check this out!

The Monsoon Solutions  - https://www.msoon.com/

CPU Idle

CPU 
bursts And what about CPU bursts?



Background: Let’s check this out!

The Monsoon Solutions  - https://www.msoon.com/

CPU Idle

CPU 
bursts

CPU Bursts

CPU Idle



A little step forward...

The Monsoon Solutions  - https://www.msoon.com/

CPU 
bursts

● 0 → Burst 
●  1 → Nothing



We have a covert channel

The Monsoon Solutions  - https://www.msoon.com/

CPU Idle

CPU 
bursts



We have a covert channel

The Monsoon Solutions  - https://www.msoon.com/

CPU Idle

CPU 
bursts

000 0 0 0 01 1 1



We have found a covert channel



Properties of the covert channel

● We cannot control the amplitude     of bursts…
● … But we can control the timing
● Transition time idle/burst       is not instantaneous



Let me present Bob

● Bob has a secret info X on his smartphone
● Bob does not allow his apps to access to the Internet
● Bob double-checks the permissions given to each app
● Bob always uses the USB condom 
● Because he knows about the security risks of using 

free charging stations
● Bob cares about his privacy
● (Be like Bob) 

 



● Mark knows that Bob has a secret X on his smartphone
● Mark was able to install an app on Bob’s smartphone 
● The app cannot use any network connection 
● Mark is highly motivated to steal X from Bob

How can Mark exfiltrate X from Bob’s smartphone?

And here is Mark, the hacker



How can Mark exploit this covert channel?

Power supply 
controlled by 
Mark

Bob’s device

password.txt

password.txt

password.txt

Riccardo Spolaor, Laila Abudahi, Veelasha Moonsamy, Mauro Conti, and Radha Poovendran 
“No Free Charge Theorem: A Covert Channel via USB Charging Cable on Mobile Devices” in ACNS 2017



PowerSnitch app: our prototype



PowerSnitch app: our prototype

● It does not use 
Internet access

● It only needs the 
permission to 
access the info to 
exfiltrate



Decoder: from the signal to the information 

Signal 
processing via 
GNURadio



Decoder: from the signal to the information 



Decoder: from the signal to the information 



PowerSnitch app: Optimizations



PowerSnitch app: Optimizations



PowerSnitch app: Optimizations (1/2)

● It requires no special permission
● It does not require internet access at all
● Doze mode not active (battery saving)

● App can be:
○ Apparently innocuous app (e.g., alarm clock)
○ A popular app repackaged



PowerSnitch app: Optimizations (2/2)

● CPU bursts cannot be easily detected (a flashing screen, yes)

● Transmit only when:
○ The screen is off (smartphone is inactive)
○ ADB debugging mode not active
○ The battery is charged enough (>50%)
○ The power supply is listening

● It does not affect battery charging



NFCT 1.0: First version of the attack



NFCT 2.0: new version of the attack

● Cheaper
● Smaller
● Easier to deploy



Decoder: Electronics DIY

VCC (+5V)

GND (-)

Smartphone’s side

Current to measure

Power supply’s side



Decoder: Electronics DIY

VCC (+5V)

GND (-)

Smartphone’s side

Current to measure

Power supply’s side

Hall effect current sensor 
(e.g., ACS712)



Decoder: Electronics DIY

VCC (+5V)

GND (-)

Smartphone’s side

Current to measure

Power supply’s side

Arduino 
Mini PRO



Decoder: Electronics DIY

VCC (+5V)

GND (-)

Smartphone’s side

Current to measure

Power supply’s side

WiFI 
module

GSM 
module



Decoder: Electronics DIY

VCC (+5V)

GND (-)

Smartphone’s side

Current to measure

Power supply’s side

MicroSD card 
Module



Decoder: Easy to deploy



Electronics DIY: cost?

 2.99 £ + Sensor
 3.66 £ + Arduino Nano
 3.33 £ + WiFi module
 5.99 £ + micro SD card
 0.70 £  + SPI card reader

    16.67 £



VIDEO TIME?

Video time!



Black Hat Sound Bytes

● A covert channel on Android devices that use energy 
consumption to exfiltrate data

● Low cost attack can be easily deployed on charging 
stations and power banks 

● Turn your device off while recharging
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Questions?

Thank you for your attention!

A covert channel by: 
Riccardo Spolaor (riccardo.spolaor@cs.ox.ac.uk)

Riccardo Bonafede
Veelasha Moonsamy (Twitter: @veelasha_m) 
Mauro Conti (conti@math.unipd.it)


