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Fuzzers

Artificial Intelligence for Testcase Generation
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Reset Hard Disk

Custom In-Memory
Copy-On-Write
Block Device Layer

O(1) Reset
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Test: gdiplus_test.exe

Just Spawing Processes
~80 execs/sec

Spawn & File Write
~40 execs/sec

Nyx w. Intel PT & File Writes & Full System Reloads
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Avoid Startup Time
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%t gdb ./target

gdb> b recv

Breakpoint 1 at Bxd@6d7@

gdb> run

Starting program: /tmp/target

Breakpoint 1, Bx4B6d78 in main ()
gdb> list

123 recv_size = recwifd, buf, max_size, flags):

gdb> fuzz_set_size &recv_size
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%t gdb ./target

gdb> b recv

Breakpoint 1 at Bxd@6d7@

gdb> run

Starting program: /tmp/target

Breakpoint 1, Bx4B6d78 in main ()
gdb> list

123 recv_size = recwifd, buf, max_size,
gdb> fuzz_set_size &recv_size
gdb> fuzz_set_max_size max_size

gdb> fuzz_set_buff buf
gdb> run_fuzzer

flags):
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amer ican fuzzy lop 2.52b (target)

— process timing owerall results
run time : B days, @ hrs, B min, 23 sec cycles done : @
last new path : @ days, @ hrs, B min, B sec total paths : 142
last wniq crash : none seen yet uniq crashes : @
last unig hang : none seen yet uniq hangs : @
— cycle progress ——————————— map coverage
nou processing : 81 (57.84%) map density : B.44% / 2.22%
paths timed out : B (8.00%) count coverage : 1.73 bits/tuple
— stage progress ———————— findings in depth
nouw trying : splice 13 favored paths : 72 (5@8.78%)
stage execs : 23724 (95 83%) neuw edges on : 188 (78, 4Z%)
total execs : 73.9 total crashes : @ (B unigue)
exec speed : 3148/sec total tmouts : B €8 uniquel
— fuzzing strategy yields path geometry
bit flips : nfa, n/a, nfa levels : 4
byte flips : nfa, nfa. n/a pending : 94
arithmetics : n/a, nfa, n/a pend fav : 35
known ints : nsfa, n/a. n/a ouwn finds : 124
dictionary : n/fa, nfa., nfa imported : 16
havoc : 99/47. 7k, 25/24.8k stability : 1680 @@%
trim : 6B8.68%/992, nfa

[cpuBBfd: 14%]1
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Specify Test Scenarios e RUB

img = Data(0x00, 0x23, 0x54, ... )
mnt = mount(img);

dat = IIII;

path = ||/a||

mnt.create file(path, data);
mnt.cwd(path);
mnt.umount();



Specify Test Scenarios e RUB

img = Data(0x00, 0x23, 0x54, ... ) |

mnt = mount(img);

dat = IIII;

e o | Grammar
mnt.create file(path, data); I ?

mnt.cwd(path); FUZZIng .

mnt.umount();




Specify Test Scenarios e RUB

Mutated
img = Data(0x00, 0x23, 0x54, ... )
mnt = mount(img); AFL'Ster
dat = "";
path = "/a"

mnt.create file(path, data);
mnt.cwd(path);
mnt.umount();



Specify Test Scenarios e RUB

img = NtfsImg(headers, clusters, ...)

t = t(img);
e - ounting g Structural
S = e Mutations

mnt.create file(path, data);
mnt.cwd(path);
mnt.umount();



Specify Test Scenarios e RUB

img = Data(0x00, 0x23, 0x54, ... )
mnt = mount(img);

dat = IIII;

path = ||/a||

mnt.create file(path, data);

mnt. cwd(path)
" “~ Not reused

mnt.umount (
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Interactive Targets

Up to 99%

of time saved!
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Network Protocol

Feedback Fuzzing



Interactive Targets

Webcrawler

Feedback Fuzzing
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Debugger (gdb, olly, ...)
. 2

Abstract away Time
Time traveling Debugger

(rr, REVEN, ...)

D 4

Abstract away Inputs
Fuzzing Debugger
7?77?77
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A Better Tool... et RIUB

d:000008,src:000001,0p:havoc, rep:8,+cov Watch Points
00000000: 0000 1337 0000 0000 3730 0000 0000 0000 ...7....70...... 0804d050: ed
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Watch Points

0804d050: edx

d:000008,src:000001,0p:havoc cov
00000000 : DONONISSTNO0ONO00ONS7SON000ON0000N0000 . .
00000010 BUFSHO6OONO00ONG000I 0204N000FNEE5aNA925 - .
00000020 04PANG0ACNCOEENESTA 0708N00AENETAINOE0S .
00000030 EaIONSEIE 040CNO0HENEFOONOISENSEs0MIEER
00000040 CSSINESEE 090SNOORRNOSSEN2SEEMISEANSToN
00000050 0eHBNOESTNSOFSNSOFAN2OANASHH
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d:000008,src:000001,0p:havoc, rep:8, + Watch Points
00000000 0804d050: edx
00000010
00000020
00000030:
00000040
00000050
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directly affects the value

d:000008,src:000001,0p:havoc, rep:8,+cov Watch Points
00000000 T 0804d050: edx
00000010
00000020
00000030:
00000040
00000050
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A Better Tool...

doesn't matter

watch Points
00000000 0804d050: edx
00000010
00000020
00000030:
00000040
00000050
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A Better Tool...

affects the number how
often the BP was hit

Jan

d:000008,src:000001,0p:havoc, rep:8,+cov
00000000
00000010:
00000020
00000030:
00000040
00000050

S
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Watch Points

0804d050: edx

d:000008,src:000001,0p:havoc cov
00000000 : DONONISSTNO0ONO00ONS7SON000ON0000N0000 . .
00000010 BUFSHO6OONO00ONG000I 0204N000FNEE5aNA925 - .
00000020 04PANG0ACNCOEENESTA 0708N00AENETAINOE0S .
00000030 EaIONSEIE 040CNO0HENEFOONOISENSEs0MIEER
00000040 CSSINESEE 090SNOORRNOSSEN2SEEMISEANSToN
00000050 0eHBNOESTNSOFSNSOFAN2OANASHH
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8:000008,src:000001,0p:havoc,reg Watch Points

000000002 el 0804d050: edx

poOR00A0 : CBSINGETE 0908NO0FFIOS5EN25E5NISEaNs0om
00000050 0cDBNO0STNSOBSNSoFaN2OAFNA5HT
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Root Cause Analysis e RUB

//\//
v Bt
v %
*
/w %/
v &y
v

val.type != MRB_TT EXCEPTION
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val.type !'= MRB TT EXCEPTION
val.type < 123
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Heap Feng Shui e RUB

Overflow

https://sean.heelan.io/heaplayout/
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S

/ﬁ\ -
g %’ \/\ Pick Path by hash(input)

T |
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AntiFuzz

l s
— I
= \ >
B
A /4 \ /\ Pick Path by hash(input)

| |




AntiFuzz

SLOW
DOWN!




AntiFuzz

if(parse_error){

SLOW printf("couldn't parse\n");
I exit(1);
DOWN!| ,



AntiFuzz

if(parse_error){

SLOW printf("couldn't parse\n");
delay(1);
DOWN! o
}



AntiFuzz

if(parse_error){

SLOW printf("couldn't parse\n");
delay(1);
DOWN! o
}

Signal Handler!
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Symbolic Execution? Taint Tracking?



AntiFuzz

Symbolic Execution? Taint Tracking?

Input = enc(dec(input));



AntiFuzz et RIUB

objdump

Plain objdump Protected

— =

]

# Branches covered

Vuizer AFL Hohgg QSYM Vuizer AFL Hohgg QSYM
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Fuzzers

As Building Blocks for a
New Generation of Tools






github.com/RUB-SysSec/kAFL
github.com/RUB-SysSec/nautilus
github.com/RUB-SysSec/grimoire
github.com/RUB-SysSec/antifuzz
github.com/eqv/fuzz_ui
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