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Cellular Network
Key Enabler for Critical Insfrastructure

BALLISTIC MISSILE THREAT INBOUND TO
HAWAII. SEEK IMMEDIATE SHELTER. THIS
S NOT A DRILL.
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Security and Privacy Threats in
Cellular Networks

THEVERGE 10t - SCIENCE - COLTURE - CARS - REVIEWS - LONGFORM  VIDED  MORE
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LTEsecu}lty flaws could be used for
spying, spreading chaos

Homeland Security detected signs of cell phone
spying in Washington DC
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wmmenerers - Eleven flaws found in 5G protocol that could enable real-
time location tracking -
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Researchers find 36 new security flaws in
LTE protocol

ng techniques to LTE protocol and find 51 vulnerabilities, of which 36 were




Why Cellular Networks Are Not
Sufficiently Secure?
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Why Side-Channel Analysis is

[s 1t possible to 1dentily side-channel
attacks in a particular sub-protocol
of cellular system using a
Probabilistic Reasoning Technique?
NDSS’19 (Distinguished Paper Award
Honorable Mention)
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Cellular Networks —
St ate Space Explosion



Paging Procedure

H H [ IMSI: INTERNATIONAL MOBILE SUBSCRIBER IDENTITY ]

L TMSI: TEMPORARY MOBILE SUBSCRIBER IDENTITY ]
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Paging Occasion
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Can a passive adversary only knowing victim’s
phone number/Twitter handle

[dentify/track the victim’s presence in a target area?
If present, identity victim’s PFI?
IMSI = 310 260 628687883 - 100011010XXX ... XXX ’ S
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IMSI - 310 260 628687765 - 1000TIOTOXXX ... xxxi]



Expected Number of PS Records

ToRPEDO

TRacking via Paging mEssage DistributiOn
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ToRPEDO (TRacking via Paging
mEssage DistributiOn)

765-499-7039
https://twitter.com/victim




Filtering - TORPEDO Attack (1/3)

O Assumption: Perfect delivery of paging. J

09

Remove from the set of all PFI values that do
® | not have a paging message

Paging Delivery/Capturing

Is Not Reliable

9 Received PFI = {12@27, 50, 65@ Candidate PFI = {12, 21, 27, 50, 65, 97}
N+ Received PRI - {2@45, 88125} Candidate PFI = {21, 97)

ﬁ; n+2: Received PFI = {7@ 39, 65,91, 117} Candidate PFI = {21




Counting - ToRPEDO Attack (2/3)

Continue calling until a unique PFI is found satisfying: J

&Y

| k paging out of n calls |
Dﬁ Does not filter out the victim’s PFI if paging is missed for a call

I;) High number of calls to filter out non-victim’s PFI



Likelihood - TORPEDO Attack (3/3)

‘W 16 paging records with PS and CS indication J
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Timing information J

: 3 Compute the likelihood L; of 7 to be the victim’s PFI
@ Compute the likelihood L_,

. The adversary identifies 7 as the victim’s PFI when

L.
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i Base rate of PS, and CS records




PIERCER (Persistent Information
ExposuRe by the GorE netwoRk)

| Q Mobilelnsight "
Many network operators use Paging containing IMSI -
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= Link failure during interleaved TMSI
- reallocation and paging

@f Network failure

()] Pagingwith T™SI NW/
| A Paging with IMSI

Paging channel hijacking?
Need PFI T RPEDO)
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IMSI-Cracking Attack in 4G

IMST = 310 260 628687893 - 100011010XXX ... XXXXXXX00010101

IMSIéuess & IMSI\rictim

MSIN 24 bits
unknown
> <TMSIi, PS>

<IMSI1, PS>

- <TMSl2, CS>
0 Response to TMSI # Response to IMSI SHHHIE
. Y 4
PFI (ToRPEDO) Respond to TMSI/IMSI whichever
0 comes first o
TMSIyictim(NDSS'12) Victim
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IMSI-Cracking Attack in 5G

IMSI = 310 260 628687893 = 100011010XXX ... XXXXXXX00010101 | e

MSIN 24 bits
unknown

No paging with IMSI in 5G

J Check if an IMSI is valid ]

J Check if an valid IMSI belongs ]
to a user

[ 0 Exploit Registration Procedure ]

Victim PFI (ToRPEDO)
‘ Registration Request

ARbgistittiomBejedteng

Authentication Response

Authentication Failure

i IMSIéuess - IMSIvictim
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Evaluation

ToRPEDO
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Countermeasure Against ToRPEDO

[ Network-side Signature-based Defense ]

Q False positives and false negatives

| Protocol-level Defense: Variable PFI
Paging Occasion = { (TMSI%1024), i.e., Last 7-10 bits of TMSI

...l!!!l!!!|4|5|6|7|

(;) Protocol overhead is too high



Exposing the Device's TMSI and

" Paging Occasion o
MitM cmd‘ Séiffer Base ?taﬁon Network Adv UE
4 B 1T A

. Change Paging occasion every time a paging
message 1s sent.

@- Shared secret seed for implicit synchronization
PETS 20)

S/ victim's TMSI

Request

Pagi Timer Expired
Paging with aging

vicim's TMSI . Request




Our Proposed Noise-based
Countermeasure

@ Increase the paging rate, i.e., number of paging in an interval ]

[ Add noisy paging messages ]
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Attack Impact

nnel hijacking and ]
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ToRPEDO also enables profiling cell-level mobility }‘“’A"
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IMSI-Cracking is an alternative to Stingrays for both 4G and ]
5G networks enabling known attacks.




Conclusion

£ |
\ [ Analyzed and identified inherent design flaws and J
deplovment oversights in 4G and 5G paging protocols

‘% [ ToRPEDO (Location tracking), PIERCER (IMSI exposure),
and IMSI-Cracking

\/ ,,[

Countermeasures for ToORPEDO J
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