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Disclaimer

The exploits discussed in this talk are not a result of

vulnerabilities in the cloud infrastructure (i.e. Serverless).

Rather, the exploits take advantage on poor coding and

misconfigurations in the application level.
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Why Serverless?

No servers to provision
or manage

Never pay for idle

Scales with usage
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Availability and fault
tolerance built in

FBHEU YWeEBLACKHATEVENTS



O

black hat

EURORPE 2013

AWS Lambda

Azure Functions

Google Cloud Functions
1IBM Cloud Functions
Netlify T v

Cloudflare Workers BEE customers going serverless
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Google Trends  Compare

® Serverless computing ® Serverless security

Topic Search term

Worldwide ~ Past S5years v All categories ~ Web Search ~

Interest over time ¥y o<

Jul 24 - 30, 2016

Serverless computing 13

serverless security
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The Evolution of Cloud Computing

configuration
il | Scalability
Monitoring| Monitoring
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| setup [N setwp
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Shared Responsibility in the Cloud

Responsibility On-Prem laaS PaaS  SaaS

Data classification
& accountability laaS Paa$ SaaS
CUSTOMER DATA 3 :
Client & end-point Content
P rotection Access policies
To M ER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT Usage
- Deployment
Identity & access o .
RESPONSIBILITY FOR Web application security
SECURITY ‘IN’ THE CLOUD OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION ma nagement Identity
Operations
CLIENT-SIDE DATA NETWORKING TRAFFIC . . -
ENCRYPTION & DATA INTEGRITY ;iz‘g::::::::“g:g:;: PROTECTION (ENCRYPTION, APP|ICat|0n Access and authentication
AUTHENTICATION ! 4 ) INTEGRITY, IDENTITY) level controls Network security
- Guest OS, data & content

Audit logging

Network controls Network
Storage + encryption
Hardened Kernel + IPC

. Boot
Host infrastructure "
ardware
: : [l Google’s responsibility [l User's responsibility

/ . Cloud Customer . Cloud Provider
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Event-Driven Architecture

Amazon
S3 N
Bucket API Gateway []E l'l
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Single Purpose Container

dWs /A 3
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Gaining Access to Resources

vl "kind":

. H "items": [
'http://metadata.google.internal/computeMetadata/v1/instance/se L.
rvice-accounts/default/token' -H 'Metadata-Flavor: Google' et -
"selfLink":
'‘projectNumber":
“"name" :

"iamConfiguration":

{"access_token":"ya29.c.kquBsdenNSGhEgLBLIJaA9QF2IIYXREM;jPTe-1RcGSjLCIAOI4bXZdz
TWw7J1F690Eg2DiwAxD_LO6NZcGoCaPnOUEO50DzdGdTNPN_kyKicduMZyrWCZ2S g8eVdxY4wx "kind":

7SPerLoueoTuA79xi2sutqal86EPVIKBXeK1FwlirQ7Qfo2hZ-FyniQKD-_ICtRYhZ7VZrpaFBbXuFbG-Rj id¥=

non . s I, " n,n " "selflLink":
AdpdNLfpaTV","expires_in":1054,"token_type":"Bearer"} noEojactNimbEr:
"name":
"iamConfiguration":

curl https://storage.googleapis.com/storage/vl/b?project=bh19eu
-H"Authorization: Bearer

"kind":

"id":
ya29.c.KqUBsdenNSGhEgLBLIJaASQF2IIYXREMjPTe-1RcGSjLCIAOI4bXZdzTWw7J1F690Eg2 "selfLink" :
DiwAxD_LO6NZcGoCaPnOUEO50DzdGdTNPNn_kyKicduMZyrWCZ2S g8eVdxY4wx7SPerLo "projectNumber":
ueoTuA79xi2sutqal86EPVIKBXeK1FwlirQ7Qfo2hZ-FyniQKD-_ICtRYhZ7VZrpaFBbXuFbG-R “name” :

jAd4pdNLfpaTV" | jq iamConfiguration
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Gaining Access to Resources

env S AWS_SESSION_TOKEN=IQoJb3)pZ2I2VjECOaCXV
...qLJc5uP/vmucPb2/J9SX05U=

AWS_LAMBDA_FUNCTION_VERSION=SLATEST AWS_ SECRET_ACCESS_KEY=B2A++2GxZbX90C71123123123SUCyJCpq123123123

AWS_SESSION_TOKEN=1QoJb3JpZ2I2VjEC0aCXV ...qLIc5uP/vmucPb2/19SX05U= AWS_ACCESS_KEY_ID=ASIAYO3RCHM123123123 aws dynamodb list-tables

AWS_LAMBDA_LOG_GROUP_NAME=/aws/lambda/test-env

LD_LIBRARY_PATH=/var/lang/lib:/lib64:/usr/lib64:/var/runtime:/var/runtime/lib:/var/task:/var/task/lib

AWS EXECUTION_ENV=AWS_ Lambda_python3.8 {

AWS_ LAMBDA_ FUNCTION_NAME=test-env "TableNames": [

PATH=/var/lang/bin:/usr/local/bin:/usr/bin/:/bin:/opt/bin "DVSA-INVENTORY-DB",

AWS_ DEFAULT_REGION=us-east-1 "DVSA-ORDERS-DB",

PWD=/var/task "DVSA-USERS-DB",

AWS SECRET_ACCESS KEY=B2A++2GxZbX90C71123123123SUCyJCpg123123123 "demo_security_events",

AWS_REGION=us-east-1 "slacker-slack-messages",

AWS ACCESS KEY_ ID=ASIAYO3RCHM123123123 "test-table-tmp"

_HANDLER=lambda_function.lambda_handler

AWS_ LAMBDA_ FUNCTION_MEMORY_SIZE=128

FBHEU YWeEBLACKHATEVENTS



o e 3 . » . 2
.. g . * eet 5
- o e . PR ‘ A ‘
¢ : ’ T i P e @Y b gk AR
b + e . ‘ . ! . X “ . X - 5.1
: S . i . pe ‘ R ;e ® vdic
S0l KA ; e e s g e 8.3 Bios LA 4 b N PRy o = Y A
O e P oot s : ?, { . * . ses
‘ PV =¥ e " ¥ e © L " . . . “» . » * . P
o . PR . (Al : 07 3 pbaieteate ’ . o . PR AR A, S
B ', regrgbinl AL TTITE. T - B AN R g o s Ve Ty
. U : . tiats =TT 5 s S . 5 e S gt - i e
- } y : Sag T inant oy e o : . S e Bl A A ORI ‘et
. ; B 2
.

EURORPE 2013

Gaining Access to Resources

env
"access token": " eyJXaGFOIGFyy/Bmb3IIj...bm90IGEgtlbiJo",

"expires on": "11/14/2019 02:12:42 PM +10:00",

WEBSITE CORS SUPPORT CREDENTIALS=False
— - - "resource": "https://bhl9-app-vault.vault.azure.net",

HOME=/home

APPSETTING AzureWebJobsStorage=DefaultEndpointsProtocol=https;AccountNa
me=storageaccounttestbdb3;AccountKey=0fBOA...7EU/r2tQ==

WEBSITE HOSTNAME=bheul9.azurewebsites.net
WEBSITEiAUTHiENCRYPTIONiKEY:l7F259...1D151C8EEA855D3E86OB49C7C73A39A2DF
FFE

AzureWebJobsScriptRoot=/home/site/wwwroot
MACHINEKEYiDeCryptionKey:l7F259...1D151AOE8C8EAB55D3E86OB49C7C73A39A2DF
FF

MSI ENDPOINT=http://172.16.0.6:8081/msi/token

MSI SECRET=fc2f077b-1d28-4e2e-bf26-61d8fa241deb

WEBSITE CORS ALLOWED ORIGINS=https://functions.azure.com,https://functi
ons-staging.azure.com, https://functions-next.azure.com
PWD=/home/site/wwwroot

SSH PORT=2222
WEBSITEiAUTHisIGNINGiKEY:801506D5BO6D9...55816144E733C239C2E1B654F87560
1

"token type": "Bearer"

curl -X GET -H "Authorization: Bearer Stoken" -H
"Content-Type: application/Jjson"
https://management.azure.com/subscriptions/{subscriptionId}
?api-version=2019-06-01 | Jg

"environmentName": "AzureCloud",
"id": "12365123-6123-4123-8123-0612312393ab",
"name": "Azure subscription",
"tenantId": "abl23123-1231-1231-8123-¢123123123cd",
"user": {

"name": "tal@protego.io",

"type": "user"

curl http://172.16.0.6:8081/msi/token -H "Secret:

FBHEU YWeEBLACKHATEVENTS



O

blackhat

eURORPE 2019

s3 = boto3.client('s3")

bucket = event|[ 'Records'][0]['s3']['bucket']["'
key = event[ 'Records'][0]['s3"]['object'] [ "'key
Lry:

response = s3.get object (Bu t=buck Kegkkey)

except ClientError as e:

|
dWS

logging.error (e)

return None

return resYRnse [ 'Bo

"Version": "20 [ " ion": "2012-10-17", "Version": "2012-10-17",
"Statement": [ "S ement": [{ "Statement": [{
"Effect": "Al "Effect": "Allow", "Effect": "Allow",
"Action": ["s3 "Action": ["s3:*"], "Action": ["s3:GetObject"],
"Resource": "Resource": "Resource":
["arn:aws:s3:::*"] ["arn:aws:s3:::myBucket/*"] ["arn:aws:s3:: :myBucket/*"]

}] }] }]

} x } } /
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Disclaimer

It’s not them. Its You!
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mysql> select * from accounts;

1234121
1342342
2345235
2523344
3453523
5685684

connection.query("SELECT balance from accounts where username = '" + username + "' and id = " + accid,

, @ 4ppsec FBHEU YWeEBLACKHATEVENTS
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New Attack Vectors REST API

3rd-party App
Cloud Storage (e.g. file)
Authentication process
Logs
Email
Pub/Sub notification
loT (e.g. voice-command, mqtt)
Code commit
Data Analytics
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Related Projects

DAMN VULNERABLE SERVERLESS APPLICATION

(> DVSA

live.serverless.fail

@DVSAowasp

WASP

OWASP Top 10 (2017)
Interpretation for Serverless

S0ce

The provisional report is released under the Creative Commons Attribution-NonCommercial-NoDerivatives
4.0 International (CC BY-NC-ND 4.0) Leense,
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Black Hat Sound Bytes
e Loss of perimeter — Ambiguous attack vectors
o Follow the Least-Privilege Principle
o Automate, authomate, automate!

o Serverless might be the most secure environment for your application

FBHEU YWeEBLACKHATEVENTS
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