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AMBA Debug APB

Cross Ingger Metrix (C1M) )

2

SWL = SerialWie Debug
NAP - Debug Access Fort
ETM=Embedced Trace Macroc
P! M=Program Iracc Macrocell
STM - System Trace Macrocell
CTI = Cross Trigger Interface
ETE - Embaddad Trace Buffer
TPIU = Tracs Port Interface Unit
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Initialize Hardware
Stage 1

DAB,PAB,SWI, FIQ, VIC IRQ,
Reset, Undefined Instr,
Clock, MMC, ADC, Other
MAPS3 (Sinec Bus) I/O

Initialize Other Hardware : :
Vvaitor a uarl Stage 2 Check bootloader Init Bootloader in

Command SPI, I0C (FAT CRC checksum R';\LVI
filesystem), UART e

Final Mapping of
Flash Memory to

Initialize CRC Table

Constants & Page (mmsmmmmm a Check CRC of Flash
Integrity List

Special Access
Feature RAM

0x014B74




SIEMENS AG
ADONIS RTOS

0x00040040 at .sdramexec

Adonis Init

S7P File Services Dinkumware
G+ Libvb O

PDC FS EFS/NTFS NicheStack [PV4/
SNMP

Siemens
Some Low-Level Configuration (e.q., e

MPU Reconfiguration) MWSL Parser, OpenSSL

Kernel
PNIO AWP
PROFINET Automated Web Programming

OxOOE7ACS50
MC7P Parser § MC7P RunTime § MC7P Compiler

OMS SP Parser

Log/Diag System ACE 6.3 for S7P Components
ADAPTIVE COMMUNICATION ENVIRONMENT




Execution Modes, Defined in 0x000400B4 of S7-1200 Firmware

SUPErVISor Undefined

.dtcm .dtcm internal ramO internal ramO internal ramO internal_ramO
Ox10011000 Ox10011400 Ox10030400 Ox10030800 Ox10030C00 Ox10032000




Table 1

Segment Name




Table 1

Segment Name Segment Name







0x00567698: Set some IOC config and run ADONIS boot function






Adonis FS
Devices
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tcp_usrreq()@tcp_usr.c

Allocate Memory

tcp_output@tcp/tcp_out.c

Copy content to buffer and
perform checks/set flags

Ip_output@tcp/nptcp.c

Assemble data to be sent In a
TCP header & calc checksum

soisconnecting()@socket?.c
SOome preparation

INICHE_tcip_proto._ SOCK_STREAM

o_write@ip/ip.c
Ip_write_internal@ip/ip.c
Handles addressing (Cp_usrreq
multicasting and put
content to the send queue

INICHE_tcip_proto_SOCK_DGRAM

SignalPktDemux@ip/ip.c

Notify task for newly udp_usrreq

available packets

Description

The struct of type struct protosw as defined in tcip/tcp/
protosw. h for the socket type SOCK_STREAM (tcp socket).

The handler function for serving user requests for TCP sockets.

The struct of type struct protosw as defined in tcip/tcp/
protosw. h for the socket type SOCK_DGRAM (udp socket).

The handler function for serving user requests for UDP sockets.
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Magic Header
Ox5D1B4153

Entry Point
0x00040040

@)

File offset of end of IRAM/Start
FW contents , Ox00040040

Unknown

Address of Firmware Section
0x00040000

Header Size (0x40)
0x00040000

(File offset end of IRAM/Start F\W)-1
0x00040000

Address of IRAM
(Ox10000000)

Version DWORD

~D

Unknown

N

@8]
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File offset or end of FW contents

L

Unknown

CRC over header

oy
O




Miniweb Components

Miniweb Miniweb Miniweb
Diag Core AWP
Miniweb MWSL Fﬁ”‘”iwteb.f
S7Web XML Parser r(OAagEc)m










Initialize Hardware Stage 1

DAB,PAB,SWI, FIQ, VIC IRQ,
Reset, Undefined Instr, Clock,
MMC, ADC, Other MAP3 (Sinec
Bus) I/0

e tor s ART B et Check Init Bootloader
AN s ek bootloader in RAM

Command SPI, 10C (FAT

Special Access
Feature

filesystem), UART

Initialize CRC Table
Constants & Page
Integrity List

CRC checksum

Check CRC
of Flash

0x210

Final Mapping of
Flash Memory to
RAM
0x014B74




Hardware
Initialize

IRAM

Countdown 0.5 Second
from boot time

MFGT1 it [F

Check UART Respond on
Input for UART with

-CPU

Wait for

Commands via
UART




Index Input Length Functionality
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X
X

Get Version

Get firmware version

Check bootloader CRC

Check CRC flash part 2 (sectors O to 0x203), returns details on failure

Check IRAM (internal RAM) read/write

Check TCM (Tightly Coupled Memory) read/write

Hardware tests for [12C, |OC, MAC

Some low level reset involving a temporay fig handler

Some functionality related to 12C2

Perform some read and crc calculation on flash memory, uses buf also used with ADC 10C
Performs reads of static bootloader values and writes to some hardware mapped addresses
Outputs some internal RAM values previously retrieved from static bootloader contents
Something related to MMC looping/checking

Some activation or waiting for 12CO

[l Print (and seemingly update) current flash contents to(/from) UART.

Queries and returns some MMC bit.

Performs some lookup table based stuff in 12C1

Prepare reading flash update via UART to IRAM

Read flash update via UART to [RAM

] Commit flash update

Query some CRC info about flash mode/part 2

'] Performs an update of 8 bytes of flash number 2. This may be sending a length/crc pair
Check flash 2
Prepares writes to EMBO (plus some more ops on state structs).

Wait for UART
Commands from
Primary Handler List

Protocol
and
Checksum
Check

Passed.

send error via Call the
UART corresponding

handler

Primary Handler List
0x00014D98 Ox80 Update Mode

Contains128 handlers Function
Ox1C
OxAO UART Config

OXAZ2 for bye




Receive From UART
In Special Access
Mode

Check number of
required args and
function ptr

0Ox80 Update Mode
Function
OxD1FO

Wait for Update
Target ID

Update Target: Functions

1. IRAM: Config/Read/Write/
Check

2. SPI/IOC: Config/Read/Write/

Check
(possibly bootloader update)

3. Flash: Config/Read/Write/
Check

4. No Operation




Receive From UART
iIn Special Access
Mode

Ox1C Flexible
Function Call

Handler
0Ox00011180

Wait for Secondary
Handler 1D

Bootloader:
*Copied Function
Table for Ox1c from
bootloader
(00015280) to IRAM
0Ox00000638

Handler List Copied
during IRAM init*
00015280
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Ox1C Function
Pointers Tables

1003ABAO: OxFDD8




Ox1C Function Pointers
Tables

1003ABAO: OxFDD8




Ox1C Function Pointers
Tables

1003ABAO: OxFDD8
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