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How current iOS research is done

* Third party iOS emulator on a remote server
* Development fused iPhone

e Off the shelf iPhone — jailbroken

e Off the shelf iPhone — no jailbreak
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Jonathan Afek
* Aleph Research group manager at HCL/AppScan

* 15 years of experience in security research and low level development
including vulnerability research, Linux kernel, storage systems, WiFi systems
and FW, security systems and more.



I0OS on QEMU work done by
@zhuowei (Worth Doing Badly)



QEMU

From Wikipedia, the free encyclopedia

QEMU (short for Quick EMUIlator)'?! is a free and open-source emulator that performs hardware virtualization,
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Past Research - Worth Doing Badly (@zhuowei)
* Chosen version is iPhone X iOS 12 beta 4

* Extracted the kernel image and the device tree from the software update
package

* kernel, device tree and the kernel boot arguments were loaded in memory
* iOS RAMDisk was loaded in memory

* UART serial output was achieved

e Kernel was booted

 Launchd was executed



Past Research - Worth Doing Badly (@zhuowei)

BSD root: md0, major 2, minor 0

apfs visop mountroot:1468: apfs: mountroot called!

apfs visop mount:1231: unable to root from devvp <ptr> (root device): 2
apfs vifsop mountroot:1472: apfs: mountroot failed, error: 2

hfs: mounted PeaceSeedl6AS5327f.armé64UpdateRamDisk on device b(2, 0)

: : Darwin Bootstrapper Version 6.0.0: Mon Jul 9 00:39:56 PDT 2018; root:libxpc execu

boot-args = debug=0x8 kextlog=0xfff cpus=1 rd=md0

Thu Jan 1 00:00:05 1970 localhos(:EEE:;;;Ie.xpc.launchd[1] otice>: Restore environm




Goals of our project

* Booting iOS on QEMU with no kernel patches

e Supporting hardware (disk, display, touch, sound, multiple CPUs, Interrupt
controllers, etc...)

e Supporting different iOS versions
* Conducting iOS security research
* Learning about iOS and QEMU internals



Status of our project

* Booting Secure Monitor and the kernel (unpatched)

* Executing a user-mode app over launchd

* Running an interactive bash shell on an iOS kernel on QEMU
* Supporting only on iOS 12.1 for iPhone 6s plus






Agenda
* Past public research on iOS on QEMU

* iOS kernel boot process

* Execution of non-apple executables with Trust Cache

e Bash execution with launchd
 UART interactive I/O
* Next steps



i0S kernel boot process

* Start booting the kernelcache code in EL1 as done by @zhuowei

* Crash on SMC instruction
(Secure Monitor Call)
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i0S kernel boot process
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i0S kernel boot process

e Secure Monitor Loads at boot in EL3
* It resides in a secure memory location inaccessible from EL1 (kernel code)

* [t services SMC calls from the kernel (similar to how system calls from user
apps to the kernel are serviced)

* It is responsible for KPP (Kernel Patch Protection) in our system



i0S kernel boot process

* The kernel needs a secure monitor to service its SMCs



i0S kernel boot process

Any ideas?



i0S kernel boot process

* iPhone X uses KTRR (hardware mechanism to prevent patches) and no
longer uses a Secure Monitor for KPP (Kernel Patch Protection)

* Loading the Secure Monitor image for iOS 12.1 for iPhone 6s plus in EL3 and
start executing

* Loading the image at its preferred address (secure memory) with the image’s boot
args at the next page and start execution at the entry point in EL3



i0S kernel boot process

* Loading the Secure Monitor image for iOS 12.1 for iPhone 6s plus in EL3 and
start executing

e Data abort for trying to parse the kernelcache Mach-O header to decide which areas
need which protections
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i0S kernel boot process
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£

blackhat

i0S kernel boot process

Kernel address space grows this way ->

Lowest address kernel part Kernel Mach-O header Rest of kernel

Base address boot arg

fRMEY YiLACH AT BEVENTE



i0S kernel boot process

* The kernel needs a secure monitor to service its SMCs

* The secure monitor requires the base address boot arg to point to the kernel
Macho-O header



i0S kernel boot process

Any ideas?
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blackhat

i0S kernel boot process

Kernel address space grows this way ->

Lowest address kernel part Kernel Mach-O header Rest of kernel

Base address boot arg

fRMEY YiLACH AT BEVENTE



i0S kernel boot process

* Loading the Secure Monitor image for iOS 12.1 for iPhone 6s plus in EL3 and
start executing

* Tried many different solutions such as changing the base address to the loaded Mach-
O header address (above the lowest loaded section/driver)

vm_offset_t
ml_static_vtop(vm_offset_t va)
{
G i= ; (1 < PTOV_TABLE_SIZE) && (ptov_table[i].len != ); i+4) {
if ((va >= ptov_table[i].va) && (va < (ptov_table[i].va + ptov_table[i].len)))
eturn (va - ptov_table[i].va + ptov_table[i].pa);

}
1 (((vm_address_t)(va) - gVirtBase) >= gPhysSize)

panic( ,» € *Jva);
rn ((vm_address_t)(va) - gVirtBase + gPhysBase);




i0S kernel boot process

* The kernel needs a secure monitor to service its SMCs

* The secure monitor requires the base address boot arg to point to the kernel
Macho-O header

* The base address boot arg needs to point to the lowest kernel address in
order for the kernel to operate properly



i0S kernel boot process

Any ideas?
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blackhat

i0S kernel boot process

Kernel address space grows this way ->

Another copy of raw kernel Lowest address
file beginning with the Kernel Mach-O header @8 Rest of kernel
kernel part
Mach-O header

Base address boot arg

fRMEY YiLACH AT BEVENTE



i0S kernel boot process

And it works!



Agenda
* Past public research on iOS on QEMU

* iOS kernel boot process

* Execution of non-apple executables with Trust Cache

e Bash execution with launchd
 UART interactive I/O
* Next steps



Trust Cache
Trust Cache Executables Hash List

Execution denied!

RMEY YL ACH MATEVENTE



Trust Cache
Trust Cache Executables Hash List

‘€’ 4 A971

~ |

Executable 2

Execution allowed!




Trust Cache

* iOS has 3 different types of trust caches
* A list of hardcoded hashes approved in the kernelcache
* A dynamic trust cache that can be loaded at runtime from a file

* A static trust cache in memory pointed from the device tree



Trust Cache

* Top level CoreTrust validation where execution is decided
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Trust Cache
* From there dive deeper into the static trust cache lookup
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Trust Cache

* Using XREFs we can see that the static trust cache is set from here
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* RE on the previous function reveals this trust cache structure

struct cdhash {
uint8_t hash[20]; //first 20 bytes of the cdhash
uint8_t hash_type; //left as 0
uint8_t hash_flags; //left as @

};

struct static_trust_cache_entry {
uint64_t trust_cache_version; //should be 1
uint64_t unknownl; //left as @
uint64_t unknown2; //left as @
uint64_t unknown3; //left as 0
uint64_t unknownd4; //left as 0
uint64_t number_of_cdhashes;
struct cdhash[];

};

struct static_trust_cache_buffer {
uint64_t number_of_trust_caches_in_buffer;

uint64_t offsets_to_trust_caches_from_beginning_of_buffer[];
struct static_trust_cache_entry entries[];

] -



Trust Cache

* Using XREFs we can see that this structure is read from the device tree
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* Which Apple released the source code for

DTEntry memory_map;
MemoryMapFileInfo *trustCacheRange;
unsigned int trustCacheRangeSize;

int err;

err = DTLookupEntry(NULL,
assert(err == kSuccess);

, &memory_map);

err = DTGetProperty(memory_map,
if (err == kSuccess) {
assert(trustCacheRangeSize == sizeof (MemoryMapFileInfo));

, (void**)&trustCacheRange

segEXTRADATA = phystokv(trustCacheRange->paddr);
segSizeEXTRADATA = trustCacheRange->length;

arm_vm_page_granular_RNX(segEXTRADATA, segSizeEXTRADATA, FALSE




Trust Cache

* Always works when only 1 hash in the list
* Only some items work when more than 1 item is in the list



Trust Cache

Any ideas?



Trust Cache

* Reversing this code revealed a binary search code which means the hashes
are expected to be sorted in this list
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Trust Cache

And it works!



Agenda
* Past public research on iOS on QEMU

* iOS kernel boot process

* Execution of non-apple executables with Trust Cache
* Bash execution with launchd

 UART interactive I/O

* Next steps



Bash on Launchd
* Mount the RAMDisk image on OSX

* Remove all files in /System/Library/LaunchDaemons/

* Add a single file there for running bash (com.apple.bash.plist)
* Add the bash executable to the RAMDisk

* Add the bash executable to the Trust Cache

* Unmount the RAMDisk and run QEMU



Bash on
Launchd

<!DOCTYP
<plist

</dict>
</plist>

' encoding="UTF-8"7>

3L1C /1A )ID

E plist PU pple//D PLISI
>

<key>EnablePressuredExit</key>
<false/>
<key>Label</key>
<strine>sam ~nnla hach</string>
<key>POSIXSpawnType</key>
<string>Interactive</strins
<key>Programarguments</key>
<array>
<string>/iosbinpack64/bin/bash</string>
</array>
<key>RunAtLoad</key>
<true’>
<~ey>StandardErrorPath</ke >
<string>/dev/console</string.
<key>StandardInPath</key>
<string>/dev/console</string>
<key>StandardOutPath</key>
<s.ring>/dev/console</s*. 1ng>
<key>Umask~/ncy-
<integer>0</integer>
<key>UserName</key>
<string>root</strine>




Bash on Launchd

e System tries to execute bash
* Logs show missing libraries required for bash



Bash on Launchd

Any ideas?



Bash on Launchd

* The RAMDisk image comes without the dynamic loader cache on it, which is
a file that holds most of the common runtime libs for iOS

* Copy this file into the RAMDisk at the correct path from the full disk images



Bash on Launchd

Any ideas?



Bash on Launchd

* Debug /usr/lib/dyld (the dynamic loader) which is responsible for loading
the dynamic loader cache



Bash on Launchd

fd = openSharedCacheFile();

( fd 1= -1 ) {
nt8_t firstPages[8192];

( ::read(fd, firstPages, 8192) == 8192 ) {

dyld_cache_header* header = (dyld_cache_header*)firstF
har* magic = (sHaswell 7 ARCH_CACHE_MAGIC_H : #
har* magic = ARCH_CACHE_MAGIC;

( strcmp(header->magic, magic) == 0 ) {
dyld_cache_mapping_infox fileMappi
dyld_cache_mapping_infox* fileMappi

shared _file_mapping_np mappingslheader->mappi
mappingCount = header->mappingCoL




Bash on Launchd
. Stepping through the execution path with gdb showed the error was in here

f (_ shared _region_ map._. and_slide np(fd mapplngCount mappings, codeS:

[/ UCCESS LY Hiappeu Cal (Lo snarea reglon
sSharedCache = (dyld_ cache header*)mapp1ngs[0] sfm_address;
sSharedCacheSlide = cacheSlide;

dyld gProcessInfo >sharedCacheSllde = cacheSlide;
//dyld:: ll_,,'.‘_ sSharedCache=%p haredCacheSlide=0x%081X\n
' 1f cache has a uuld, copy it

lf ( header- >mapp1ng0ffset >= 9x68 ) {
memcpy (dyld: : gProcessInfo->sharedCacheUUID, header->uu
}

throw

if ( glLinkContext.verboseMapping )
dyld: :log(

Vit ALK MATEVENTS




Bash on Launchd

* Since we have a kernel debugger in gdb we can step into the system call in

the kernel

(

struct proc

struct shared_region_map_and_slide_np_args

__unused int

struct shared_file_mapping_np
unsigned int

kern_return_t

uint32_t

CSEM MAY
Il AA

STACK

struct shared_file_mapping_np

[S the process chrootead

if (p->p_fd->fd_rdir != NULL) {
kr = EINVAL;
goto done;

2%
/ »

*p,
*uap,
*retvalp)

*mappings;

mappings_count = uap->count;
kr = KERN_SUCCESS;

slide = uap->slide;

stack_mappings[SFM_MAX_STACK]

YitL ALK MATEVENTS



Bash on Launchd

* Stepping through this function we see that the call to
_shared_region_map_and_slide() is the part that fails

kr = _shared_region_map_and_slide(p, uap->fd, mappings_count, mapping
slide,
uap->slide_start, uap->slide_size);
if (kr != KERN_SUCCESS) {
return kr;
}

return kr;



 Stepping in that function reveals the error here

/* make sure vnode 1is owned by "root" */
VATTR_INIT(&va);
VATTR_WANTED(&va, va_uid);
error = vnode_getattr(vp, &va, vfs_context_current());
if (error) {

SHARED_REGION_TRACE_ERROR(

(
\n" .
BaSh on (void *)VM_KERNEL_ADDRPERM(current_thread()),
p->p_pid, p->p_comm,
LaUHChd (void *)VM_KERNEL_ADDRPERM(vp), vp->v_name,
(void *)VM_KERNEL_ADDRPERM(vp), error));
goto done;

}
if (va.va_uid != 0) {
SHARED_REGION_TRACE_ERROR(
(
[

(void *)VM_KERNEL_ADDRPERM(current_thread()),
p->p_pid, p->p_comm,
(void *)VM_KERNEL_ADDRPERM(vp),
vp->v_name, va.va_uid));
error = EPERM;
goto done;




Bash on Launchd

* The code validates that the cache file is owned by root
* Mount the RAMDisk image in a different way to allow permission editing
* Copy the cache file and chown to root



Bash on Launchd

And it works!



Agenda
* Past public research on iOS on QEMU

* iOS kernel boot process

* Execution of non-apple executables with Trust Cache

e Bash execution with launchd
 UART interactive I/O
* Next steps
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Interactive UART
 UART output only was already possible with previous research
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Interactive UART
* Enabling UART input is decided based on bit #1 of a global var
* The global var is read from the “serial” kernel boot arg
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Interactive UART
* Setting the “serial” boot arg to 2



Interactive UART

And it works!



tatic bool_cm.t

hreoad_invoke(
thread_t self,
thread_t thread,
ast_t reason)

if (__improbable(get_preemption_level() != 0)) {
int pl = get_preemption_level();
panic("thread_invoke: preemption_level %d, possible cause: ¥s*,
pl, (pl < @ 7 "unlocking an unlocked mutex or spinlock”™ :
"blocking while holding a spinlock, or within interrupt context®™));

}

thread_continue_t continuation = self->continuation;
void *parameter = self->parameter;
processor_t processor;

uint64_t ctime = mach_absolute_time();

Hifdef CONFIG_MACH_APPROXIMATE_TIME

commpage_updote_mach_approximate_time(ctime);
tendi f

Hf defined(CONFIG_SCHED_TIMESHARE_CORE)
§f ((thread->state & TH_IDLE) == @)



Demo - Research a vulnerability - voucher_swap

* Research done by Brandon Azad
* i0S 12.1 jailbreak
* Trigger the vulnerability while debugging



1) 105 _command_line_tool,

}

main args, st char *argvl)) {
kern_return_t kr;

sach _port _t threod;

mach_port_t vof_port;

mach_port_t discloser_moch _port = MAOM _PORT _NULL:
primtf( )

kr = threod crecte(mach_task _self(), Athreod):
waf _port = create voucher( ):

kr = threod_set_soch_voucher{threod, waf_port);
voucher_relecse(uef_port);

sach _port _destroy(msach _tosk _self(), waf _port);

threod _get_mach_voucher(thread, , &discloser_mach_port):;

return .

os-comand Tine-tonna: R G,



Agenda
* Past public research on iOS on QEMU

* iOS kernel boot process

* Execution of non-apple executables with Trust Cache

e Bash execution with launchd
 UART interactive I/O
* Next steps



Next steps and challenges
* |IP communication

* Non RAMDisk disk support
* More hardware devices (disk, screen, touch, sound, commes, etc..)

* Load all the regular iOS services in the original launchd dir instead of just
bash

* More than a single CPU and an interrupt controller

* More iOS versions and devices including KTRR, PAC and other features
* More gdb scripts (allocation zones info, objects info, etc...)

* Security research



Black Hat Sound Bytes
* Use the the project and contribute! https://github.com/alephsecurity

* Check out our blog: https://alephsecurity.com
* Follow us on twitter: @alephsecurity @JonathanAfek

e Questions?

HCLQ AppScan
Aleph Research



