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IAM Exposure
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● What can your users do?
● Could a compromised credential result 

in administrator access?
● CodeSpaces was put out of business

IAM Exposure
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Why is IAM challenging?
● Too many privileges may be given in a time crunch
● Confusion about the capability of granted permissions
● It is difficult to audit indirect permissions at scale
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IAM in GCP
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Identities in GCP
There are 4 different types of identities in GCP, which are called Members:

● User
● Group
● Domain
● Service Account

All of these are assigned permissions in the same way
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GCP Terminology

● Permission: Allows a specific API call

● Role: A collection of permissions
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GCP Terminology

● Binding: When a role is assigned to a member

● Policies: A collection of bindings

The different types of Roles:
● Basic - not recommended
● Predefined
● Custom
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GCP Hierarchy
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Service Accounts:
Identities and Resources
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Real Example in GCP
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Owner
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Editor
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Why is this a problem?
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Permission Mining Solution
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What does it do?
● Can continually monitor the environment
● Uses a graph to find privilege escalation potential
● Provides a report containing direct and indirect permissions
● Users can monitor and mitigate risk
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Hierarchy Inventory
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Compile Direct 
Bindings
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● Owner
● Editor
● Service Account Token Creator
● Service Account Key Admin
● Service Account User

Find Impersonators 
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Find Potential Privilege Escalation
● Traverse the graph for each member
● Find the Service Accounts in scope
● Compile all of the permissions assigned to Service Accounts
● Apply the extended bindings to the member
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Our Results
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Member Report
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Legend:
● Blue => Organization
● Green => Member
● Light Pink => Project
● Dark Pink => Service Account

Graph Layout
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Service Account
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Impersonator
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Remediation
● Bringing service account bindings down the hierarchy
● Changing out basic roles for more granular roles
● Removing bindings that are not needed

We want to proactively reduce risk in the environment without waiting for a 
compromise.
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Future Enhancements
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Cloud Functions
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Organization Policies
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Thank you!
Colin Estep
@colinestep
https://www.linkedin.com/in/colinestep/

Project URL:
github.com/netskopeoss/iaas_permission_mining

https://twitter.com/colinestep
https://www.linkedin.com/in/colinestep/
https://github.com/netskopeoss/iaas_permission_mining
https://www.netskope.com/netskope-threat-labs

