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® Finding vulnerabilities in your application goes beyond code you have written

® [t even goes beyond the libraries directly required by your code

® More libraries means a wider surface of attack

e We will discuss a way to discover these vulnerabilities at scale
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® Vulnerability Curation

® Machine Learning approach to Identify Vulnerabilities

e [Effective Vulnerability Discovery
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Software Applications often depends on and are built with Open-source libraries

® Software vulnerabilities exists in these third-party libraries

® Need to be aware of issues on both first-party and third-party code

e Difficult to track every component and vulnerability

® Need to curate vulnerabilities found in open-source libraries
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® Process data from various /internet sources:

® National Vulnerability Database (NVD),
JIRA tickets, Bugzilla issues,
GitHub issues, GitHub pull requests,
Git commits, Mailing lists,
Vendor Release Notes
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® (Curation process is manual

® Support for over 2.6 million open-source libraries

® Actively track >50,000 Git Repositories, and more...

® Inelastic resources — Security Researchers

® We needed a solution to scale the system
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e Highly Imbalanced Ratio per source:
® Aslow as 5.88% labeled vulnerability,
® As high as 41.42% labeled not a vulnerability
® (Continue to expand on sources
® Original data based on ~20k repositories << New data ~50k repositories
® Extended language and library coverage
® |abeled data is now a subset of the set of positively predicted data

® \We needed a solution to balance, and scale, the system
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Goal: To automatically generate improved, and evaluated, models resilient to changes in requirements

® Incorporate more data sources, Data Collected No. Positive
more language support Source Size Positive | Ratio

Jira Tickets 17,427 911 5.23%

Bugzilla Reports 39,801 20,250 50.88%

e Dataset has become highly imbalanced Github Issues 50,895 5,147 | 10.11%

(Before: 5.88%, Current: 3.29%) Comumits 17450 | o181 | 329%
Emails 20,832 11,756 56.43%

Reserved CVEs 31,056 7,245 23.33%

® Unused unlabelled data has piled up

® New approach presented at Mining Software Repositories (MSR) 2020
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® [ssues Data Collected | Labeled | Unlabeled
Source Data Size | Data Size | Data Size
e Unlabelled data >>> Labelled data Jira Tickets 17,427 13,028 4,399
Bugzilla Reports | 39,801 22,553 17,253
® Imbalanced data Github Issues 50,895 17,230 33,665
Commits 157,450 22,856 134,594
® Researchers only see data predicted as vulnerable, Emails 20,832 16,573 4,259
some of the data predicted as non-vulnerable can be informative Reserved CVEs | 31,056 | 18399 12,657

® Further, a portion of data which have never passed through the
initial filter before the machine learning service, remains unlabelled.

e Utilise this unlabelled data using self-training [Nigam et al.]
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Data Source Recall Range | % PR AUC Inc.
. . Jira Tickets 0.24-0.72 8.50
o
Generally observed an increase in the Bugzilla Reports 0.90-0.94 0.00
Area Under Curve (AUC) graph Github_Basic 0.49-0.89 27.59
Github_Combined 0.01-0.97 2.88
(A higher AUC curve Comlts 0.06-0.73 8.01
o _ Emails 0.92-0.98 0.95
indicates higher performance) Reserved CVEs 0.81-0.99 552
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® Machine Learning Approach is efficient, and only the first piece to the process

e \What are we looking for?

® \Why?

e Why don't we just lookup Central Authorities/Vulnerability Databases?
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® The Nature of Modern Software Composition

® The Devil’s in the Dependencies

e Inefficiency of Central Authorities
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e Safe coding practices — type checking, data validation, input validation, etc
® Static Analysis — Locating unwanted behavior, fixing insecure code
® Dynamic Analysis — Black-box testing, fuzzing

® Penetration tests — Find other security flaws
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® Dependencies have code flaws too!

high i Regular Expression Denial of Service
|
. —_ . . o . Package | url-regex
e Cross-site Scripting, Arbitrary Code Execution, Deserialization flaws, : et ;
Patched in No patch available

Directory Traversal, Denial of Service, Man-in-the-Middle, etc

Dependency of | favicons-webpack-plugin

Path favicons-webpack-plugin > favicons > to-ico > resize-img >
jimp > url-regex

® Dependencies can also introduce external threats

More info

https://www.npmjs.com/advisories/1550

® Malicious Code Injection
® Malicious pre-install/post-install exfiltration scripts
® Malicious takeover of legit packages (eg. eslint-scope, purescript-installer)

® Numerous amounts of typosquatters (eg. atlas_client vs atlas-client; jellyfish vs jellyfish)
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The Nature of Modern Software Composition

e Software built with third party libraries (eg. Spring Boot, requests, jquery, js-yaml)
e Number of third party libraries used in Real-world application varies

® Typically ranges from 10s to 100s, even 1000s of third party libraries used Your Code

Transitive

® Top 10 used libraries in Javascript included in >80% of Javascript Applications Dt peniels

e ~70% of the applications tested has at least 1 external library flaw, and

Direct
Dependencies

® >46% of these libraries are only pulled in transitively
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® Time taken for vulnerabilities to be published from initial disclosure
® Incompleteness and/or Imprecision of data

e “Affects all version before Version X"

® "Spring Boot” vs. “spring-boot-loader-tools” (CVE-2018-1196)
® There are flaws not found on Central Authorities

® Varies per language

® Qverall ~15%
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® Resources are limited — Inefficient and expensive to vet through every single line of code, depending on complexity,
® Teams may barely keep up with static scans of first party code
® Fuzzing may take weeks or months
® Penetration testing cannot be done frequent enough

® New libraries/dependencies releases can invalidate previous findings; Updates are usually many and frequent
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® Not static/dynamic scans

® As close as possible to where developers, contributors, would interact, eg:

® GitHub

e JIRA

® Bugzilla

® Mailing Lists

® Release notes
® (Can resultin a large dataset, >100,000s weekly data; Back to the same challenges with limited resources

® Machine Learning Approach reduces this amount to 1000s weekly
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® Denial of Service (DoS)
® axios
e ~13m weekly downloads

® >44k dependents
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A axios / axios ® Watch ~ 1.2

Code Issues 198 1 Pull requests 61 ») Actions I'll Projects 2 Security Insights

Destroy stream on exceeding maxContentLength (fixes #1098) #14¢
emilyemorehouse merged 2 commits into axios:master from unknown repository [°] on 8 May 2019

) Conversation 54 O Commits 2 =L Checks 0 |%] Files changed 1

° resure commented on 15 Apr 2018 « edited ~ Contributor

Currently, axios won't destroy download stream on exceeding maxContentLength, which in some cases can lead to high cpu
usage and subsequent denial of service.

Here is how it looks (200 MB file, limit is 20 MB):

ticks parent name
61777 81.8% /lib/x86_64-1linux-gnu/libc-2.23.s0
61542 99.6% LazyCompile: sBuffer.concat buffer.js:423:25

61437 99.8% Function: ~handleStreamData /home/resure/something/node_modules/axios/lib/adapters/http.js
61437 100.0% Function: ~emitOne events.js:114:17

61437 100.0% Function: ~emit events.js:156:44

61437 100.0% Function: ~addChunk _stream_readable.js:261:18

It almost hangs nodejs process for ~30 seconds, spending all that ticks on handling already rejected download.

This PR adds stream.destroy() (suggested in #1098), which is being called right before throwing an error about size limit.
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® Regular Expression Denial of Service (ReDoS) 9 component / trim ® Watch

Code (1) Issues 1 1% Pull requests 2 ») Actions ["l] Projects [ wiki (2) Security |~ Insights

® trim

Fix possible regex dos vulnerability. #8

[ ) >3.4m Weekly downloads I'lOpen patsplat wants to merge 2 commits into component:master from patsplat:master [°]
) Conversation 5 o Commits 2 =), Checks 0 [¥] Files changed 3

® Used in >371k repositories
' patsplat commented 7 days ago Q ---

Fix possible regex dos vulnerability.

Reported via: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-7753
Adapted solution from: http://blog.stevenlevithan.com/archives/faster-trim-javascript

E3 patsplat added 2 commits 7 days ago

-O- . Fix should. Document how to run tests. d4bca74

O ' Fix possible regex dos vulnerability. = 55f@419
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3 xuxueli / xxI-job (sponsor @ Watch v 93

Y Persistent Cross_site Scripting (XSS) Code (@ Issues 292 i1 Pull requests 20 ») Actions [ Projects 1 Wiki Security Insights

v2.2.0 Stored XSS vulnerabilities #1866
. XSS iS ConSiStently On OWASP Top 1 0 wuguan8888 opened this issue on 30 Jul - 3 comments

wuguan8888 commented on 30 Jul « edited ~ @ -

= Locate the executor management function:
. XXI __] O b https://github.com/xuxueli/xxI-job/blob/289f02185b952f4652ad4a7daf4ac3c6384f338bc/xxI-job-
admin/src/main/java/com/xx|/job/admin/controller/JobGroupController.java
insert POC there has front-end validation,By code audit, | find that the back end only has length validation.Can be bypassed
by Burp Intercept.

POC:<img/src=# onerror="alert(1)"/>

> & xcompunishos.com S

® >16k Stars

| ARG

Rim(BR A T a2E) el > ! n

® Used by >2000 repositories

=3 -
P by XEL-JOB 2 3.1-SNAPSHOT Cepyright © 2015-2020
. 5 O C t - b t The code directly gets AppName and manually entered parameters for front-end display.No filtering or encoding .Causes
On rl U OrS storage XSS vulnerabilities.
RequestM o("7update™)
ReturnT<String> update(Xx1JobGroup xxiJobGr M
17 (xxobGroup.getAppnase()==null || xx\JobGroup.getAppname().trin().length()==0) {

w ReturnT<String>(508, (I18nUtil.getString("system_please_input")+"AppNase") );

(xx1JobGroup. getAppname( ), length{)<4 || xx1JobGroup.getAppnase(). length()»>64) {
n new ReturnT<String»(500, T18nUtil.getString("jobgroup_field_appname_length") );
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® (Cross-site Request Forgery (CSRF)

e (CVE-2015-9284 (High Severity)

® omniauth

® Issue is not directly addressable by itself
® Applications have to mitigate it manually
® >55m Total downloads

e 170 Contributors
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 omniauth / omniauth ®Watch ~ 1

Code (\) Issues 68 19 Pull requests 31 ») Actions [ Projects 1 (1] wiki (1) Security |~ Insights

Add vulnerability warning to README #9606

BobbyMcWho merged 3 commits into omniauth:master from unknown repository [°] on 21 Nov 2019

() Conversation 6 O- Commits 3 =, Checks 0 {*] Files changed 1

i‘ CHTJonas commented on 27 Jul 2019 Contributor @

This PR adds a warning notice regarding CVE-2015-9284 and directs the user to the FAQ where they can find steps to
mitigate it.

This addresses some of the suggestions raised by folks in #8089.

g 5 ¥ s

E3 CHTJonas added 2 commits on 27 Jul 2019

O f, Add vulnerability warning to README - Verified X 0740ac9

O £ Improve readability Verified X d68adb6
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® Directory Traversal [ zenn-dev / zenn-editor

<> Code Issues 7 ') Pull requests 2 ») Actions I'l] Projects 11 Wiki () Security

® zenn-cli

patch
. g " " ¥ master O v0.1.53 .. v0.1.40
® GitHub Description "patch
catnose99 committed on 29 Sep 1 parent

Showing 3 changed files with 4 additions and 4 deletions.

® Attempt at security by obscurity

v 2 EN packages/zenn-cli/utils/api/articles.ts [°)
R @@ -29,7 +29,7 @@ export function getArticleBySlug(
® Regular Expression used was improper at sanitizing ): Article {
= const fullPath = path.join(
ﬂle pathS articlesDirectory,
- "${slug.replace(/\//g, "")}.md" // Prevent directory traversal
+ *${slug.replace(/[/\\1/g, "")}.md" // Prevent directory traversal

);
let fileRaw;
try {
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[ openstack / blazar-dashboard

® Arbitrary Code Execution

<> Code Il Pull requests ») Actions (1) Security ’ Insights

e Unsafe use of eval during JSON parsing Use json.loads instead of eval for JSON parsing

Also fixed error messages.

Change-Id: I998d6929ad0@5d9b5bc4e@7f27713f9cbf2dd64c68
Closes-Bug: #1895688

® blazar_dashboard

¥ master

l Lukas Euler authored and priteau committed on 1 Oct 1 parent 3dac655

@@ -46,7 +47,7 @@ def cpu_info_dict(self):

cpu_info_dict = getattr(self, 'cpu_info', '{}')
if not cpu_info_dict:
cpu_info_dict = '{}'
- return eval(cpu_info_dict)
+ return json. loads(cpu_info_dict)

def extra_capabilities(self):

excaps = {}
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[ elastic / kibana @ Watch ~ 8¢

® Transitive Vulnerability

Code Issues 5k+ i1 Pull requests 447 ») Actions [1] Projects 39 1 wiki ') Security ~ Insight

e Key Confusion Bump xml-crypto from 1.4.0 to 2.0.0 #81859

bl VI -G legrego merged 3 commits into master from dependabot/npm_and_yarn/xml-crypto-2.0.0 [°) 8 days ago

o Vulnerable Xml-crypto |S tranS|t|Ve|y found |n k|bana ) Conversation 6 > Commits 3 [Fl Checks 50 +) Files changed 2
dependabot bot commented on behalf of github 9 days ago Contributor (@) *+*
o > 15k Sta ) Bumps xmi-crypto from 1.4.0 to 2.0.0.

¥ Release notes
Sourced from xmi-crypto's releases.

Disable HMAC by default

Due to the potential of a key confusion vulnerability in support of HMAC-SHAT, the HMAC-SHAT1 "signing" algorithm has
been disabled by default.

Previously, in certain situations it was possible to bypass signing checks by maliciously changing the algorithm to HMAC-
SHAT1 and using the public key as the HMAC secret.

If you need to validate an HMAC signature, you now must first call SignedXml.enableHMAC().

All users are encouraged to upgrade.
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® Developers Fixing Code flaws/Contributors reporting security issues

® (Cross-site Scripting, Arbitrary Code Execution, Deserialization flaws,
Directory Traversal, Denial of Service, Man-in-the-Middle, etc

® Developers Fixing Transitive issues

® Developers updating outdated and/or vulnerable libraries

® Able to discover and act on issues faster
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® So far we have talked about discovering known vulnerability
® New type(s) of vulnerabilities uncovered over time
® Deserialization vulnerabilities (eg. jackson-databind, Ruby’s YAML)

® Arbitrary File Overwrite/Directory Traversal through Zip/Unzip functions (eg. adm-zip, mholt/archiver, Apache Karaf,
plexus-archiver)

® Prototype Pollution (eg. merge >2m weekly downloads; at least 1760 dependents)
® Number of libraries expected to increase over time

® \ery probable to have at least a component that may be vulnerable in the future, even if they are safe today
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® (Collected baseline information on existing vulnerabilities
e Zoom into the pattern of each vulnerability type
® Deserialization/Arbitrary Code Execution
® Directory Traversal through Zip/Unzip
® Prototype Pollution
® For each pattern, devise key signatures that can be used to automatically single out potential libraries
e Automatically create Proof-of-Concept and get results
e Akin to running a Dynamic Analysis

® May not be possible to achieve for all types of vulnerabilities
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® Increasingly challenging to keep up with the increase in the amount of open-source libraries, the
usage that follows, and possibly its inherent vulnerabilities.

® Machine learning is efficient in narrowing down vulnerability related data, however the process
is not self sufficient, and can still be improved upon.

® Vulnerabilities discussed are merely a subset of actual vulnerabilities, and we should at least be
on par with what's been found and disclosed, while trying to discover more vulnerabilities.
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® asharma@veracode.com

® mang@veracode.com

® www.veracode.com
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