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 SNT Works Inc.

• Specialized in Security Analysis on Embedded Systems

 Reverse Engineering for Security Evaluation, Assessment

 Offensive Security for Embedded Devices

 Digital Forensics for Embedded Devices

 Side Channel Attack & Fault Injection Attack with Reverse Engineering

 Patent infringement Investigation

About us



Introduction

SSD Forensics : Myths and Reality
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 SSD Forensics Issues : Perfectly(Secure) Erase

• Can SSD data be completely erased?

SSD Forensics : Myths and Reality
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 SSD Forensics : Cannot Recovery Data

• Can't we recover previous data from SSDs?

SSD Forensics : Myths and Reality
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 Current status of SSD Forensics

• SSD Controller information is not disclosed

• Private SSD internal algorithm information

• Lack of SSD Physical Data collection tools (including data reconstruction function)

• Lack of SSD Physical Data recovery tools

 Our Challenges

• Build an environment to analyze the internal operation of Commercial SSDs

• Tracing the process of writing, reading and erasing SSD data

• SSD physical data collection

• Check and try SSD data recovery conditions

SSD Forensics : Myths and Reality



SSD Firmware Reversing

Background
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 SSD Manufacturers

do not divulge information. 

 SSD Controller manufacturers 

also do not divulge information.

 They protect their 

implementation details to 

protect their technologies.

 No standards

Why Commercial SSDs Reversing is Hard?
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SSD Hardware Architecture
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SSD Hardware Architecture
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Security Encoding and Decoding
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You can Buy Now 2020 
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SSD Firmware Reversing

Access All Physical Block



14

SSD Read Sequence Workflow
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ATA CMD Queue

LBA(24bit) : 0xE0A5A5A5 

ATA CMD: 0xC8(READ CMD)

Sector Size(8bit) : 0x05

 Host Interface Layer
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ATA CMD Handler

:  Handler Function: ATA Command

ATA CMD Handler Table
 Host Interface Layer
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Flash Chip  Flash DATA Buffer [ ]

Channel CMD

0 CMD2

1 CMD1

2 CMD3

3 CMD0

Flash Channel Buffer

code: str r1, [r0]
r1: ‘0x00’
r0: Flash Channel Buffer Address

Encrypted Data

 Flash Interface Layer  Flash Chip  Flash Interface Layer

Flash Data Buffer
Flash Interface Layer
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Encrypted Data

code: str r12, [r2,#0x34]

Flash Data Buffer [ ]  Host Interface Logic

SATA Host Read Buffer

Decrypted DataSecurity 
Decoder
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Host Interface HW Logic
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Figure Out Where PBA and Channel Buffer are
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L2P Map Table

Using Area

Empty AREA

 Flash Translation Layer
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LPN  PBA Translation

 Flash Translation Layer
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LPN  PBA Translation
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Firmware Image
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Flash Channel Buffer

Channel 0 Channel 1 Channel 2 Channel 3

NAND Flash CMD

(Primary) 

NAND Flash CMD 

(Parameter) 

 Flash Interface Layer
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 Flash Interface Layer

NAND Flash Command in Flash Channel Buffer

NAND CMD Identifier READ: 0x1 PBA_3 

PBA_1 Readbuffer Block Bitmask Data Buffer Address

Offset NAND CMD Start Trigger

PBA_2

R/W

NAND Flash CMD 
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NAND Flash CMD 
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Steps : Access All Physical Block

Select

Channel

Inject PBAs

Trigger Start
Read Data

from Buffer

Write the Data 
to a file



DEMO : Access All Physical Block
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 Non Security Encoding-SSD

• Data Restoration

Unique PBA blocks not found in the LBA 

• Forensics

Image based on LBA  Image based on PBA

Non-Destructive

Okay, then what can we do with it?
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 Security Encoding-SSD

• Secure Erase Verification

Whether SSD still leaves sensitive data or not

• Access to Factory Reserved Area

You may find Critical Information in SSD

Generally, Not Encrypted 

Okay, then what can we do with it?



SSD Firmware Reversing

Recover Overwritten Data
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Overwrite to Same LBA

LBA=512

PBA_A

L2P Map Table Nand Flash Chip

Old Data

LPN_A
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Overwrite to Same LBA

LBA=512
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Overwrite to Same LBA
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IS It Still Alive?
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Now, What we Know & Don’t know & Should know
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Block aging table and Data Overwriting 

L2P Map table
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Mapping Technique and Data Overwriting 
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Mapping Technique and Data Overwriting 

Block

Garbage 

Collector

They also do not come everyday

Page
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Type of Ransomware : Overwrite or Copy

Open Folder List of file
Read File

(ReadOnly)

Read File
(R/W)

Overwrite 

Encrypted DATA 

Original

Save
Open Folder List of file

Write
Encrypted DataCreate File

Delete
Original File

Copy And Delete Type
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Steps : Overwritten Data Restoration

Get LBA 

from the File

Get LPN 
Corresponding 

to LBA

Recover Used 
LPNs

Locked File
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Steps : Overwritten Data Restoration

Get LBA 

from the File

Get LPN 
Corresponding 

to LBA

Recover Used 
LPNs

Inject the LPN

Original File

Locked File



DEMO : Overwritten Data Restoration
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 Support for various SSDs.

 We need to Enhance our tool.

 Focus on Forensic tool for their needs.

 AES-XTS key extraction using side-channel attack.

 A study about Manage to keep Stale data Securely and 

Efficiently.

What is Next?



#BHEU @BLACKHATEVENTS 

Thank you!
If you have any question, please send me email

Kwonyoup Kim

CEO/founder

kkyoup@sntworks.kr

Seungjoon Lee

Senior Researcher

sj.lee@sntworks.kr

Youtube Channel
SNTWORKS Inc.

Twitter 
@SNTWORKS1

sntworks.kr
sntworks.kr
https://www.youtube.com/channel/UCz3Bl1C6bvs0U4qjZJeSUIA

