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= Kwonyoup Kim, Founder, CEO of SNT Works Inc.

= Seungjoon Lee, Senior Researcher of SNT Works Inc.

= SNT Works Inc.

+ Specialized in Security Analysis on Embedded Systems
v Reverse Engineering for Security Evaluation, Assessment
v Offensive Security for Embedded Devices
v Digital Forensics for Embedded Devices

v Side Channel Attack & Fault Injection Attack with Reverse Engineering

@ SNTWORKS

v Patent infringement Investigation
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SSD Forensics : Myths and Reality



SSD Forensics : Myths and Reality

= SSD Forensics Issues : Perfectly(Secure) Erase

- Can SSD data be completely erased?




SSD Forensics : Myths and Reality

= SSD Forensics : Cannot Recovery Data

- Can't we recover previous data from SSDs?




SSD Forensics : Myths and Reality

= Current status of SSD Forensics
 SSD Controller information is not disclosed
* Private SSD internal algorithm information
« Lack of SSD Physical Data collection tools (including data reconstruction function)

 Lack of SSD Physical Data recovery tools

= Our Challenges
 Build an environment to analyze the internal operation of Commercial SSDs
 Tracing the process of writing, reading and erasing SSD data
« SSD physical data collection

« Check and try SSD data recovery conditions
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Background



Why Commercial SSDs Reversing is Hard?

= SSD Manufacturers

do not divuilge information.

= §SD Controller manufacturers

also do not divuige information.

* They protect their

implementation details to

protect their technologies.

= No standards SORRY SIR, YOU/CANNOT SEE THIS
CONFIDENTIAL'INFORMATION




SSD Hardware Architecture

= Multi Core based SSD Controller
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SSD Hardware Architecture

= AES-XTS
SSD
SSD Controller i
| Master Flash I [ Flash
i COREO i Plaintext
Host Interface Logic i : v
| . 128bit Tweak(LBA’) T\
< Plaintext SlfHTf | : \ B N
4 : l
N Security i Key, AES-enc :® AES-enc
HOST CMD Enc/Dec |
1 ;
x4 E
.= i :f\
5 N
i v
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You can Buy Now 2020

Regular shopping cart = Shopping only

* Cart items are stored for up to 30 days

f information such as price or options has changed, you may not be sble to order.

shopping basket > Ordzr/Paymzrnt > com

As for today's departure products, today's departure may change depending on the seller's setting point, so pleaze check again when placing an order

- -
secu"ty Enc°dlng SSD Product information
2 y ;

I..j

X e Reproduction System Smart Store ] Pay +|

Samsung S5D 850 PRO 128GB / MZ-TKE128E/KR Bull
et Delivery

95,000 KRW

11. 12, (Thu) 30% probability of armval

Compuzgona Smart Store IEEII

Micron Crucial MX500 Series 250GB TLC

XQ/ KRW 45,550
11. 12. (Thursday) 94% probability of amrival

N Premium Shopping Mall Smart Store [Cl7ay +|
TeamGroup GX2 (128GE) S50 hard HOT product
22,500 won

11. 11.(Wed) 95% probability of arrival

Non-Security Encoding SS

» o » p " e L
L b S,
\0. . 8 LT '

Eage  Myssd Smart Store m

Review Announcement S5D 900G Blue 2.5 inch SATA
240GB Genuine Bulk Packaging Warranty 5 years
32,800 KRW 55205

PR B 11, 12. (Thu) 98% probability of arrival

option

Product order gquantity: 1

Add/Change order conditions

Product order gquantity: 1

Add/Change order conditions

Product order guantify: 1

Add/Change order conditions

Product order quantify: 1

Add/Change order conditions

ATA Interface

DRAM

CPU

Flash Controller

.
p
NAND NAND NAND NAND
Flash Flash Flash Flash
.
-

ATA Interface

DRAM

Delete selected product Wish selected product

USNTLY
NAND NAND NAND NAND
Flash Flash Flash Flash

|
[ Flash Controller
[
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Access All Physical Block



SSD Read Sequence Workflow

Host Interface

ATA CMD Handler

| |
i Function CMD :
| |
i JOBJ0] 508[1] - _ I:%S,\f: gig; \ CMD[0] | cMD[1] | CMD[2] i
| |
| JOB[2] | JOB[3] RDSEQ OXXX cMDlLBAT ten < VMQQ‘ CMD[6] | ATA
! cmppe] | cmple [\qumbiLo] | Interfgce
i JOBI[4] | JOB[5] ERASE gxxx CMD cwb2] | onorzal | ool [}» Logic
| XXX |
| |
FTL Job Queue ATA CMD Queue | |
|
|
|

Flash Translation

1 Flash Interface |
i i data[512] data[512] data[512] i
i ¥ data[512] | data[512] | data[512] :
i Addl" LPN i : data[512] data[512] data[512] :
| LPN to PBA 2 data[512] | data[512] | data[512] :
' 1 vall i I
i X Data Buffer | Nano
| > 2 val2 X Flash Flash I
: LBA to L2P X Channel CMD . Flash
i 3 val3 i i 1 CMD i Controller
| Flash Channel | ! 5 > CMD |
n val_n Buffer Update 3 CMD
i L2P Map Table | 4 CMD i



ATA CMD Queue

= Host Interface Layer

ATA CMD: 0xC8(READ CMD)

SD:20000000 |+00000000 00000000
00000000

Sector Size(8bit) : 0x05

ooooa027

doououod

124 FFE

00000000 00006739
O0OOSEEQ 00000000

00000000 400000
000513E5 QOOBOLES

JOououO0E
00010001 30002BF

LBA(24bit) : OXEOASAS5AS

00753200
00000014
00000000 00
J0E AO000000
OESEQOOL
OO000000
0000000 00000000
SFOOOO00 00000000

040113E5 00820000
00000000 00000000
00000000 00DADODA

03020100 07060504
CEO00000
00040000 00000000

00001459
OO000000

00000410 00000F3F OOOOCO0

B24B1030
OO000000
OO000000
OO000000
O03AEG2E0

EOA3ASAS
00000000
00000000
00000000
00000000

JOOUASAS
00000000
00000005
00000000

]

EnPr e = M= =g Hﬂmzzdﬁmr":\“q{m:z::f“:%ﬂm“ﬁh:z =gl =

808B483F

F3IBDLSF7
JRADGOO0
OO000000
80502800
OE390157
OO000000
OO000000
OO000000
40800C00
OO000000
OO000000
OO000000
OO000000
OO000000
OO000000
OO000000

SOASASAS
00000000
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ATA CMD Handler

= Host Interface Layer

ROM: BBABCS BC
ROM: BBAACE BC
ROM: 880ACS BC

ROM: 8888C5 8C sub_C58C

ROM:@8888C58C FB 5F 2D E9 PhSH {R4-R12,LR}
ROM:@888C518 B3 18 DA ES LDRB R1, [RA, H#3]
ROM:8888C514 8C 21 9F ES LDR R2, fsata_handler_tabl
ROM:A888C518 7C 41 9F ES LDR R4, = B
ROM:8888C51C 81 11 61 EA RSB R1, R1, R1,LSL#3
ROM:A86808C528 82 58 81 EOG ADD R%, R1, R2
ROM:8888C524 81 18 95 ES LDR R1, [R5,#1]
ROM:A000BC528 D4 61 C4 E1 LDRD Ré6, R7, [Ra,ftox14]
ROM:8888C52C 88 88 51 E3 CHP R1, #8
ROM:ABBAC538 54 A0 A8 AA BED loc_C688

FIHE

ROM: BBBBCECA

ROM: BBBBCECA loc_C5CA

ROM:BOBBCSCA 61 28 95 E5 LDR R2, [R5,#1]

ROM:AAACSCY BS 418 DS F4 LDRH R1__[RC _#5]

ROM: BABBCSCE 32 FF 2F E1 BLX R2

ROM:BOBBCSCC 68 68 50 E3 CHP RB, #0

ROM:BABBCSDA 61 688 AA 83 MOVEQ RA, #1

ROM:BABBCS5DY B4 @8 C4 B5 STRBEQ RA, [Rua,#{byte_1A29C - Bx1A298)]
ROM:BOBBC5DE BS @8 D5 E1 LDRH RB, [RG5,#5]

ROM:BBBBCSDC 81 OC 18 E3 TST RB, #ox160

ROM:BBBBCSEA 14 688 B8 BA BEN loc_Ca638

SegBa2: 88888642
SegBe:eeses643
seghal:edesbad
SegBa2:eeses64s
SegBa: 88888649
Segea: eesesnda
segBe: eeses64E
SegBe: eesesE4c
segBa:eeses6se
Segea2: 88888651
segae2: eecBEE52
segBe2:eeses6E53
Segea:eesesEs7
segBa2: 88888658
segBa2: 88888659
segBe2:eesesEaA
segBe:eesBsE5E
segBa2: 8888865k
segBa:eeceshon
segh@2:eeses6al
seghal:esass
segla; o1
2188888667
segBa: 888886608
segae2: eesesEaC
segBa2:eesesbal
SegBe2:ee8e866E
SegBa2:eese866F

ATA CMD Handler Table

o7

AL

78

DCE

<]

DCE 5]
DEEIEXC4 I

a6 el B8

Doy

sub 18B64+1 |

DCE

F5 2@ B8

7

DCO sub F578

DCB
DCE

DCE
DCB

6
1

D[Elﬂx[ﬁ I

a3 2@ e
DCE
DCE
DCE
CC 2@ ga DCD
DCE
DCE
DCE

0CQ sub SpEea30E+1

]
5]
5]

sub CCBC+1

i

Gl B

a3 a

RDMA Handler ]

DCE
DCE

a3 el ea

1
1

ot

DCOY ROMA Handler

DCE
DCE

1
1

DCBY @xCA ]
F5 9@ 08 pc sub F578

" :ATA Command

—:

Handler Function



Flash Chip = Flash DATA Buffer| ]

= Flash Interface Layer = Flash Chip 2 Flash Interface Layer

Flash Interface Layer

) 5:Break List (e ][®@][=]
3K Dekte Al O Dsable Al | @ Enable Al | @ Init |2 Method.. 52 Store....| £ Load... | K Set... |
address type method | | }
T:0001484A|Program SOFT y [& | T:0x1484A
iFY BuListauto P
M Step B Over \AcDvege ¢ Rewn| @ Up | B Go | Il Break %% 1 eS8
addr/line |source ! ! =4
rl: ‘Ox00’ o
code: strrl, [rO
’ [ ] r0: Flash Channel Buffer Address
" . E A4 A A1 (
ST:0001484Ac001 str rl, [ro] ||
ST:0001484E |6520 Er ro,r4]
ST:00014850 [F4407080 [al 20 0 20100
ST:00014854 |6020 str ro, [r4]
ST:00014856 |E0FO pop {r4-r7,pc}
ST:00014858 (4602 movV r2,ro
ST:0001485A (2000 movs r0,20x0
ST:0001485C |F36210DF bfi ro,r2,20x7,20x19
ST:00014860 [F3610006 bfi ro,rl,#0x0,20x7
ST:00014864 (4770 bx ri4
ST:00014866 [4A5C ldr r2,0x149D8
ST:00014868 [EE024000 add ro,r2,r0,1s1 #0x10
ST:0001486C [32C0 1drh ro, [ro,#0x0E]
ST:0001486E (2201 movs r2,20x1
ST:00014870 [408A 1sls rZira.r:
ST:00014872 |[4210 tst ro,r2
ST:00014874 |D0O0OL beq 0Ox1487A
ST:00014876 (2000 movs ro,=0x0
ST:00014878 [4770 bx rig v

0

CMD2
CMD1

481 (B=Data dump (C:0x800000) /SpotLight /DIALOG]

(= f@][=]

CMD3

1
2
3

CMDO

Flash Channel Buffer

|c:0x81030140 | | #)Find...| [Modify... | | [Lona v [OE [OTrack MHe:
address 0 4 8 C 0123456789ABCDEF '
SD:8103D1A0 | 0000 00000000 00000000 00000000 TUUUY A
SD:8103D1B0 | 00000000 00C 00000000 00000000 *%%%% Ly
SD:8103D1CO [ 00000000 0000 00000000 00000000 HELLTELLLILTINIYY =
SD:8103D1D0 | O 00 00000 00000000 00000000 %%%%Y b LUt W
SD:8103D1EO | 00000000 0000 00000000 00000000 %%EEETEELEENEENY
SD:8103D1F0 | 00000000 00000000 00000000 %%LYYY Ry A
SD:8103D200 AT PIWT_53
SD:8103D210 %054 VEsELL:
SD:8103D220 VLS W15:3%A
SD:8103D230 B3R 5u~03%&N6T %%
SD:8103D240 YY3318%53%TPh%@s
SD:8103D250 EIAratiTiiiiisty
SD:8103D260 S 65L35%%%3e%1%%/m
SD:8103D270 2~7LG. 1755.8@3ES3
SD:8103D280 T400204)858355%%
SD:8103D290 0%3%%37@135NQaots
SD:8103D2A0 AFCJ WIS EREAQWE
SD:8103D2B0 553T55=%%a%511x(
SD:8103D2C0 2a:3303045LI4=%3
SD:8103D2D0 D 5 \811 5A6454B1 9597CB¢ %';Esci}b[ggzﬁ ;;i
SD:8103D2E0 mArunta s '~ 1tGwooshYs 3
SD:8103D2F Yy ‘Data . @%‘HSVT%‘}&?%'E% Nu
- SSEAFL OAAOBIBA 68245730 SCELICCHMM 554554 %=WSkI S5 <
SD:8103D310 BAE387D6 OFEEB5B2 k‘l‘s%%‘zé"zys‘;ix‘o"“
$0:81030320 C309E920 GASEDD9S DML
SD:8103D330 2CAB5482 C4869F3C RB{33TE, <%3215%%
SD:8103D340 335CFCD8 60D38486 33 %%%%\3%‘4%‘%})(
SD:8103D350 4976AB91 4E751812 A5&115VITSuNEEE
SD:8103D360 2A10FCOL 34D6DEOC FER7LTL TR RAXETY
SD:8103D370 E129482E EOBBOAZE 31<3.H)3. 5%45K>
SD:8103D380 DS81EOBEE 89810791 8<5aT 133555\ %2
SD:8103D390 865703AF 521E7913 BRELIWETVARAEX/
SD:8103D3A0 OEE526B5 644261E4 +35a38535aBd5%5?
SD:8103D3B0 EO065A4E8 44DD9429 Sb%2 5‘&2)’4%0’:%%’2
SD:8103D3C0 €5949847 00585339 L ERAGELSISXLEMSS
SD:8103D3D0 AA25CDAQ 0DD542B9 ADICHTHABIRFSHY
SD:8103D3EQ 24177587 EDO03C63 F3~%3utSh<i3u2%3
SD:8103D3F0 ‘c[nM"Li?§°;SS)
SD:8103D400 | 0O AR %
30:81030410 | G0y R

Flash Data Buffer




Flash Data Buffer [ ] @ Host Interface Logic

= Flash Interface Layer & Host Interface Layer & Host PC

A\ TRACE32 PowerView for ARM 1 [Power Debug USB 2 @ ]
File Edit View Var Bresk Run CPU Misc Trace Perf Cgv Cortex-R4 Window Help
(M A I || 28 0 uESdada B 12

aesles
“List auto r12 '0X01’ = ‘E‘ =] 873 (369n)
M Step B Over , ' 2. AT E 11 geac %5 Mode 6 |t % | |[ C:0x8103D1A0 ltona v O OTrack MHe: AR BR AA AR AR AR RA AR AR AR AR BR AR BA AR f.-ciiciiiiaannn-
adde/1ine cdp M~Wmf E—r o1 2’93,':,;'525,5.‘_1 AR BR AR BR BA AR BR RR BR AR AR AR RR RR AR f................
=8 100006244 |EUSCizon avs ri,riz,rl,is1 20x5 5D:8103D1B0 AN :“:“ ; DA RD AR AD AR DA AR RA AR AR AR AR AR AR DA f.iiiiieiiianann.
SR £8105040, oy AA MM MM AR AL AR AR MARA AR RR BRA AR BB AR f.eeninninnninnn.
= d . ey A
% code: strrl2, [r2,#0x34] e S mmmmmmBmBaammmana L
SR 20x2 8103D2! ?u:} »,p%wv,_{i | AR RR RA RA RR DA RR DR DA RR DR DR R DR RRE M L....eeeesenaans
SR — s B10302 /2‘3*: *L’,g'f;}g DL BR RA AR AR RR BAR RA AR AR AR AR AR BR AR f..iiiiiiiaia...
810302 ‘Eaé;&ﬁfﬁ;&uégf} DA DA DA RRL AR AR BA AR BR AR RR BARR BB BR f......e.........
£1C10080 strh D $sr§§éﬁ.§{.§25§§ ZA AA AR AR AA BA BA DA RR AR BAR BA RABARA f................
S L 510302 ssLisyidetian/m Mmoo
E12FFF1E bx z 810302 03135555 LA BM AR AR MM DA MM DA BM AR MR BR AR AR DR f....ieeiiiiianns
E92D5FFO push {r4-ri2,r14} 8103D2 SNQ:
E59Fa478 1dr r4,0x6700 810303 : DA RA AR PR AR AR RR AR AR AR BAR AR AR BA AR f.vvvvcunnnnnnnns
E3A07000 =y 810302 AL AN AR AR AR AR AR AR AR AR DR AR AR AR AR fl.-.iiiciicnnnnan
E5940000 1dr 810302 m an mm mm = -
i |E2DasoB2 adeh 810302 . AR FRRERRR Bo...eaaiiiiiaann
- L ¥ 8103D27] ol
E1002080 Tdrh 810302 Securlty ATA 2R Dec t bl [EEREEEEEEEEEEEE
S e si030; = - Decrypted 222 L
ey - 1 e e e
s T 810303 Decoder PHY BRoo oo ibondll RESREREERERIERES
E3A0A001 mov r‘lé,ﬂOxl gig;g; AR RR RBA RR BR RA RA RR R RR PR DA AR BA BA B ...cvenennennnns
E3A08000 mov r8,#0x0 8103D3 AL AR RA BR AR AD AR RA RR AR RR AR RR DR BAR f i.iiiancssasanas
;300880§ movw r11,=‘0x308 810303 LA BR LA AR AR LA BA LA AR AR BB AR DR DR BAR
5—_239;322 ;‘di:: :’z :‘g ig:?é glgggg m u m u M u M m u m u M u M m ----------------
2 4 1 e | Ulell @A Af A2 A8 AR A0 AR BE AR AR AR AR RS fRR BE AR i i i i i e s s e
E1DS5018BA ldrh 0, 5,20x1A]
3510000 ﬁm; gxegégo s Blo3n3 Interface HW Loglc AL AR AR AA AA AA DA DA DR AR AR AR AR AR AR f.uieiiiiniinann.
Al 27 n X
E1D51186 ld:h rl, [r5,20x16) gig;gg LR RL AR AL RRRR AR DR RR DR DR RR DR BRA DR f...iieniiannnnns
Dg i;gégg;’g i glé:g’go :8103D3 ‘ AR RR AR MR RR RAR PR RR AR MR RR RR RRA RR BL B ...ecnsncssumans
O ne X .
£5951010 dr  ri,(rs,0x10] 2810303 AR AR DA RARA AR AR RARARA AA AR AR RBARA f...............
EGFF0070 uxth ro,ro :8103D4 00000000 000000 AR AR AM AM AR DD MR AR AR AR AR AR AR RR AR
E6FF1071 uxth ri;rl + 810304 TSRS - sy | [[FHLSE Ra AR AR AR AR AR AR A8 A% RA A2 AR AR AR AR AR Resrseeeseseeees
E8000241 11::' Ox6BEC 181030420 | 00000000 00000000 000 AR RR RAXA RR RR RAR RA RR AR RRA RR RR RR PR BD B .....iiicaaneans
E5950010 r ro,r5,20x10] SD:8103D430 | 00000000 00000000 00000000 00000000
E3500020 CRp r0,#0x20 s sio,o.uol on()o(:(ma 6’0(»(:36}00 ()[:ﬁooo(ml 00000000 BAPRRPAPRARARARARA DA RR PR DA RA DR RA B .ceevnannnnnnnns
E;iggg‘o ?:’:I’CS ro,ro,#0x20 000@EPO00 O@ERD000 02000000 Of 000 AL RR AL AR LD LR MR AR RR AL RRL LD LD DL AL B ......eeaaanaaas
2586009C stres FE ghg mg Eﬂf AR RAAARA AR AA AR BAAR RAAR BA AR BAAR f.cvivencnnninnns
2 2 s SoEes B E ¥ A GA B ’ LA BD AR AR AR RAR BA DA BR RA MR RR AR BR BB f...iiiiuiinannnns
= = - 8103D490 | 00000000 00000000 00000000 00000000
SR:00006300 |35960095 ldrcc N :8103D4A0 | 00000000 00000000 00000000 00000000 AL AR RA RR AR AR AR RA RR AR RR AR AR RR RAR B ...iiicscssasanas
< >




Figure Out Where PBA and Channel Buffer are

-

'010”00 LBA

jooroio
Jo01010

| LBA=16 I

LPN to PBA
Translation

address

LBA to LPN
Translation

_—— LPN

@ash Translation Layer L2P Map Table

__\_'____-————-__

e =N

Flash Flash
Channel CMD

1 CMD / 1

Flash Channel _
: > 2 CMD
CMD Update Function

3 CMD
4 CMD

b'aSh Interface Layer Flash Channel Buffer Nand Flash Chip
~~hannet bult




Core 1
| Lilxduugou

L2P Map Table

Flash Translation Layer

984 [B-d.dump Ox8b

ﬂ LU
RO

/SpotLight]

(= ==

address

1]

4 i)

C

0123455?39AEEDEF S

x800bd0 /Track /DIALOG /S

potlLight

(=& ][=]

| [ #3Fnd...] | Mody...

| ‘Lunﬂ v|

Lle OTrack MHe:

address

5D 00B00BDO
50:00800BED
50:008006F0
50:00800C00
5D:00800C10
5D

5DRO0B00C30
5DRO0B00C40
SDROOB00CS 0

FFF
FFEF
FEEF

FEFF
FEFE

'FFF FFF

53 3CEG00 RE61EE400

FFFAFFFF
FEFFFFFF

FFFF FFF

S6EBAEDD

dids
FFEHFFFE
FFFREEEE

FF
FFFYFFFF
FFF

0;23455?89ABCDEF'

Pz
=
=

> 4N M

FFF
FFFFFFFF
FFFFFFFF

FEFFFFEF

PETCFFFF

FFFFFFEE

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FEFEFFEF

FEEEEEEE

EFFFFRRE
EFFFFFFF
FFFFFFFF

FEEEEEEE

Channel 1

Channel 2

=T Ty Ty Ty Yoy Ty Ny iy

Channel 0

Core 2

[ CilxsUUBLU

E:EEEtdE,EpctUghtf‘ackﬁDlALCE‘

(=@ =]

| Ié‘aFmd ||Mﬂdfﬁ’

‘Lnnﬂ V|

e OTrack He:

address

50: 00800600
5D 00B00BED
5D:00800BF0
50:00800C00
50:00800C10

5 Baiads
SCEOOB00C30
5CE 00B00C40
SCE00B00C50

FFFFFFFA
FFFFFFFH

FFFFFFFA

B?CBED 58E4D ED2BAEDI [ GDFE7 801

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFEFFFFF

FEFFFFEF

0123455?89AEC EF '

T My Mg My My Ny My +
T T
N MmN

I B B B L [
oI Tl IR IS DD D ]
> €1 >

b LR R I
b LR R I

Channel 0

|| Channel 1

Channel 2

L [T T T T T T e

:BBEBECT 60
1BEBBCTTO
:BBEECTE0
1 BEBBCT S0
:BBEEECTAD
:BBBBCTBO
1BBEECTCO

:BBE3CT D0
1BBBECTED
:BBBECFFO
:BBEECE00
:BBEECE10
1BEBBCE2Z0
:BBBECE30
: BEBBCE40
:BBBECE50
1 BEBBCEG0
1BBBECET0
:BBBECEE0
:BBEECE90
: BEEECEA0D
1 BEBBCEED
:BBEECECO
1 BEBBCEDO
:BBEECEED
:BEBBCEFO
:BBEEC300
:BB83C910
1BBBEC20
:BBBEC330

03663303
3423603E
BD3F0355
03663523
36039440
23410355

3203CE3E CB3FO3CE
BO3F0394 03943523
03553523 3423863E
3423CE3E CESFO3CE
94410394 03943703
033533703 36036640

03CB3303
34238D3E
BB3F03E6
03CE3523
36035540
Bo4103E6

036637
3823604
8041037

Using Area

SCE3I703
5238040
5410366

03663923
3A039442
55430355
03553023
SA03CE42
0430394

3823CE40
94430394
03553603
JAZ38642
CBE4303CE
03943023

CB4103CE
03943603
3C036642
Bod303E6
03CB3B603
FF238D42

FFFFFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF

FFFFFFFF
FFFFFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFFFFFF
FFFEFFFF

FFFFFFFF
FFFFFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFEFFFF
FFFFFFFF
FFFEFFFF

03CE3923
34035542
BD430355
03B63B03 #=
3C236042
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF

FFFFFFH
FFFEFFH
FFFFFFH

Empty AREA

FEFEFEF
FEFEFEF
FEFEFEF

[

x3%x}nx Bx BXIER
= #4EY #qu}n#4
UE?%#EU E g RE D8
#5% }c#4CET%#55x
@4 edEALET4Eaute
LE AUE?U§@% E%EA%
5750 s %65 AE 575
@ #8%5AT #045at R
UEA%#QUQE%#E%EA%
#9% ﬁw#?%x
Bh5: qic 45BUS:
iCU UEC%

mwn
Hm
wn m
=;:'=F
AN A A A Ny Iy Iy A Ay A My My Ay A M M1 w

E:Ln"’?-?’“"

."11.“'n."11.“11.'111.“11."1.“11.|.|'n.|.|11.“'|1."11.“'n."11.“'|1."'n=‘ma1w J'l.

B IR LG IR LD LR IR VLG IR VIR IRLE VIS VLR IRLE VIS TG I m
S IR LG IS LD LIS IR VLG TS VIR L VIS VLD IR VIS TG I

s

T I T LD T I G T I TG I L T I S
R IR IS Il TLE TRLE S IR VIS LD LD TS TR Rl el e ] }1""@5‘
RiE IR S Rl LD LD U R D Tl Ul RE R U

i IR IS LR VLR Ul RUE IR IR LR RULE R RS U
Bt IR D UL VLD Rl Rl Ul Ul D D Rl Ul il il *I: m“‘

E
X
o
F
F
F
F
F
F
F
F
F
F
F
F
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F
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F
F
F
F
F
F
F
F
F
F
F
F
F
F
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AN MMMy MMy gy My Ay Mgy My My NalE m

R IR LIS TRLe LD LD IR VLG TR VIS LG LS LR IR VIS R
R IR LIS TRLe LD LD IR VLG TR VIS LG LS LR IR VIS R
MmN Iy I Ay My A A A A A Ty =
R Ik LG IR LD LD IR VLG TR CILE LG LS LD TR VIS L
R Ik e TR LD LD IR VG TS I LG IS LD TR I

>

m
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LPN = PBA Translation

= Flash Translation Layer

LPN

PBA_calel
Rvioooerion 06 45 v B
ROM:B@@077DC 40 F2 A 76 MOVW R, #Ox7AZ
Reserved Block Count
CB 4B LDR R3, =channel count
CE 4D LDR R5, =dw0r‘d_1'C?Eﬂ
11 B6A LDR R1, [RE,#@KZ’B]
aC &6C LDR R4, [R3,#(dword 1C718 - @x1CeDE)] v
D5 F8 E@ 51 LDR.W R5, [RS,#(dmr‘d_lCQCS - 'Bl(l'C?ES)] i
- DF BC LDR R7, [R3,#(dword_1C71C - @x1C&D8)] if Ox1 addr_A
(g 21 FA @4 F4 LSR.UW R4, R1, R4 else addr B
66 19 ADDS R6, R4, RS -
D3 F8 B4 5@ LDR.W RS, [R3,#(dword_1C784 - @x1C608)]
5B &C LDR R3, [R3,#(dword_1C714 - @x1CeDE)]
26 FA 85 F4 LSR.W R4, Rg, RS
AF 48 L5LS R7, RS If Zero' O
7F 1E SUBS R7, R7, #1 else,val_C
H SB 1E SUBS R3, R3, #1
bl
RoM:d ROM: @BB14858
RoM:d ROM: BER14858
ROM: 4 ROM : BBB14858
R JROM: 28814858 sub_14858
non.q ROM: @BB14858 82 46 MOV RZ, R@ ¥
rom-d ROM: BER1AS5A BE 28 MOWS RE, #@
—|RoM:d ROM: @BE1485C 62 F3 DF 18 BFI.W R®, R2, #7, #0810 (constant value) val_A or val_B PBA 2
ROM:q ROM : BEB14B6E 61 F3 86 88 BFI.W R®, R1, #8, #7
ROM:AROM: PER14ABEL 78 47 EX LR
ROM: 28814864 3 End of function sub_14858
ROM: BoBl4864 \ (constant value) 0x00 or val_C PBA 3



LPN = PBA Translation

PBA 1=7?

m

PBA 2=7?
‘ (constant value) addr_A or addr_B I

PBA 3=7?

‘ (constant value) 0x00 or val C I




LPN = PBA Translation (Reserved Block Count)

— Chip #1 ‘
- : ~hin 40 I
iIrmware image
Die L PN 16 bit 7 bit 1 bit
© q
:T:) Bad Block List Flene g —\ \
Block O
Wear-I li
8 eatl.ag:’: |ng ( Page 0 ) + Reserved Block Count
= (Page 1) v
P Inf ti .
'_E age intormation . T —_ - OlevaI "
o Fi I (Page n) : else val_B
& irmware Image - | % -
(a :
L2P Map Block 128 If Zero, 0
else,val_C
(Page 0)
oto(2) ( Page 1) v v
__| ' : 13 bit 7 bit PBA 1

8 ( Page n ) ] | —
E (constant value) val_A or val_B P BA 2

— User DATA i

@ Block n

- | ) - »| (constant value) 0x00 or val_C PBA_3




Flash Channel Buffer

= Flash Interface Layer

A TRACE32 PowerView for ARM 3 [Power Debug USE 2 @ ] m} o
File Edit Wiew Var Break Bun CPU Misc Trace Perf Cov Corte Channel 2 Channel 3
(Ml d e rnE 2@
8-Listauto == 4] B-Data dump (0x204A0000) /Noascii /Spotlig... (= [ ]88 | | | B-Data.dump (0x204B0000) /NoAscii /DIALOG [ = || = |[ = |
M % A e | et | [#9Fnd...| [modiy... | | [ona ~| O l[coeoasooos | [#3Fnd...| |Mody... | [ona ~| C || Goxeoda0000 | [#Find...| [Modfv.. | | [lona  ~| T | coxeossoons | [#Fnd..| [Modiy.. | [tona ~| C
addr /Tine |code |1abel mnemon’_ address 0 4 [ address 0 4 8 Cf address 2 £ - address 0 4 [
5T:00014528 D401 mi 5D: 20480000 [+00000032 00000601 00022222 FFFFOO00 5D:20490000 [+00000031 00000601 00011111 FFFFOOO0 5D:204A0000 00000033 00000701 @O013131 FFEROO00 R, 5D:204E0000 00000033 00000601 00033333 FFFFO000
0014824 |F0410101 orr SD:20480010 | 00000000 00000000 00000000 2280230A 5D:20490010 | 00000000 00000000 00000000 22802804 5D:204A0010 § 00000000 00000000 GDODD0ODO 2280280A 5D:204B0010 | 00000000 00000000 00000000 2230280A
001482E |2B20 cmp 5D:20480020 | 00660001 00000000 00000000 00000000 = 5D:20490020 [ 00070001 00000200 00000000 00000000 = 5D:204A0020 || 00660001 00000000 00000000 DOOODOOD F 5D:204B0020 | 00060001 00000213 00000000 00000000 =
0014830 D003 beq 5D:20480030 | 00070001 00000011 00000000 00000000 5D:20490030 [ 00060001 00000011 00000000 00000000 . 5D:204A0030 § 00070001 0GOOGOL1 GOOQDOCO DOCOODOO B, 5D:204B0030 [ 00060001 00000011 00000000 000DO0OO
0014832 |EA414183 orr 5D:20480040 | 00060001 00000022 00000000 00000000 5D:20490040 | 00060001 00000233 00000000 00000000 5D:204A0040 § 00060001 00000022 00000000 000OD0OOO 5D:204B0040 | 00070001 00000022 00000000 00000000
F4410180 orr 5D:20480050 | 00060001 00000200 00000000 00000000 5D:20490050 | 00460001 00000033 00000000 0O000D0D * 5D:204A0050 | 00070001 00000033 00000000 00000000 [ 5D:204B0050 | 00060001 00000033 00000000 00000000 *
F0420230 orr SD:20480060 | 00000000 00000000 000CO000 0OODDOOD 5D:20490060 | D0000DOO0 00000000 00000000 000DDOOD 5D:204A0060 j§ 00000000 00000000 00000000 00000000 5D:204B0060 | 00000000 00000000 00000000 0OOODOOD
6022 str SD:20480070 | 00000000 0OD0DOODD 0OCOOD0O 00OODO0D 5D:20490070 | 000D0DOOD 0O00OO00 00000000 0OODDOOO 5D:204E0070 | 00000000 (O00000D 00000000 DOO0OOOD
FBCC1000 str SD:20480080 | 00000000 00000000 000C0000 00OOD0O0D 5D:20490080 | 00000000 00000000 00000000 00000000 5D:204E0080 | 00000000 00000000 00000000 0OO0DODO
5801 5D:20480090 | 00000000 00000000 000C0000 00000000 5D:20490090 | 00000000 00000000 00000000 00000000 5D:204B0090 | 00000000 00000000 00000000 0OO0D00D
0410101 5D:204800A0 | 00000000 00000000 00000000 0000OD0O0D 5D:204900A0 | 00000000 00000000 00000000 00000000 as 5D:204B00AC | 00000000 00000000 00000000 0OO0D00D
5D:20480080 | 00000000 00000000 000O0000 00000000 5D:204900B0 | 00000000 00000000 00000000 00000000 5D:204B00B0 | 00000000 00000000 00000000 0OO0D00D
SD:204800C0 | 00000000 00000000 0ODO0OO0D0 OOOODOOD 5D:204900C0 | DO00DO00 00000000 00000000 OO0DDO00 5D:204B00CO | 00000000 00000000 00000000 00000000
6820 Tdr SD:204800D0 | 00000000 00DDO0DD 000O0O00O0 OOODDOOD 5D:204900D0 | 00000000 00000000 00000000 OOODDOOD Parameter 5D:204B00D0 | 00000000 00000000 00000000 00000000
F4407080 orr SD:204800E0 | 00000000 00000000 00000000 00000000 5D:204900E0 [ 00000000 00000000 00000000 00000000 5D:204E00E0 | 00000000 00000000 00000000 0000DOOO
6020 str SD:204800F0 | 00000000 0OD0DOODD 00COO00O 00OODO0D 5D:204900F0 | 0O0D0DOOD 0O00O000 00000000 0OODDOOO SD:204B00FC | 00000000 (O000000 00000000 DOO0O0OD
BDFO pop 5D:20480100 | 00000000 00000000 00000000 00000000 5D:20490100 | 00000000 00000000 00000000 00000000 5D:204E0100 | 00000000 00000000 00000000 00000000
4602 mov SD:20480110 | 00110000 0000COFF 00000000 00000000 5D:20490110 | 00110000 000002FF 00000000 00000000 5D:204A0110 ( 00110000 OCO00ZFF 00000000 0OCO0000 5D:204B0110 | 00110000 CO0002FF 00000000 00000000
2000 movs 5D:20480120 | 00000000 00000000 00001014 00000000 5D:20490120 [ 00000000 00000000 00001014 00000000 50220440120 | 00000000 00000000 00001014 00000000 5D:204B0120 ( 00000000 00000000 00001014 00000000
F36210DF b1 5D:20480130 | 00000000 00000000 00000000 0OO0LF37 5D:20490130 [ 00000000 00000000 00000000 0OO01F37 50220440130 | 00000000 00000000 00OOOCOO QOOOLF:7 5D:204B0130 ( 00000000 00000000 00000000 0OOO1F37
F3610006 bfi 5D:20480140 | 00000000 00008000 000000S0 00000000 5D:20490140 | 00000000 00008000 00000090 OO0ODOO0 5D:204A0140 | 00000000 000DS000 00000090 0OOODOOO 5D:204B0140 | 00000000 00008000 00000090 00000000
4770 bx SD:20480150 | 00000000 00000000 00000000 0OOODOOD 5D:20490150 | 00000000 0O0D0O0D 00000000 DOODDOOD 5D:204A0150 | 00000000 00000000 00000000 0OOOOOOD 5D:20480150 | 00000000 00000000 00000000 00000000
[4A5C Tdr SD:20480160 | 00000000 00000000 00000000 0OOODOOD 5D:20490160 | 00000000 00000000 00000000 0O0DDOOD 5D:204A0160 | 00000000 00000000 00000000 0OOOOOOD 5D:20480160 | 00000000 0O0D000D 00000000 DOOODOOD
EB024000 add 120480170 [ 00000000 00000000 00000000 00000000 5D:20490170 | 00000000 00000000 00000000 00000000 5D:204A0170 | 00000000 0000COCO Q000000 0OCOCOOO 5D:204E0170 | 00000000 00000000 00000000 0OOODODO
gggg Tdrh 120480180 | 00000000 00000000 00000000 000ODO0D ™ 20490180 | 00000000 00000000 00000000 00O0ODOD 5D:204A0180 | 00000000 00000000 00000000 OO0DDOOD sD:204E0180 | 000D0DOCO 00000000 0D00ODOO DOOODOOD ¥
22 movs
4084 1sls
4210 tst
oooL bea_ 118 B-Data.dump (0X204D0000) /NoAscll /DIALOG [ = || = ][ 23 | [f i (2=Date.dump (0x204E0000) /Moscii /Spottig... [ o | 2 |[ 33 | | §# B-Data dump (0x204F0000) /NoAscii /DIALOG [= (&1 (52
4770 bx D = o -
B e |coxeoacoooo | [#3Fnd..] [Modiy... | | [Long [cox204p0000 | [ #Find...] [Modfy... | | coxe04e01E0 | [#Fnd... [Modfy.. | | [Lona  ~| O | [coxzosrocoo | [#And.. | Modfy.. | [Long v~ C
4770 bx address 0 4 address o 4 address 0 4 [ address 0 4 C' |
4456 Tdr SD:204C0000 [+000000LF D0000003 00000000 00000000 5D:204D0000 [»0000001F 00000001 0D0G00G0 DOGOOO00 50:204E01EC | 00000000 00010000 00000000 OOOO34E8 5D:204F0000 0O0O0O00D01F 00000003 00000000 00000000
EB024000 add 5D:204C0010 | 00000000 00000000 00000000 00000000 5D:204D00L0 | D0O0D0O0 0OODOOOD DOO0DDO0 0OOD0GOD SD:204E01F0 | D0OOFFFF 83F75C00 00000000 00000000 5D:204F0010 [ 00000000 00000000 00000000 00000000
6802 Tdr 5D:204C0020 | 00000000 QOO000000 00804003 00000000 SD:204D0020 | 0OCODDOO 0O0ODDO0 00004403 0DOOODDOD = 5D:204E0200 | 00000000 00000000 00000000 00000000 = 5D:204F0020 ( 00000000 00000000 00804003 00000000 =
F3610203 bfi 5D:204C0030 [ 00000000 00000000 00000000 DO0D00D00 5D:204D0030 | 00000000 00000000 DOOOODOL 00OODDOO ., 5D:204E0210 | 00000000 00000000 00000000 DOODODODDD ., 5D:204F0030 [ 00000000 00000000 00000000 00000000 .,
6002 str 5D:204C0040 ( 00000000 Q0000000 00000000 00000000 SD:204D0040 | 00000000 00000000 00000000 00000000 5D:204E0220 | 00000000 QOO0000C 00000000 00000000 5D:204F0040 | 00000000 00000CO0 OOO00CO0 00000000
6841 Tdr 5D:204C0050 | D0O0DOOO 00000000 00000000 00O0DDDD 5D:204D0050 | 00000000 0O0D000D ODO0DDO0 00000000 A SD:204E0230 | 00000000 00000000 000000D0 00OODDDO 5D:204F0050 | 00000000 00000000 0000DDO0 DOODDDOD *
F4413100 orr SD:204C0060 | 00000000 00000000 00000000 00000000 SD:204D0060 | 00000000 00000000 00000000 00000000 SD:204E0240 [ 00000007 00000001 00000000 00000000 5D:204F0060 ( 00000000 COCOO000 00000000 Q0000000
6041 str 5D:204C0070 | 00000000 00000000 00000000 00000000 sD:204D0070 | 00000000 Q0000000 00000000 00000000 :204E0250 | 00000000 00000000 00000000 00000000 5D:204F0070 | 00000000 00000000 00000000 Q0000000
6941 Tdr 5D:204C0080 | 00000000 00000000 00000000 00000000 5D:204D0080 | 00D00D00 00000000 00000000 00000000 2 5D:204F0030 | 0COOO0O000 00000000 00000000 00000000
FO410101 orr 5D:204C0090 | 00000000 00000000 00000000 00000000 5D:204D0090 | 00000000 00000000 00000000 00000000 5D:204F0090 ( 0COOOO0O00 00000000 00000000 00000000
6141 str 50:204C004A0 | 00000000 00000000 00000000 00000000 SD:204D00A0 | 00000000 00000000 00000000 00000000 5D:204F00AQ | OOOO0O000 00000000 00000000 00000000
6841 Tdr 5D:204C00B0 [ 00000000 00000000 00000000 00000000 SD:204D00B0 | 00000000 00000000 00000000 00000000 NAND Flash cMD 5D:204F0O0B0 [ 00000000 00000000 00000000 00000000
F4213100 bic 5D:204C00C0 | 00000000 00000000 00000000 00000000 5D:204D00C0 | 00000000 00000000 00000000 00000000 5D:204FO0CO | 00000000 00000000 00000000 00000000
6041 str 5D:204C00D0 | 0DOOO0000 00000000 00000000 00000000 sD:204D00D0 | 00000000 00000000 00000000 00000000 5D:204F00DO | 00000000 00000000 00000000 00000000
4770 b 5D:204C0O0EQ | OOO00000 00000000 00000000 00000000 sD:204D00E0 | 00000000 00000000 00000000 00000000 - SD:204F00EOC | 00000000 00000000 00000000 00000000
294C 1dr 5D:204CO0F0 | 00003366 0DODD24E 0DO0D24E AE4F5A4C 5D:204DOOFD | DO003366 DDODD0S4 0OOODOES AE4F5A4C P" ma SD:204F00F0 | 000DDOCE 00000001 00000000 45524944
EBO14000 add S5D:204C0100 | 02ZA49F13 00000000 00000000 00003366 5D:204D0100 | 0Z906ECT 00000000 0OO000DD00 O0003366 5D:204F0100 | 0287D57E 00000000 00000000 OOOO00OCE
BBCO Tdr SD:204C0110 | 00010001 41544540 00000015 00000000 5D:204D0110 | 00010002 41544540 00000024 00000000 — 5D:204F0110 | 00010001 41544540 00000001 00000000
B250 uxth 5D:204C0120 | 00000000 Q0000000 00003366 O0000Z4E sD:204D0120 | 00000000 QOOODDOC 00000000 DOOODDOD 5D:204E0300 [ 00000000 00000000 00000000 00000000 5D:204F0120 ( 00000000 00000000 OO00000CE Q0000001
4770 bx 5D:204C0130 [ 0000024E 4E4FSA4C 02A49F13 00000000 5D:204D0130 | 00000000 00000000 00000000 00000000 5D:204E0310 5D:204F0130 [ 00000000 45524944 0287D57E 00000000
[4A49 Tdr 5D:204C0140 ( 00000000 Q0003366 00010001 4154454D SD:204D0140 | 00000000 0O000000 00000000 00000000 5D:204E0320 (§ 00000000 QOO00000 00000000 OOOODOOOD 5D:204F0140 | 00000000 00000OCE 00010001 41544540
B289 uxth 5D:204C0150 | 00000015 00000000 00000000 00000000 SD:204D0150 | 00000000 Q0000000 00000000 00000000 SD:204E0330 | 000000CE OQOODOOFF OL1FFFFFF Q0330000 5D:204F0150 ( 00000001 QOOOODO0OC 00000000 00000000
EB024000 add SD:204C0160 | 00000000 00000000 00000000 00000000 SD:204D0160 | 00000000 00000000 00000000 00000000 SD:204E0340 (§ 028F51A8 00000000 00000000 O00D00CE 5D:204F0160 ( 00000000 COCOO0O0 00000000 Q0000000
60C1 str :204C0170 | 00000000 00000000 00000000 00000000 sD:204D0170 | 00000000 Q0000000 Q0000000 00000000 SD:204E0350 |§ 00010002 41544540 00000051 00000000 5D:204F0170 | 00000000 00000000 00000000 0QO000000
4770 bx © :204C0180 | QOOQOO0OO0 OQOQOQOO00OC0 Q0000000 00000000 5D:204D0180 | 00000000 00000000 00000000 00000000 W SD:204E0360 |LQ0000000 00000000 000000CE _O0000A 23 b 5D:204F0130 | 0OQO0Q0Q00 OOQOO000 OOO0O0000 00000000 W
< > J
1 L L
B:
\ || b= || Data || war || st || PERF || svStem || Step || Go || Bresk || sYmbol || Frame || Register || FPU MMX MMU | [ansation || cacHE || come | Apu || FLAsH | [FLASHFLE|| PER || TASK || MACHIE
ST:00014846 [stopped at breakpoint | | | MIX  [UP




NAND Flash Command in Flash Channel Buffer

= Flash Interface Layer

] &dmmpﬁﬂmzﬂﬂ--------------------------lﬁl-&{-[g] 1441 B:d.dump 0x204a0000 =N =
8 C_0123456789ABCDEF = SSACETRAARCDEE
. Y 5000000 00000000 £ 15 e eareon ) cpralress T E 'FL‘IDDEI 23 BIEIARCDEE
SD:204D0250 Q0000000 " uuuituii & : UUHLUUSUGUUUFE A
SD:204D02 60 ooocpoooloooolaol s A= | SD:204A0010 | 0OODPOOD DOOCOODODY OO0D00000| Z2B02B04 HNMMHEENENNNL ¢ _
SD:204D0270 00000000 HHNHNENNNNEusany ) S0:204A0020 | QOO7POOL OOOOEODO0 COO00000] 00 A R/W Moo=
5D:204D0280 00000000 33T Eeey | SD:204A0030 | 0007P001 0000P211 00000000| 00000000 %LHE%TSHL 15 o
SD: 204002 =006t 566898698668 00000000 1 ETITIINEIEY A SD:204A0040 | 0007p001 0000P022 0O000000| DDODDOOD LY EY 4N MERERTEE
SD:204D024 00000000 00000000 00000000] 00000000 HHN NS NNENEN NN 1 ooosbool oooobooD 00000000l DOODOODD EHANNENEARNNEENL A
SD:204D02B§ | 00000000 00000000 00000000| 0DDD0DDDD HEMNEEUNEsIussNs 000 0000D444 00000000| HOODOODD SEYN DENNNNN NN N
:204D02CY | 00000000 00000000 00000000| 00000000 HH%ENNSANSTRNSSY | U T UL T
Sh- 000000 O MHNNNNNN NN I OO0B0000 00000555 O@OO0000] 00000000 AR S
e 000000 0 1 000BOOOO 00000666 OGOOCOO0D PBA 2 |55y
NAND CMD Identifier Eonooou o wwivid PBA3 § 1 000EDD0O 00000777 OROD0DO0 00000000 L= JHmsnsssy
T oD 20400300 | jooooooT ou000000 L e A A A I 00000000 00000000 OQO00000 OOOOOOOD MMM KN NN NN NN
SD:204D0310 | 00000000 00000000 CO0000000 QOO 5% MR R B BRSNS 1 OoOo00o0D 000 OEOOOOO0 CHOIDCICHEHOREY B0 e B BB BB R B B BB B
5D:204D0320 | 00000000 00000000 00000000 00000000 YHELTLLLTLLY LYY : 00000 0 o I R R
SD:204D0330 | 000000CE O0DD0OFF 01200800 00400200 &% %EIHNRE 593 i 11U LU
5D:204D0340 | 0A5888B2 00000000 00000000 00003366 SiXLuNNNNNNA FIuy 00000 NAND CMD Start Trigger T
SD:204D0350 | 00010002 41544540 00000028 00000000 5%5YMETACHHYENY 00000 00 O O MMMWWBRRUMNHHNWINE o
5D:204D0360 | 00000000 00000000 00003366 00000343 1HTYYIHFILICS" NAND Flash CMD
37 o i 00 : as
38| Readbuffer Block Bitmask [41] Data Buffer Address .
39 00 —— (Primary)
00000000 00JUOCO0 DOOCDDOO 0DODOODD Lot LT n e aT
00000000 0000000 00000000 00000000 EHHEpuyEussEny
5Df 204D03C0 | 00000000 00000000 00000000 5% s s usLaussass
sD% pgniuniningning A
SD:204D03ED 00000000 "M NIIHIICENII N
SD:204D03F0 00000000 "N untnnnnnnm
SD:204D0400 Q0000000 'HHHHHNEHINIIENIIHN
SD:204D0410 00000000 5d% s ss gpuuns
SD:204D0420 O000L79C 'HMuunnsnninscun
SD:204D0430 | O000FFFF 83F5D000 00000000 00000000 RN EGEamEussauny
SD:204D0440 | 00000000 00000000 00000000 ODDODDDD HEEEEEEEEENEEENY
SD:204D0450 | 00000000 00000000 00000000 0D0D0D0DDDD HEHHEENNEENEEENY
SD:204D0460 | 00000000 00000000 00000000 00000000 HEHNEENNEsNNEELy
SD:204D0470 | O 000 HHENNHENNEEENERE W
1°| NAND Flash CMD

(Parameter)




Steps : Access All Physical Block

Select
Channel

Write the Data

to a file Inject PBAs

Read Data

from Buffer Trigger Start




SW = a

blackhat  DEMO : Access All PhysicaliBlock ~ "

=4 n
P A

o
J -

; INDEMO TIME
'x

{

|




Okay, then what can we do with it?

* Non Security Encoding-SSD

 Data Restoration

v'Unique PBA blocks not found in the LBA

 Forensics

v Image based on LBA - Image based on PBA

v  Non-Destructive




Okay, then what can we do with it?

» Security Encoding-SSD
« Secure Erase Verification
v Whether SSD still leaves sensitive data or not

 Access to Factory Reserved Area

v You may find Critical Information in SSD

v Generally, Not Encrypted




O

black hat

SSD Firmware Reversing

Recover Overwritten Data



Overwrite to Same LBA

L2P Map Table Nand Flash Chip
PBA_A
Ve LBA=512 —imn— —> |

10071070

Old Data




Overwrite to Same LBA

L2P Map Table Nand Flash Chip
'OvlerV\;rité Néw II_PI\II_B'

PBA_A
,g{,%’;;ﬂ 4>( LBA=512 I T+ —|— =+ > s 1
100?070 7y

Old Data

’,gg;g;ga LBA=512
10071070

New Data




Overwrite to Same LBA

L2P Map Table Nand Flash Chip
PBA_A
cg’ —{LBA=512 SR — A= —1— >
1001010 A
Old Data PBA_B
WELL THEN YOU

’;3{;%%" — LBA=512

looioio

New Data

memegenerator.net




L2P Map Table Nand Flash Chip
PBA_A
’,%%a LBA=512 Pl .
71001010 ) |
/ I
Old Data // Ip B
AREE TR
/ \\

’,g{ggg,ﬂ —>‘ LBA=512I~ LPN Replacement
Jo01070
New Data LPN_B »-




Now, What we Know & Don’t know & Should know

L2P Map Table Nand Flash Chip
PBA_A
[ | ||
m OLD LPN(Should Know) |
1001070 | |
10071070 |-P B
Restored —HN\T T T™
Old Data
LBA(We know) Cihpertext(We Know)
! ! rMaster Key( We Don't Know)
m
'] ATA Security

Encoder Decoder




Block aging table L2P Map table

0 4 8 C

A ' pace -
| \.. Number
/L Overwrite LPN =T — 11— =
Search S Sy B Y By o =

| [ less than
D Average

—

|
Aging Count | Block Number
Block Number Page Number
Reserved Block

Count
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Mapping Technique and Data Overwriting
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Mapping Technique and Data Overwriting
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Type of Ransomware : Overwrite or Copy
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Steps : Overwritten Data Restoration
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= Support for various SSDs.
= We need to Enhance our tool.
= Focus on Forensic tool for their needs.

» AES-XTS key extraction using side-channel attack.

A study about Manage to keep Stale data Securely and
Efficiently.
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