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• From Chiapas, Mexico:

• Consulting and research for IOActive (+6 years).

• No financial background. Initially self-taught in trading.
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• Most of the testing was performed using paper money (demo 
accounts) provided online by the brokerage houses. Only a few 
accounts were funded with real money for testing purposes. In the 
case of commercial platforms, the free trials provided by the brokers 
were used.

• Only end-user applications and their direct servers were analyzed. 
Other backend protocols and related technologies used in exchanges 
and financial institutions were not tested.

• This research is NOT about High Frequency Trading (HFT), blockchain, 
or how to get rich overnight.

Disclaimer











• Open outcry is gone

• Electronic trading
• Faster

• Easier

• Cheaper

Introduction



• Stock exchanges
• NYSE

• NASDAQ

• TSE

• LSE

• SSE

• BMV

• Etc.

Introduction



• Public companies
• Listed in stock exchanges

• Symbols
• AAPL

• NFLX

• AMZN

• V

• OKTA

• H

• RACE

• HACK (Cybersecurity ETF)

• CIBR (Cybersecurity ETF)

• Etc.

Introduction



• Financial instruments
• Secondary market

• Stocks

• Exchange-Traded Funds (ETF)

• Derivatives market
• Options

• Contracts for Difference (CFD)

• Forex market
• Currencies

• Cryptocurrency market

Introduction



• Banking
• Centralized in a financial entity

• One point of failure

• Exchange markets
• Distributed

• Records of who owns what, who 
sold/bought what, and to whom, are 
not stored in a single place, but many

Introduction



The valuable information as 
well as the attack surface and 
vectors in trading environments 

are slightly different than those in 
banking systems.



• Brokerage firms
• Trading platforms

• Fund via bank transfers or credit card

• Monitor cash balances, net worth, margin balance, buying power

• Monitor your positions (securities you own) and their performance

• Market research

• Send buy/sell orders

• Create alerts/triggers

• Real-time news and video broadcasts 

• Social trading

Trading software



Whether you're a speculator, a very 
active intra-day trader, or simply a buy-

and-hold trader, sensitive data from 

the previous list must be kept 
secret and only known by its owner.



• Users per platform
• TD Ameritrade: 11,100,000 funded accounts

• Charles Schwab: 10,755,000 active accounts

• MetaTrader: probably the most used one
• For Android: +6,000,000 installs

• Yahoo! Finance: 75,000,000 monthly active users

• Robinhood: 3,000,000
• For Android: +1,000,000 installs

Trading software

Sources:
https://www.amtd.com/investor-relations/by-the-numbers/default.aspx
https://www.sec.gov/Archives/edgar/data/316709/000031670918000009/schw-12312017x10k.htm
https://techcrunch.com/2017/09/26/investors-can-now-make-trades-on-yahoo-finance/
https://www.bloomberg.com/news/features/2018-02-08/brokerage-app-robinhood-thinks-bitcoin-belongs-in-your-retirement-plan

https://www.amtd.com/investor-relations/by-the-numbers/default.aspx
https://www.sec.gov/Archives/edgar/data/316709/000031670918000009/schw-12312017x10k.htm
https://techcrunch.com/2017/09/26/investors-can-now-make-trades-on-yahoo-finance/
https://www.bloomberg.com/news/features/2018-02-08/brokerage-app-robinhood-thinks-bitcoin-belongs-in-your-retirement-plan


• Users per platform
• Coinbase: 13,300,000

• For Android +5,000,000 installs

• Markets.com: 5,000,000

• Bloomberg Terminal: 325,000
• For Android: +500,000 installs

• IQOption: 25,580,000

• AvaTrade: 200,000

• Plus500
• For Android: +5,000,000 installs

Trading software

Sources:
https://www.cnbc.com/2017/11/27/bitcoin-exchange-coinbase-has-more-users-than-stock-brokerage-schwab.html
https://www.markets.com
https://www.nytimes.com/2015/04/18/business/dealbook/bloomberg-terminals-outage.html

https://www.cnbc.com/2017/11/27/bitcoin-exchange-coinbase-has-more-users-than-stock-brokerage-schwab.html
https://www.markets.com/
https://www.nytimes.com/2015/04/18/business/dealbook/bloomberg-terminals-outage.html


• Users per platform
• Money.Net: 83,000

• ExpertOption
• For Android: +1,000,000 installs

• NinjaTrader: 40,000

• OANDA fxTrade
• For Android: +100,000 installs

• Thomson Reuters Eikon: 190,000

Trading software

Sources:
https://nypost.com/2017/11/30/money-net-now-has-more-than-80000-paying-customers/
https://ninjatrader.com/AboutUs
https://www.wallstreetprep.com/knowledge/bloomberg-vs-capital-iq-vs-factset-vs-thomson-reuters-eikon/

https://nypost.com/2017/11/30/money-net-now-has-more-than-80000-paying-customers/
https://ninjatrader.com/AboutUs
https://www.wallstreetprep.com/knowledge/bloomberg-vs-capital-iq-vs-factset-vs-thomson-reuters-eikon/
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• Scope
• Some of the most used and well-known. Some support 

cryptocurrency trading.
• 16 Desktop applications

• 34 Mobile apps

• 30 Websites

Trading software



• Brokers
• Ally Financial

• AvaTrade

• Binance

• Bitfinex

• Bitso

• Bittrex

• Bloomberg

• Capital One

• Charles Schwab

• Coinbase

Trading software

• easyMarkets

• eSignal

• ETNA

• eToro

• E-TRADE

• ETX Capital

• ExpertOption

• Fidelity

• Firstrade

• FxPro

• GBMhomebroker

• Grupo BMV

• IC Markets

• Interactive Brokers

• IQ Option

• Kraken

• Markets.com

• Merrill Edge

• MetaTrader

• Money.Net

• NinjaTrader

• OANDA

• Personal Capital

• Plus500

• Poloniex

• Robinhood

• Scottrade

• TD Ameritrade

• TradeStation

• Yahoo! Finance



• Analysis
• Devices

• Windows 7 (64-bit)

• Windows 10 Home Single (64-bit)

• iOS 10.3.3 (iPhone 6) [not jailbroken]

• iOS 10.4 (iPhone 6) [not jailbroken]

• Android 7.1.1 (Emulator) [rooted]

Trading software



• Controls/features reviewed
• Just the tip of the iceberg

Trading software

Desktop Mobile

Two-factor authentication Biometric authentication

Automatic logout/lockout for idle sessions Automatic logout/lockout for idle sessions

Encrypted communication Privacy mode

Privacy mode Encrypted communication

Sensitive data in log files SSL certificate validation

Secure data storage Session management

Software vulnerabilities Client-side data validation

Hardcoded secrets in the application Sensitive data in logging console

Anti-exploitation mitigations Secure data storage

Anti-reverse engineering Root detection

App obfuscation

Hardcoded secrets in code

Web

Two-factor authentication

Weak password policy

Encrypted communication

Automatic logout/lockout for idle sessions

Security attributes in session cookies

Session valid after logout

Sensitive data in URL

Insecure site redirect

Cross-site Scripting (XSS) [GET]

Cross-site Request Forgery (CSRF) [GET]

Clickjacking

Security headers

Infrastructure vulnerabilities

Cybersecurity guidance



Unfortunately, the results proved to be 

much worse compared with 
applications in retail banking. For 
example, mobile apps for trading are less 

secure than the personal banking apps 
reviewed in 2013 and 2015. 

https://ioactive.com/personal-banking-apps-leak-info-through/
https://ioactive.com/insecure-ios-mobile-banking-apps-2015-edition/


• Medium- to high-risk vulnerabilities include
• Full/partial encryption problems

• Communications

• Passwords

• Trading data

• Denial of Service

• Authentication

• Session management

• Others...

Results



• Partial/full unencrypted communications
• 9 desktop applications (64%) 
• 2 mobile apps (6%)

• Attackers could intercept and alter data, including
• Bid/ask prices

• Buy/sell securities based on misleading information

• Most encrypt all the data but a few requests are 
unencrypted
• HTTP
• FIX
• Proprietary protocols

Unencrypted comms















• Partial/full unencrypted communications
• FIX: Financial Information eXchange Protocol

• Initiated in 1992

• Industry standard for messaging and trading

• Widely used by exchanges and traders

• Guidelines on how to implement it through a secure channel

Unencrypted comms



Common vulnerabilities





DEMO
Interactive Brokers TWS 

iBot sending voice commands 
unencrypted over FIX 
(Financial Information 

Exchange Protocol)

../Documents/Conferencias/Are You Trading Stocks Securely - Exposing Security Flaws in Trading Technologies/Demos/Interactive Brokers TWS iBot sending voice commands unencrypted over FIX (Financial Information Exchange Protocol).mp4


















• Integration with other trading software
• Including TCP/IP

• No limit of concurrent sessions
• Memory exhaustion

• Some listens only in localhost interface
• XMLHttpRequest() in JavaScript

Denial of Service



• TD Ameritrade’s Thinkorswim’s TCP-Orders Server
• No limit for concurrent connections 

• No waiting time between orders

• Reverse engineered

Denial of Service



• TD Ameritrade’s Thinkorswim’s TCP-Orders Server
• On error, a .zip file including a screenshot is sent to developers

• Do devs need to know the balances, positions, net worth, etc?

Denial of Service







DEMO TD Ameritrade’s Thinkorswim
Reversed the TCP-order 

server. Order pop-up attack. 
NULL ptr deref. Error.zip sent 

to developers has a 
screenshot with balances.

../Documents/Conferencias/Are You Trading Stocks Securely - Exposing Security Flaws in Trading Technologies/Demos/Thinkorswim (TD Ameritrade) - Reversed TCP-order server. Order pop-up attack. NULL ptr deref. Error.zip with screenshot.mp4


DEMO eSignal
DoS (memory leak) through 

JavaScript. Any other 
application that uses this 

service will be disconnected 
(in this demo is AmiBroker)

../Documents/Conferencias/Are You Trading Stocks Securely - Exposing Security Flaws in Trading Technologies/Demos/eSignal DoS through JavaScript. Any application that uses this service will be disconnected (in this demo is AmiBroker).mp4


• TCP/IP servers should implement
• Maximum number of connections

• Timeouts on idle connections

• Seconds/minutes between orders

• Such as Interactive Brokers:

Denial of Service





It’s not a BUG, 
it’s a FEATURE

Trading languages supporting DLL imports



• To develop
• Expert advisors (trading robots)

• Indicators

• Advanced charting

• Etc.

• Based on other languages
• C++

• C#

• Pascal

• Some restrict DLL imports, or warn about them

Trading languages supporting DLL imports



• MetaTrader: MetaQuotes Language
• Based on C++ - Supports DLL imports

• NinjaTrader: NinjaScript
• Based on C# - Supports DLL imports

• TradeStation: EasyLanguage
• Based on Pascal - Supports DLL imports

• AvaTraceAct: ActFX
• Based on Pascal - Does not support OS commands nor DLL imports

• (FxPro/IC Markets) cTrader
• Based on C# (OS command and DLL support is unknown)

Trading languages supporting DLL imports



DEMO
MetaTrader 

backdoor disguised as an 
Ichimoku indicator.

../Documents/Conferencias/Are You Trading Stocks Securely - Exposing Security Flaws in Trading Technologies/Demos/MetaTrader backdoor disguised as an Ichimoku indicator.mp4


DEMO

NinjaTrader
Malicious code in a chart 

style.

../Documents/Conferencias/Are You Trading Stocks Securely - Exposing Security Flaws in Trading Technologies/Demos/NinjaTrader with malicious code in a chart style.mp4


• Passwords stored unencrypted
• 3 desktop applications (21%) 

• 7 mobile apps (21%)

• Stored unencrypted
• Configuration file

• Logs
• File in the fs

• Logging console
• adb logcat

• Log in, sell stocks, transfer money to a newly added bank 
account, delete this bank account, log out.

Passwords stored unencrypted







Base64 != encryption

















• Trading data stored unencrypted
• 8 desktop applications (57%) 

• 15 mobile apps (44%)

• Stored unencrypted
• Configuration file

• Logs
• File in the fs

• Logging console
• adb logcat

• A malicious user could gain insight into users’ net worth and 
investing strategy.

Trading data stored unencrypted



• Trading data stored unencrypted
• Balances

• Portfolio

• Personal data

• Buy/sell orders

• Watchlists

• Quoted symbols

• Other data

Trading data stored unencrypted





























• Some brokers such as Plus500 or 
MetaTrader allow their customers to 
choose easily guessable passwords

Weak password policies



• Some brokers such as IQ Option and Markets.com validate 
the password policy client-side only

Weak password policies







• Most web-based trading platforms implement 2FA

• Most desktop platforms do not implement 2FA
• Even from same broker

• 8 mobile apps (24%) do not implement fingerprint auth
• Downside:

Authentication



• Session tokens passed through the URL are Single Sign-on 
(SSO)
• Usable once

• A race on who opens the URL first

• Attacker or malware could leave an endless loop sensing the 
OS process list
• Unlikely but feasible

• One second is enough to hijack a session

Auth Token as a URL Parameter to 
the Browser







DEMO Charles Schwab 
URL session hijacking. URLs 
with SSO tokens passed as 
parameters to the browser. 

Could be stolen from the 
process list.

../Documents/Conferencias/Are You Trading Stocks Securely - Exposing Security Flaws in Trading Technologies/Demos/Schwab URL session hijacking. URLs with SSO tokens passed as parameters to the browser. Could be stolen from the process list.mp4


• Platforms such as Money.Net implement their own Web UI
• Also allow the user to use it or use the default web browser

Auth Token as a URL Parameter to 
the Browser



• Clicked on the “logout” button

• Sent a previously captured request +1 hour later

• Worked!
• E-TRADE

• Charles Schwab

• Fidelity

• Session should be destroyed in both sides, server and client

Session still valid after logout











• Protects private information from being displayed on the 
screen in public areas where shoulder-surfing attacks are 
feasible
• Most platforms do not implement this feature

Privacy mode



• TD Ameritrade’s Thinkorswim for desktop
• Before and after enabling the privacy mode

Privacy mode



• TD Ameritrade’s Thinkorswim for mobile
• Before and after enabling the privacy mode

Privacy mode



• Yahoo! Finance
• After enabling the privacy mode

Privacy mode



• Obfuscation
• To deter reverse engineering

• Make it more difficult

• Merrill Edge for Android:

Hardcoded secrets



• 16 Android .apk installers (47%)
• Reverse engineered to human-readable code

• API keys 

• Private encryption keys

• 3rd-party service partner passwords

• Dev/QA (internal) hostnames/IPs
• 4 desktop platforms (29%)

• 14 mobile apps (41%)

Hardcoded secrets









• Some executables/libraries with symbols

Hardcoded secrets



• ASLR

• DEP

• Stack canaries

• The majority of the desktop applications do not have these 
security features enabled in their final releases. 

• Similar mitigations on Linux

Anti-exploitation mitigations







• 11 mobile apps (32%) do not validate it
• Man-in-the-Middle (MiTM) attacks 

• From the ones that validate the SSL cert, only Charles Schwab
allows the user to use the app with the provided certificate

SSL certificate validation in mobile apps



• 27 Android apps (79%) do not detect it
• From the ones that detect it, only TD Ameritrade and 

Thinkorswim warn the user

Root detection



• Unhandled exceptions thrown to the user interface

Other weaknesses



• Client-side data validation not performed
• No sanitization against injected HTML/JavaScript code

Other weaknesses



• Cross-site scripting
• Interactive Brokers

Other weaknesses



• Sensitive data in URLs

• Clickjacking
• Personally, never heard of a real-life case

Other weaknesses



• Session cookies without HttpOnly / Secure in ~50% of 
the web platforms

• Lack of HTTP security headers in ~70% of the web platforms
• Strict-Transport-Security

• Content-Security-Policy

• X-XSS-Protection

• Internal IP addresses and emails disclosure
• HTTP response headers

• HTTP body

• JavaScript files

Other weaknesses



• Most brokers offer education on trading only

• No guidance on
• General security

• Privacy issues

• Antivirus / Firewalls

• Phishing

• Contact emails to report something related

• For example
• Firstrade

• TD Ameritrade

No Cybersecurity Guidance on Online 
Trading Threats







• Please refer to the white paper for more detailed 
vulnerabilities, screenshots and statistics

More content



• Reported vulns to 13 brokers
• September 2017

• May-July 2018

Responsible disclosure

Broker Date Reported Status

TD Ameritrade
06-09-17 Reported 

25-05-18 Reported 

Interactive Brokers
06-09-17 Reported 

18-05-18 Reported 

Charles Schwab
06-09-17 Reported 

24-05-18 Reported 

Plus500
06-09-17 Reported 

14-06-18 Reported 

AvaTrade
06-09-17 Reported 

12-06-18 Contact initiated, no answer yet

IQ Option
06-09-17 Reported 

05-06-18 Contact initiated, no answer yet

Markets.com
06-09-17 Reported 

21-06-18 Contact initiated, no answer yet



• Reported vulns to 13 brokers
• September 2017

• May-July 2018

Responsible disclosure

Broker Date Reported Status

Robinhood 06-09-17 Reported 

eToro 06-09-17 Reported

E-TRADE 06-09-17 Reported 

Capital One 06-09-17 Reported 

easyMarkets 06-09-17 Reported 

Firstrade 06-09-17 Reported 

Grupo BMV 18-06-18 Contact initiated, no answer yet

Coinbase 17-07-18 Contact initiated, no answer yet

Yahoo! Finance 18-07-18 Reported 

ETX Capital 19-07-18 Contact initiated, no answer yet

ETNA Trader 19-07-18 Contact initiated, no answer yet

OANDA 20-07-18 Reported 

Money.Net 28-07-18 Contact initiated, no answer yet



• The brokers that communicated more with IOActive
• TD Ameritrade

• Charles Schwab

Responsible disclosure



• Social trading risks
• Some brokers implement social capabilities on their platforms

• Copycat trading

• Even the stock markets interact with people through social media

Further research



• Social trading risks
• In addition to fundamentals and technical analysis tools

• Sentiment analysis
• Analyzes acceptance or rejection of certain securities by people 

Further research





• Social trading risks
• Trading on misleading information (i.e. fake news)

• Confusion

Further research



• Trading protocols
• Back office

• Stock exchanges

• Institutional trading

Further research



• No documents related to security

• General recommendations

• No guidance to FinTech companies

Regulators



• Score online brokers on a scale of 1 to 5 stars
• Should give accolades or at least mention the security 

mechanisms the evaluated trading platforms implement

Rating organizations



• End users
• Enable all the security mechanisms their platforms offer

• 2FA

• Biometric auth

• Automatic logout/lockout

• Do not reuse passwords

• Developers
• Analyze your platforms

• Secure design/programming

• Brokerage firms
• Audit your applications internally and by 3rd-party companies 

Recommendations



• Apparently, cybersecurity has 
not been on the radar of the 
FinTech space in charge of 
developing trading apps

Conclusions

• Correlation seen: the biggest brokers are the ones that 
invest more in security
• Their products are more mature in terms of functionality, 

usability, and security



•Trading applications are less secure than retail 
banking.

•End users: enable all the security features 
provided by your broker.

•Brokers need to improve not only their trading
applications, but also backend technologies for 
trading.

Black Hat Sound Bytes 
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Alejandro Hernández (@nitr0usmx)

Sr. Consultant

https://twitter.com/nitr0usmx

