bla‘l.c’zk hat

AP ANT -

AUGUST S=Samat e

MANDALAY BAY / LAS VEGAS «Q /

S e

Are You Trading Stocks
SECU rEIy? EXpOSing Security A|eja|';€aro Hernandez )
Flaws in Trading Technologies Sr. Consultant

|
¥ #BHUSA / @BLACK HAT EVENTS I ACtIve
COMPREHENSIVE INFORMATION SECURITY SERVICES


https://twitter.com/nitr0usmx

L.

blackhat About me

USA 2018

* From Chiapas, Mexico: ‘-

ARVA Talat Ty MEXTICO
NN AVA
AN R A\
AN A\
VAN
WAL /
VAR |
AT | e
| N\ /
_ \_ _/ _/
M Pt _f
Na_ |
.. o©<= \———— here !

LS

* Consulting and research for IOActive (+6 years).

* No financial background. Initially self-taught in trading.
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* Introduction

* Trading software

* Vulnerabilities in Desktop/Mobile/Web platforms
* Responsible disclosure

* Regulators and rating organizations

* Further research
 Social trading risks
* Trading protocols

e Recommendations
* Conclusions
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* Most of the testing was performed using paper money (demo
accounts) provided online by the brokerage houses. Only a few
accounts were funded with real money for testing purposes. In the
case of commercial platforms, the free trials provided by the brokers
were used.

* Only end-user applications and their direct servers were analyzed.
Other backend protocols and related technologies used in exchanges
and financial institutions were not tested.

* This research is NOT about High Frequency Trading (HFT), blockchain,
or how to get rich overnight.
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bibaxhat Introduction

H=r-0=" = +BHUBA

* Open outcry iIs gone

* Electronic trading
* Faster
* Easier
* Cheaper
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 Stock exchanges

* NYSE

* NASDAQ

* TSE

* LSE

* SSE

* BMV

* Etc.
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* Public companies
* Listed in stock exchanges

e Symbols
 AAPL
* NFLX
* AMZN ke ~
°V " By, R e o
¢ -
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e HACK (Cybersecurity ETF)
* CIBR (Cybersecurity ETF)
* Etc.
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* Financial instruments

e Secondary market

 Stocks

e Exchange-Traded Funds (ETF)
* Derivatives market

* Options

e Contracts for Difference (CFD)
* Forex market

* Currencies

* Cryptocurrency market
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* Banking '
* Centralized in a financial entity
* One point of failure

* Exchange markets
* Distributed

e Records of who owns what, who
sold/bought what, and to whom, are
not stored in a single place, but many




The valuable information as
well as the attack surface and
vectors in trading environments

are slightly different than those in
banking systems.
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* Brokerage firms

* Trading platforms
* Fund via bank transfers or credit card
* Monitor cash balances, net worth, margin balance, buying power
* Monitor your positions (securities you own) and their performance
* Market research N
 Send buy/sell orders ‘
* Create alerts/triggers
* Real-time news and video broadcasts
* Social trading




Whether you're a speculator, a very
active intra-day trader, or simply a buy-

and-hold trader, sensitive data from
the previous list must be kept
secret and only known by its owner.
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e Users per platform

 TD Ameritrade: 11,100,000 funded accounts
e Charles Schwab: 10,755,000 active accounts

* MetaTrader: probably the most used one
* For Android: +6,000,000 installs

* Yahoo! Finance: 75,000,000 monthly active users

 Robinhood: 3,000,000
* For Android: +1,000,000 installs

Sources:
https://www.amtd.com/investor-relations/by-the-numbers/default.aspx

https://www.sec.gov/Archives/edgar/data/316709/000031670918000009/schw-12312017x10k.htm
https://techcrunch.com/2017/09/26/investors-can-now-make-trades-on-yahoo-finance/
https://www.bloomberg.com/news/features/2018-02-08/brokerage-app-robinhood-thinks-bitcoin-belongs-in-your-retirement-plan

Ameritrade

charles

MetaTrader

YAHOOQ)!

FINANCE

[7 robinhood


https://www.amtd.com/investor-relations/by-the-numbers/default.aspx
https://www.sec.gov/Archives/edgar/data/316709/000031670918000009/schw-12312017x10k.htm
https://techcrunch.com/2017/09/26/investors-can-now-make-trades-on-yahoo-finance/
https://www.bloomberg.com/news/features/2018-02-08/brokerage-app-robinhood-thinks-bitcoin-belongs-in-your-retirement-plan
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e Users per platform
e Coinbase: 13,300,000
* For Android +5,000,000 installs
 Markets.com: 5,000,000

* Bloomberg Terminal: 325,000
* For Android: +500,000 installs

* |QOption: 25,580,000
e AvaTrade: 200,000

* Plus500
* For Android: +5,000,000 installs
Sources:

https://www.cnbc.com/2017/11/27/bitcoin-exchange-coinbase-has-more-users-than-stock-brokerage-schwab.html

https://www.markets.com
https://www.nytimes.com/2015/04/18/business/dealbook/bloomberg-terminals-outage.html

coinbase

-4

SRS R ke bR

Bloomberg

il
iq option

Ultimate trading experience

AVA

AVATRADE

TRADE WITH CONFIDENCE

Z
Plus500


https://www.cnbc.com/2017/11/27/bitcoin-exchange-coinbase-has-more-users-than-stock-brokerage-schwab.html
https://www.markets.com/
https://www.nytimes.com/2015/04/18/business/dealbook/bloomberg-terminals-outage.html
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e Users per platform
* Money.Net: 83,000
* ExpertOption
* For Android: +1,000,000 installs
* NinjaTrader: 40,000
 OANDA fxTrade
* For Android: +100,000 installs
* Thomson Reuters Eikon: 190,000

Sources:

https://nypost.com/2017/11/30/money-net-now-has-more-than-80000-paying-customers/
https://ninjatrader.com/AboutUs

https://www.wallstreetprep.com/knowledge/bloomberg-vs-capital-ig-vs-factset-vs-thomson-reuters-eikon/

MONEY

@ ExpertOption’

(“ NINJATRADER

rchitects of Electronic Trading Innovation

THOMSON REUTERS


https://nypost.com/2017/11/30/money-net-now-has-more-than-80000-paying-customers/
https://ninjatrader.com/AboutUs
https://www.wallstreetprep.com/knowledge/bloomberg-vs-capital-iq-vs-factset-vs-thomson-reuters-eikon/
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All Accounts Edit

ACCOUNT SUMMARY
Available Funds For Trading:

Cash & Sweep Vehicle:

Cash Balance:

Day Trading Buying Power:
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Long Marginable Value:
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Margin Balance:
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* Scope
* Some of the most used and well-known. Some support
cryptocurrency trading.
* 16 Desktop applications

* 34 Mobile apps
* 30 Websites

eveew
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* Brokers
e Ally Financial  * easyMarkets * GBMhomebroker < NinjaTrader
 AvaTrade * eSignal * Grupo BMV * OANDA
* Binance * ETNA * IC Markets * Personal Capital
e Bitfinex e eToro * Interactive Brokers « plus500
* Bitso  E-TRADE * 1Q Option * Poloniex
e Bittrex * ETX Capital * Kraken * Robinhood
* Bloomberg * ExpertOption * Markets.com * Scottrade
e Capital One * Fidelity * Merrill Edge  TD Ameritrade
* Charles Schwab ¢ Firstrade * MetaTrader * TradeStation

e Coinbase * FXPro * Money.Net * Yahoo! Finance
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* Analysis
* Devices

 Windows 7 (64-bit)

 Windows 10 Home Single (64-bit)

i0S 10.3.3 (iPhone 6) [not jailbroken]

nnnnnn

(

i0S 10.4 (iPhone 6) [not jailbroken]

* Android 7.1.1 (Emulator) [rooted] l
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e Controls/features reviewed
* Just the tip of the iceberg

Web

Two-factor authentication Biometric authentication Two-factor authentication
Automatic logout/lockout for idle sessions Automatic logout/lockout for idle sessions Weak password policy
Encrypted communication Privacy mode Encrypted communication
Privacy mode Encrypted communication Automatic logout/lockout for idle sessions
Sensitive data in log files SSL certificate validation Security attributes in session cookies
Secure data storage Session management Session valid after logout
Software vulnerabilities Client-side data validation Sensitive data in URL
Hardcoded secrets in the application Sensitive data in logging console Insecure site redirect
Anti-exploitation mitigations Secure data storage Cross-site Scripting (XSS) [GET]
Anti-reverse engineering Root detection Cross-site Request Forgery (CSRF) [GET]
App obfuscation Clickjacking
Hardcoded secrets in code Security headers
Infrastructure vulnerabilities
Cybersecurity guidance




Unfortunately, the results proved to be
much worse compared with

applications in retail banking. ror

example, mobile apps for trading are less
secure than the personal banking apps
reviewed in and


https://ioactive.com/personal-banking-apps-leak-info-through/
https://ioactive.com/insecure-ios-mobile-banking-apps-2015-edition/
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* Medium- to high-risk vulnerabilities include
* Full/partial encryption problems
* Communications
e Passwords
* Trading data
* Denial of Service
* Authentication
e Session management
e Others...
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* Partial/full unencrypted communications
* 9 desktop applications (64%)
* 2 mobile apps (6%)

 Attackers could intercept and alter data, including
* Bid/ask prices
* Buy/sell securities based on misleading information

* Most encrypt all the data but a few requests are
unencrypted
* HTTP
* FIX
* Proprietary protocols



M Wireshark - Follow TCP Stream (tcp.stream eq 3) - wireshark_C16FE63F-107A-4247-97CA-3886177BDEOF_20180610205050_a01908.pcapng

GET /xml/logon?lang=en US&secure=plschema¥24=eforex35 HTTP/1.1
Timestamp: 20818-86-18 21:58:57.801

X-Auth-5HAL: 3A2790FB71880366FAACAAFCIIF2EEBSELASTIDAL

Host: real6.sysfx.com:8835

Accept-Encoding: deflate, gzip, identity

Existing User User-Agent: FOREST 4.7.223.288/4.7.223

M AvaTradelct

HTTP/1.1 481 Unauthorized
Usemame Date: Mon, 11 Jun 2818 @1:58:57 GMT
Server: AWS (Ada Web Server) v3.2.8w
W-Authenticate: Digest gop="auth", realm="Trade station™, stale="FALSE",
Password nonce="gdUdrCws6bd6F480556af491f8cfcfedc5719eae"
Connection: keep-alive
i Content-Type: text/html
Preview HNE FREEL Content-Length: 55

Wi

|

Login Accourt Type <?xml wersion="1.8" encoding="utf-8" ?><authorization/>GET /xml/logon?lang=en US&secure=plschema¥24=eforex35
Real (USD Timestamp: 20818-86-18 21:58:57.801

X-Auth-5HAL: 3A2790FB71880366FAACAAFCIIF2EEBSELASTIDAL

Host: real6.sysfx.com:8835

English Accept-Encoding: deflate, gzip, identity

W, User-Agent: FOREST 4.7.223.288/4.7.223
Authorization: Digest username="bukowski31337", realm="Trade station",
nonce="gdUdrCw66bdaf488556aT491f8cfcfeBc5719eae™, algorithm="MD5", uri="/wxml/logon?lang=en US&secure=p&schem
#24=eforex3s", gqop="auth™, nc=00888882, cnonce="53aae2855ece2a56e5ebB197T685eb154",
response="b8419de@s6545T777c0977b5dB81c874"

Setlings

Language

HTTP/1.1 288 OK

Date: Mon, 11 Jun 2818 81:58:58 GMT
Server: AWS (Ada Web Server) v3.2.8w
Connection: keep-alive

Content-Type: text/html
Content-Length: 242

£?xml version="1.8" ?»
<error code="20127" message="Wrong Account Type or Username or Password"

ActTrader Technologies, In




# [USD] AvaTradeAct [PREVIEW]

View Trade W 5 Charts ActFX Fapps Help

! Wireshark - Follow TCP Stream (tcp.stream eq 2) - wireshark_C16FEG3F-107A-42A7-97CA-3B86177EDEOF_20180611103504 a08328.pcapng

GET /fxml/create_order?

account=855985&pair id=3&amount=3088&sb=B&rate=189.93p&rate_dt=28188611183531&trader_range=88w=8&tag=YNAaenHo*4&schema
#24=edforex35&sessiond24=YNAaenHo HTTP/1.1

Connection: close

Timestamp: 2815-86-11 11:35:34.861

¥-Auth-5HAL: B33BEB2ABASY29928CD15412DC46215DE24802A8

Host: demob.sysfx.com:13@835

Accept-Encoding: deflate, gzip, identity

User-Agent: FOREST 4.7.223.228/4.7.223

HTTP/1.1 288 OK

Date: Mon, 11 Jun 2818 15:35:35 GMT
Server: AWS (Ada Web Server) v3.2.8w
Connection: close

Content-Type: text/html
Content-Length: 4568

Trader Range

<?wml version="1.8" >



¥ [USD] AvaTradeAct [PREVIEW]

View Trade Windows Charts AcCtFX FXApps Help
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Main Dashboard eIEIeUE . ® ker=24&v=27.81&sid=773C2EE3A3DIDIFBT86ASBS v == @ 1Y

A. Dealing Rates Table

: .llll
J autochartist.com”

= EURLUSD
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M Wireshark - Follow TCP Stream (tcp.stream eq 11) - wireshark_C16FE63F-107A-42A7-97CA-3B86177BDEOF_20180610220626_a07324.pcapng

America’Sac_|

GET faclite/ACTFOREXXMLAPI?
sourceapp=ACTFOREX&locale=en_US&logintoken=E935883B12DF23F33EE9457FODMC12FF14979AEB14AFBFE7&request=chartpatterns&symbo ) ~EURUSD
#2CGBEPUSDE2CUSDIPYRE2CUSDCHFE2CEURGEPE2CEURIPY HTTP/1.1

T Timestamp: 2018-86-18 23:10:10.353
X-Auth-5HAL: 3312CA56369A723FBDA4E99855EFEARAZEESCALS
Host: actforex.autochartist.com
Accept-Encoding: deflate, gzip, identity
User-Agent: FOREST 4.7.223.220/4.7.223
HTTP/1.1 288 OK
Server: Apache-Coyote/1.1
Set-Cookie: JSESSIONID=6FCDO71F118CB5EDB73BD1C561A78B63; Path=/aclite/; HttpOnly
Set-Cookie: rememberMe=deleteMe; Path=/aclite; Max-Age=8; Expires=Sun, 18-Jun-2818 83:89:58 GMT
Content-Type: text/xml
Transfer-Encoding: chunked
Date: Mon, 11 Jun 2818 @3:89:49 GMT

<Authentication: <5E551|:|r11d>EFCD9?1F118C85EDB?B801[561&?8863<f5e5510n1d> {errormessage></
errormessage’ <shorterrormessage></shorterrormessage> <mtdtimez Eaffset>1&BE<!mt4t1mELDnenffset:>
<webapploginurl>http://actforex.autochartist.com/aclite/DirectMain?apilogintoken=qodfkOyoMaCIMSASEtrqse84maCOvVkIblamp; rm=1</
webapploginurls <fAuthenticationz

1

m

actforex [Logouf]

FPaulo




M Wireshark - Follow TCP Stream (tcp.stream eq 9) - wireshark_C16FE63F-107A-4247-97CA-3B86177BDEOF_20180320184253_al... | = | = 23 |

DECQSHAre3ee. ....... Winros 485 11/18/15
BUSL.ceeennn e Zeriieense

.....................
Hi-ococcoccooccoccocooocoocoooooc i
rights
FESEFIEibcooococco00000000000000000000000000000000Y M 00000000000005000000000000000000000000 bocooaoooacoaoooaoac
v..C. . WDBCQSHr@3ea. ....... Winros 465 11/18/15
Buil........... F it bukowskiz31337. . ... e QwertyfeBbar..........couun..
...................... 172.28.5.92. .. cisensvsnsansasasahMen. .. DE3ADZYS FE-B4-3C-AF 20—
Es cooooooooooocoonooooonoacaaac This protocol and messale Copyright|1999|Data Broadcasting Corporation.|All
rights
reserved. .. f-Cnnnecﬁvﬂy

. 5: eSignal Data Manager

File Data Options Help

I-Met:Primary Socket ni
enignal Data Manager
NMewsServer. Shutdowr

Available Memon
MOME 4294967295 Ld->»272

Reception FPassword

NODATA
3 chienr pis) 2 sar

Entire conversatil

Find;:

-

[FIeET L= N1 TT'I'S'E“‘EHTT]_[_PT‘

{+ gSignal CM IF Address

Enterprize Server IP Addresz

wzServer [P Address

|cm“.esignal. com

|cm“.esignal. com

r Server Version
[ Prosy Settingsz| | Static
Uzermame |buknwski31 337 Bemiaes
Passwnrd HEMEMENENNNS
ITI Cancel |

\g




@ & https://www.sec.gov/Archives/edgar/data/888165/000095013502001553/b42118ide10-k_pdf.pdf e 9 Q

— + Zoom automitico *

The Merger has been accounted for as a reverse acquisition. Accordingly, the historical financial
statements of FT Interactive Data Corporation are the historical financial statements of the Company.

On June 15, 2001, after stockholder approval, the Company changed its name from Data Broadcasting
Corporation to Interactive Data Corporation. In connection with its name change, the Company changed its
trading symbol from DBCC to IDO. The Company’s common stock is traded on The NASDAQ National
Market and began trading under theMDCO trading symbol on June 20, 2001.

‘ .
In addition, in 2001 the Co " ® www.interactivedata.com/uploads/File/AnnualReports/idco_ar 01.pdf

approximately $43.2 million and 1 e = T
Merrill Lynch, Pierce, Fenner & - et IDC Annual Report 2001 i [Eaem s

Analysis of Financial Condition a

eSignal interactive client communications tool,

an updated portfolio manager, and the

Overview “2001 has been a profitable year for our business

addition of Reuters U.S. Company
despite difficult economic conditions and the News to eSignal’s online news package.

The Company operates in twq
effects of the market on our customer base.

(1) Institutional servic eSignal Pro™
Throughout the year, we've greatly enhanced the y
As a result of several years of infrastruc-

eSignal product line with continuous upgrades ture development and implementation

In the Institutional services s and the addition of institutional products efforts, eSignal introduced a profession-
action and descriptive informatio

brokerage firms, insurance comp
provides fixed income portfolio within Interactive Data Corporation, we have

(2) Retail Investor se

to the marketplace. By leveraging strengths al version delivered via an ASP

(Application Service Provider) model to

SRRy | ¥ APy | Ty B R Sy | | R |
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M Wireshark - Follow TCP Stream (tcp.stream eq 25) - wireshark_C16FE63F-107A-42A7-97CA-3B86177B0E0F_20180320181944 a05.. | =

POST / HTTP/1.1

Content-Type: text/xml

Host: cmfs.esignal.com:4861
POST: f

User-Agent: QuxtXmlRpc
Content-Length: 483
Connection: Keep-Alive
Accept-Encoding: gzip, deflate
Accept-Language: es-Mx,en,*

<?xml version='1.8' encoding="utf-8'?:
<methodCall:
<methodName>GetServiceBits</methodName>
<params> | Login Automatically
<paramz
<value>
<string>bukowski31337</string> oK
<fvalue>
</param:
<param3
<value:
<string>3cha7375875779%9a794datededecBeddf </ string>
</walue>
</param:
<paramz
<value>
«string>758cbb53685836582c48e9085ccabac58</strings
<fvalues
</param:
</params>
</methodCall>
HTTP/1.1 288 OK
Server: XMLRPC++ @.7
Content-Type: text/xml
Content-length: 165

<?xml wversion="1.8"?2>

<methodResponser<params:<{param:
<valuex<array:<data><value>USERNOTFOUND</value></datax</array></values

</param></params></methodResponses
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* Partial/full unencrypted communications

* FIX: Financial Information eXchange Protocol
* |nitiated in 1992
* Industry standard for messaging and trading
* Widely used by exchanges and traders
* Guidelines on how to implement it through a secure channel

Example of a FIX message - Execution Report (Pipe character is used to represent SOH character)

B=F1Ix.4.2 | =178 | 35=8 | 4%9=PHLX | S6=PERS | 52=20071123-05:30:00.000 | 1l1=aTcMNCCCCOQ80G00 | 20=3 | 130=E | 3%=E | S53=MSFT | 1le&7=CS
| 34=1 | 38=15 | 40=2 | 44=15 | 38=PHLX EQUITY TESTING | 39=0 | 47=C | 32=0 | 31=0 | 131=15 | 14=0 | &=0 | 10=12E |




FIX

FIX FUNCTIONAL AREAS

FIX PRE TRADE FIX TRADE
A BUY SIDE Kisirkat Dita cviles SELL SIDE .

Investment Management Management Execution
Management Firm(s)
i, Indication of MExecution A Broker(s)
Hedge Fund(s Interest anagemen
> g (s) _ Lt Agent(s) = Exchange(s)
i s Broker(s) Quote and Cross Orders o : > /ECN(S)
) G Negotiations Mass Ord Bank(s) G S
< 2 Custodian(s) Ma?w? ergween:t Regulator(s) 2 P
r
5 § : Security Status g Sy ator) § .__“."3?“_’9?“?
e < Agent(s) and Definitions Program Central Security x ATS
o Trading Depositories = /Dark Pools
Bank(s) Trading Session S R P =2 R R
: : : status and Multi Leg Custodians &
| Regulator(s) Definition Orders Intermediaries |

FIX POST TRADE

Allocation = Collateral Management

Position

Maintenance
TRADI N G « Settlement :
CO M M U N 'TY Instruction Regulatory Reports

INDUSTRY-DRIVEN - INDEPENDENT - NEUTRAL

Registration Instruction

FIX MARKETS SUPPORT

Equity Derivatives = Fixed income

I

Forex . ETF(s) Commodities




4 Settings -

FxPro

f « TradelikeaPro

Account

—

= Properties

&) Password
& Email Alerts

Application

(B General

= Assets

== Market Watch
L Notifications

'{"ﬁ QuickTrade
& Hotkeys

Advanced
&= Email
@ Connection

obo FIXAPI

FyPro cTrader

FIX API

You can find specifications and code samples here - F) AP help

Price Connection Copy to Clipboard

Host name: h_p.ctradercn

(Current IP address 119.81.178.126 can be changed without notice)
Port: 5211 (55L). 5201 (Plain text)

Password: == (afc 10180548 password)

senderComplD: fxpro 10180548

TargetComplD: cServer

SendersublD: QUOTE

Trade Connection Copy to Clipboard

Host name: h_p.ctradercn

(Current IP address 119.81.178.126 can be changed without notice)
Port: 5212 (S5L), 5202 (Plain text)

Password: **** (a/c 10180548 password)

senderComplD: fxpro 10180548

TargetComplD: cServer

SenderSublD: TRADE

Mote: cTrader is available in both Netied and Hedoed accounts. You may want
to request a Netted account type from your broker for aggregate position
trading

B [= MyWorkspace »
GBPUSD, h1
p L_{} D'D I | 0 ‘} a
a
far
-
Tyl
1] HHM ‘MMHHHH
18 Jul 2018, UTC+0 III aa 19 Jul 04:00 16:00 20 Jul 0a8:00 ll:u IIIEI
News
(] New Order
dified (UT.. Swap Channel Label Comment Pips  Gross $ Net $
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Interactive Brokers TWS

iBot sending voice commands

unencrypted over FIX

(Financial Information
Exchange Protocol)

$£0.0.0.0.0.0.6. €. & & & =» -~



../Documents/Conferencias/Are You Trading Stocks Securely - Exposing Security Flaws in Trading Technologies/Demos/Interactive Brokers TWS iBot sending voice commands unencrypted over FIX (Financial Information Exchange Protocol).mp4

Monitor = FPortfolio Favaorites US Mowvers A T Filter ? /00 m

Edit  View /00 m P&L + PROFILE Margin + ACCOUNT

LONG ® | joe A DATLY -1, 1?8 Unrealized 241.7K Met Lig

R — Rt-'-'-lllit-'d -2.1K Maintenance 554. _'I-k SMA

POSITIONS My Positions by Strategy -
My Investments
FSLR
ISRG
PLNT
USD Cash

Username [ULulTgky

Password RdlilIidliil 3 -GYCA-3BB6177EDEOF 200 80419102249 a03928
Trading Mode

=0.9=0024,35=0...).80.@ .-........ 8=0. -
.8=0.9=0041.35=G.]...5n.@0............ @B .f@AH.E........ 8=0.
o LUselstore settings on server ® =ty Beaaliagorig baooac -1 ; I A-Bp...™ . i.b. oo,

B UseSSL®

Color Palette

-rﬁﬂ Login Cancel s - E e e mmm

Tooooooc [ F-BRYW . T..-0;V. . Bu.... 20|lo#Bal¥dbococoaooaat
El BR27.35= Q 4'-1—4-?15 154 ,8. Bl a8, B 9:: g8=0. 9 EI-EI-ET-' 35 Q 4—4?16 195,9.91,3,8,36,8—0.9—9913 35=0..8...... a=0.
9=B585.35=G........ Foccoomoo MTFL...
MTELEB7a9d994. . ... ... .. Tovunnn L{K:n/B}Intuitive Surgical (ISRG)|P1 2818 Earnings fonference Call Transcript..Ku....MTFL...
MTFL$A 8827/ 7. e uncna.. E..5...C{K:-l?%ﬁ?fnternatinnal Headwinds Fan't Slow Intuitjwve Surgical Inc....Ku....SA-PRO...... SA-
PRO$@7abbfeld......... aooaac F{K:1.88}Technology Is Pushing Up Stokks - Cramer's Mad Money (4/18/18)....Ku....MKR..... MKR
$87ab21f2........ nooooc I{K:1.88} Intuitive Surgical: S&#638;P S@PE#E217;s Top Gaiger on April 18 ..... AT A AR A ZK
f87abe324......... Z..f@...5{K:-1.88}Company News For Apr 19, 2818.|...Ku8=0.9=8813.3%=0..8...... 8=0.9=8813.35=6G..8.....
........ . I 1= [0 = ) L - = ] Pnsitive = $F5LR Monthly. |[Highest lewel since 2811 for domestic
solar trying to clear massive base bottom. "The bigger the basRib@e26; https://t.ce/h6RyT4logp..{...... Frnooac 55
$a7a%a7d3. ... ... Moooooac {K:1.88}FSLR Positive - RT (@ichessMwine:] $FSLR Monthly. Highest level since 2811 for domestic
. . = 1
X solar trying to clear massive base bottom. “"The bigger the base, fkhe h&#x2826;..{.]....MTFL... Eﬁﬂ;ﬂm
— — MTFL$@7ablc9e. .. .cvuuwa. FA T{K:1l.88}5unPower Buys Former Nemgsis Solarborld inlPlay to Expand U.S. Manufacturing.

E%E Tovunn. T S555@7abBcB9. ... ..., FAR d{K:1.8@}FSLR Positive H First Solar $FSLR Upgraded to Buy at Bank of America | "
https://t.co/HWBIMkBU%g.{...... SA-PRO...... SA-PRO$B7abeV8B....... Ry pep— FIK:n/aSunPower Dumps Trump laritfs..q..o8=0.
9=@813.35=G..8...... 8=0.9=8437.35=0.

Fooooscooomaoas I FCKSBYBI31VE. o unu.. Eocooc {({R}PLNT: Planet Fitness, Inc.|(snapshot)........ HO%0caac ICK -
102 chient pkifz). 810 sarver phs) 161 sl




Simbolo del sistema

haresz China Large Cap'."Buy 180 zhares of Chevron'."Buy 1080 shares of Walt Disney Company',."Buy 188 zhares of Mitsuhbhizhi UFJ Financial®'.'Buyl@
188 shares of Allergan PLCY."Buy 188 zharez of MNovartis AGY."Buy 188 zshares of Izharez U5 Real Estate'."Buy 188 shares of Consumer Staples

SPDR"."Buy 188 zhares of Home Depot'."Buy 188 shares of UnitedHealth Group'."Buy 188 sharesz of WalMart Storesz'.""Buy 188 csharesz of Internatio

nal Buziness Machines'."Buy 180 zhares of Gilead Sciencesz"."Buy 188 zharesz of Boeing Company®'."Buy 188 sharez of HcDonald's"."Buy 1808 zhares
of Comcast",."Buy 188 szhares of Pfizer"."Buy 188 shares of Honeywell International®."Buy 188 shares of Reynolds Amerdican''.,."Buy 188 shares of
Twitter".,."Buy 188 zhares of China Southern

A5—14 12:19:-39.955 294 2921 1 aTus : [OUT-B1: 8=FIA&.4.1E?=0110E35=JPE320=-1026040=BOTEEA82=L"T" - "AT"' . "P":{"CT "z {"rasterWidth" =384, "ras

terRatio":2.625, "buttonzPerPage 1323 >E10=066E

Android Emulator - nexus:3534 - M Wireshark - Follow TCP Stream (tcp.stream eq 1) - wireshark_4_interfaces_20180514122148_a045844...

type to trade < JRE P

my huldlngs."}] "BH":i} "T"'"H" "U"'1}@BZE 13@

-A1: processJson: {"r”'{"HD"'i "E':[{"R":0,."D":1525676441 . "M53":"IBKR FY¥I: Earnings Motificat
iwrtfolio will annowhce earnings as heluw{hr “'» — PLHT declaring @1 *18 earning on 2818-85-8
M USD. Accounts ' Deeess@182 <hr “~~/» <bhr “/*Please see <a href=-"https:“/kh.clientam.com“n
"FH" :"Upcoming farnings'", "I " YID":"201830568718223516" . "HT "= A, "FC" = "EA"' . "FD": "Motify me of

]1'1]'-I..g.S R ll} ], ll'l:ﬂll:i}, II'I' ll: llHll, llu ll:1}

[IN-8-8]1: npt supported badge for launcher: com.google.android.apps.nexuslauncher

-B81: F¥I: /Recived notification:FYIMotification [id=2018058710293516,. type=FYIPropertuylype [
d B7:34:=51 CDT 2818, read=false. summary=[IBKR FY¥I: Earnings Motificationl]. description=L[<{ht
announse earnings as below<hr > — PLHNT declaring Q1 *'18 earning on 2018-05-88 AfterClose. O
31 D182 <hy > <hpr ~>Please see <a href="httpz: skbh.clientam.comsnode-2133"">KB2133<{ a>

—51: 35=uE34=-000AA3E52=2018A514—-17:21 : A4E2604A=-H=320=5431E
A1: B=FIX.4_.1E9=-0021&35 uE£E4E hE320=5431=E10=-131&
Bridgel: sendToMativefp
A1: B=FIK.4. 1CE—3115CBE JPEBEE 18456 4@3=BOTE8A82={"T":"IN",. "P":{"text " "QUOTE OF IBKR","devi
251
| _B]- {llPll-{} ll'I'll- llINll llull-i}

BUY 100 SHA) F IBKR AT MARKET PRICE
“ 31T B=Fit-.4_ 129 =906 7835 -ntE320=105E8A82={ "a": "c", "c " s Y61 B 9 462763764, "t "' : 48076 .5 "3 @1 0=1

—B]- 35 =mtEIZ2H=105E8882 ={ "o K™ 135-&

: 8=FIK.4.189=005%2E35=nt E320=106E2008 2 ="+ a2, M s 61", "t "= "40116 . 4"+ 1 A=A85E
12:=21: EE 533 29@4 2921 1 aTus : [JauaBrldge]: sendToMativefApp

aluws

12:21:65M LRA4 2984 2921 1 aTuws [OUT-A]1: 8=FIX.4.1E59=0141E35=JP320=10726040=BOTE28A82 =T - "INV, "P":{ "™ "BUY 18@ SHARES OF IB
MARKET PRICE",'"device' :{"rasterWidth':256. "buttonsPerPage " :5333E10=A33E
14 1£:°21 50529 2984 2921 1 alwus : [IN-B8-8]1: 35=mtE320=106E8A82={"0k" 12
12:=21:58.613 29784 2921 aTus : [IN-8-81: {"P":{3 "TY:"INY, U1
12:21:54.688 2784 29721 aTus : [OUT-B1: 8=FIX.4.1E?=A067E35=ntE320=1A8E8AB2={"a":"c". "c":"61"8"9" 46263 64", """ - "48114.?">E18=1

12:21:54.778 2984 2921 aTwus : [IN-8-8]1: 35=mtE320=188E8882={"ok" 138
12:21:58.238 29894 2921 alTws : [JavaBridgel: zendToMativeApp
12:21:58.938 2984 2921 1 alus : [OUT-B1: B=FIX.4_19=0115635=JPE320=109260480=BOTEEA82={"T"="IN"."P"":{"text" | "SUBMIT ORDER",'devic
e {"rasterlidth" 256, "huttonsPerPage 53> 2E1 =228

I
I
I
I




Android Emulator - nexus:5554

gralloc = @x?88 imply creation of host color buffer
alus
A » y alus Update:fAllocation Details <{
o alus ID=DU18168182+A+T . Al]l;accounts Codes:[DU1@1601821
alws
SERVICES... : aTus [1]
alws =DUCAAA?4+A+5 _Al=[Account [MGKS Asset Management — All, all
MrktCpT pl ~ +5,. A1, Account[MGKS Asset Management — Core,. alloc ID=DUC
=  Account o
I aTus ' 182+65 Ad=L1]
SIMULATED TRADING «+T _Al=[Account[All, alloc ID=DU1B18182+A+A_A1. Account[My
e g CAAA74+A+5 A1l
(e ODEL, ALLI>

All

InteractiveBrokers

Update:-Allocation Details <
ID=DU1818182+A+T . Al]l;accounts Codes:[DU1iB16182]

BALANCES AT | X
Live Pape [ ]

A1 A < >TOTA =DUCAAA?4+A+5 _Al=[Account [MGKS Asset Management — All, all
MrktCpT pl . +5,. A1, Account[MGKS Asset Management — Core,. alloc ID=DUC

bukow137 I aTus —_— — 1820068, A1=]
Met Liquidation Lncertainty 1,343 +T Al=[Account[All, alloc ID=DU1B10182+A+1.A]. Account[My
LI BN IR RN ) SSL~ ) . ) . . GE“B?‘I“‘H“‘E,“]]

ODEL ALL 1>
Bx?8d “tmoly creation of host color buffer

VoL Lay Ecuity with Loan ¥ 2,404,568 @x?88 impivy. creation of host color buffer
LOG IN _ ; Bx?80 imply creation of host color buffer
r 55 FOSITION Valll 4.0 G:atws.shared.a.c32Ref654f3
ERAg2={"a'":"c", e B2 V844846566 L2 "5AE22 6" E1A

Interactive Brokers clients, please log in for access to
lrading, real-time quotes and account Information.

. L / G:d.b.a.b5iB2e42da?
: [mainl: HccuuntLlsteners count{add>:6:d.bh.a. h$1E2&42da?
: [OUT-21: 8=FIX.4.1E9=0043E35=n=320=374E1 =DU168181 82+A+A126048=BE7233 =11 A=138&
: [IN-2-8]: 3E=n22B-304 0 RAR_DETHA0 Dol onoeet 3l _Total USDEMLBOB:-Net Liowidation ValueE?181=2. 380,
d help? taintyE?181=1,343 E188=-Equity with Loan UalueE?181=2,378.657 &7188=Previous Day Eguity with Loan Ualue&?181=
Need help? Contact Us s Position Value@7181=3, 076,395 E710A=CazhE?101=—695_ 804 E7100=MTD InterestE71A1i=—59@ E71@A=Pending Dehit Car
No user name? Try the demo ities USDE7P1I@B=Het Liguidation Value&/1W1l=2,.306W. UM E/1WM=Equity with Loan Ualuwe&/1081=2,.378.659 E7180=Freviou
A1=2.484,661 E7188=Securities Groszz Position ValueE?181=3,0876.375% E100=Cazsh=7101=—675.804 E7180=MTD Interest
Card Charges&E71081=0 &7121=U5 Commodities USDEPLIBB=Het Liguidation UValuweE?181=-8 E7188=Equity with Loan Ualuefi?
ITD Interest&E/101=A E7188=Pending Dehit Card ChargesE71801=0 &
« () B ISB}DEET]FZIIEPH; {"BBECL" - "AQIAAAAQe ZRoUAF2ZE1 vyt BhPtHFEE = QAAAAAAAABAFS yQZ3FE SK? = +JCY QuMPalemuydA 20z 1 +pIdur-UlHn +os4bB
x z ==ll




Configuration

Simplified user interface @

Trade Buttons - Sell/Buy @

Trouble Reporting

! Wireshark - Follow TCP Stream (tcp.stream eq 1) - wireshark_4_interfaces_20180514124238 a079... EE

Upload dizgnostics
Prass to upload diagnostics

Debug mode @

Extended log @

Last farm
JisfP2x7amygdel, iblic.co

Server version
Build 972.0i, May 10, 2075 4

nteractive Brokers

You are using version 8.3.95

POST fcgi-bin/twserror.pl HTTP/1.1 i
User-Agent: Mozilla/5.8 (Windows; U; Windows NT 5.1; en-US; rv:1.9.1.5) Gecko/ [
280991182 Firefox/3.5.5

Accept: text/html,application/xhtml+xml,application/xml;q=8.9,%/%*;q=0.3

Accept-Encoding: gzip,deflate

Host: 286.166.137.34

Accept-Language: en-us,en;q=8.7,ru;q=8.3

Keep-Alive: 388

Accept-Charset: IS0-8859-1,utf-83;9=0.7,%;q9=8.7

Cache-Control: no-cache

Connection: Keep-Alive

Content-Type: multipart/form-data; boundary=---------------—----- 1635fbfedes
Content-Length: 81699

—————————————————————— 1635Fbf6d6S
Content-Disposition: form-data; name="acct_id"

bukow137

—————————————————————— 1635fbfedeS
Content-Disposition: form-data; name="my_file™;
filename="aTws_ULOG_20188514124250.tar.gz.zip"
Content-Type: application/x-zip

............. VoFu(een Zo {72333 0 W HOUX" L L xU 2 J.y3AYV. .. Y. <.y.svU7. 6. .

A chant phifs) 55 server phifsl 35 s

Entire conversation (32 ki) - ] Show and save data as | ASCII * | Stream 1 =
Find: Find Mext

Filter Qut This Strearn][ Print H Save as... H Back ][ Cerrar ][ Ayuda ]




/Research | +

|Alert History 44
ription
LA's Ask Increases 1

Watch List

Link 02 | 21

TO INVEST LATER

! Wireshark - Follow TCP Stream (tcp.stream eqg 14) - schwab_streetsmart

Add Group | | {&y Sync Off | | Act]

(63.H5.<..F...".m..mB....F{:A.6.1.11

Mews | Last Trade | Change % Change

SPOT
MFLX
AMX

HACK
LOCO

AAPL
T5LA

.I;_Ilr_] |_I ¥ .Ii 1 ;l.'_ll

L7.¥a.0.B. ... B Koo M
I 0o N "SR I B az|1|Ps|

a4y |1|ps|

G4Z|1|Ps|

{"Advise™:3881,"Echo™:299,"SymbolArray™F ["PS™ ]}
I Pe]

R|1|Ps

Q|301|PS|180518 |@aea|199518|1259 | 1|1
Q|302|PS|180518 |@@ea | 1805181619 | 1008 |1

37| %.E0aK.@. .. Q...5...... 2.5.u. k. jHNR .. B....=
cennToB UL T4 LG* ... o /K WX %L 8. 5, B

y ._l_.'|_ll

e | s

AU ..®yeeejaMuce.Hl.o.Howom}pee. csmo. . XF"+_;Et.D" .50

i | Realized Gain/L

Refresh | || Action

There are no sl

Quick Jumps &

E Extra Pé

’ ,9 Studies

| View All 5t

B B Keowo?..q#.;D|x...0q..
U b 3....q....12.1M.1. . .H...0g.

44 |1|sPoOT|

G4" |1|SPOT|
i"Advise™: 3881, "Echo™: 385, "SymbolArray™
l4ab|1|sPOT|

R|1|sPOT
Q|3687|sPOT| 186518 |@eea | 1985181259 |1|1
Q| 388 |sSPOT| 186518 |@6ee | 188518 | 1619 | 1866 | 1

["sPOT"]}

S50|x.uQMo.8...WX9..";..4ek.|.%DB ..vE....4..=1..... ..
S; f.':';E.".‘.:D.‘?.'f-:'__-!.- 474 _-.'a"l:fe.".:'.r'i":l, 87 -1.-.-“,’:-] | | o
|Entire conversation (77 kB) - | Show and 5
Find:
|Fi|ter Cut This Strearn| | Print | | Save as... |

2 e




Current build: 154890 |[EE#* - © 100%  Hide Balances 2

Launch Tools ¥ Find Active Tools +

. L NASDAO
Lnk 231 DTN (o) 50.07 A (95 oktainc unk | ™
This accou nt is set to liguidate only. Only existing positions can be reduced or closed.
Add Group | | &y Sync Off | | Actions v i Bid: H0.07 Ask: 50.10 Volume: 655,780
£+ Open: 90.12 Prew Close: 49.72 Spread: -0.03
lews | Last Trade Change % Change r High: 30.86 Low: 50.071 Size: 200X 100
i 150551 -0.35 0177 1 |  Stock/ETF || Calls/Puts | |Conditional Orders «| | £ | + | Actions ¥
= 328.87| +4.69 +1.45) —
1621 -0.15 M Wireshark - Follow TQP Stream (tcp.stream eq 0) - wireshark_C16FE63F-107A.. L= | B
37.27| -0.02
_ 1080 005 R ..... F%8 ...8.. h..o.T....9........ 2B eee 17X, s
= 187.21| +0.90 S Sk lepepepipeie i e
=] 28330 +5.48B cenahoion AL el 14, L L D2 | 1| OKTA|
40.32| +0.38 1@ | x. 3. w.1l.s..... oy - S 3 R P iinnnns s S
4389 -0.89 30Bq...t....J.C \....a. 41§|1|DHTﬂ|
Glh|1|OKTA| Actio
e|l|OKTA|
gli|1|OKTA|
8|1|A|OKTA|-1]
Alj|1|AajoKTA|-1] K
Ulk|1|OKTA|
2|1|0KTA|
411 |1|OKTA|
O0lm|1|OKTA|
21 P N Y >
..... LE.d. BLE|X.n ®. L " E =T
B&..... " #Q #5 L AL L |.2..8....}>.

|Z.).E>).. vl \a - IgT. .. A 5 TR Mawwnnn aln



EM Administradorn Simbolo del sistema

CosUzepssnitrAussdmBatas~Boaming~ 10 Ontinnrearen —nir 59dbhPec25f4d3adB3ifbhdBaPicefPAlac =
cfg.dat:1:{"esid":"5?dbYec2bf4dIadB3IfhdBaficef Ydlac”, "user_id" 21519658, "1ocale" :"en" . "user_locale'":"en_lI5"" "

itruusenadurugmall.cum","tuhen"'"Hnﬂﬂeanhnzld?nnuuu&cd4ﬁﬂﬁc35532381c394ﬂ?91f3a?efdef5314683?553?9h368a4h?8ca
Faf182736eBbfc?33de2a". "tukenHuﬂt"'"lquptlun com:443","zshow_lowfps_notice":true."user_agent':="",."device_id"':"®

DE25Y" . "theme" =" "hlue" . "theme_pJlot_bg visibhility":true."login_plot_mode':"area'."login_regulator_ logos'':false,.
ir ur

=" "127.8.8.1" . "proxy_port':"8E8A" . "proxy_login': Yproxy® ., "proxy_password':="sdcrdt'"

C:sUserssnitrBussApplatasRBoaming~IQ Option>

A

M Wireshark - Follow TCP Stream (tcg.stream eq 0) - wireshark_C16FE63F-107A-42A7-97CA-3B86177BDEOF_20180402174820_a05520

I

POST //fapi/vl/events HTTPf1.1

Host: ewvent.igqoption.com

Accept: */*

Accept-Encoding: deflatg, gzip

Cookie: wat=cOchde@72853bc7986cA1Va231adlccdbabb3®; lang=en_US; platform=8; platform_version=1817.5.6878.release;

ssid= ;| tutorial=;
Oser-Agent: MoZ1llla 5.8 |Windows .1; WOWe4) AppleWebKit/537.36 (KHTML, like Geckao) Chrome/28.8.1588.71 Satari/537.3

Connection: close
Content-Type: application/json
X-Action: bulk

Content-Length: 14617

[{"name"”:"performance™,"user id":21519658,"device id":"25e82fcl-
f587-411b- Eh53-32fc5d2?ﬁ4h4","categnr}"'"systew","platfnrw_id":
B, "app_version™:"1817.5.6878.release™ ,"technical_logs™:true,"parameters™:

{“candles™:"@","cpu™:"5.95686", "deu1ce"'"_aptnp","d15cnnnect5"'" 8", "disconnectsNotification™:"8", "endpoint™:"iqoption.c

L LI T T W RETINT 1 . 1 [ 1 Wememea s ara e - " T A

(U LA I [ (L L e e e S L | W MEEav



NINJOATRADER [3 New ¥ Tools [0 Workspaces ¥ Connections § Help

Connection Display name  Buying power Cashvalue Excess intrada Excessinitial n Intraday margir Initi

My MinjaTrader Continuum Sim101 $0.00 $100,000.00 $100,000.00 $100,000.00 $0.00 $0.1
My MinjaTrader Continuum Accountt $0.00 $100,000.00 $100,000.00 $100,000.00 $0.00 B0.1
My NMinjaTrader Continuum SecretAccount  $0.00 $233,000.00 $233,000.00 $233,000.00 $0.00 H0.1

@' nitrlus@bukowskn: ~ . CIf X )

nitrfus@bukowski:~%

nitrfus@bukowski:~% nc 192.168.241.1 36973 -v

Connection to 192.168.241.1 36973 port [tcp/*] succeeded!

20rders|25trategies | 2BuyvingPower | 0fCashValue |1000002RealizedPnl |020rders | Siml0125trategi
g2 | 5iml0l12BuyingPower | 5iml0102CashValue |Siml 01100000 RealizedPnl | 5iml01020rders |Accountl
Z5trategies |AccountlZBuyvingPowed | AccountlDZ2CashValue |Accountll000002RealizedPnl | Accountl
020rders |Account3Z25itrategies | Aocount32BuvingPower |Account302CashValue |Account# 100000 Rea
lizedPnlL|Account3020rderStatys | 6TEAd54f568E8T4b969c808 Tcedbeb0bEf3Rejected2Filled | 67£d54F56
88T74b9609cO908Tecedbeh0b 3028w AFill Price | 67£d54f5688T740 068920808 Tcedbebh0bEf23020rderStatus | Bd9b
SQefaaalcd4cZefbi83f497e0988blRejected2Filled| 8d8b9e8aaalcdc2efbi83f497e0988b10208vgFillPri
ce | B8d9bfefaaalcdcZeBbBE3549Te 088381 020rderStatus |074883f5ceB04a239addodl1483dald0baRejecte
d2Filled|074893f5cef04a39add8d1483da0d0bal2ivgFillPrice |074893f5ceB804a39add8d1483da0d0iba
020rders | Secret Accoulit25trategies|Secret LccountZBuyvingPower|Secret AccountlZ2CashValue |
Secret AccountZ3I3000fRealizedPnl|Secret AccountlZATITrue

~C
nitriu=z@bukowski:~% I




L.

blackhat Denial of Service

USA 2018

* Integration with other trading software

* Including TCP/IP

* No limit of concurrent sessions
* Memory exhaustion

* Some listens only in localhost interface
* XMLHttpRequest () inJavaScript



bibaxhat Denial of Service

LUSA 2013

 TD Ameritrade’s Thinkorswim’s TCP-Orders Server

* No limit for concurrent connections
* No waiting time between orders

* Reverse engineered

r |
Propiedades: thinkorswim.exe (4472) O | E S By thinkorswim desktop application
. : - thinkorswim desktop application no responde
General | Statistics Errmancel Threads I Token I Modules | Memary | Environment | Handles | GPU | Commentl
Windows puede comprobar una solucidn en linea. Si cierra el programa, podria perder
CPU informacidn.
49.35% 2 Compruebe si existe una solucion y cierre el programa
# " Critical Low Memory (No responde) ﬁ < Cerrarel programa

= Esperar a que el programa responda

) Ocultar detalles del problema

Descripcion:

Private bytes ~4100-300 conns at a time
Este programa dejo de interactuar con Windows por un problema. L

Private bytes: 1.97 GB
Login

Firma con problemas:
MNombre del evento de problema: | AppHangBl
MNombre de aplicacién: INKOTSWIM, exe

Versién de la aplicacion: 0.0.00

b Marca de tiempo de la aplicacion: 5577faB9
Qa2 i
T S

Firrna de hlannen:




blackhat Denial of Service

USA 2018

 TD Ameritrade’s Thinkorswim’s TCP-Orders Server

* On error, a .zip file including a screenshot is sent to developers
* Do devs need to know the balances, positions, net worth, etc?

m E errer_report.zip - ZIP archive, unpacked size 5,041,579 bytes

B screenl).png

B screenl.png

| suitleg
B{suit.pmperties

| suit.usergui.log
Qf’system.prnperties
thinknrswim.vmoptions

MName 4{» Size Packed Type Modified
! Folder

| client.log 176,803 14,620 Text Document 11/03/2018 04:...
client.logl 1,048,665 73,950 Filel 11/03/2018 04:...
client.log.2 1,048,638 65,295 File2 10/03/2018 07:...
client.log.3 Main screen capture 1,048,642 65576 File3 10/03/2018 07..
Q{ custom.properties 1,770 743 File properties 11/03/2018 04:...
_ perfarmance.log 181,567 18,863 Text Document 11/03/2018 04:...

/03/2018 04....

was created with a detailed description of this problem.

v Send report to the development team Continue 03/2018 04:...

| threaddump.bt 03/2018 04:...
 threaddumps.bxd 40,44 = : [/03/2018 D4:...
workspace.alejandrohdez_180311.xml 59,736 8,428 XML Document 11/03/2018 04....
workspace.mfOkl ccsmezTjun.tos.prod.errxml 59,736 8,428 XML Document 11/03/2018 04:...
workspace.mfokl cesmez7jun.tos.prod.sxml 59,279 8,306 XML Documnent 10/03/2018 07:...
waorkspace. Qwerty.xml 62,707 8,669 XML Document 07/03/2018 03:...
4| zacinst.ini 945 622 Configuration Sett... 11/03/2018 04....

03/2018 04....
03/2018 04:...
03/2018 03:...
03/2018 04:...
03/2018 04:...



» Account Info

Option Buying Power

Forex Buying Power

Met Lig & Day Trades |

Cash & Sweep Vehicle
@ Thes

Fl ! Fl

$165,844.04

$10,000.00
$196,237.26
$135,450.83

onitor  Trade  Analyze MarketWatch

w Live Mews

Tools Help

-
Time - Title {Clic
13:46:15  |BZ: PCTE e e =
134544  |ADBE, Q .
. et Mar 22, 2018 10:00 {in & days) &
13:45:33 _Eastr'nan =
13:45:24 _BZ: Onat
134500  MWUPC 0 3 2 Econoday event
13:45:00  IGT Post : : : ; : : : - g Baker-Hughes Rig Count
13:45:00 Winston . . W B ) el : :_1 ............. {f- Hzo0 Working Filled Canceled
134500 .DDWJDI'I : . 2 ?21 P :I %4 3?1 Mar 16, 2018 10:00 {in 20 hours ...
T ., ...... - .hll ..... ' _"IE':. | | | | | | | | | |
v Watchlist =~ Topl | ; @@ ; ! % gl o IFLX. .o .. S Co i L L o
: - : : : : : : : : : : Econoday event
Symbol Last| T4 Drawing set: Default : . : : : : : : : .
o =1 S == I E PEITTRS SeRS b e SERTECRTREIORTY IS o o ¥ & Month Bill Announcement
O5H ﬂ 310 =+ 45 330 258 P‘IL Open .................................................. )
INP 1250 +110 o 1265 1100 @@  _ioonoonnn o n Mar 22, 2018 08:00 {in 6 days) A&
INO @ 4.84 =37 490 4329 $
2 [
FTI (Gd 7.08 +525 B8.61 6.82 ( 3; 584- 37) Econoday event
MHH 14.77 +1.08 15.00 13.76 ..... 3-Month Bill Announcement
NES 2200  +158 2200 2046 ($0.10) 0.00% R R SN
= Mar 22, 2018 08:00 {in & days) &
w Quick Chart on 1SRG = el =
ISRG ~ B as9s U b, =
Fl
) CBOE (Chicago) ?:”ma: :f'lr:":t i
Wee I MM mC2me
MGA 3:47 PM
MAGMA INTL INC COM FWE (Frankfurt) Mar 22, 2013 08:00 {in 6 days) A
Last: 56.53 9:47 PM
: C:ﬂ”{ﬁg “;‘:“;3; ﬂ NYSE (New York, USA) Econoday event
arket Cap: 29, E 4:47 PM 2-¥r FRN Note Announcement
L I Mar 22, 2018 08:00 {in 6 days) A
‘ ¢+ 4ap H & R Drawing set Default | 3 .
= ] + A Econoday event =
4 Current account.. —ﬂ‘-w"c AMX 1923 -10 (-0.52%) W CIBR 2591 +05  [+0.19%) N EWW  S00e -

Fl



parseCommand (String command) ORDER FOR NFLX (10) LIMIT COST 20000

5tring last

if (({last =
throw new
if (({last =
throw new
if (({last =
throw new
if ((last =

throw new

= command;

testCommandPrefix (last)) == }
IllegalirgumentException ()
parselnderlying (last) ) == }
IllegalirgumentException ()
parselegs (last)) = ]
IllegalargumentException ()
parseSuffix(last)) = ]
IllegalArgumentException () ;

¥
String testCommandPrefix(String s3] |
if ((!as_.startsWith/| A | -lengthi) »= s_.lengthi)))
return ;
. mode = 1; .
return s.substring/| length() )7 if (s.charit(closure + ) I= (|
} elae { i
1 return ;
buffer_append(ch); }
. . . } ; -
return s.substring{closure + ;
: Strlz.'lg parselnderlying (String 3) | ch = =_charkt (++idx) e ]
i = s_index0f|( 5 } }
if i = ) Il {1 = -3 |l {1 + = a.lengthi)))
returr H Strimn arsefuffix (String =)
e ) _ _ if (buffer.length{) == ) { . orenar g =) |
-underlying = s.substring( , i); return N idx = ;
return s.substring({i + }); B - ’ len = s.lengthi);
1 }_ while (({idx < len) && (3.chardt{idxt+) = o}
if (mode = 1) {
String parseLegs(String =) | ; ii?;qty = Double.parselouble (buffer_toString()); if (ide >= len) {
ide = ; = . return H
leg.symbol = buffer_toSt H
if (s.chazheiidx) 1= ) b f:g sd 1Dt { ub 2; I:|1 nr:ﬁ“a- !
return H utier-deletels, butter.-eng ’ StringTokenizer tokens = new StringTokenizer (s, 1F
1 = 3_indexdf H if (({tokens._hasMoreTokens()) && (!tokens.nextToken().egquals| 1
. soosure s-index0Of| : List symbols = (List) -legs_get({leg.symbol) ; . s {
if (eclosure = -] | o return ;
return ) if (symbolas = 1
} ymb 1-1Eg:1-§_}ut“:eg-s ol, = ols = new Arraylist()); if (ltokens_hasMoreTokens())
idat+; = ols.add (leg) ; return ;
ch = s_charht (idx); i {ch — ) if (ltokens.nextToken() .equals| |
StringBuilder buffer = new StringBuilder(); l_b*:'k'_ { return H
for (;;) { | TEER 1
de = 1 ; if (ltokens._hasMoreTokens())
meee _ ch = s.charit (++idx); -
TradingServerBAT . Leg leg = new TradingServerRBAT.Leg(): while (ch — ) return ;
while ({ch I= ) && (ch I= | FRLoe len = { -limit = Integer.parselnt (tokens.nextToken());
. ch = s.chardt(++idx); L _ i
if (ch == 1 -limit order = ;
if (mode = ) } !
return H L _ return ;
leg.gty = Double.parseDouble (buffer.toString()); l_v;:tfiure _+ == s-length()) { 1
buffer.delete{ , buffer_length{)); } - - ’



Reversed the TCP-order
server. Order pop-up attack. *
NULL ptr deref. Error.zip sent

to developers has a
screenshot with balances.
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../Documents/Conferencias/Are You Trading Stocks Securely - Exposing Security Flaws in Trading Technologies/Demos/Thinkorswim (TD Ameritrade) - Reversed TCP-order server. Order pop-up attack. NULL ptr deref. Error.zip with screenshot.mp4
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eSignal
DoS (memory leak) through
JavaScript: Any other
o application that uses this
4 service will be disconnected
(in this demo is AmiBroker)
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../Documents/Conferencias/Are You Trading Stocks Securely - Exposing Security Flaws in Trading Technologies/Demos/eSignal DoS through JavaScript. Any application that uses this service will be disconnected (in this demo is AmiBroker).mp4

L.

blackhat Denial of Service

USA 2018

* TCP/IP servers should implement
* Maximum number of connections

* Timeouts on idle connections

* Seconds/minutes between orders

e Such as Interactive Brokers:



Trader Workstation Configuration (Simulated Trading)
enter filter text here API - Settings

W Configuration B Read-Only API @ Simbolo del sistema - port_stresserexe 192.168.241.1 7497 100

— W eSignal % Download open order

— B General =\l ;
" . BC:~UzerssnitrBussDovunloads >port_stresser.exe 1922.168.241 .1 7497 16806
- Export Trade Reports Include virtual FX pofl= . = o T e e s e

— W Hotkeys M PrepareDailyPnL wher ::ﬁiﬂﬂﬁiﬂiiﬁfiﬁﬁﬂ_:
— B Lock and Exit M Send status updates

— B Messages
Socket port GV .
— B Sound Manager P o

— B Volatility and Analytics " Use negative number connect (3
- = APL % Create API message
E. Settings ¥ Include market datz B°uccessful connections made: 51

Eanm;t t:l;lI'II'IEl:t. Error code: 108861

B Precautions M Expose entire trading Prezz any key to close all the connections and finish

B News Configuration

- ™ Display B Split Insured Deposit
r | -

- « Trading Tools B Let API account reqL

[
I ¥ -

-'i Information Tools .
I Logging Level
[
[

-¥m Charts
-7 Orders UEEE RSN | 22 nitrDus@bukowski: ~

I-":_" Presets Timeout to send bulk d=fni trous@bukowski:~§
,'!ﬁﬂccﬂunt Window Component Exch. Separ Jnitrous@bukowski:~§ nc 182.168.241.1 7497 -v
- O % Features Connection to 192.168.241.1 7437 port [tcp/®] succeeded!

Reset API order ID se:

~C

nitrius@bukowski:~% nc 192.168.241.1 7487 -v

Trusted IPs @ nc: connect to 192.168.241.1 port 7497 (tcp) failed: Conmection refused

192.168.0.19 nitriusfbukowski:~% I

B Allow connections fro




e

L.

blackhat Trading languages supporting DLL imports

LUSA 2013

It's not a BUG,
it's a FEATURE



e

L.

blackhat Trading languages supporting DLL imports

USA 2018 #BHUS

* To develop
* Expert advisors (trading robots)
* Indicators
* Advanced charting
* Etc.

* Based on other languages
e C++
* CH
* Pascal

* Some restrict DLL imports, or warn about them



< 5

L.

blackhat Trading languages supporting DLL imports'

USA 2018 #BHUS

* MetaTrader: MetaQuotes Language
* Based on C++ - Supports DLL imports
* NinjaTrader: NinjaScript
* Based on C# - Supports DLL imports

* TradeStation: EasyLanguage
* Based on Pascal - Supports DLL imports

* AvaTraceAct: ActFX
* Based on Pascal - Does not support OS commands nor DLL imports

* (FXxPro/IC Markets) cTrader
e Based on C# (OS command and DLL support is unknown)
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../Documents/Conferencias/Are You Trading Stocks Securely - Exposing Security Flaws in Trading Technologies/Demos/MetaTrader backdoor disguised as an Ichimoku indicator.mp4

s.code in a chart
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../Documents/Conferencias/Are You Trading Stocks Securely - Exposing Security Flaws in Trading Technologies/Demos/NinjaTrader with malicious code in a chart style.mp4
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L.

blackhat Passwords stored unencrypted

USA 2018

* Passwords stored unencrypted

* 3 desktop applications (21%)
e 7 mobile apps (21%)

e Stored unencrypted
* Configuration file
* Logs
* Filein the fs

* Logging console
* adb logcat oY

* Log in, sell stocks, transfer money to a newly added bank
account, delete this bank account, log out.



nitrOus@bukowski:~/io0s/ > plistutil -i Container/Library/Preferences/com.
egrep -1 "userLogin|userPassword”™ -A 1
<key>userLoginPlainText</key>
<string>xhs67331</string>
<key>userPassword</key>
<string>rCICasboMHL3IEMEgMEOIox81JrMEC ) 7if56UNGUDzBXALTYmErdzw0l4eB/L7ex30XJFEG/ LhUa”kG4dbczDeP
EJvLdkxDoui9]B3yFVhlWwHs5sZShEBt 1CMGVUNncLyPhcbI11x0Jyg753x0SK8IJ8cR44GrorINOz3vEixcXfh7bCg+enKuH]EVSG
aS2TvHOFmodB cFTEpwTdAY94rzcQYR1ablajgATaGpYGVsSPsJz/ 2FYJV3/gTNWNTS08Q7 3G/ famKaHKuUZEUT197r81d4dj ZNURS9s8 /

Xf9RcnfsS5s5QV]zP1IcO0JONSKFLFgHECnNRB0SSbIBEOCela+CWeDT4wGE9s50%e5g%ekg<s/string>

<key>userLoginPlainText</key> 1l TELCEL =
<string>xhs67331</string>
<key>userPasswordPlainText</key>

<string>Qwertyf00bdr</string>

<key>userLogin</key>
<string>uTkLGmoéPsHf lagr+izXDtvyZT7tjU/DVEHNUOVA] TDwiesg</string>
nitrlus@bukowski:~/10s/ 5 I

i i)

whsé/733




per: finishComposingText on inactive InputConnection % 4 % 8§
nput. Cursor position = A.0

zts received onNext &
: KeepAlive

nput. Cursor position = A.0

per: finishComposingText on inactive InputConnection

Window size has been changed. This may cause jankiness of resizin

Change password

logins .ChangePasszsword: submit started.| newPassword: Quertuyfdl
Bxh4aB83588> throttle end: throttle timbhi28X
zsDialog with keepKey = HetworkCall changePassword h3el2S5ch—38dc®

zsDialogAux: izForeground=true iszProgressDialogNotExists=true
loc_alloc: format 1 and usage Bx988 imply creation of host colop
loc_alloc: format 1 and wsage Bx?88 imply creation of host color
loc_alloc: format 1 and wsage Bx?7080 imply creation of host color
ompleted, class=

greszDialog dismiss the key=MetuworkCall changePassword h3el2bch—3

_ usage im
gralloc_ranchu: usage im AVA k*
gralloc_ranchu: gralloc_alloc: format usage im Al

gralloc_ranchu: gralloc_alloc: format usage im

gralloc_ranchu: gralloc_alloc: format usage im

gralloc_ranchu: gralloc_alloc: format usage Bx?7060 im

AudioFlinger: mixer<{BxhH1@3aBA> throttle end: throttle tim

DebugMessages: start login

ApiRec logout <) & 1047770

ApiRec Can not execubto—soquaet-—hwimte—ptatus Jis=0fT line.

ApiRec login<deal.35%)] 16847118, PS5DJKE2 ., o2

ApiRec UserfAgent: AvalradeHct Z.3.3b85%2CAndroid SDK B |

DataContainer: sepSbtabustEIOTUE=C0NMNECT ING>

ApiDataContainer:| doLloginthttp:/»realb.sysfx.com:8835xml~ £F Real (USD)
ApiDataContainer: ToGIAL

gralloc_r»ranchu: gralloc_alloc: format 1 and uwusage Bx9HE im
gralloc_ranchu: gralloc_alloc: format 1 and wusage Bx988 im 4
gralluc_ranchu:_grallqc_alluq: format 1 and usage Ex?ﬂﬂ im




Base64 !|= encryption

#5Sat Jul 28 17:15:45 CDT 2018

boundsH=T755%.0

frame=2

websocket=false

bounds¥=-58.0 —
boundsW=1552.10

username=xxx@foo.com Password: | [

version=1.4
proxy=false Remember Me
pa55word+UXdlcnRSZjAijRy
zoom=1.0
storeInto=1

Login

nitrOus@slacker:~5 echo -n UXdlcnR5Z]AwWY]Ry | base6d -d
IgwertyfﬂDbérnitrﬂua@slacker:~$ D




1 quot;hdditionalDatatquot
Currency&du T:U5Dagquot (s AocountID
s demosquot quo : &quot ; Demo

quot
nail.com

Search < Cirl+K> P =
LIEF INESE MESSAQES <L IN+3NfT+A > y

49 Reply = Forward [ Archive @ Junk (8 Delete  More

AvaTrade < Customer@avatrade.com>

Welcome to AvaTrade — Your Demo Account 07,/06,/2018 03:49 p.
Information

B! Burp Suite Professional v1.7.53 - Temporary Project - licensed to I0Active [46 user license]

|_ = [ [=] |&1 Me = @grmail.com:

Burp Intruder Repeater Window Help

To enter the MetaTraderd4 demo platform:

Target T

Login: 21022981

\F'rnxf Spider T Scanner T Intruder
Decoder

Repeater T Sequencer Comparer I Extender T Project options I ser options T.ﬂxlerts

Server: Ava - Demo

=string ® Text () Hex | 7|
name="key_crm_credentials"={&quot,credentials TO&quot; {&quot credentialsType&quot; {&quotname&quot &quot REG —
</map> | Decode as ... |

| Encode as .

ash ... v

< J Ve | | Smartdecode |
=string name="_key_crm_credenti ' T'name™"REGULAR" "ordinal™0}, ® Text () Hex

“lagin™” @agmail.com ."passwnrd":"ﬁynHEErF’"[}. IrationDate™ 1529618798765} =/5tring= —

=/map>= | Decode as ... v|

Password: 6ynH26rP

/

Choose your way to access the platform:

an

—_ ‘IG ;!

PC Web Trading Google Play Apple Store

- Unread: 0 Total 833

_ NS Y T T [




T T
[T T

1
[T

- L2

m
[

T
[T Y

ey=&tguot;CHART ID
t:truecquot; JS&gt
quot:autoposition .
value=zquot:fal=e

1
[T

owski:~/ios/ T 5
lect * from _______"

s@bukowski:~/1ios/

WvUEEvGEE]gL1FWqEfQEEYDhEanxvdEIuSFEq?LIY HEyvOHY1 8Mg-<, ring:>
*MarketsProd</string>
https://play.google.com/store/apps,/details?id=com.ma
FhmericaMovil |Cemex |Medtronic | TESLA | GoPro|</string>

[010101010101011111111914347700.631725]|4eb49%6labbec044e07bd42b255dfceffalil7l4de2aacal
hl24cc6 |MX |[Mexicol__ ___ __ _______Bgmail.com|https://www.
| John Spencer |MXN|1739|ac53fdcaea%%afe0805810307485604a7b360f2ec200%2647bbdbcl2f5268]
l—9426—5634—850?—eded4f8af1aF:bplistDDEEfX$versionX$objectsY$archiverT$top

>wertyf00</string>
>live-trader-mobl2 markets.com:443</string>
>live<d/string>

=

,dﬂuzquGIEH APASIbHeZ TmvHECEJnMHrri3Ng ulLBFzfAOpZgwl4ub

FElt:;?xml wverzion="l.0' encoding="'UIF-8' =ta
string key=iguot;edit indexiguot; value=
gt:&lt:string key— quot;parameters.co

fitVerticaliguot: wvalue

quot;truecquot; fegtrel

et .
ol i By ]

quot; walue=zquot;173873340zquot; /
lt:;bundle kev=aquot;0.parameters. hundle quot
modestquot: wvalue=iquot:truesquot; Sigt;zlt:string key=iguot

quot: figt:ilt:string key=igquot;show.indicatorsiquot; wvalue=

sglite3 "Container/Library/Application Support/ 15

/Join/5b48dcd40becT]

s [



nitrOus@bukowski:~/android/com > egrep -nir " john|spencer|Qwerty|1337"
hared_prefs/ '.Xxml | grep -v localization json | source-highlight -f esc -s xml
3 Spencer

24: QwertyfO00b4r

‘ ‘égmail.com
[400.0'1337.0 10.0]

% g AUD/JPY
‘a

ditcoin EUR/GEP EUR/USD

-

Positions Shamp Jump

OPEN 2

__ EUR/USD

$400.00
%300 §2272.9

§119999.97
$830.51
1.17512

1.17640 z CALL

nitrl0us@bukowski:~/android/com.igoption/shared prefs$ egrep -nir "john|spencer|n: 1|
Bitcoln password|123456|last amounts™ | grep -v "localization json™ | source-highlight -f esc -3 xml

. IQCptions.xml:5: Spencer

IDOptions.xml:23: —ZJh [ 1E3d4dGIQoOWEE

IQOptions.xml:27: I~ " r@gmail.com

IQCptions.xml::40: John

app pref name.xml:10: 12345k

app pref name.xml:14: I arfgmail . com

app pref name.xml:17: 1 ‘@gmail . com

nitrlus@bukowski:~/android/com.igoption/shared prefs$ I




Consola de iPhone

Jul 18 21:35:13 iPhone _.. _______ [452] <Notice>»: Logging URL: https://trade. / common/

r

frontend/public/login.aspx?mobile=truefusername=xhs67331&password=Quertyfeebir
Jul 18 21:35:13 iPhone _.. . _______ [452] <Notice>: Logeing URL: https://trade. . [/common/

r

frontend/public/login.aspx?mobile=truefusername=xhs67331&password=Qwertyfeebdr

wl! TELCEL =

xhs6 /7331

DETALLES DEL DISPOSITIVO.
s BBORRN

[ iPhone 6 - i0S 11.4

L) 18/07/2018 09:38 p. m.
== 7 copia(s) de seguridad
= DANGER (C3) (34.67 GB)
QI
v +52 (55) I




@7-15 ©1:32:55.577 1414 3454 W audio hw pgeneric: Not supplying er
nly wrote 3007440
91:32:55.602 1432 1432 D SurfaceFlinger: duplicate layer n:

P1:32:55.6083 5648 6753 D Volley : [262] DiskBasedCache.cle
01:32:55.614 1422 1422 D gralloc_ranchu: gralloc_alloc: Cre
01:32:55.637 1422 1422 D gralloc_ranchu: gralloc_alloc: Cre
01:32:55.650 1422 1477 D gralloc_ranchu: gralloc _alloc: Cre
01:32:55.700 5640 5683 D EGL_emulation: eglMakeCurrent: Oxc
01:32:56.168 5640 5683 I chatty : uid=10083(
P1:32:56.208 5640 5683 D EGL_emulation: eglMakeCurrent: Oxc
P1:32:56.228 5640 6755 E Volley : [264] BasicNetwork.perfc
.com/v1l/user/login.json?device_ version=Anc
de&connection type=WIFI&device type=Android&client type=MOBILE&loc:
=Android&password=sup3rs3cr3th21%21%21%218api_key=068e9cdcec7792122¢
ient version=5.5.28username=nitréus
07-15 ©1:32:56.229 5640 56408 E LegacyNetworkManager: statusCode:
.ocanda.coml531618377986
07-15 ©1:32:56.229 5640 56408 E LegacyNetworkManager: com.android.
07-15 ©1:32:56.229 5640 5640 E LegacyNetworkManager: at com.andr
BasicNetwork.java:142)
07-15 ©1:32:56.229 5640 5640 E LegacyNetworkManager: at com.andr
her.java:118)

hitrQus

Y. 133

LOGIN

Remember Passward




IB Interactive Brokers File Account

Mew Window » 1IBot FYI @

Help

THIE [5 HOT & EROKEEMSE ACCOUNT. THIS [5 A PAPERE TEADING &CCOUNT FORE S[MULATED TEADING. THE MAEKET DWTM [5 CELAYED

AA Contact Us

Layout
Locked

DATA DU1010182

B e/ Tk ook [

Order Entry

AMZN hd

BUY SELL oTY 100

+ 1602.50 1603.50 « Adaptive

BID ASE

LMT " LMT PRICE 0.00 ﬂDﬁlﬂf 'ﬂ BOVERCEd 4

AMZN ~ LS00 m

1603.45+

-5.63 -0.35%

Last Size 1

Last Exch

Bid/Aask 1602.5 x 1603.5
Size 37 x 10

Ask Ewch

Bid Exch

AMZN - 5 min candles - File Edit View
ﬂ k h “ TR
L 1603.45 CH:-5.63 CH%:-0.35%

Hi/'L Trader Workstation Configuration (Simulated Trading)

52 K
=1l =nter filter text here

E':_'E W Configuration

PEL — W esignal

| — W General

— W Export Trade Reports
— B Hotkeys

— W Lock and Exit
— W Messages
— W Sound Manager
— W Volatility and Analytics
- APT
Some options are hidden...

eSignal

a W Use eSignal for Market Data™

Connectivity*

User name imyeSignalysethame |
Password eseaee | |

Host Address CM™*.esignal.com

sigText directory | IEEEEEEE—

? FoD Complete your Application

Option Chain ¥ Ready to Start Trading?

Fwnarianra nur hast nrire awarutinn and nenarata hinhar

E] ChJis\hecjhcohbfemofkedbpaiefmfjihppfadgbmajfmiitws.Satxml - Notepad++

Archive Editar Buscar Vista Cedificacién Lenguaje Configuracién  Macro

7
H

WYentana

Sat aml

Ejecutar

_“'L'J.S-EI.”

R=RREN X" Wins7 Cl

Plugins

top=

length: 193490 Ln: 21831 Col:11 Sel:0]0 LN UTF-8 w/o BOM

39
199

79

95

03

38

INS 05
29
-1,024,7...

Update frequency

Updates per second @

Mon-paced updating for APT W

OK Apply Cancel




Proxy settings

192.168.1.254

farm = @ nitrous@ubuntu: ~/.local/data/IQ Option
proxy_user

P
Q{ ChProgram Files (xBo\AvaTradeAct\user_loader_settings.xml - Motepad++ = | = &
Archive Editar Buscar Vista Cedificacion Lenguaje Configuracién Macro  Ejecutar
P Pro etting Plugins Ventana I X
g = 2 la B | | #f Bg| % '3|—'|.—|.| »
[=] user_loader_settings 2aml l
192.168.1.1 8080 1 <?xml version="1.0" encoding="utf-8"7>
Z E|<user_lc:ader_5ettings client id="" last login=
Myprosey "bukowski31337" last_entry="Real (USD)" language="en US"
skin="Dark" password=
"ZOCEANBQOROYN2 1k036uIphKls 9 ThhB3+HgWEQ/ f1RIGZpp+39,/pXNoe0gul
BERERE “:}
= aproxy enabled="trne" server="152.168.1.1" port="8080"
Allemale L-onngurauo erne 1o _:="mypro}.'}r_"'i'pass=.'“:d="sScht”,-"}»I
4 <alternate server server="alternate-server.mycompany.com'"
port="1337"/>
atemate-server.mycompany .com 1337 5 <entries/>
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blackhat Irading data stored unencry

USA 2018

* Trading data stored unencrypted

» 8 desktop applications (57%)
* 15 mobile apps (44%)

e Stored unencrypted
* Configuration file
* Logs
* Filein the fs

* Logging console
* adb logcat

* A malicious user could gain insight into users’ net worth and
Investing strategy.
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bifeknat Trading data stored unencrypted

SO e #BHUA

* Trading data stored unencrypted
* Balances
* Portfolio
* Personal data
* Buy/sell orders
e Watchlists
* Quoted symbols
* Other data



Portfolio

SIMLULATED TRADING
T
My Investments

MGKS Asset Management

WL f
All Positions

1g- now pending size=21; runnable=Partition
y5=UWFCEYAR1 =WELLS FARGO & CO&EY221=NYSE=GHATS

FB A=
now_nending cize=2= aunnahle=Partition

JRCES =FSLRE70851 =FIRST SOLAR INCE?221=NASDAQ
IWELS YT =42 0l
j=dnuvestors_marketplaceE/261=EE7252=https:
nrukers.cum{part@tiuns@

x 1g- now pending size=23; runnable=Partition

: S5 =RYE/A51 =ROYAL BANK OF CANADAE?221=NYSER
199=+0.38E

] 1. now pending size=24; runnable=Partition

? + BELS=BREK BE7051=BERKSHIRE HATHAWAY IMC-CL

I 19 E6509 =DUEIII9=+0_79E

. 1. now_nending size=25L: runnahle=Partition

[ TLNTES S -PLNTE?A51 =PLANET FITHESS IMC {- CL A

: PEGS A =UWET YTy =—1 10

x 1. now pending size=26; runnable=Partition
SESS =HSBCE?A51 =HSBC HOLDINGS PLC-SPOMS ADRE

¥ 19 =DUEI292999=+0.108E

] ig. now pending size=27; runnable=Partition

| y=BACE?AS1 =BANK OF AMERICA CORPE?221=WYSEEG

19 +A_22R3
- now_nending size=20: runnahle=Partition
{RCEE =] BKREA51 =INTERACTIVE BROKERS GRO-CL
B = IS S0 SN T T T 1 - L9
1. now pending size=2%9; runnable=Partition
S5 =AAPLE?A51 =APPLE INCE/221=NASDAQ.MNMEEGAT
199=—0.053
e application may be doing too much work o
1. now_nending size=3A: runnahle=Partition
S IR RGEHS1 =INTUITIVE SURGICAL THCER221=
by S PERLMY =DUENYYIYY =—1 . dE
1. now pending szize=31; runnable=Partition
5 =CEPAS1 =CITIGROUP IHCE?221=NYSEELATE=0PT.
K|
1. now pending size=32; runnable=Partition
S5=MAZA51=MASTERCARD INC - AE?221-=NYSEZ6H
199=—0_75&
1g- now pending size=33; runnable=Partition
SESS =SYMCE?A51 =SYMANTEC CORPE?221=NASDAGQ.NM
NEP99999=+1 87
» 1. now pending cizea=34: munnahle=Pawrtition
(E7219=55D0OYE55=-55D0OYE?A51=SHISEIDO LTD-SPONSORED|A
6 11E65A? =DUEFFFFFT—to . JL =
:d pending. now pending si=ze=35: runnahle=Partition
7219 =JPHELS =JPHETB51 =JPHORGAN CHASE & COE7221=NYSEE
19 =DUEIIIIII=+8_17E
:d pending. now pending size=36: runnahle=Partition
[KE219=50QE55=50E7/851 =5QUARE INC — AE7221=NYSEELATE
}=DUEII999=—0_.38C
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Individual Brokerage -4142 @
Met Account Value $0.00
Available for Withdrawal $0.00
Cash Purchasing Power $0.00

[ ]

view Portfolio k



STREAMER: "Cmd":" " "StatusCode":" "
STREEMER: "EntityType":" " "CashBalance":" " "PendingCash":" " "PendingCrdersCount™:" " "

"o "t asCodan ol TELCEL & 10:22 a. m. 71% (@l ) 4

"Cmd": "StatusCode": .
"cmd": "statusCode": ° @ Cuenta Salir
"Cmd" : "StatusCode":

"Cmd" : "StatusCode":

"Cmd": "StatusCode":

.
1.0M

750.0K

973E2649F27BB11EC833148AD31B209272E68864A0331 500.0K
1D792C1CE22D6D44A3AE9DFDI604D47CEC59D0383FT

4RGEEEZD36F60A041955R9299CFDES41DA39D2251559¢ R

Jun 17 Jun 21 Jun 27 Jul 04 Jul 10 Jul 16

Cuenta 4264

"interval":-° "perioc

A Efectivo 907,669.39

Efectivo en caja 907,669.39

22:%222017-88-82T16:88:52. 7757946-04:88%22% 7D, 22Hi storyX22 : X7BE22Ttemsi2 2 : XopXoD , X22TransactionCountX22: 18, X2 2Timestampi22 1 22281 7-82-82T16:88 1 52 . 7435
X22:R7EE22Timestomp®22: 5222017 -08-82T16:88:52. 7425936-04 : @8X22% 7D, £22Positionsk22: x?szznuuersﬂrHﬂldingsxzz:EEBEED,EEZItemsxzz:KEBEED,xZECashxzz:ﬁ,xzz

Lo T W e T T T e o WPl IO s T P T ol o T T O P L B L i I LN PSRN L PN PP G L IO e T TN N T T Tl e Ll Y Pl TP T RN TS 1.|.l I-.'l.u.ﬂ..‘!l.u D'-\.

S S e S o s

Aug 2 15:88:52 Polaris Schwab{CSCoreMoblleUtilities)[1281] <Moticex: #105#{'data {"AccuuntId“ "82195828", "AccoumtDetails"”
{"AccoumtNickMame” : " Individual™, "IsBrokerageaccount™ true}, "Balance™:
{"Totalealance”:8,"AvailableBalance”:8, "AccountCashealance”®: 8, "AccountMarketvalue®™: 8, "CashPercent™ 8, "MarketvaluePercent” :8, "TotalDayChange"” :8, "Tot 11D
“itrue,"Timestamp”:"2817-88-82T16:88:52. 7748181 -84:88" }, "Orderstatus"™:

{"0Open":8,"Filled":8,"Cancelled” :8, "Todays":8, "OrderCount”: 8, "HasData" : true, "TimeStamp™: " 2817-88-82T16:88:52.7757946-84:88" 1, "History" : {"Items":
[1,"TransactionCount™:@,"Timestamp™ : "2817-88-82T16:08:52. 7435781 -84 08" } , "GainLoss" : {"Timestamp" : "2817-88-82T16:08:52.7425936-84::88" } , "Positions" : {
[]J"Cash" g, “TllEStamp" 2817 -88- EETIE B3:52. ?539591 84:88" }, "WsodToken™ : "XXX188 UE+2EL?E3gPlAﬂanHQlGHFxLPFEEEJSD3kHwE9135T22bJHjﬂLfHHlHBHSIrDSI

J.JI I:1r‘|f..|'.I‘IDJIMLJ'h.IIIHZ‘IAWHI:E!UUUUL F] Il.-|::iLﬂIII|.|I . .-’.UJ..I’ OO ULl LD . T L. OO L L - . W J’, :'lI.ELIJ:'n- o LTy LUIIII.E -'L IIII:I.IIL.".I « WCT o LI ﬂll:|I'|.||I IIIﬂCL'HEJI. [IIHJ.J.J, 'tf‘

[null],"url"<y\M-b\M~Eym-E&>




119=022E7071 =327607E7036=0E7074=—22EACCOUNT&E6117 =01 287871 =32 7677836 =AE7A74=—230EAC
COUNT@E61192=020E70721=3276 27036 =0E7094=—20RACCOUNT @611 2=025E7091 =32 76 257036 =AEA9 4
=—21FACCOUNTE6119?=01 87071 =3276 957036 =010=164

BB—11 13:13:82.773 38?28 3115 I aTws : [mainl: ActivityState:{atws.activity._j _ \
ortfolio.PortfolioActivity®?1d3334> . onfittachedToWindowd> Portfolio

B8—11 13:13:87.833 30998 3115 I aTwus : [IN-8-81: 35=uE6040=RE320=5616E108=38F

AE7A?8=588=

B8—-11 13:13:18.137 30998 3115 I aTus : [IN-B-81: 3F5=PERA40=5E320=207=79905=5:9 ACEOUNT

=R AR R A=A A2 =1  337EP6 =1 . J4HEPI=24124  35E75=2 6 7E6APA=5TKE?21?=AMHEE55 DU777918 7
AMEE7B51=AMERICA MOUIL-SFH ADR CL L&E?221-=NYSEE7EIT—1E85rt =878 113021958272 =5F L
BER=-5aaET =107 Fr88E8Y— 2 . 800 ATA=3TK&/21 7 =GPROES 5 =GPROE?A51 =GOPRO INC-€LASS AEYZ D52.8K | Sh 058K Lnilz

21 =MASDALQ _NMIE7A3? =550 —-2EV301 TETTZTTiCPE =446 £ =i ET =GR ETS =32 L B E6H MMM &7.16K | BUyPW 1871M
FH=STHE?21?=TSLAESS -TSLAGAS1 =TESLA =3E707 4=p05 E&Y

=811 KEE5=BASEE158=1bE0117= &U?H?&—UhUU]3 =811 KE55=-USDE158 15@ MESTRUMENT AL CH S P&
BB—11 13:13:18.538 1566 1537 I Activitsiiamager-—rispiroyed atws.appsatuws.activit
y.portfolio.PortfolioActivity: +1s6l12ms Al K 1812 +0.21 1.34K 348
M8-11 13:13:11.444 3898 3115 I aTws : [mainl: ActivityState=tatws.activity.n DR 981 Y
avmenu . HavMenuBlankActivityfe3f764f > onSavelnstanceState > GPRU -8 L
A8-11 13:13:11.486 3898 3115 I aTws : [mainl: ActivityState:{atws.actduity.n TSLA 35771  +2.31 446
avmenu . HavMenuBlankActivityPeIf764f > .onStop{> saved=true
BB—11 13:13:11.586 38?83 3115 I aTws : [mainl: ActivityState:{atws.activity.t TOTAL Cash
rades . TradesActivity@?711f84) _onStopt? saved=false R
P8-11 13:13:11.587 3898 3115 I aTus : [mainl: ActivityState:Catws.activity.t USD Cash
rades . TradesActivity@?2711f84) .onDestroydy

"demoCID™: "username™:" " "firstName™:" " "lastName™:"™ "l "playverLevel™: 1, "gender™: "language™:

"dateOfBirth™: " "contactUserInfo™: ["gcid™: "country™: "countryByIp™: "Llﬂ"lLCE" "
F.l'l':l".-'i TLC'EEI},-’IP T . m EIL'-E'.il n . T T rra |:1|:1IE o3 T . m T rrcit_ "_.I.r m . Ll T T -rlp rr T "E ._'-j_l:l ne
m.m "l "phonePrefix":"- " "phoneBody™: ™ " mobile™: "fa=x™: "buildingHNumber™: " " "state™: "rizkll=e
rInfo™: ("gcid™: "regulatingEntity"™: "documentStatus": "phoneVerificationStatus": "verificationLevel™: "evResult"™




~0id% =sglite3 —--header "app_wehviewfﬂeh Data™ "select
't used|count
item amount 1]100]100]1529451381 11525
cc name on card]ALEJANDRO HEERNANDEZ [al ndro hernandez|1529451381 152584513811

Android Emulator - nexus:2554

A A

<  Deposit Funds Eﬁ’gﬁ’ﬁd

o ALEJANDRO HERNANMDEZ

e *hdk didx wkkk QI06H
e 0o 2027

CVV2 —




\Documents\cTrader\Journals\FxPro>type Journal-2018-07.txt

:43.493 | cTrader started

:54.572 | Demo account 10180548 successfully created

:11.993 | cTrader started

:42.160 | Limit order to Buy 0é% 1k EURUSD (Price: 1.17203) is sent to server

:42.785 | 0&% Limit order 0ID138943786 to Buy 0é4% 1k EURUSD (Price: 1.17203) is ACCEPTED (21/07/2018 23:29:42.395 UTC+0)
:02.160 | Limit order to Buy AUD 1k AUDSGD (Price: 1.01039) is sent to server

:02.394 | 0a4f Limit order 0ID138943787 to Buy AUD 1k AUDSGD (Price: 1.81839) is ACCEPTED (21/87/2018 23:30:02.294 UTC+8)
:48.306 | cTrader started

:20.431 || Limit order to Buy 0é% 5k EURUSD (Price: 1.172083) is sent to server

:20.775 || 08% Limit order 0ID138943789 to Buy 0é% EURUSD (Price: 1.17283) is ACCEPTED |(21/07/2018 23:47:20.578 UTC+@)

\Doc”mentS\CTPadEP\jO”Pn‘ﬂ%(}eam(mder—Fxﬁnc

New Limit Order [
FxPro

Trade Like a Pro Symbol
\®| EURUSD, Euro vs US Dollar

Sell Limit Buy Limit

Market Crder :
Price Volume

Limit Order 117203 5Kk
Stop Order Current distance: -0.1 Margin required: 3 11.

Stop Limit Qrder




Order Entry ? S 00 Complete your Application
ISRG - +462.92 | | 46326+ Adaptive o Option Chain v || RE2dY to Start Trading?

Experience our best price execution and generate higher
BID ASK returns when you open and fund an actual account

® BUY SELL QT¥1,337 MKT w MAKYET "@DAY w savances 4 SUBMIT

Monitor = Fortfolic | Favoritez | US Mowvers

ISRG -~ .,} O m ISRG ~ 5 miz randles ~ Fil= Edit View I .’ oD m P&l + PROFILE
Last Size 1 oy & & : - = Unrealized 243.5K
Last Exch L: 45319 CH:-7.84 CH%: -1.66% 475.00 || i
4_63 - : Since prior Gose Realized

L] ‘ &

-7.84 -1.66% ¥ [ ¢ zgirmy -:|-.,Thu. . CINL]
Ask Exch N

Bid Exch . Archive Editar Buscar Vista ign Lenguaje —Seafiguracion Macro Ejecutar Plugins Ventana ?

Bid/Ask 462.92 x 463.26 b pE [N R 44 z = B JEF|® @ B b
Size 1x3 ) = .
HifLo 458.00 - 461.16 ) au.auditsmly = Thuird |

52 H/L 473.79 - 267.62 5 35=gEEEI34=0 "25443=1-I- 0180419 .u-1;11—:3r.1 11529 . 0 EE
EARNINGS

X vii 82a94.01.( o2 0=0 o83 o= 1 EeS 5
EPS  0.40

/E 49.3

Qare_ 00013
;9é ﬁ ATQS Hegﬁééra ﬁﬁ - &én’t Shéﬁ the s&ﬂmit sli&er
98 D aTwus Keyhoard up — don’t show the submit slider
28 D aTus Keyhoard up — don’t szhow the submit szlider

28 D aTws Keyhoard up — don’t show the submit slider
[OUT-A1: 8=FIX.4.1E9=-A182E35=dE320=-06E7024=76722921E54=BCE1 =DU?77?218E151=12

[IN-B-B]1: 35=u=26B848=T%
[IN-B8-81: 35=d=E320=86E7000=1E11=-955%433434587228=166783127108=Filled’
[OUT-B1: 8=FIX.4.189=A032E35=-nE320=8726040=5E11=-955433434E10=1385
[mainl: hiding transmitSlider. szet orderld=95543315-+
15 T _ aTwu=s = [TH-A-A1: 35=mF3?A=R711 =9554334347094="7L792991E55=TSLAGE 4=BE721 9=TSLAE?2.
AEA - DU??7P91 8113 =LIMITE?184=357 . 65E14=123E1A8 =Filled&7118=DAYPT1S=AFFFFFFE?114-#000000E
=Bought 123 Limit 357.65 DAYE6241=1E27270=-0R3

15 [E—mTeas =_LOn Loodiols “‘"1“% to—undato tOE Drolit Talox! Time—In—Force item since **

suppurted truescapabilities=ol.. u;v:*unpurted =true;capabilities=oi.. OPGisupported=true;

1% E aTus : ERR [mainl: Failed to update ‘0E Stop~bosz’ Time—-In—Force item since '° wa
hported=true;capabilities=oi., GIC:supported=true;capabilities=o-t.__ 0PG:;zupported=true;ord

15 alus
15 aTus
15 alTus
15 aTus
15 alTus
15 alus
15 aTus

[mainl: hiding transmitSlider. checkOrderIsDone orderDone,. Fillew

[mainl: hiding transmitSlider since OrderStatus is done, y.aShES8af8fs
[mainl: hiding transmitSlider since OrderStatus is done, y.aSh@S8afBf5
[mainl: hiding transmitS8lider since OrderStatus is done, y.aShES58af8f5
[IN-B8-81: 35=uE34=-800012E52=20178811-17:57:26E6040=-HE320=53855

[OUT-B1: 8=FIX.4.189=0021F35%=uE6040=hE320=-5385C10=137&

[mainl: ActivityState:{atwz.activity.oprders OpderEditActivity@?fe2l15)> fini




EUR/IPY — X

Market Order Entry Order
SELL = BUY
Market EURIJPY v
Units 1,337
Rate 131.56" @ 0.0
® Price PIPS

Take Profit 132 -

Stop Loss

Trailing Stop

Lower Bound

Upper Bound

Units Available: 2,130,365
1PIP=0.12 USD

Take Profit: 5.12 USD / 43.3 PIPS
Stop Loss: 0.00 USD /0.0 PIPS
Trade value: 1,556.88 USD
Margin used: 62.28 USD

Keep open Close Window

?

L EHERGE 4 bR De | @ %|BE

= 1 Z?ffj I! EI = = |[:][] [

o i |
238 2018=07=17 23:31:20.211 =0500 I [AWT-EventQueue-0] Buy/Sell window submitted
{ } indicates disabled fields
240 [=== Market Order - EUR/JPY ===
241 |Market Order|
242 { ) SELL (o) BUY
243 Market [EUR/JPY]
244 Rate 131.5¢4
oe=T™"" (0) Price () PIPS
246 [®] Take Profit
247 [ 1 Stop Loss
248 [ 1 Trailing Stop
245 { } Lower Bound
250 [ 1 Upper Bound
52 Units Awvailable: 2,130,45¢
233 1 PIP = 0.12 USD
25 Take Profit: 5.1¢ USD / 42.¢ PIPS
255 Stop Loss: usD / FPIPS
256 Trade wvalue: 1,55¢.7% USD
257 Margin used: ¢2.27 USD
258 [ 1] Eeep open
255 G=07=17 23:31:20.214 =0500 I [swingWorker-pool-428228%-thread-10]
uting request: POST
: .com/v3/accounts/101-001-8050485-001/orders
HTTP
26/ 2018 17 23:31:20.327 =-0500 I [SwingWorker-pool-4290525%-thread-10]
responsk code: 201
261 20158=07=%7 23:31:20.328 =0500 I [SwingWorker-pool-425228S%-thread-10]

response: \{"orderCreateTransaction": {"type":"MARKET ORDER","instrument":
"EUR _JPY","units":"1337","timeInForce":"FOK","positionFill"™:"DEFAULT",
"takeProfitonFill":{"price™:"132.000","timeInForce” :"GTC"}, "reason":

"CLIENT ORDER"™,"id":"16","userID":5050455,"accountID™:"101-001-5050485-001",

"batchID™:"16","requestID":"78482755175045436" ,"time™:
"20168-07-18T04:31:19.6058125082"},"orderFillTransaction™: {"type":

"ORDER FILL","orderID":"1&", "instrument":"EUR JPY", 6 "units"™:"1337", "price":
"131.564","pl™:"0.0000","financing™:"0.0000","commission™:"0.0000",
"accountBalance™:"5559%5 . 9658" , "gainQuoteHomeConversionFactor":



SOl 25013.29
$298.20(+1.21%)

SCOMPX 7394.(
+39.70 (+0.5-

Watch List

My Positions

TO INVEST LATER

A A Syl i=

# Symbol
4 MFLX 5,
5 AMX 5
& HACK

7 LOCO
g AAPL
:] TSLA
10 | PLNT

g ChUsers\nitrlus\AppData\Roaming\Charles Schwab'\StreetSmart Edge’\d17756\5ettingshsettings.xml - No...

Archivo

Q

Editar Buscar Vista Macro Yentana

Wﬂoo&”

Codificacian

i

Lenguaje Cenfiguracion Ejecutar Plugins

ngl s | EEEIEFEL @E

= VendorToolsaml | [ settings xm IE exceptions. S5Edgelog ] B MCLbat l B Screenertd l B gics l & PredefinedScreer

pditype="g2:guid">00000000-0000-0000-0000-000000000000

</ anyTypes</valuer</iten><iten><keyrIsExpanded</ keys<valuer<anyType
p2:tyvpe="gl:boolean">false</anyType></value></iten><item><key>EntryType
</ keyr<valuer<anyType p2:tyvpe="gl:string">Symbol
</anyTyper</valuer</items< /dictionary><dictionary><item><key>Name

</ keyr<values<anyIype p2:tvpe="gl:string">PLHT
</anyTyper</valuer</item><itemns
"gl:int">9</anyType

ex</keyr<valuer<anyType p2:type=
S itemr<items<key>Id</ keyr<valuer<anyType

= 1" >00000000-0000-0000—-0000-0000000D0000D
anyTypes</value></items><items><keyrIsExpanded</key><value><anyType
p2:type="gl :boolean">fal se</anyType></value></itens><item»<key>EntryType
</ keyr<values<anyType p2:tvpe="gl:string">Symbol
</anyTypes</valuer</item></dictionary><dictionary><item><key>Name

p2:type=n

11 DoCu

a |
Extended Hours: 364.15 A\ +0.230 (0.06%)

BA: 20 Periods : 15 Minute | +

ol

Quick Jumps ¥

</keyr<valuer<anyType p2:type="gl:string">DOCT
</anyTyper</valuer</item><itemr<keyrIndex</keys<valuer<anyType p2:type=
"gl:int">10</anyTyper</value></itemr<item><key>Id</ keyr<valuer»<anyType
p2:type="g2:gnid">00000000-0000-0000-0000-000000000000
er</valuer</itenmr<items<kevrIsExpandeds / kevr<value><anvyType

L n"r>false</ anyTypex>< /valuer</item><item><key>EntryType
</ keyr<valuer<anyType pe="gql:string" >Symbol
</anyTypes></valuer</item><,/dictlor

<dictionary><itemr<key>-Name

</ keys<valuer<anyType p2:type="gl:string">ISRG
</anyTypes</valuer</item><item><keyrIndex</ key><valuer><anyType p2:type=
"gl:int">11</anyTyper</value></items<itemy<key>Id< / keyr<valuer<anyType
pZ:type="g2:gnid">00000000-0000-0000-0000-000000000000
</fanyTypes</valuer</item><iten><keyrIsExpandeds/ key><value><anyType
pZ:tyvpe="gl:boolean">false</anyIyper</valuer</iten><iten><key>EntryType
</keyr<valuer<anyType p2:type="gl:string">Symbol

</anyTypes</valuer</item></dictionary>»</dictionarylistes/valyess /i tem=<item
>ckeys>Name</ keys<value><anyType p2:type="gl:string]'>T0 INVEST LATER
length : 982692 lines:43  Ln:1 Col: 362147 Sel:0]0 Dos\Windows UTF-8 IMS




@ nitrlus@bukowski: ~/android/com.avatrade.mobile/shared_prefs ! 5] el
MARKET "

= EURUSD; ; GEPUSD; ;USDJPY; ; AUDUSD,; ;USDCAD; ;
MOST POPULAR |CIJdEDIL;;GDLD::ETCUSD;:ETH;;DJSG;;S amp: PS00 ) ;NASDAQIOO ; ; DAX 30 s #APPLE; ; #G00
LE; ;USDMXN; ;ETCEUR; ;BTCJPY; ;

lo:?xml wersion='1l.0' encoding='UTF-2' =tanda
lone='yesza' ?igt;zlt:bundle key=iguot;rootiguot:sgt:szltrstring keyv=zguot:CHART
IDaquot;: wvalue=cquot;601479896cquot; fagrtyalt:string key=:iquot edit indexiguot
value=cquot;-lazquot: fagtrzlt:string key=ciquot;show.tipsiquot: wvalus=cquot;tr
nesquot;: fegtrelt:bundle key=cquot;0.parameters.bundlecquot;: agt;elto:string ke
=Lguot:parameters. countagquot; walue=iguot:0&zgquot gt:zlt;: /bundlecgr:zlo:stri

ng key=iquot;autoposition modesiquot; value=igu 1 quot; fagtyelt:string ke
v=cguot: . fitVerticaliquot:; walue=iguot:falseidqu gt;&lt:string key=aguot
showPortfoliciguot: wvalue=iguot;falsesguot ! ] string kev=igquot:show.ind
icatorsaquot: wvalue=&quot;truesquot; fegtrelt i1 key=:tquot;selected instr
mentiguot; value=cguot:;#ATzamp;amp;Tigquot: figtrilt:string keyv=:iquot:0.fullnam
ezguot; value=zguot;&iguot; Segt;ilt;string kev=iguot;periodigquot; wvalue=iguot
DAY:zquot; fagt:zlt:string kev=aiguot:0.name.localiguot; value=:siguot
lt;string key=:igquot;.study item modesquot; value=iguot quot; [
ng key=tguot:;last visible candleiquot; wvalue=iguot;2147T483647iquot
undle keyv=iguot;.selectedStudyvaguot;&gtr&lt;string keyv=igquot;size
quot quot; figtrelt:/bundlecgt;elt;string kev=iguot;show. leg21d
quot:;truesquot: figt:;ilt:etring kev=cguot:tvpeiguot; wvalue=iguot 1 quot
lt:string key=:tquot;rangeszquot; walue=iquot;YEARl:iquot: fiegro::zltc:string ke
quot:0.fullname.localaquot; walue=cquot:aquot: fegt:izlt:string key=iguot:aut
ogcale modefguot; value=iguot;trusiguot Fegt:elt:string key=iguot:0.enabled:ic
uot: value=iguot;truesguot; figt:;ilt;string kev=:iguot;compactiguot; value=:iguo
_fx_ A t;falsecquot: f&g lt;string keyv=iguot:;0.name:iguot; wvalue=iguot;iguot; figt
3¢ﬁ¥}1 i 1= lt:bundle key=igu O.plots. baﬂdle gquot;e&gt;E2lt:;string key=igquot;plots.countic
uoct; value=iguot qu L C:fbundlecgt: 1t string keyv=iguot data state:ic
® uoct; value=iguot gt '_: gtring key=iguot:candleWidthigquot:; walue=:igu
ot;1leguot 0 1t;: /bundlecgt




System.out: <{UYatchLi=zt> — ;
System.out: <WatchListld>1268844001< WatchListId> Watch Lists
System.out: {UatchlisztTune *A{-UatchliztTune >

System.out: | {UatchLiztHame *>POTENTIAL ITMUESTHMEWTS<|WatchListh
System.out: <A WatchList:?

System.out: {/GetWatchListsResponsel POTENTIAL INVESTMENTS
ActivityManager: Diszplaved com.etrade.mobilepro.activityscon

Select WatchList

Sysztem.out: Before calling service wurl AsestsmobhilesGetlatchl POTENTIAL INVESTMENTS
System.out: preszponse iz {GetWatchlListEntriezReszponse xmlns:»
ocation=""GetWatchLiztEntrieszsResponze.xsd" servicename="mohbile
System.out: <Result code=""A">

System.out: <Fault->

System.out: < Hesult:

System.out: <{YatchLiztId>1268844801 < WatchhssTld>
System.out: <Product’

System.out: <Symbol:*CIBR< 5ymbol:>

System.out: <PDisplay_Symhbol>*CIBR<-Display_Symbol>
System.out: <TypeCode>EQ<TypeCode >

System.out: <ExchangeCode *NSDQ<  ExchangeCode >

System.out: <Entryld>33441358001<-Entryld:

System.out: <{ExchangeGroup>*US< Exchanceiroup >

System.out: {Datefcquired>@? 222007 -Datefcguired
System.out: </ Product:

System.out: <Product’

System.out: <Symbol*AAPL:¥Symbol:

System.out: <{Displav s¥mool>*AAPLL Displayssymbhol>
System.out: <TypeCode>EQ<TypeCode >

System.out: <ExchangeCode *NSDQ<  ExchangeCode >

System.out: <Entryld>3344137001< Eniryuld>

System.out: <{ExchangeGroup>*US<-ExthangeGroup*

System.out: {Datefcquired>@?-2F-2017<{ -Datefcguired:
System.out: </ Product:

System.out: <Product’

System.out: <Symbol:5SPY< Suymholz>

System.out: <{Display_Symhol>*SPY<- Di=zplay_Symbhol:

|
|
|
|
|
|
|
|
|
L
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|




fandroid/com.firstrade.android® strings app
o7 0 | grep symbol

Ty

aplix _.f_'|_1 =1'1=|_1|,-_- com/nrivate/oetfavi"statn=sCnde FO0C
1", "result":{"list id":1,

:"Mobile Favorites",
nE ”q‘.:t-a:‘;tit-:-,-"’ 0

"update tTime™ ;"L
! "guantity™:0, "l
.JQ,"vnl":llﬂTEéi,"ch_JQE”:ﬂ. ; "change percent®:

_ :0,"cost™:0,"gain amount™:0, "gain percent™:l
p"Righ":56.89,"low":56 |41, "cloge price™:56.01, "update
i"watchlist id":1186914, "se type”:l,"=" 1" :"GREBMF" | "quar

P "bid":i2.45,"ask":2.49, "vol":] ( h, "change perce
amount "gain amount™:0, "gain percer
"asksize™:100, "high" L ~ice™i2 .42, "updat
m"}, {"watchlist id":11 hec typ :1, 1™ |"SPY"™, "qguar
6, "bid":246.6,"ask":246.61, "vol" 51302492, "change™:2.47, "char

 "Change

Tunit cnﬂr".u,"cus

[OUT-B8]1: 8=FIK.4.1E2=-0060E35=-wE320=52E7027-027024=-158249582E7131 =2hE?22E

[IN-8-81: 35=u&E6119=52E320=52E55--GPROE5E=G0PR0 INC-CLASS AE127=188E711¢
4-1:964-2 ;2643962 ,4: 762 /5 ; 76 4-65 06505 R G0 MG P Gl B0 4 411 ;965 412
65.-21:;964-22:966-23;:965,24; 966/25 266265968727 :967 2896829057305 969
?; 9?8/48 9?8/41 9?1/42 9?1/43 9?1/44 9?1/45 9?2/46 9?8/4? 972,48 7001 749 ;
6/53;9?5/59;9?5/6@;9?5/61;9?5/62;9?6/63;976/64;9?5/65;9?5/66;9?5/6?,?75z
3781775981785 981 /775983 /,885983 81 ;983825 982.-83;5782.-84;5 982 /85 ;7888659
A5 .96;:979 9759099898199 ;980188979 101 980182 : 980,183 ;979 4184 ;
AAE213=1E7214=2E7233=28

[IN-B8-81: 35=w ChartData 38375662 : Can pan bhack: true ticks:186 max:15F
[IN-B8-81: 35=w TimeSeriezManager: Server id set:52

[OUT-B1: &=FI&.4.1E9=-0085E35=1E320=53E1 =DU?77918E70724=158249582E6117=01¢

[ WorkerThreadl: 35=w TimeSerieszsManager: processor removed unsubscribhe 1T
Ey[key=158249582 :2hotxeswt:i—:fx_p_offl, m_serverld=52, m_reqld=521 total
[ WorkerThreadl: 35=w TimeSerieszsManager: Clear

[OUT-B1: &=FI&.4.1E9=-0012E35=-uE320=54E180=177E

reguesting —1 chart bars; isPan=falsze; TimeSeriesKeuylkey=06257:2h::xc ut:
[ WorkerThreadl: 35=w TimeSeriezsManager: setKeyData reqgld:55 key:TimeSer

[OUT-B]1: 8=FIK.4.1E2=-880E35=1E320=56E1 =DU??7218E7824=625726119 =01 7E70%71

[ WorkerThreadl: 35=w TimeSeriesManager: Added processor for TimeSeriesk
i2hosxesuti—ifx_p offl1, m_serverld=null, m_reqld=551

[OUT-B1: &=FI&.4.1E9=-0055E35=uE320=550E7027=-0E7024=6257E7131=2h&E?928=171
[ WorkerThreadl: 35=w Timeferiesforoger- oo r o rCrponyc proceTTons
[IN-8-81: 35=u&6119=55320=55E55CXE58=CEMEX SAB-SPONS HDR PHRT CEREZ12%
H=9250;925-1;925,2;924/,3;924-,4; 93402034 0 - 034 30734 o0 -0 20 - O3C AR -026
';926/28 926.,21;927,22;927,235926/24;926,25;926/263;927/27;927,28;9272/29;9

Symbel

EWw

FAVORITES

Symhbal or Company

17 Mobile Favorites w

Last Change Volume

+1.32
+0.67
+0.06

+2.54

Watchlists

WILL BUY LATER + NEW WATCHLIST

CH Yal
0.00 0.00% 2.52M
0.545 4.55M

9.24 x 454
9.25 1 689




xpected exception: Jjava.io.WritefAbortedException: writing ahorte

call determinedUizibility{) — never szaw a connection for the p1
javascript_dialog_manager.cc<6B8>] Mot implemented reached in viw
ndingDialogz{content: :WehContentz*>

call determinedUizibility{> — never zaw a connection for the p1
javascript_dialog_manager.cct68>]1 Mot implemented wreached in viw
ndingDialogs<{content: :WehContents=>

>1 "Failed to decode downloaded font: filejpevendreid=saeabeimm
le://7android_assetAvwwwssros/charts/index.html?svmbo 1=EWW {@>

>1 0TS parsing error: invalid version tag', source: file:~ /‘an

>1 "Failed to decode downloaded font: file:-~“android_asset/ s
e:sandroid_asset Avmwssrecschartssindex.htn 1?7z ymbo 1=EWY (8>
parsing error: invalid version tag's—sunrcer-Tiiesrwrand

exception: java.io.WritefAbortedException: writing ahorte

exception: java.io.WriteAbortedException: writing ahorte

exception: java.io.WriteAbhortedException: weriting aborte

tofill_client.cc<121>] Mot implemented reached in virtuwual void =
tofill_client.cc<121>] Mot implemented reached in virtual void =

nto ™

<Symho1>CIBR<-Symhol>
Lrroauct 1 gpe JEgs s rroauct Thes >
{ExchangeCode *NSDQ< Exchange Gide >
£ExchangeMame *HASDAQ HHM< - Exchangeiame >
{ExchangeDesc >

LTypeMame *Equity{-TypeName >

<TypeDesc->

LCurrencyrUSD< Currencyr
{ProdStatus 1< ProdStatus>

£ProdSvucRe tprwitotar i S-r' Proddvohotarmertwross
<SymbolDesc*FIRST TRUST WASDAQ CEA CYBERSECURITY
CLow>»21 .87 Towr

{FaztMktFlag>BA{- FastMktFlag>
tMextEarningsDate »8-8-8< NextEarningsDate >

/ﬂ 'I,l'_"-..-.n\‘:lnn/ /ﬂ Lo 2 ™

{Price>21.1699¢{ Price>

LEI05 126 AZ00% FE10o 126 7
“QuoteType>Real Time{ QuoteTlype>
<IzDecimalFlag? True </IsDecimalFlag>
{QuoteStatus>BA{ QuotelStatus>
{HewsFlag> False </ MewsFlagX
<Close>21 .415<{ Close>

<Hix>21 _48<-Hi>

fTimaTanaYEeT «TimeFone >

<Ask>21.19<{ Ask>

T LOE 0 T rELL Vo ldme >

LOnen>?1 484 0nei >

<Bid>21.15<{/Bid>

wGaoteLRecnangecoue *NEDQ<  Quote ExchangeCode >
<QuoteSymbol>CIBR{ QuoteSymhol>
CTimeStamp>@AB-A2-17—-1:31 :80PH ET<{-/TimeStamp>
4tHaltedFlag>B8< - HaltedFlagX

{Change >—H.25<{Change >

System.out:
System.out:
Suystem.out:
Suystem.out:

Suystem.out:
System.out:
System.out:
System.out:
Suystem.out:
Suystem.out:
Suystem.out:
System.out:
System.out:
System.out:
Suystem.out:
Suystem.out:
Suystem.out:
System.out:
System.out:
System.out:
Suystem.out:
Suystem.out:
Suystem.out:
System.out:
System.out:
System.out:
Suystem.out:
Suystem.out:
Suystem.out:
System.out:
System.out:
System.out:
Suystem.out:
System.out:

Pt ] ] e o e ] ] o] o o e ] o] o el e ] ] o] o ] e ] ] o e ] e ] o] ] ] ]

Symbol or{

iShares MSCI Mexico Investable M... <%
NYSEARC &: EWW

56: 78 40, 77(1.37%)

['IZ]- fﬁ-l'l‘i:

ompany

Option Chain

e

ELL

FIRET TRUST NASDAQ CEA -0.2457 [-07.14%)
CYBERSECURITY ETF B9 06k
[ME00) Bid 2115 200
= 21.19 5 300
Day high
21.48
22.41
52 weak high
.07
Diay bovw




bisekhat Weak password policies

USA 2018

e Some brokers such as Plus500 or
MetaTrader allow their customers to
choose easily guessable passwords

sgure | httpsy//www.mgl5.com/en/users/bukowski31337/security

Change password

News password: Confirm:
|||||||||| 6

Password must exceed 4 characters Password must exceed 4 characters

C {} | @ Esseguro | httpsy//www.mql5.com/er

Password must exceed 4 characters

MQL5 WebTerminal Documentation C

bukowski31337

12345
\‘TFFUﬁIE\i o (23] Contacts
i/ Settings Successfully saved

Confirm your authorization to apply changes

Current password: ssssssss

Plus500

World's Trading Machine

Registered User Login

fonmbar com

The password you entered is too long.
The password length is a maximum of
.12 characters.

’i oK

(7)) Forgot your password?

.
l Submit } [ New user




L.

blackhat Weak password policies

USA 2018

* Some brokers such as 1Q Option and Markets.com validate
the password policy client-side only




- . o
— () iqoption Q Trade Now
— AbrARE Tradin g s e
Change Password
: f you no any suspicious activity, we recommend char nassword.
Any cquastions about how to set If you notice any suspicious activity, we recommend cha our passwor
up personal data?
o Enter your old password Enter a new password
Visit our Help Center |
FERRRRRRERRN rRREERRN 0
Cancel Password Strength: Your password must
be at least 6 characters long and contain
at least 1 lettergnd 1 number
Session History Average
Information about the use of your @count. Last activity- today at 9:51 pm (Browser
Chrome)
Request Response
jﬂaw I Params I Headers I Hex ] jﬁawT Headers I Hex IJSDN Decoder ]
POST Japi/fprofile/password HTTE/L1.1 A HTTP/L.1 Z00 0K
Host: igoption.com Serwver: nginx
Comnection: close Date: Tue, 03 Apr Z018 0Z:h&:48 GHMT
Content-Length: 362 Content-Type: application/json; charset=UTF-8
Origin: https://igoption. com Connection: close
User-Agent: Mozilla/5.0 (Windows NT &.1; Wingd; x64) AppleWe t/E37.36 (FHTML, Sec-Cookie: _ uwat=cScE4e071dI853bceT7908c01l7al3ladlocd48abE30; path=/

like Gecko) Chrome/85.0.3325.181 Safari/f537.36

Content-Type: multipart/form-data; boundary=----WebFitF cundaryLiTeErLOP1EHx0s0S
Accept: wS*

RPeferer: https://igoption. com/fen/profile/securicy

Accept-Encoding: gzip, deflate
Accept-Language: es-ES,es;q=0.9,en;q=0._8
Cookie: _ga=GAl I SB80530117.1522723886; _gj
landing=igoption. com;
red_test_ab={%Ilrandom_ id%Z2:%ZZF83CF,
$22:1}; _uetsid=_uet54£563e7; _vm
pll_lancguage=en; _ym isad=I; _
sxid=£7E2070d630alatodo482led
_uat=cIced4e071dl853be7I0E

=GAL_Z_1583770701.1522723886;

S9-F1CT7-E462-455D-A4CT47DEECEZE 228 208 2 2group
=15227238928327805851; lang=en US;

igore Z2EE50089=w;
431772;
TJaliladleocdeabe30; platform=15; is_reculated=0

—————— WebEitFormBournd,
Content-Disposicio

LNcErLOPleHx0s03
form-data; name="current_password"”

Qwertyf00b4r
croBoundaryLllcExrLOPlEHx0s03
sposition: form-data; n s

Content—

123456

b FitFormBoundaryLleEr LOP1EHxOs02

Sec-Cookie: ssid=69938hdS5d5dhedT728c%eTelecalaccl;
Max—-Age=2592000; path=/; domain=_igoption.com
Sec-Cookie: s5s5id=69938LA93d5dbhEedT728e%eTelecalarcl;
Max—-Age=2592000; path=/; domain=ig-option.com
Sec-Cookie: s5s5id=69938LA93d5dbhEedT728e%eTelecalarcl;
Max—-Age=2592000; path=/; domain=igoption.com
M-Front-Host: fe-api-03
Arcess-Control-Allow-Origin: https: //igoption. com
Aecess-Control-Allow-Credentials: trus
Arcess-Control-Allow-Methods: GET, POST, OPTIOWNS
Strict-Transport-Security: max-age=15555800
H-Content-Type-dptions: nosniff

Content-Length: 88

expires=Thu, 03-May-2018 0Z:5&5:46 GMT;

expires=Thu, 03-May-2018 0Z:5&5:46 GMT;

expires=Thu, 03-May-2018 0Z:5&5:46 GMT;

{"isSuccessful”:true,”message”l[“Your password was successfully changed”]l“result”:null}

|




SETTINGS

Customer Info (i) Change your password

Leverage Settings

Current password Tl Ox

Change Password Your password must contain 6-15

J— characters (digits and letters only),
New pas d aaees o4 with at least one number, one

Notifications lowercase letter and uppercase letter.

Platform Features Retype password

| Original request | Edited request -
| Raw | Headers | Hex _

gel22521 Z4.groupl4=515295232710. a4dlda75h7; lo_window_state. groupld=minimized; incap sges 575 I

TEE=VTExoJqVEins fhubEkrTrGOUF 1 sARRAATUTIPAARRAAAEBR ) Sebr /s foWicIIrFWss,; incap_ses_ 975 _1Q87756=E {

OEFCEMNENUQIDVS 2AC0180620% 3A9% TCEEVIRANSSEABPMEXEENV TH 2AC01 806 20% 349 TCTEGFWEF CEEEEHE 2 FEET "hody": "fE£2fd55£513d8hEE3IRLLETOTSE1hebd”,
gE092921 27 groupl7=S1529523815.900924c%9af; visid_incap 1704500=fyySTfhsSHCghil 0SSP0 quitl sAR "success": true
THIMEWgalbD2gWHEE JwAAAADEuH BN fRarZieisdTpwwrls; incap ses 978 1704500=PIMKSexhiikSGwasgT4e5DWeu

hashedPassword=c0b4%actcacfecidalefoclhblldbfadTcioldPassword=0wertyvil0h4rfnewPassword=123

Save Changes &/ Changessaved




bl.—gc’:khat Authentication

LUSA 2013

* Most web-based trading platforms implement 2FA

* Most desktop platforms do not implement 2FA
* Even from same broker

* 8 mobile apps (24%) do not implement fingerprint auth
* Downside:

Please Note

All users with registered Touch ID >
fingerprints on this device (for example

) o*
children or a spouse) will have full
- ‘ access to your E*TRADE account(s),
" including the ability to trade and move
ROV money. Would you like to proceed with

21,8: Touch ID? 10

33.7(
0.15% NO YES

QQQQQQQ




o Auth Token as a URL Parameter to

black hat
usa 2012 - the Browser

* Session tokens passed through the URL are Single Sign-on
(SSO)
e Usable once
* A race on who opens the URL first

» Attacker or malware could leave an endless loop sensing the
OS process list
* Unlikely but feasible
* One second is enough to hijack a session



3 ) 140PMm %

- PRACTICE ACCOUI

b4 4 ' o - x
[ ] ] p=_ USD/CAD = AUD/JPY = AUD/CAD : EUR/CAD CAD/CHF Bitcoin s e e .
([} =& Option "B optior B o B Forex Cs ex +64.72% -+ "“_*H v S i @ Deposﬂ:
ortfolio p=, USD/CAD ~ . |
Partfoli 0O x x =+ i John Spencer 3 ChangePhoto B ©
PORTFOLIO ACTIVE FENDING @gmail.com 7 o
A = [# Personal Data -
e
FUT Deposit
@ All Positions - 50% B Mexico O Dey wunt @
$  Withdraw Funds 337
CURRENT PROFIT +$865.72 EERGEEEE . +
Q 1 As a Percentage +65% 15 Aug 2017 Q) OTN Tokens
o N ) Profit @
INVESTMENT $1,338.67 € cContact Support i
------------------------------ - £ Transactions History :) O C-“
P 1339 @ Bitcoin +$865.75 k = B e
2240y 2C +65% - 1) Trading History 1
WI.I.D P‘—\ A bt

245:1|248:1|253:0]254:0]255:0|256:1]|257:1|258:0(259:1]264:0[267:1|268:1]269:21270:11271:11272:0(273:0(279:1|282:0(283:0]284:1|285:1|286:0]287:1|288:128¢
0:492307:0|306:0|305:0|304:1]1303:1|| -=stringPrefs 3:7;release|151:0;|212:5;1.0|223:332; Lgedg! D270 - fO-: [ O 27?0°00272272272 < »4i-1 %%%}E%Sﬁﬁ”;ﬁ:ﬂ-’ﬂ/ﬂ
LY f= 100 stk : F ' () 2. . 0727=0|224:4;kigh| -schedulerPrefs 0001,2 -greomni /usr/lib/firefox/omni.ja -appomni fusc/lib/fi:
ni.ja -appdir fusr/lib/firefox/browser 26268 trus tab"

New Process: "/usr/lib/firefox/firefox https:/ auth.igoption.com/api/v1.0/login/token?gq=MiEIMTKk2NThEMzF1NIY2NinhYmZmNWI2 ZWInMT cxZj ImNThiMzNkMT JnZ j cxMDE 41
CEEYMGFhY2I2Nz1kZ jExMTYzZWESHDE]1 ZGI0Yzg3MGZiYzEZMTh jNTEyNjNhODM=zYTQIMjRIMWN Y22 YWRIMzY4NmR1 YW ImMDM4 Y ThEaHROcHM6 Ly 9pcW 3wdGlvbi S b2 06NDQzL3Byb2 ZpbGUE3ID"™
Hew Processy “JUSI/IIb/Xg6_o4- [IAUX-gnu/ing  cator-messages/ Indicator-nessages—gervice”

WNew Process: "/sbinfagetty —--noclear tty? linu®™
Hew Process: "/usr/lib/NetworkManager/nm-dispatcher®

nal Data

CqO a

iq _npﬁarl :

' Funds

John Spencer

DOWNLOAD

B c




= M cmd exe "CAWindows system32emd exe” /D /T ChlUsers nitrlus*AppData Local Temp*idj 2 705800036353281235 bat
E § bws.exe "ChudtsMtws exe” -J-Dskip UpdateCheck=true
"C:\Program Files g<26)\Mozila Firefox*firsfouc.exe" -osint -ud]"https //gdcdyn interactivebrolcers.com/sso./Authenticate TWS JSESSIONID=4D 2967060740 7304 D93B600/C584B 26C wwwsso 1 acct_id=01010101828action=ACCT_MGMT

"C:A\Program Files (86 \Mozila Firefoxfirefox exe"” contentproc —channel="6788 0. /57451532001841656634" greomni "C:\Program Files (86)"Mozilla Firefoocomni ja" -appomni "C:-%Program Files (86)"Mozilla Firefod\browseromni ja" -aq]

/ f Y
. Account Management b4 \. Activity Statement May 1 X "'-._;\_ \ [é,l

« > C ﬂ- | @ Interactive Brokers LLC [US] | https://gdcdyn.interactivebrokers.com/Universal/serviet/AccountAccess.AuthenticateSS074ction=ACCT_MGMT_MAIMEclt=18mid=001 {‘r| [ |

Reports Manage Account Support Logout @

CTEE—> Sarement

Trade Confirmations Flex Queries
Tax Maodels
Batch Reports

Not Avallable Maw 21 2018 12-00 PM FOT T -~

|E offers a comprehensive program of professional
trader webinars that can be viewed live or played
back at any time from your computer.

View entire list of webinars.

Current Margin Requirements (USD)
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URL session hijacking. URLs
with SSO tokens passed as
parameters to the browser.
Could be stolen from the
process list.
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../Documents/Conferencias/Are You Trading Stocks Securely - Exposing Security Flaws in Trading Technologies/Demos/Schwab URL session hijacking. URLs with SSO tokens passed as parameters to the browser. Could be stolen from the process list.mp4

Auth Token as a URL Parameter to

lack hat
usa 2012 - the Browser

* Platforms such as Money.Net implement their own Web Ul
e Also allow the user to use it or use the default web browser

SymbolMost ReChg %Chg MTD SYTD ¢

DOW-JONES INDUSTRIALS INDEX (I:DJI) ~ NASDAQ COMPOSITE INDEX (1:COMP) 9,100.00
o © Nasdag 100

25,199.29 0.00 O_SU 8,400.00

6,300.00

abr-18 jun-18 ago- feb-18 abr-18 jun-18

Go Back

un\ulnmnln|mm\"'W’mﬂ\\|||m|I||\|||"““’"H"||H||||H|W"‘h ‘I‘"IImmlll"““"‘im“ﬂ‘-‘"" S

g == €. MONEY.NET

age-17 feb-18 abr- 186 Jun-18 FREE 14 DAY TRIAL MEMBER LOGIN

Electronic Technology

Retail Trade Money.Net Members' Area

Transportation

Please login in order to access the page vou requested

Username
Health Technology

Password

Communications

Consumer Services

k rk - —
6:22:23 PM Industrial Se

TRP

e Manufacturing XRAY




L.

bihekhat Session still valid after logout

LUSA 2013

* Clicked on the “logout” button
* Sent a previously captured request +1 hour later

* Worked!
 E-TRADE
* Charles Schwab
* Fidelity

* Session should be destroyed in both sides, server and client



E-) TRADE &Account Types  InvestmentChoices  Planning  Trading  Pricing  Knowledge q

Logged off

@ | You have been logged offlyour E*TRADE account. To start a new session, simply log on
when youre ready.

Response
bu k****** [ Raw I Headers I Hex I HTML I Render ]
<) Last refresh March 02, 2018 5:19 PMET
I T YT Balances

i y » GO |
Remember my user ID Account: [ Individual Brokerage -2213 .TJ |
Foraot vour User ID or Password? *) Show =) Refresh
orgatyourseriorFassword: Previeus Cloze Real-Time Valuez
s of 03/02/18 5:19 PM ET
____hwe o
Total IMarleet Value of Securities £0.00
Cash Awvailable for Investment $0.00
Don't have an E*TRADE account? i ] e
Startinvesting now Sat Cash Awailable for Withdrawal $0.00
Met Cash Balance /1 $0.00

| #IShow Detailed Balances



E3TRADE

Account Types Investment Choices Planning Trading

Pricing

Knowledge

Q

Logged off

ou have been logged off your
You have been | d off E¥TRA
when you're ready.

t]leﬁﬁkﬁ***

accoukt To start a new session, simply log on

Response

[ Raw T Headers I Hex TJSDN Decoder ]

"data":

r
¥

"isMargin": false
"role": "PRI",
"account Zhorcllame
"futuresEligilhle"
"accountamne" -
"deEtatusCd": "1
"marginLewelCd"
"accountDeso":
"account Type":
"optionLewelld":
"institutionType"
"boepEligikle: "I
"accountiumber " -
"institutionllo":
"henfPermission":

nn
"

"Individual Brokerage",
"INDIVIDUAL",

"

1ser D
"o "Individual EBrokerage " . -

: false,
or Password?

.

nyw,

nen
"

8

r
"accountFey": "goT]LInFFedgETHAEaAiSVITVVgDaljdETgTIIoF Il

"futuresInProgress":

"typelPA": false,

false,

{
"lastRefreshDate": "03/02/718 05:04 PM ET",
"portfolicAccountValues": |
"unsettledCash": 0,
"intradayMarginableSecurities": 0,
"intradayMrqmPurPowerBe foredrderReserve":
"overnightNonMrgnPBeserveForlpendrders": 0
"nonMr¢nBeserveFordpenlrders": 0O,

"availableForWithdrawalWal": 0
"botalGainWal": 0,
"excessEquityPurPowerBe foredrderReserve":
"isAllBrkrghcontRecuest": 0O,
"settledCash": O

"

"

"overnightMr¢qnPReserveForlpenlrders": 0,
"isManagediccount": null,
"nonMrgmPur PowerAfcerdrderReserwve": 0,
"cashAvlForWithdrawl": 0,
"daysGainBealizedVal": 0,
"oashPurchasingPower": 0,
"contibutionsPreviear": 0

"

"intradayMrqmPurPowerifcerlrderBeserve"

-

[u]

o]

o]

"

"

"

"overnightNonMrgnPurPowerBeforelrderPeserwve" :

"mremPurPowerBeforelrderBeserve": 0,



Log Out Successful

You are now logged off. Thank you

Request

J RawT Headers T Hex ]

sing Charles Schwab.

Response

[ Raw T Headers T Hex T JSOM Decoder ]

SCHWAE PERSONAL TRUST
SERVICES

Looking to name a
corporate trustee?

GET fapi/eustomerAccount MyProfile/vl/HeaderInformation HTTP/1_1
Host: jfkgateway.schwab.com

Commection: close

Schwab-CorrelationId: heBf88fe-8h35-4034-59825-£f1 £3£f084135a8

Crigin ] /ol Lal

Authorization: Bearer
I0. LIFldGgylndk Ty ST 2hiTWIuVI9  -SCiwinoFTPgisEZz lul S0 dWITAEn 3de galEwTTFZZ=0[

Schwab-CharmelCode: 10

Accept: application/json

Schwab-Env: DEFAULT

User-Agent: Mozillas5.0 (Windows NT &.1; Wing4; xe4) AppleWebhFit/E537.3&
(FHTHL, like Gecko) Chrome/eb.0.3325.181 Safari/fLs37.38
Schwab-Gateway-Scope: api

Beferer: https://client. schwab. com/Apps/service/myprofile/
Avcept-Encoding: gzip, deflate

Avcept-Lancuage: es—-ES,es;g=0.59,en;qgq=0_8

"LoginId": "

"Jueryiuccessful": false,
"Parties": [
{

"TaxPayerId": "IN .

"CountrylfResidence": "US",
"DatedfBirch": " NN 0",
"CustTypeCd": "IND",
"OrgTypeld™: """,
"FirstName": "JOHIT",
"Otherlame": "",
"BuffixlName": "",

"Orglame": """,

"MiddleName": "",
"Citizenships": [

{

"CountrylEfCitizenship":

3arn more about
-ofessional trust
anagement »

nyrg e



SCHWAB
Log Out Successful
SCHWAB PERSONAL TRUST
SERVICES
You are now logged off. Thank you ing Charles Schwab. )
Looking to name a
corporate trustee?
Request Response
J RawT Params I Headers T Hex ] [ Raw I Headers I Hex T HTML IRendef ]
Accept: L . ) , A Total Cash & Cash Investiments
text/htunl , applicationd/xhtnltxznl, application/xml;qgq=0.9, inage /webp, inage/ apng, *
S*igq=0_8
RBeferer: https://client. schwab.con/Areas/Accounts/Balances $000

Accept-Encoding: gsip, deflate

=Language: es-ES, es;q=0.9,en;q=0_8
I Cookie: . lms-lang=en-U3; aam aaid=377559553817204013323556454583874835040; Total Market Value
ang=en-1T3; check=true;
bm mi=4511C4A04EFCDEZZE42875 2174155350 ~uwlVnZ x o4 IS gquV4cGZxCexFjaCilxTERL L
ULEczll8EIl=CVnIceRCalDEwS SequBhFITO3Gp freTayE/asB30gsvniwlillVeeU+iocint eSrEH $ﬂﬂﬂ
wt YTV oDMITA7THACT 28 G e T 2 /4 wA /DEErx PCgqut 8L4 Jo T TEVWI LpwlT+ MWV Ik b gn4 o gk xHTn T
EMtpégt JwliSyvEsitsshalyvuCoxxkhx3elFHEEd+D fmPEZ AT MEJws T4 A WudTOnFRAS TenbHL
4T840cD S LiGew==;
mhox=sessionfdT790£fff22Ee94e31815e9ff0ad]llacadfl 523421549 |PCHATI0LEE22Ee54e3]
Bl5eSffbadllacad. CZ8_EBH1586E640E5;
al_bmsc=BICDEDCTID4ES1Z495EABSDSEESECCCE4ZABELIE0Z32E0000TEEECDEAT4Z1DS3E~plE $UUU (U%)
Dl1seRDgZRMWzptnini o R20vL71IVIHAT Th4cn05c 0h0ZsgULpFSTUA fEEYySvAOR /MITD B 1nTSi+Ri
HIHGHNEYFY TERegElals3Ribh Jep glymm bV Ty ETEph3TldeTed vyl go lAeTTTr 3isn 5 2FWE 1 1 Hyr
ES9ypt PHWv U4 aGWERx Le CCITAO L iHSNChPSEs 7T 9di+v I RlpZo33Feh JFypaGTHodZayn 26T h/ Bl'oke:l'age A ccounts
sSgqxvTy313g0DACTP]BM:5481v; AMCUVS_SDES1Z3FS5Z45E1DC0A450D45%40Adobelrg=1;
s_wi=[C5]wl|ZDEECE14051D01C3-4000151100001AFE[CE] ;

Ilnz-dynamic-cookie=startin=CCBodyiscpn=IT; .
ADPUM=5=1573415746878er=hrtpst 2At 2F4 *Flus . schwab. cont“FLogint 2F-1950276895; Name Account Cash & Cash Investments Account Value Day Change

ElIGipServerclient-origin-rr-hde-443-pool=4032202850_47872.0000; Individual = 9664-7547 $DDD $DDD +$D-DD (D%)
aam Uuid=377555530817204013323956454583874835040; Totals $0.00 $0.00 +30.00 (0%)

Day Change **




L.

blackhat Privacy mode

LUSA 2013

* Protects private information from being displayed on the
screen in public areas where shoulder-surfing attacks are
feasible

* Most platforms do not implement this feature

o

< )/.’ ) -




blh&khat Privacy mode

USA 2018

 TD Ameritrade’s Thinkorswim for desktop
* Before and after enabling the privacy mode

w Socount Info = ; Monitor Trade = An w Account Info
Option Buying Power $144,725.48 Option Buying Power
Forex Buying Powe $10,000.00 Sorex Buying Powe

Monitor

Net Liq & Day Trades | §107,821.14 Net Lig & Day Trades
Cash & Sweep Vehicle 591,625.83 T

v Live News = . w Live News

Ini 1) - ) - SLOCKE GL 15 FOwe
'ﬂ' o 0 QU = ! =
' ' = .

u

0.00% : I TE I T

Popular CraftBits.com is Now Spinning I...
Balmain’s Olivier Rousteing custom desi...

A e N i il 17 7 Metres nf 2 0§ 5 e - s ] ;
Westhawven Drills 17.7 Metres of 3.9 gft . dede ek ek

$144,723.48
- — : B e e ELIOR GROUP: Monthly Information on....

MW LIPDATE: You'll save money on gas ... —a=N & SWeep Wehicle Gulf Shores & Orange Beach Tourism W ~2<h & Sween Vehicle
Root Canal Awareness Week Celebrates . $91,625.83 ' E— IZI-EII"'_""I'l - B




L.

black hat

USA 2018

Privacy mode

 TD Ameritrade’s Thinkorswim for mobile
* Before and after enablmg the prlvacy mode

1:10 p.m.

Balances Edit
All Accounts

$34.75
$199,737.77
$168,938.83
$237,877.66

$10,000.00
$10,000.00
$0.00

$10,000.00
$0.00
$0.00
0.00%

$0.00

1:10 p.m. 99% () #

Balances
All Accounts Edit

0000000000
0000000000
0000000000
0000000000
0000000000
0000000000
0000000000
0000000000




L.

blackhat Privacy mode

USA 2018

* Yahoo! Finance
» After enabling the privacy mode

— Q Busqueda de cotizaciones

BTC-USBIFTSE 100 Nikkei 225
6,676.90 7,600.45 22,597.35

MIS POS. ACCIONARIAS/PART.

Gananciaaldia = esssssss (-0.38%)
Gananciatotal @ =000 esssssse (-28.10%)

MIS LISTAS

MY INVESTMENTS -0.38%

6 simbolos Mex$eoeccsse

Ally : Ally Account

0 simbolos - Ally $evsssccs



blackhat Hardcoded secrets

USA 2018

e Obfuscation

* To deter reverse engineering
* Make it more difficult

: s
=8 a Torh v.class 52 Thah w.class 53 | Torh x.class 53 | T v.class &2 | Toah 2.class 53 | T a.class i3 | T

é---E a . .
-y 2.ciass TpddassE2 | fapedassil | o) fdassE2 | fpo.dass i3 | fap hdass 22 | fapidass i3 | Toap .class B3 | Ty k.dla

° [ ]
e Merrill Edge for Android: | (855 | heee [we [imem e | base | s | G| o
°
™ :Ej::: Jc.|__f'¢CoreAppIimﬁon.dassﬁﬁ | {,l__f'oa.dassﬁﬂ | Jol__.\'c.b.dassﬁﬁ | Jol__.\oc.dasssﬁ | Jol__f'na.dasssﬁ {p__f'ob.
b ad.class = i
np ae.dass localObject = paramT.L£();

- if {localObject != null) {
paramT.a(CMTHttpMethod . valuelf ({ (JSONObject)localObject ) .optString( "operation”)));
¥
¥
= if (ta(paramT.a(}}) {
break labell34;

ny af.class
nh 80.cass
b &h.class
nh @i.class
h &.class
nh ak.class 1
ny &l.class

m

o.b(paramT);

b am.dass parami.a(paramT);

b &n.class }

b @0.class for (33)

b 8p.class = i

b ag.cass return;

b ar.cass localObject = this.c;

fuh b.dass break;
Jo|_?c- c.dass labell34:

Jw_?u d.dlass jL;:f (paramT.p() > @)
Ie =
{orh &.dass ) )
Jw_?u f dass , paramw.alparamT);
I
JOITI\'O g.dass else if (ci(paramT))
{uh h.class - I
I
b |_.dass ciparamT, paramw);
- {ub j.class }

[ T R B N



L.

blackhat Hardcoded secrets

LUSA 2013

* 16 Android .apk installers (47%)

* Reverse engineered to human-readable code
* APl keys
* Private encryption keys
» 3"d-party service partner passwords

nitrius@bukowski:~/src/ £ grep —nir morningstar.com

MFProspectus.thi=s.prospectusNebView.
loadUrl ("http:// . fDocDetail.aspx?clientid= Ekey= Einvestm
enttype= &doctype= Eticker=" 4+ MFProspectus.this.getIntent () .getitringExtra ("symbal™) )

nitrius@bukowski:~ src/ £ I

* Dev/QA (internal) hostnames/IPs
» 4 desktop platforms (29%)
* 14 mobile apps (41%)



|£:| jadx-gui - com.avatrade.mobile-45.5-apk.plus.apk

File View Mavigation Tools Help

EBGES & &L E| S

Bl & |

#J com.avatrade.mobile-45. 5-apk.plus.apk &
- Source code

H} android
E}Eﬂ Com

Eﬂ appsee

-3 appsfiyer

Eﬂ crashlytics.android
= Eﬂ devexperts

=- 8

- EB Inmllzatnn

- net

-H retrofit

-H4 token
S C) AvatradeApplication

- % AvaVendorFactory

-4 MY_Qa : String

-85 MY_QA_API : String

--3F PROD_BALAMCER : String
--3F PROD_BASE : String

- 5F PROD_GUEST_API : String
- 3F PROD_WEB_API : String
- 4F QA_MOB_API : String

m

wbile.net.address. encryption.impl. RsaPasswordEncryption L

Ecorn.deue:-:pEfts.auat’ade.mnbile.token.impl.ErnptrUpdateUstener ®

- 4F TEST_API : String

public class AvatradeApplication_extends DXMarketApplication [
private static finpal String|MY Q& = "http://myqal.avatrade.com:8822/";
private static final String|MY_QA API = “http://myqa.avatrade.com:8823/api/";
protected static final String PROD BALANCER = 'https://mobbalancer.avaapl.net/dxmobile-balancer/";
protected static fimal String PROD_BASE = “https://mymob.avaapi.net/";
protected static final String PROD GUEST API = "https://apimob.avaapi.net//vl/sso/";
protected static final String PROD WEB API = “https://servicesmob.avaapi.net/api/";
private static final StringlQA MOB_API = “http://gqamcbapi.avatrade.com:8828/v1/ss0/";
private static final String|TEST_API = "http://testapi.avatrade.com/vl/ss0/";

protected static class AvavendorFactory extends VendorFactoryBase {

E com.devexperts. avatrac

private static final String| PRIVATE = "----- BEGIN RSA PRIVATE KEY----- \nMIICWwWIBAAKBEGZ iwmjVOwlBeuprcgVBSCz)

private static final String QA _PUBLIC = "
private final EnvironmentDescriptor mockDescriptor;

YnMIGeM

protected int getlocalServerPort() {
return 64186;

¥

5 public AvaVendorFactory(Context context) {

\AeaC5qa5Ib3DQEBAQUALAGMADCEB1IAKBEEY



nitrlus@bukowski:~/src$ egrep -hr "DEV .*URL" RobinHood/
public static final String DEV BROKEEBACE URL = "http://brokeback.dev.robinhood. com™;
public static final String DEV ANRLYTICS URL = "http://goku.dev. robinhood. com™;
public static final String DEV EXPERIMENTS URL = "http://analytics.dev.robinhood. com™;
nitrius@bukowski:~/arc% egrep -hr "132.168. .[0-9]4{1,3}™ Pluss00/
private static final String d = "http://1%2.1a8 140000/ ";
str = "http:/ff192.1&E8 140000/ ™;
str = "https://trade.pluss00.com/™.replace ("trade."™, "trade.test.").replace("trade.test.plu=ss500.com™,
nicrius@bukowski:~/srct egrep -hr "devexperts.com" Markets.com/
a({locallLinkedHashMap, "CosmosS5taging™, "show.cosmos.prosp.devex . O , "DIre.cosmos.prosp.devex ot 64000™) 2
a{locallinkedHashMap, "CosmosQL", "demo.ga.cosmos.prosp.devex . SOOI y "live.ga.cosmos.prosp.devext . com: 64000™) ;
a{locallinkedHashMap, "CosmosQiBRuslan®™, "demo.da.coSmosS.prosp.dsevex Loom: 64000", "89.113.133.21:64001"%) ;
a({locallinkedHashMap, "CosmosQiMike"™, "demo.ga.cosmos.prosSp.devexpe Loom:e4000™, "BS.113.133.22:64001™) ;
nicrius@bukowski:~/arc® egrep -hr "scottrade.dev:8080" Scottrads/ |
localURL? .<init>» ("http: //gamobstrmpel0l. scottrade ..dev: 8080™) ;
localURLZ .<init>» ("http:,/ /gamobdload00l.scottrade.dev: 8080/ MobileServiceProxy/api/Pepperoni/POST"™) ;
localURL? .<init> ("http: //gamobdload00]l . scottrade ..dev: 8080/ MobileServiceProxy/api/Pepperoni /DLY"™) ;
localURLZ .<init> ("http:,//gamobdload00l.scottrade.dev: 8080,/ MobileServiceProxy/apli/Pepperoni/PFRE™) ;

localURLZ .<init» ("http:,/ /develictepl0Z.scottrade.dev:8080™) ;

{"ClientRemotelddressResponse™: {"ipAddress":"10.¢ 21"} InitrOus@slacker:~$ curl https://us.etrade.com/apipy
son —H "consumerEey: B843c7d3759883583225a6a5%%a05: !

{"ClientRemotelddressResponse”: {"ipAddress":"10.: 23"} nitrlusislacker:~5

nitrOus@slacker:~% curl https://us.etrade.ccm/ap: peci/vl/market/client/remoteaddress.json -H 'consumerFey
{"ClientRemotelddressResponze”: {"iphddress":"10." 26"} nitrfus@slacker:~5

nitrOus@slacker:~$% curl https://us.etrade.ccm/ap: pec:/vl/market/client/remoteaddres=s.json -H "consumerEey
{"ClientRemotelddressResponse": {"ipAddress":"10.! 22"} InitrOus@slacker:~$ curl https://us.etrade.com/apipy
son —H "consumerEey: B43c7d375%883583225a6a5%%a05: !

{"ClientRemotelddressResponze”: {"iplddress":"10. 245"} lnitrlusk=slacker:~5

nitrlus@slacker:~5% curl https://u=s.etrade.com/ap: peclt/vl/market/client/remoteaddres=z_json -H "consumerEey
{"ClientRemotelddressResponse™: {"ipAddress":"10.¢ 23"} Initrlus@slacker:~5

nitrlus@slacker:~% curl https://us.etrade.ccm/ap: pect/vl/market/client/remoteaddres=s.json -H "consumerEey
{"ClientRemotelddressResponse”: {"ipAddress":"10.: 26"} Initrlusislacker:~5

nitrOus@slacker:~% curl https://us.etrade.ccm/ap: peci/vl/market/client/remoteaddress.json -H 'consumerFey
{"ClientRemotelddressResponze”: {"iphddress":"10." 21"} tnitrOus@slacker:~5 curl https://us.etrade.com/apipa
son —H "consumerFey: 843c7d379588358322526a5%5%a05¢: !

{"ClientRemotelddressResponse": {"ipAddress":"10.! 25"} Initrlus@slacker:~5

nitrOus@slacker:~§







bla‘.'c’:khat Hardcoded secrets

USA 2018

* Some executables/libraries with symbols

g X | IDA View-A IE Hex Wiew-1 IE Structures 3= Enums |?E| Imports
1| Mame Address
nect _| @ Trade:DefaultConnectionsPreferences:trltf&(char const *,char const *,int) Q00000018002E2B0
nect @ Trade:DefaultConnectionsPreferencesBufferstrltf&(char canst *, char const *,int) 000000013009F440
nect @ Trade:DefaultConnectionsPreferencesProxyutrlUtf8(char const *,char const ¥, int) 000000018008 FDFD
nect = Trade:EngineConnectConnectionOperation:trlUtf8 (char const *,char const *,int)
nect =¥ Trade:EnginelisconnectConnectionOperation:trUtfd(char const *,char const %, int) Q00a0001E00738E0
nect @ Trade:LogExportCperation:trUtfa(char const *,char const *,int) 000000018012BD00
nect @ Trade:MultilegSymbeolDemainsProvider:trlUtfE(char const *,char const *,int) 00000001800A8FC
nect @ Trade:PositionProvider:tridtf&(char const *, char const *,int) Q00000012800B34.40
nect @ Trade:ProxyStorageBasentrUtfichar const *,char const *,int) Q000000180274 070
nect @ Trade:LogExportOperation:trackExported(int) 000000018013F300
nect @ Trade:DefaultConnectionsPreferences:tryReschvePendingfAccount{Trade:IBrokerConnection *) Q0000001B003E2FD
nect @ Trade:Field:type(void) 0000000180112230
nect @ Trade:PositionProvider::updateState(void) Q00000018022F250
nDef @ Trade:AbstractPropertyPageController::userlnputsiTrade:Field5et const &) Q0000001800ACCED
b @ Trade:FieldProperties:visible(bool) Q00000018011 2FC0
tava @ Trade:FieldPropertiestvisible(bool) Q0000001 80113160
edef 7 @ TradenAbstractTopicivisibleFields {void) 00000001802EB350
; @ Trade:LogExportCperationiwrite ToFile(Trade:ILogDatabase: SelectResult const &) 000000018013 F900
@ DHEntryPoint 000000018034914C

Line 820 of 835



L.

blackhat Anti-exploitation mitigation

LUSA 2013

e ASLR
e DEP
e Stack canaries

* The majority of the desktop applications do not have these
security features enabled in their final releases.

* Similar mitigations on Linux



FileName

C:\Program
C:“Program

T 000 0 O 0 00000 00O©@Q§@Q 00
-
an]
H
[u]
[I%]
:

ARCH ASLE DEF

Safe5EH

Files\ Interactive Data‘\eSignal’\whatsnew.exe LMDE4 True False N/L

Files\Interactive Data‘\eSignal

1 Files (x86)“Common
1 File=s (x86)“Common
, File= (x86)‘\Common
1 Files (x86)“Common
1 Files (x86)“Common
1 File= (x86)‘\Common
1 Files (x86)“Common
1 Files (x86)“Common
1 File=s (x86)\Common
y File= (x86)‘\Common
1 Files (x86)“Common
1 File=s (x86)“Common
1 File=s (x86)\Common
1 Files (x86)“Common
1 Files (x86)“Common
1 File= (x86)‘\Common
1 Files (x86)“Common
1 Files (x86)“Common
1 File=s (x86)\Common
y File= (x86)‘\Common

R = T A LTI

eSignal.exe

LMD&E4 True N/L

Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive
Files\Interactive

TS T mmh Tt e e 5w

Data\Options Analytix\Specs.dll
Data\DM\msvcp60.dll

Data\ITrading Plugin=s“PT \2.0.4785.82

patafOiM\winros.exe |
Data’\DIM\proxydll.dll
Data‘\DM\msvert.dll
Data’\DM'\mfc42.d11

Data\Trading Plugins\Transact)l1l2.
Data\Trading Plugins\Transactil12.
Data\Trading Plugins“FT\2.0.4785.

Data’\DIM'\implode.dll

Data\Trading Plugins“Eft\2.0.4785.
Data\Trading Plugins‘\Eft\2.0.4785.
Data’\Trading Plugins\Eft\2.0.4785.

Data\Trading Plugins‘\FEXC%2.0.4785.1
Data\Trading Plugins‘Eft\2.0.4785.
Data’\Trading Plugins\Eft\2.0.4785.
Data’\Trading Plugins\Eft\2.0.4785.
Data\Trading Plugins‘\Eft\2.0.4785.
Data\Trading Plugin=‘ME \Z.0.4785.825IndiME.dll

Thimd =% T Ald e Tl ammed s T 3 [al ATTOC

L'I.J L'I.J L'I.J

[ R S I

S\DEMORPI.d11l

.4785.825%aesc.dll
.4785,825\RIJNDAEL . DLL

25M\PRTSRPI.d411

S%IndiEft.d11
Shstunnel’engineshubsec.dll
Shstunneliengineshgmp.dll
25\ IndiForexCom.dll
Shstunnel’enginestchil.dll
Shstunneliengineshcapi.dll
Shestunneliengineshgost.dll
5

[T LS R % R | I_u [ L R %

“stunnel\engineshpadlock.dll

ST TemAs TD A1

ARCH
I386
I386
IZg8e
I386
I386
Is86
I386
I386
I=86
I386
I386
I386
Is86
I386
I386
Is86
I386
I386
I=86
I386

——————
TIOELE TamTlmms Tl -

ASLE

False
False
False
False
False
Fal=e
False
False
Fal=se
False
False
False
False
False
False
Fal=e
False
False
Fal=se
False

DEF

Fal=se
Fal=se
False
Fal=se
Fal=se
Fal=e
Fal=se
Fal=se
Fal=e
Fal=se
Fal=se
Fal=se
False
Fal=se
Fal=se
Fal=e
Fal=se
Fal=se
Fal=e
Fal=se

SafeSEH

Jopt/igoption/
PIE

./fchecksec.sh —-dir
STLCE CLAMARY i

nitrfus@ubuntu:~

EELEROC REUNFATH FILE

Jopt/igoption

fﬂptfiqnpt'
fopt/iqopt

llLC++-uﬂ




PSS C:slUserssnitrBus~Downloads> Get—PESecurity —recursive —directory 'C:<Program Files (xB6)-<HinjaTrader 8*' ! Where—0Object {5_.ASLR —eq 'Fals
e' —or 5_.DEP —eq 'False' —or 5_.S5afeSEH —eq 'False'} | Sort—0Object —Property ARCH | Format-Table —Property FileHame.ARCH.ASLR.DEP.SafeSEH

ARCH ASLR DEP SafeSEH

C:~Program Files <(x86>-NinjaTrader 8-~hintd msvcr?@d.dll AMDG64 True False MWAA
:w»Program Files <(x86>“MinjaTrader 8-bint4swpricehistorymgr.dll AMDG4 Falze False HW-AH
:»Program Files <x86>-NinjaTrader B8>xhinbtdpricehiszstorymgr_szhim.dll AMDG64 False False MN-AA
:»Program Filesz <x86>-NinjaTrader 8-~bintd-~logdcplus.dll AMDG64 False Falze MNAA
:»Program Files <{x863-<HinjaTrader 8-bin6d“dhbcapi_64UCE _d11 AMDG64 Falze False HW-A
:»Program Files <(x86>-NinjaTrader 8-~hint4~ForexConnectShim.dll AMDG4 Falze False MWAH
:»Program Files <(x86>“MinjaTrader B-bint4d~httplib.dll AMDG4 Falze False WA
:»Program Files <(x86>-NinjaTrader 8-~hin6d~AgileDotMetRT64Pro.dll AMDG64 True False MW-AA
:»Program Filesz <{x86>-NinjaTrader 8-~bin~AgileDotMetRT64Pro.dll AMDG4d True Falze MWAR
:»Program Files <{x863-HinjaTrader 8-bin64“Proxydll_64UCE _dll AMDG64 Falze False HW-A
:»Program Files <{x86>-NinjaTrader 8-~hintd~gquotesmgr2_szhim.dll AMDG4 Falze False MWAH
:»Program Files <x86>-MinjaTrader 8~bhin64~Specs.dll 1386 False False False
»Program Files <x86>-NinjaTrader 8-~hinb6d~dbcapi_UCE.d11 1386 False False True
:»Program Filesz <x86>-NinjaTrader 8-~bintd-~proxydll.dll 1386 False Falze False
:»Program Files <{x863-<HinjaTrader 85bin6d4“Proxydll_UCE_d11 1386 False False True
:»Program Files {<{x86>-NinjaTrader B8-~hinbtd“NtDirect.dll 1386 False True True
:»Program Files <(x86>“MinjaTrader 8%~bin64~IMPLODE.DLL 1386 False False False
:»Program Files <x86>-NinjaTrader 8-~hin6d~MetaLib.dll 1386 False False Falsze
:»Program Filesz <{x86>-NinjaTrader 8-~bintd~AgileDotMetRTPro.dll 1386 True Falze False
:»Program Files {x863-HinjaTrader 8-bhin“logdcplus_dll 1386 False False True
:»Program Files <x86>-NinjaTrader 8-~bhin~IMPLODE.DLL 1386 False False Falsze
:»Program Files <x86>“MinjaTrader B8~hin“HtDirect.dll 1386 False True True
:»Program Files <x86>-NinjaTrader 8-~hin~MetaLibh.dll 1386 False False Falsze
:»Program Filesz <x86>-NinjaTrader 8-~bin~dbcapi UCE.d1l1l 1386 False Falze True
:»Program Files <{x863)-HinjaTrader B8-bin“AgileDotHetRTPro.dll 1386 True False False
:»Program Files <x86>-NinjaTrader B8-~hinshttplib.dll 1386 False False True
:»Program Files <x86>“MinjaTrader 8-hin“ForexConnectShim.dll 1386 False False True
»Program Files <x86>-NinjaTrader 8-~hin~Spec=s.dll 1386 False False Falsze
:»Program Filesz <x86>-NinjaTrader 8-~bin“guotezmgr2_shim.dll 1386 False Falze True
:»Program Files <{x863-HinjaTrader 8-bin“AgileDotHetRT.dl1l1l 1386 True True False
:»Program Files <{x86>-NinjaTrader 8-~hinbd“~AgileDotMetRT.d1l1 1386 True True Falsze
:»Program Files <(x86>“MinjaTrader 8“hin“pricehistorymgr_shim.dll 1386 False False True
:»FProgram Files <x86>-NinjaTrader 8-~hinspricehistorymgr.dll 1386 False False True
:»Program Files <x86>-NinjaTrader 8-~bin~Proxydll_ UCE_d4dll 1386 False Falze True
:»Program Files {x863-HinjaTrader 8-binsproxydll.dll 1386 False False False
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blackhat SSL certificate validation in mobile apps

USA 2018

* 11 mobile apps (32%) do not validate it
* Man-in-the-Middle (MiTM) attacks
* From the ones that validate the SSL cert, only Charles Schwab
allows the user to use the app with the provided certificate

Invalid Certificate
The certificate presented by the server

was not recognized and your network data,
including login and account information,
could be exposed and manipulated. Do
you trusl PortSwigaer CAltc- secure this

connection?
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blackhat Root detection

USA 2018

e 27 Android apps (79%) do not detect it

* From the ones that detect it, only TD Ameritrade and
Thinkorswim warn the user

A Advisory

TD Ameritrade has detected that your device
may be rooted. Rooting involves attaining
privileged control (known as root access) over
various subsystems of smartphones, tablets,
and other devices that run the Android mobile
operating system. Rooting a device may
reduce the security of your device and this
app.

Ok




blackhat Other weaknesses
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“harts ACtFX FXApps Help

o © 1J

[USD] AvaTradefct [PREVIEW] Exception x

EXCEPTIOM -
EListError in TcxTabControl
! CODE Med

AV MESSAGE
List index out of bounds (1)
DETAILS

CALL STACK

fx_dient.exe=>WorkspaceManager.pas=>TWorkspace. GetForm=> 155

fx_dient.exe=>WorkspaceManager.pas=>TWorkspace. GetForm=2>155

fx_dient.exe=>WorkspaceManager.pas= >TWorkspaceManager .Refresh=>239

fx_dient.exe=>WorkspaceManager .pas=>TWorkspaceManager .Refresh=>277 )

fx_dient.exe=>Main.pas=>TForm_Main. TabControl_WS5Change=>2>2950 torial

USER 32.dll=>=>CalNextHookEx==0

USER 32.dll=>==KillTimer =0

USER 32.dll=>==DispatchMessageW =>0
Q USER 32.dll=> = =DispatchMessage\ = >0

m

fi_dlient.exe =>WebBrowserWindow. pas=>TForm_WebBrowser.GetData=>57
fi_dlient.exe =>WebBrowserWindow. pas=>TForm_WebBrowser.GetData=>47
fi_dient.exe =>CommentWindow2.pas=>TForm_Comment2. GetData=> 109 ==
fi_dient.exe =>WebBrowserWindow. pas=>TForm_WebBrowser . FormActivate =>83
USER 32.dll=>==>CallNextHookEx =>0

USER32.dll===>GetRawInputDeviceInfoWW =>0

USER 32.dll=>==>CallNextHookEx =>0 e
USER 32.dll=>=>5endMessageW==0

USER32.dl=>=>5endMessage\i==0 -
USER32.dll=>=>CallNextHookEx =>0

USER32.dll=>=>SetFocus=>0

USER32.dl=>=>5endMessage\Wi==0

USER 32.dll=>=>=>CallWindowProc\ =0

USER32.dll=>=>=>CallWindowProc\ =0

USER 32.dll=>=>CalNextHookEx==0

USER 32.dll=>=>GetRawInputDeviceInfol ==0

USER 32.dll=> ==GetWindowLongW'==>0

USER32.dll=>=>CallWindowProcW ==0 =

Account(s): 855985 E] Balance: $71,714.89 Equity: $71,714.89 |UsableMargin: $71,714.89 | Used Margin: $0.00| 0 % | Met F
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* Client-side data validation not performed
* No sanitization against injected HTML/JavaScript code

Sy il T , sl /
3A%5C%220THER%5C%22%2C%5C%

220ffsitePlacemen%5C%22%3A%5C%
22Unknown%5C%22%2C%5C%22Paid
Search%5C%22%3A%5C%22Unknown

X Fidelity
THE USERNAME AND PASSWORD IS

INCORRECT. TRY AGAIN PLEASE (FAKE %5C%22%7D%22%7D%7D; PBELLA=1| CapitalOre investing” Done
LOGIN): 20170727.0skins|bella-nav|bella2017- —
en_US.min.js|; et_segment=UCS- ST- YOUR SESSION EXPIRED. PUT YOUR CREDENTIALS AGAIN PLEASE:
Username: CC- MOD- CIA-U IRA-N CSG- CT-;
mmcore.tst=0.364; includesptab=n;
trager1337 _lang=es-MX;

s_ppv=us.etrade.com%253Aaccounts%
253Achangemyloginpassword%2C100

Password: %2C100%2C1461; Password: [ ]
LastSARCheckTime=1501525582898;

ecccvee LastUpdateTime=1501525582892; m
NextSARCheckMillis=30000;
SessionExpirationTime=150152735289
‘ 1;
L@-gm mmcore.et_funding=%7B%22brokerage
%22%3A%7B%22value%22%3A%22CIA

Username: [ ]
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* Cross-site scripting
* Interactive Brokers

Interactive Brokers WebTrader X Webtrade Low-Cost Onlif&igading | Ir

o - ~—

MACHINEID=bbb53b41; JSESSIONID=worker131dkqqzty9aj1wcvj3h2beqebl.worker13;
ib=tpp160066; web=164818884; _ga=GA1.2.1010942411.1521498951; ib_fb_px=1;
IB_SEARCH=1526051231; XYZAB=5728439f20fba9a12cca77e0765c32aleec1b314

l Aceptar l
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e Sensitive data in URLs
* Clickjacking

* Personally, never heard of a real-life case

[ Clickjacking PoC X

(= ﬁ (Dfile:f,f}’l.’_':fusersfnitrDusHDDcuments,«Trading?—&EDTc—chnoIogies%20[in}SecuriTy,“u"JEB;'CIick_iacking%ZDPoCs}'markets.com_clickjacki

“® MARKETS.COM

WEB PLATFORM LOGIN

Please enter vour credentials

Login: | |

Password: | |

(@ filey/f{C;/Users/nitrOus/Downloads/dlickjacking - AvaOptions.htm

Salect your language

English nmap Deutsch Espafiol Frangais Italiano Tirk BE&5 sl Pyccko i)
T

@AVAOPHONS

Please enter your credentials

Login: |
Password: |

Note: For your protection, this system which requires a
password for access, is set by default to sign you off
sutcmatically after a certain period of time.
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* Session cookies without Ht tpOnly / Secure in ~50% of
the web platforms

* Lack of HTTP security headers in ~70% of the web platforms
e Strict-Transport-Security
* Content-Security-Policy
* X-XSS-Protection

e Internal IP addresses and emails disclosure

* HTTP response headers
e HTTP body
e JavaScript files



O No Cybersecurity Guidance on Online

blauglglggg Trading Threats

* Most brokers offer education on trading only

* No guidance on
* General security
* Privacy issues
e Antivirus / Firewalls
* Phishing
* Contact emails to report something related

* For example

* Firstrade
e TD Ameritrade



1r ”nsrn‘nf Feedback BRI - Symbol or Company | Detailed Quote v | GO 63868544-Individual J SP.. v LOG OUT

nvestor Center
Home My Accounts Trading Research & Tools Retirement & Planning Education Customer Service

Contact Us Fund Your Account FAQs Form Center Pricing Promotions Online Security Sitemap

F(‘V C

Welcome to the
Online Security Center

How Firstrade protects your data

How to Deal With Security Threats to Your Account

How to protect your personal

information
Although scam artists try very hard to make fraudulent emails resemble official communication, there are often

clues that will allow you to detect the scam. Here are some common characteristics of "phishing" emails, and
how to determine if the email is authentic or a spoof.

How to deal with security threats
to your account

If you suspect any fraudulent Start by spotting the fraudulent communication.
gctivity_, plea'se contact us « The email is completely unsolicited, from an address that looks legitimate (such as support@firstrade.com
immediately: or feedback@firstrade.com).
« The email includes the logo graphics to convince reader of its authenticity, but has obvious typos and poor
Telephone: 1-800-869-8800 grammar.
: . « Content of the email lures the user to reply in order to confirm or verify personal information. This is usually
Email: service@firstrade.com B TN R A N R ARG _—

[GetQuote 1-18' Please enter a stock, option, or mutual fund symbol to the left and click [GO] P | 63868544 v ||BuyingPower v | G0 2




Online Threats =~ Better protect yourself by understanding the threat

Knowing about possible online risks will help you better understand and recognize potential online threats to the security of your

personal information. Your awareness, combined with our vigilance, can help to decrease the risk to your accounts and information.

Asset Protection
Guarantee Awoid becoming a victim—use security products and tools
What to do if you suspect you're a victim
Security Products
Identity Theft
Our Security
Procedures Identity theft-using a person’'s personal or financial data to commit fraud-is one of the most rapidly growing global crimes. The targets of this
crime are your personal information, your financial information, and access to your online accounts.
About Security Tools
The personal information often targeted includes:
Site & Browser = Name, address, and date of birth
Settings

Social Security number

Drivers license number

Minimum Requirements

= Passport
Online Safety Tips = Signature
Online Threats The financial information often sought is:

= UserlDs and passwords

* Security Issue = Account numbers and ABA numbers

* Spotting Phishin .
F . . = Credit card numbers
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* Please refer to the white paper for more detailed
vulnerabilities, screenshots and statistics
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* Reported vulns to 13 brokers

e September 2017
* May-July 2018

Broker Date Reported Status
TD Ameritrade gg:gg:g ﬁgﬁgﬁﬁg
Interactive Brokers ggggg 2222223
Charles Schwab (2)4618212 E:Egﬁ:g
Plus500 giggig 2228223
AvaTrade 228212 CR:igfa::Etzciinitiated, no answer yet
IQ Option ggggg ggg?ar::??nitiated, no answer yet
Markets.com Do) Ll Reportec_i iti
21-06-18 Contact initiated, no answer yet
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* Reported vulns to 13 brokers
e September 2017
* May-July 2018

Broker Date Reported Status
Robinhood 06-09-17 Reported
eToro 06-09-17 Reported
E-TRADE 06-09-17 Reported
Capital One 06-09-17 Reported
easyMarkets 06-09-17 Reported
Firstrade 06-09-17 Reported
Grupo BMV 18-06-18 Contact initiated, no answer yet
Coinbase 17-07-18 Contact initiated, no answer yet
Yahoo! Finance 18-07-18 Reported
ETX Capital 19-07-18 Contact initiated, no answer yet
ETNA Trader 19-07-18 Contact initiated, no answer yet
OANDA 20-07-18 Reported
Money.Net 28-07-18 Contact initiated, no answer yet
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* The brokers that communicated more with IOActive
* TD Ameritrade

Ameritrade

e Charles Schwab

charles

SCHWAB
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* Social trading risks

* Some brokers implement social capabilities on their platforms
* Copycat trading

* Even the stock markets mteract W|th people through soual media

\’.‘-,“_:_2; < o S aetEcR s 428pm. ooumm  aiTELcEL
A.,_» S—

< nasdaq

310 80.5mil 1,556

Enviar mensaj je S| ¥

At Nasdaq, we're relentlessly reimagining the
markets of today. Not by chasing the possibilities of
tomorrow, but by creating them. Z.
#RewriteTomorrow

www.facebook.com/SocialMediaGeekOut/videos/
396954320776261/

4 Times SquY ‘ork, New York
bbbbbbbbbbbbbbbbbbbbb

RRRRRRRRRRRRR

ooooooooooooooooooooooooooooooo

Coémo llegar
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blackhat Further research
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* Social trading risks

* In addition to fundamentals and technical analysis tools

e Sentiment analysis
* Analyzes acceptance or rejection of certain securities by people

A2 kT
»

+8. 71~



Nintendo Co Ltd = orc pink - current information: NTDOY NTDOY - E
Information Technology : Software | Large Cap Growth | Based in Japan [+ ] Company profile

Symibol lookup
Postmarket Last Trade Change Since Close Bid Ask B/A Size
$41.74 % -0.0615(-0.15%) 200 0.00 0x0
July 17, 2018 4:02pm ET
m m Closing Price Day's Change Bid Ask BfA Size Day's High Day's Low Volume (Above Average)
$41.80 ¥ -0.235 (-0.56%) 41.68 41.84 100x200 41.80 41.52 333,706
! ] o ) ) July 17, 2018 3:59pm ET
Set triggers Setalerts  Add to watch list Historical quotes & splits [ Income Estimator MNEW

Summary = News | Social Signals | Charts @ Earnings | Fundamentals  Valuation @ Calendar | Analyst Reports | Peer Comparison | SEC Filings

W Follow @TDAmeritrade W Share your Twitter username

Selected recent tweets Social indicators
7-day volume Sentiment
Steven Wang . 4 .
@stefanow777 349,506 73.4%
Are adults who play 'Pokemon Go' hopeless slackers? | Most-tweeted NTDOY brands
@guidelive p.d-news.co/ngsx
Pokemon 215.45 [N
1:38 PM - Jul 17, 2018
. Nintendo 142,98k N
O 1 & See Steven Wang's other Tweets o Bokemon GO 101.96« N
Mario 60.76K [
% Random Wikipedia Ro L Zelda a0.87< I
‘o @RandWikipediaRo

Game Boy Advance SP wd52t.app.goo.gl/ALm84Joe1JLfc...

m ¥  Options: Enter underlying symbaol and click Chain | Index: use "$§" (e.g. $DJI) HH
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* Social trading risks

* Trading on misleading information (i.e. fake news)
* Confusion

PGP 13.7352 1372 13.75

PIMCO GLOB STOCKSPLUS & INC FD COM Bid Size: 4  Ask Size: 1

(@) i Twitter, Inc. (US) | hitps://twitter.com/search?q="%24PGP&src=typd

g? Momentos [E?Notificaciones ] Mensajes . 4 SPGP

* 14 may. v
l, Attentio Users exploit has been found , check eff.org for more details.

Exploit paper released Trmw(5/15)
Shroken Shacked Sattack
eff.org/deeplinks/2018...

& Traducir Tweet
O 1 11 W, 5

coD

[T‘] SBEPOP SBPOPM SBPOPN SMIME|SPGP|Popular encrypted email standards are
e unsafe - European researchers

8% The Market is Open @t'e*’a’{e:a;;;l- 14 may. v

@ Traducir Tweet

The Market is Open

News ranking and comments for article Popular
encrypted email standards are unsafe - European

researchers May Wed2 Thu3 Frid Mon7 Tue8 9 Thu10 Fri 11 Mon 14

Lo: 13.25
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* Trading protocols
* B a C k Offi C e Exchange Native Order Flow FIX Order Flow Market Data

Europe |[edit]

Cboe Europe? BOE 42 PITCH
 Stock exchanges Eurex en Y FrAST
. . . Euronext UTP Direct - -
° I n Stlt Ut I O n a | t ra d I n g Borsa Italiana IDEM Derivatives SAIL 42 HSVF
Liffe = - -
London Stock Exchange Millennium | 4 5.0sp2 | & Level-2 ITCH Market Data
Moscow Exchange (MICEX) MTESRL-TSMR 44 FIX/FAST
Americas [edit] Moscow Exchange (RTS) Plaza2 44 FIX/IFAST
Exchange Native Order Flow FIX Order Flow Market Data Oslo Bars (Derivatives) SAIL 3 42 HSVF
Bolsa Mexicana de Valores FIX 4.4 - version 2.4 INTRA/ SIVATCP Oslo Bers (Equities) Millennium (5.0) ITCH and FIX/FAST
Boston Options Exchange SAIL 4.2 HSVF London Stock Exchange UK Derivatives | SAIL (Native) 4.2 HSVF
Chicago Mercantile Exchange n/a iLink Simple Binary Encodingg’ Xetra ETS 4.4 FIX/FAST
Montreal Exchange SAIL 42 HSVF
Nasdaq OUCH 4.2 | § ClientgglPermanent dead fink] - ITCH5.0 & Asia [edit]
NYSE UTP Direct | 8 4.2| glpermanent dead ink]
TSX FIX Client& TSX-FIX QUANTUMFEED Exchange Native Order Flow | FIX Order Flow | Market Data

Aequitas Neo FIX FIX NITCH Tokyo Stock Exchange Arrowhead 4.2 FLEX
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* No documents related to security
* General recommendations
* No guidance to FinTech companies
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e Score online brokers on a scale of 1 to 5 stars

* Should give accolades or at least mention the security
mechanisms the evaluated trading platforms implement

Commissions &  Offering of  Platforms & Research Customer Mobile Education Ease of Order Bankin Overall
Fees Investments Tools Service Trading Use Execution < Rating

-

Brokers

Fidelity

TD Ameritrade

Charles Schwab

E*TRADE

Interactive Brokers

Merrill Edge

TradeStation

Ally Invest

Firstrade

SogoTrade

Capital One Investing
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* End users

* Enable all the security mechanisms their platforms offer
* 2FA
* Biometric auth
» Automatic logout/lockout

* Do not reuse passwords

* Developers
* Analyze your platforms
 Secure design/programming

* Brokerage firms
 Audit your applications internally and by 3-party companies
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e Apparently, cybersecurity has
not been on the radar of the
FinTech space in charge of
developing trading apps

* Correlation seen: the biggest brokers are the ones that
invest more in security

* Their products are more mature in terms of functionality,
usability, and security
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* Trading applications are less secure than retail
banking.

* End users: enable all the security features
provided by your broker.

* Brokers need to improve not only their trading
applications, but also backend technologies for
trading.
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