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In a single day...

26 million people

2 3 2 country/regions

17 million first seen attacks



60% of these attacks

were over within the
hour



Windows Defender Advanced Threat Protection
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Windows Defender ATP Research

g4
m Threat Predict Research Team

Our focus: Use machine learning
to block attacks for Windows
Defender ATP

Client



Machine Learning Primer



Types of Machine Learning

SUPERVISED UNSUPERVISED
.o ‘.. - .:t.: ................

EXPERTS=> LABELS—> ML-> PREDICTIONS UNKNOWN UNKNOWNS ANOMALY DETECTION



Types of Machine Learning

SUPERVISED

EXPERTS=> LABELS—> ML-> PREDICTIONS



Machine Learning tor Endpoint Protection

LOCAL ML MODELS, BEHAVIOR-BASED DETECTION
ALGORITHMS, GENERICS AND HEURISTICS
CLlENT milliseconds

CLOUD
\ METADATA-BASED ML MODELS /
milliseconds




Client Machine Learning

Pro:
Disconnectea

orotection

Con: Silent
r adversarial brute

= | > force attacks




Cloud Machine Learning

NO private brute
forcing

Minimal client
performance impact




Adversarial ML Examples



Theoretical Attack Vectors: Supervised Model
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Specially crafted files=>AV industry FPs

1. Identify signature

fragments detected 2. Identify automaﬁed
as malicious detection techniques

iED udl urideseepP 4. Add crafted files to
3D/{»ra—92G; VirusTotal using TOR
3. Inject signature

C ugtP fragments into 7' :!
clean files

61027c25debfbb
A 0@ 66 B0 PA AR A@ B BY DD 41 6@ . .

Bl AR B B B0 BB A B B0 BO BA AA & 5 A t II' t

Bl A B B0 B0 PO A B B0 B0 PO OA ° u O a Ion SI nS
F 75 14 FF 75 18 8D 34 A7 8A B84 A7 58 IiEQ ufl ukideis=P .
7B 72 83 C4 AC 47 3B 7D AC 88 86 ?C EA OD {ra 9G;>PEdin

A B8 B9 @@ B8 66 A6 @A BA@ 3% 45 18 BE 88 1f4+ 9EMdE ta rgeted Clean flles,
G0 00 0B b0 00 4o 4p G b 00 b0 00 0o 0a g - o U0 10 MO :

A A B8 B0 BB BP BA BF B0 B0 BB BA BF @0 B0 BB BA III |t | d h FP
HAA125EEA 0@ AR B0 BA BA A0 OA B0 BA AW B OF B0 BA A8 68 u |p e Ven OrS ave S
AEEAE1 25EFR B0 B0 960 B0 AR BA HE 66 B0 G0 BB OB B0 B0 B0 BA

AEEAE125FAR B0 BE B0 B0 AR BE HE B0 B0 A0 B OB B0 B0 B0 BA
AEAEAE125F10 B B0 960 B0 AP BE HE 66 B0 A0 BA BB B0 B0 B0 BA

HEOBBEA125F28 B0 B0 B0 B0 BB B0 B8 B8 WA B0 B0 B0 B0 B8 88 B8 I
v 2 HEUBBEA125F180 B0 B0 B0 B8 BE B@ B8 B0 B B0 B0 B0 B0 B8 88 B8

HABRRA125F48 B0 B0 B0 BE BE B@ BB B0 BA B0 B0 00 OO 08 B8 B8
v_ HA0ARA125F58 @@ 80 F2 D5 C? A3 A1 68 61 B0 B0 00 B0 08 68 68 2@ 2

HABBRA125F6H B0 B0 B0 B0 BE B@ B8 B0 BA B0 B0 00 00 08 B4 B8 I
V HRBBRA125F78 B0 B0 B0 B0 BE B0 A6 B0 BA B0 B0 00 00 08 B8 B8

9BEPAA125F80 G B0 B0 B9 A DA 0P 90 00 69 A DA 00 00 00 6O
9BEPAA125F90 G B0 B0 B9 A DA 0P 90 00 69 PG DA 00 03 00 6O —
9BEPAA125FAG B B0 GO GO A DA 6P B0 BG B0 A DA OO 00 00 6V | /7T
9BEPAA125FBA 6 B0 GO GO A DA 6P B0 AO B0 A DA 0P B0 B0 6V

BBEPAA125FCA 6O B0 GO GO A DA 6P B0 BO B0 A DA 0P 0O PO 6V
@BEPAA125FDA 6O B0 OO GO A DA O B0 A0 6D A DA OO B0 OO 6D ,—

ARRBRA125FEA AR AR A0 BA AR A AR BB AR B0 BA OA OO O A8 AR
HBRBRA1 25FFA AA A0 B0 BA B B AR BB B0 B0 BA OO OO O @8 68

For more details, see presented at Virus Bulletin 2013


https://www.virusbulletin.com/uploads/pdf/conference_slides/2013/BatchelderJia-VB2013.pdf

Attacks on Certificate Reputation (Early 2017)

- Synthetic traffic designed to quickly et ] T
gain reputation on a digital — —
certificate e -
- Targeted Windows 8

- Originally surfaced as a high =

percentage of traffic that wasn't

classified

- Low-volume and unsigned file
attacks were also identified during e e
iInvestigation



Attacks on Certificate Reputation (cont.)

- Attackers guessed major features Percent Classified with and without
(time, traffic, digital certificate) o Complemeniy ek

. 95% N 4" [ J
Team developed complementary o MWQ, *\/V‘\fo\q,L
models with additional features -
that filtered ftake traffic out of B
telemetry 0%

65%

- Combination of models removed S —————

attack traffic from training data SSESESESESESEEERES



Previous research pointed to ensembles

- Research on adversarial attacks against deep learning classifiers

- Showed that an ensemble of classifiers helped defend against the
attacks tested in the paper

- See more at:
Attack and Defense of Dynamic Analysis-Based, Adversarial Neural Malware Classification Models

Ensemble Model Development and Testlng


https://arxiv.org/search/cs?searchtype=author&query=Stokes,+J+W
https://arxiv.org/search/cs?searchtype=author&query=Wang,+D
https://arxiv.org/search/cs?searchtype=author&query=Marinescu,+M
https://arxiv.org/search/cs?searchtype=author&query=Marino,+M
https://arxiv.org/search/cs?searchtype=author&query=Bussone,+B
https://arxiv.org/abs/1712.05919

Fnsemble Machine Learning Primer

Ensemble Model Development and Testing
Ensemble ML Primer



TRAINING DATA
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Final Verdict

Wolpert, David H. " " Neural networks 5.2 (1992): 241-259.



http://www.sciencedirect.com/science/article/pii/S0893608005800231

Challenges

Dealing with:

- Active adversarial

- Volatility/ Covariate Shift
- Noisy environment

Scale:
- Petabytes of threat Intelligence daily

Fvaluate:

~2.3 Billion global queries everyday



Diversity



Diverse Models

Diff
DI
DI

AW

Different optimization settings

erent feature sets
erent training algorithms
erent training data sets



Features - Highly dimensional data

¥

Machine
attributes

@ Behavioral
contextual

Process and installation
ProcessName
ParentProcess
TriggeringSignal
TriggeringFile

Download IP and URL
Parent/child relationships

Feature Set

OS version
Processor
Security settings

and
attributes

Behavioral
Connection IP
System changes
API calls

Process injection

Locale
Locale setting
Geographical location

Researcher
Expertise

IOOI 'OOI 'OOI Static file
lololo attributes

Partial and Fuzzy hashes
ClusterHash

ImportHash

Fuzzy hashes

Full File Content
Header

Footer

Raw file content

10k+ researcher attributes
100k+ static attributes

10k+ behavioral attributes

File properties
File Geometry
FileSize
FileMetaData

Signer info
Issuer
Publisher
Signer




Diverse Set of Classifiers

Client
Models

Cloud
Models

Full File Content
Models

Feature Set Learner # of Features P
PE Properties Fast Tree Ensemble 10K+ features
Researcher Expertise Boosted Tree Ensemble 190K+ features | JavaScript
Behavioral Boosted Tree Ensemble 6M+ features
Fuzzy Hash 1 Random Forest 512+ features VS
Fuzzy Hash 2 SDCA 10M+ features PDF
Static, Dynamic and Contextual  Averaged Perceptron  16M+ features
Researcher Expertise, Fuzzy Hash Averaged Perceptron  12M+ features Macro
File Emulation BININ 150K+ features
File Detonation BININ 10M+ features

Training Algorithms Training Data Sets

.................................................................... >



Optimizing for Ditferent Threat Scenarios

Training Cadence: Classifiers:
- Malware

- Clean

- PUA

- Enterprise specific

8 91011

96% of malware is seen only once For multi-use malware, protection within the first

N :||e Type SpeC|-ﬁC few hours is crucial

Optimization Settings
....................................................................................................................................................... >



FileEmulationClassifierl -

FileEmulationClassifier2 ‘w

FileDetonationClassifierl - 0.95

-08

FileDetonationClassifier2
CloudClassifierl
CloudClassifier2

CloudClassifier3

~eature Diversity —g

ScriptClassifierl
FuzzyHashClassifier2
FuzzyHashClassifier3

FileAttributesClassifierl

BehavioralClassifierl
CloudClassifier?

BehavioralClassifier2

CloudClassifierl
CloudClassifier2
CloudClassifier3
CloudClassifierd
CloudClassifiers
CloudClassifier
ScriptClassifierl
CloudClassifier?

FileEmulationClassifier2
FileDetonationClassifierl
FileDetonationClassifier2

FuzzyHashClassifierl
FuzzyHashClassifier2
FuzzyHashClassifier3
FileAttributesClassifierl
PEPropertiesClassifierl
PEPropertiesClassifier2
FileMetaDataClassifierl
FileMetaDataClassifier2
BehavioralClassifierl
BehavioralClassifierz -



Developing the Stacked Model



Stacked Ensemble

1. Boolean Stacking
2. Linear/ Logistic Stacking



Boolean Stacking

Logistic Stacking

TRAINING DATA

.........................................

: Voo
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Final Verdict

Model
Probabilities

Final Verdict

TRAINING DATA
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Model Selection

Logistic

LightGBM !l .
'9 Regression!!!

Averaged

Perceptron !!!



Experiment Design

P Validate

Test °




Experiment Design

Supervised Tralnlng

....... Optimization Evaluation

Train Validate



Model Selection
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XGBoost (area = 0.95)
AveragedPerceptron (area = 0.91)
SDCA (area = 0.91)
LogisticRegression (area = 0.91)
LightGBM (area = 0.96)

FastTree (area = 0.94)




Final Training

 Generate diverse set of base classifiers

» Use model probabilities as input features to train
the Stacked Classitier

» Use LightGBM to train the Stacked Classitier

* Plot the ROC curve tor Stacked Classifier vs. Top
Base Classifiers



Results
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False Positive Rate

Stacked Classifier
FileEmulationClassifierl
FileDetonationClassifier|
FuzzyHashClassifierl
CloudClassifierl
CloudClassifier2
CloudClassifier3
FuzzyHashClassifier2
BehavioralClassifierl
Telemetry Classifierl
PEPropertiesClassiferl
BehavioralClassifier2
StaticClassifierl
BehavioralClassifier3




Fvaluating on Live Data?

Model evaluated on time-split test set

Confusion table

| | — e e m  m  m m  m m m  — — — —— ——
PREDICTED || positive | negative | Recall
TRUTH | |======================

positive || 703,140 | 59,131 | ©0.9224

negative || 2,1030 |8,013,623 | 0.9974
| |======================

Precision || ©.9710 | ©0.9927 |

OVERALL ACCURACY: 0.9811

Model evaluated on Live Data for 60 mins without any calibrations

Confusion table
| | — e e e e e e e e m m  m  — — ——
PREDICTED || positive | negative | Recall
TRUTH |
positive || 2,177 | 21,182 | 0.0932
negative || 14,004 |2,097,228 | 0.9934
|

Precision || ©.1345 | ©.9900 |
OVERALL ACCURACY: ©0.9835



Testing the Model



Data Leaks

- Information from the target inadvertently works its way into the
model-checking mechanism

- Causes an overly optimistic assessment of generalization
performance

- Filtering features that directly correlate to the training labels

With some data leaks Filtering known data leaks
Confusion table Confusion table
PREDICTED || positive | negative | Recall PREDICTED || positive | negative | Recall
TRUTH | | S TRUTH | | e
positive || 703,140 | 59,131 | ©.9224 positive || 625,324 | 136,947 | 0.8203
negative || 2,1030 |8,013,623 | v.Ny/4 negative || 29,540 |8,005 79963

Precision || ©.9710 | 0.9927 | Sion || ©.9549 | ©.9832 |
OVERALL ACCURACY: ©.9811 . OVERALL ACCURACY: ©.9668
10% drop in Recall



Model Probability  Verdict

|_| a n d ‘ | n g I\/I |SS| n g \/a ‘ u eS FileEmulation1 N/A Unknown

FileDetonation N/A Unknown
FuzzyHash1 N/A Unknown

- Not all Base Classifiers classity every threat | fuzzyHash 0.014020299 Clean
scena rlo CloudClassifier1 N/A Unknown
CloudClassifier?2 N/A Unknown
CloudClassifier3 N/A Unknown
CloudClassifier4 N/A Unknown
- What you Can do: CloudClassifier5s N/A Unknown
CloudClassifier6 N/A Unknown

- Retaining the instance but..

- Adding Boolean features indicating what
features were missing

- Cross Join between features ResearcherExpertise 0.07285905 Clean

PEPropertiesClassifier ~ N/A Unknown
. Interpretable models FileMetaDataClassifierl  N/A Unknown
FileMetaDataClassifier2 N/A Unknown
FileMetaDataClassifier3 N/A Unknown
BehavioralClassifier? N/A Unknown
BehavioralClassifier2 N/A Unknown

Stacked Ensemble 0.92 Malware



Using Unsupervised Features

- Adding K-means distance for each instance
from the centroid of each cluster as an input
feature



Other Improvements

- Maintaining a fixed label distribution for training
- Continuous monitoring of incoming telemetry to catch anomalies/ outliers before

training




Model Deployed !

Rut Is it Resilient to Aaversarial
Attacks...




What if ... We evaluate on rogue/ noisy classifiers as features

SAMPLES FEATURES MODELS/PARAMETERS)] CLIENT/CLOUD
e 101010 ] R
ololol
|0|0|0 Client




Experiment Design

Supervised Tralmng

Fvaluation

: Noisy Classifier
o " Probabilities




Expe rl me nta ‘ The classifier is robust to one of the classifiers
- e . being compromised at 1% FPR.
Verification

Trust, but Verify!!!

06

0.0 (area = 1.00)
0.1 (area = 0.99)
0.2 (area = 0.99)
0.3 (area = 0.99)
0.4 (area = 0.99)
0.5 (area = 0.99) Ratio of number of
0.6 (area = 0.99) instances perturbed
0.7 (area = 0.99)
0.8 (area = 0.99)
0.9 (area = 0.99)
1.0 (area = 0.99)
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False Positive Rate




What if ... We train on new rogue/ noisy classifiers as features

SAMPLES FEATURES ODELS/PARAMETERS  CLIENT/CLOUD

% 101010  F s R
0 I 0 I 0 I s ot.: .... . S :

101010 288 ) Client



Experimental Verification

Supervised Trammg Adding Rogue Features

Random Noise




Experimental Verification

# of Random False Trug .
e .. Positive
Classifiers Positive Rate Rate

0.8746% 96.1824%

0.8834% 96.1222%

0.8912% 96.0385%

0.8939% 95.8932%

0.8974% 95.8462%

0.9131% 95.8462%




What if ... Attacker crafts adversarial samples to flip verdicts

SAMPLES FEATURES MODELS/PARAMETERY CLIENT/CLOUD

“** 101010 5
ololol : () =@




Experimental Verification

Binary Perturbed
Feature Feature
Vector Vector
. 101010 I0I0I0
PE F||e ............ > OO0 coeeeoceeees > JISMA = e » 010101
101010 I0I0I0
v v
Model Model
v v

Classified m Classified @
Malware \&/ Clean



Experimental
\Verification
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Flipping top 2 Feature Values

Ratio of number of
instances perturbed

0.0 (area = 1.00)
0.1 (area = 1.00)
0.2 (area = 0.99)
0.3 (area = 0.99)
0.4 (area = 0.99)
0.5 (area = 0.99)
0.6 (area = 0.99)
0.7 (area = 0.99)
0.8 (area = 0.99)
0.9 (area = 0.98)
1.0 (area = 0.98)




What if...

Attacker is highly motivated
to somehow just break our
Stacked Ensemble



Realtime Monitoring

SAMPLES FEATURES MODELS/PARAMETERS  CLIENT/CLOUD
....... .
& K @ .e -
“* 101010 PRI o R
ololol ; [sdiy e :
101010 - A g S Client
# of Instances Relevant features Metrics Requirements Continuous Monitoring
Data Distribution Threat Landscape Overall Blocks
Bias Telemetry
Anomalies

Ensemble Model Development and Testing



Results!

Ensemble Model Development and Testing  Results



Impact of Ensemble Models

Percent of Threats Blocked by Cloud Protection
June 2018

Ensemble
Blocks
12%

Other Cloud
Blocks
88%

Ensemble Model Blocks by File Type
June 2018

Shortcut 11%

Signed PE File 3%

VBS 3%

Archive 4%
PE File

68%
? Documents and

macros 8%

Other (1k+ types)



True Positive False Negative

‘CloudClassifier3 “CloudCl ifiert

30NUs:
nterpretability — i

Scriptl i :FileMetaDataCl

:BehavioralClassifier2 :FuzzyHashCl
:FileEmulationCla -FileEmulationClassifigf
:ScriptClassifier]
:CloudClassifierf
:PEProperties Classifier2
-1.0-09-08-07-06-05-04-03-02-0100 0102

:FuzzyHashClassifierd
:CloudClassifier?
-FileEmulationClassifier1

False Positive True Negative

- R ‘FileMetaDataClassifier2
Properties Classifier2

~ ~ CloudClassifier2
-CloudClass loudClassifier

Top classifiers CloudC 3 ‘FileDetonationClassifier1
Contributing to EmulationC :FileEmulationClassifier1

verdict -CloudClassifier? :BehavioralClassifier1
:FuzzyHashClassifier2

Top classifiers JetonationClassif \PEPropertiesClassifier2

contributing to clean = :CloudC

Vlgellas EmulationClassi

-1.0 -09 08 0.y 06 -05-04-03-02-0100 01 02




Benefits of an Ensemble Model

Filters out noisy signals from an
occasionally underperforming model

Increases predictive power with easy
interpretability

Adds resilience against attacks on
individual models



Recent Realworld Case Studies (2)

LOCAL ML MODELS, BEHAVIOR-BASED DETECTION
ALGORITHMS, GENERICS AND HEURISTICS
CLlENT milliseconds

CLOUD
\ METADATA-BASED ML MODELS /
milliseconds




Case Study 1. Spear Phishing

- Small-scale attack in Central and Western Canada

- Most targets reached within 5 2 hours
- /3% of targets were commercial businesses

)éProfessional Landscape Supply(14.05.2018) - Message (Plain Text)
: 5/14/2018 12:50 PM

Editi

| Message
= New 3 ¥ Mark Unread %
x \ 2y 7 Create New =] N = a
- & a £4 .
- B4 Categorize ~ &
) Move 8- Translate
¥ Follow Up ~ v (X304

Reply Forward
|

Delete Reply
Tags

Sent: Mon 5/14/2018 5:50 AM

Subject:

-] Message | T-|fundamental_statement.pdf (229 KB)

Please see attached documents for your review. Kindly let me know if you have any questions.

Thanks. ALBERTA
e a3
Edmonton
. MBIA SASKATCHEWAN
Calgary
. .
Regina

Winnipeg

Vancouver



The Attack — Landscaping Invoice

=™ E:i?gf;.ggprofessional Landscape Supply(14.05.2018) - Message (Plain Text)

File ’ Message

x _«l ) _é E 7 Create New _j ?@ (3 Mark Unread a?ﬁ 2

E'jg Categorize ~
Delete Reply Reply Forward Move [}~ Translate
All v —1 ¥ FollowUp ~ v W~

v

Delete Respond Quick Steps . Move Tags P Editing

© This message was sent with High importance.
. NS L o) G A1 ."' aNe U . 3 2 c. 7 |
From: :,1»&-?2: 1\_.5'\-“’&:}3’1 NG Sent: Mon 5/14/2018 5:50 AM E = Start » P W
To: Undisdosed recipients: Il
Ca
subject:  ETHR I Professional Landscape Supply(1405.2018) e O @ ' hxops:/fwww.markem365docs.com/3%65E%24%23
| Message jfundamental_statement.pdf (229 KB)

|

Please see attached documents for your review. Kindly let me know if you have any questions.

Thanks.
WS “i i CIAST RIS E R
BRC IR TR Rk S7INE )

-:}_"#1 ’é Professional Landscape Supply

[ SR R

Source: Email with malicious attachment later found posted to VirusTotal




Fnsemble Model Results

Client
"‘_1'|_,|n.:|amenta|_5tatement,pﬁf L RRITIIIIIIY
..................... © ooy Cloud
. Do 101010 :
Staticand - --»@ ololol >a
dynamic ;. e r oo T oo
feature : Model Probability Verdict
extraction : : PDFClassifier - Unknown
101010 : NonPEClassifier - Unknown
010101 : : CloudModel3 006 Clean?
101010 . FuzzyHash1 0.07 Clean?
: . FuzzyHash2 0.08 Clean?
""""""""""" . ResearchExpertise 099  Malware
: Ensemble 0.27  ~Sketchy :
. Ensemble2 0.84  Sketchy! :

: Ensemble3



Case Study 2: JavaScript Banking

Around 3k targets in Brazil, lasted a few days

BOLIVIA

Santa Cruz

Asuncion
.

_@x2069 = [, "hostname”,

1ELL ,

s
» e 5elect opric selectea , er , difd. 1 0 dvds ,
eplace , InallZar , 0 »

id="idbtn1"",
"ty ‘hidden ,| type="text"", "t
okok = ex2869[e];

email""”, "f .

Atlantic Ocean

rojan (Bancos)

- QObfuscated, polymorphic js payload

wDocumento

Importantel.msg

| Doc061208.zip

" Doc061208-2.vbs




Fnsemble Model Results

Client
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.......................................... . Cloud
2 g 101010
Static and .->@ ololol »Q
dynamic i : e r oo T oo
feature Model Probability Verdict :
extraction : : FuzzyHbalshZ 0.06 CISekan?h :
. : Ensemblet 0.27  ~Sketchy :
Slie) : JsModel 052  Sketchy! :
101010 : : ResearchExpertise ~ 0.64  Sketchy! :
: : Ensemble3 : % ST ©,© SN
...................... : w
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- Daewoo Chong (Windows Detender ATP Research)

- Christian Seifert (Windows Defender ATP Research)

- Allan Sepillo (Windows Detender ATP Research)

- Bhavna Soman (Windows Defender ATP Research)

- Jay Stokes (Microsoft Research)

- Maria Vlachopoulou (Windows Defender ATP Research)
- Samuel Wakasugui (Windows Defender ATP Research)
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Key Takeaways

Client-based machine learning is
susceptible to brute force attacks

Build a diverse set of complementary
models, then add an ensemble layer

Consider the various vectors of attack,
identify most likely vectors, then test them

After you deploy, ensure you have
monitors to alert on potential tampering
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Thank you!
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