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Discovery

How it began

October 22, 2016
In Belgium on vacation, DYN gets DDoS.

Investigating incident involving airport
in Europe + BASHLITE
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How | fell in...

Observe packets being flung around internet
Scan networks

Find the results interesting

Repeat

Scan Results
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I’m a cellular
gateway, Morty!
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e Service and Host managed by 3rd party

e 39 active threat actors
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* Numerous log entries clearly showing
incoming attacks (mirai, shellshock
attempts, bruteforce)

Sierra Wireless?
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Scanning
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Device Distribution (Models)

31.4%

18.0% 17.0%

12.0% 11.6%

4.2% 3.7%
2.2%

LS300 GX400 GX440 GX450 RV50 ES450 ES400 ES440

Scan Results
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Device
Distribution
(United States)

SCAN DATA
T October 24, 2016

Scan Results
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Device
Distribution

(Global) 84% unwaastn

Canada

Australia
France
Spain

> — 2% Israel
O 2% Other

Scan Results
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Device

Distribution

(Global)

SCAN DATA -

July 30, 2018
86237 in US alone
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WIRELESS

Sierra Wireless Technical Bulletin: Mirai

Products: Sierra Wireless LS300, GX400, GX/ES440, GX/ES450 and

Oct 05,2016 - Author: Sierra Wireless - 23551 Views RV50

Source

[_Emana
are reachable from the public internet. The attached technical bulletin provides information about Mirai along with instr'uctk; Date Of |Ssue: [I- OCtOber 201 6
protect your Sierra Wireless gateway and its local area network. nalware infecting AirLink gateways that are using
the default ACEmanager password and are reachable from the public internet. The malware is able to
Sierra Wireless Technical Bulletin - Mirai - 40ct2016 gain access to the gateway by logging into ACEmanager with the default password and using the

firmware update function to download and run a copy of itself.

Based on currently available information, once the malware is running on the gateway it deletes itself
and resides only in memory. The malware will then proceed to scan for vulnerable devices and report
its findings back to a command and control server. The command and control server may also instruct

the malware to participate in a Distributed Denial of Service (DDoS) attack on specified targets.

Source: Sierrawireless.com

Scan Results
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Alert (ICS-ALERT-16-286-01) More Alerts

Qinrea \\iralace MNMiticnatione Aoainet NMivai Malbaiara

Original release date: October 12, 2016 | Last revised: October 13, 2016
@ Pnnt | |9 Tweet | |KJ Send | &4 Share

Legal Notice

All information products included in http://ics-cert.us-cert.gov are provided "as is" for informational purposes only. The
Department of Homeland Security (DHS) does not provide any warranties of any kind regarding any information
contained within. DHS does not endorse any commercial product or service, referenced in this product or otherwise.
Further dissemination of this product is governed by the Traffic Light Protocol (TLP) marking in the header. For more
information about TLP, see http://www.us-cert.gov/tlp/.

SUMMARY

NCCIC/ICS-CERT received a technical bulletin from the Sierra Wireless company, outlining mitigations to secure Airlink
Cellular Gateway devices affected by (or at risk of) the “Mirai” malware. While the Sierra Wireless devices are not being
targeted by the malware, unchanged default factory credentials, which are publicly available, could allow the devices to
be compromised. Additionally, a lower security posture could lead to the device being used in Distributed Denial of
Service (DDoS) attacks against Internet web sites. There is evidence that "Internet of Things"-type devices have been
infected with the Linux malware Mirai, which attackers used in the recent DDoS attacks against the web site Krebs on
Security .

This alert is being produced to amplify mitigations outlined by Sierra Wireless, for users of the following products:

« LS300,

« GX400,

o GX/ES440,

o GX/ES450, and
* RV50

ICS-CERT would like to emphasize that there is no software or hardware vulnerability being exploited in the Sierra
Wireless devices by the Mirai malware. The issue is configuration management of the device upon deployment.

Scan Results
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Scan Lessons

* Scanning cellular devices burns cellular
bandwidth quickly.

 |nitially, the United States was only focus.

* Fingerprinting devices can be tricky when
they disappear often.

e Scanning became more targeted.

Scan Results
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October 24, 2016
49692 Hosts

September 9, 2017
58670 Hosts

July 29, 2018
105400 Hosts
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Set up a lab...

e DYN DDoS Attack
* Sierra Wireless device discovered

* Research Begins

A%ﬁ&’
SIERRA

/ WIRELESS

Research
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Lab Devices

DIGI” DIGI TRANSPORT
R A

SIERRA WIRELESS LS300 SIERRA WIRELESS GX450 SIERRA WIRELESS ES440 MOXA ONCELL G3xxx DIGI TRANSPORT WR44
Weak Authentication Weak Authentication Weak Authentication No Authentication Weak Authentication
Scope No Scope
Research
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’ the Vulnerability

This is not dependent  cama o
one C (0 ® Notsecure | 166.139.19.193:9191 pxd ‘| a ¢ E’ O.'h ®
upon any vulnerability
. SIERRA | AirLink ACEmanager
within the hardware
or software. T — R
DEFAULT B
PASSWORD DEVICE STATUS
***** Network Ready
Taill (-63dBm) WAN IP
166.139.19.193 @ 16613919193
Bruteforce attack(s) Loston Lt Lorg s 04201 @ PUBLIC GPS COORDINATES
are unnecessa r‘y. Copyright © 2009-2016 Sierra Wireless, Inc. 400 49’ 51.5I) N

47° 26’ 03.5" W

Research
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Visualize = ] .03

&
d}%*f . %$
40°49'51.5'N 74°26'03.5"W °
D E V I C E S TA T U S 40.830970, -74.434310 ,
0 ® g < o & ",
Network State: Network Ready SAVE NEARBY ~ SENDTOYOUR  SHARE e @&é\
PHONE &
3G RSSI: <
Y ‘ (-63dBm) °+ Add a missing place NN\AQ:\<<*"' £
Network Service: AG Addalabel ‘ “ey,
WAN IP Address: 166.139.19.193 S
Location Fix: Location Fix Acquired é
Satellite Count: 10 Rl S ®
4
e/
Location (Lat, Long): 4083097, -7443431 —
Satellite Go 9|e % ®

0. =
Map data ©2018 Gooale  United States  Terms ~ Send feedback 500 ft e

Research
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Lab Testing

SIERRA | AirLink ;
ACEmanager SIERRA AirLink ACEmanagEr
LOGIN Template Refresh All Reboot Help
user Serial  Applications 110 Admin
Template
Apply Template 2062725555
DEVICE STATUS Upload and apply a template configuration to your device. This will automatically apply the template requiring a reboot after completion TR
Network Ready
= " Network Ready
" Choose File |No file chosen Upload
e — Cellinfo: TCH: 2050 RSSI: -74 LAC: 12345 CelllD: x12345556
107.162.128.41
vZw
LTE
Download Template 16
AirLink You can download a complete comprehensive template of your device's configuration here. 74
SIERAA | AlFLIN You can specify an optional Template Name as well as optional Status Information.
-107
S Template Name: config-template e
50
Status | WAN/Cellular | LAN VPN  Security Services  Events Reporting  Seria Include Passwords: ¥ 2050
Include Device Info: ¥ ownload 463867
3455675
Change Password - . Status: Template Download Completel 128138608745
‘ange Passwor
Advanced 60431270522130
P
ALEOS Software Version 442
Radio Passthru
AT Customer Device Name AR54360313375592
Log
Configure Logging [ Change Password |
ViewLog
Copyright © 2009-2015 Sierra Wireless, Inc.

Research
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Lab Testing

Logs
2 b v
Advanced ¥ S Y 4 S, e -
does not seem
g Jul 31 00:00:01 alert ALEOS_ADMIN_| \caLcc ig: Ul log level - =
1 alert ALEOS_ Clog VS log evel > ALEO: ERﬁmuL‘a Y . .
Gonfigure Logg ALEOS_ADMIN \og ADM
Jul 31 00:0¢ ALEOS_ADMIN ol O errll ar‘y In
N L 1 31 00:00:01 alert ALEOS_ADMIN logl
SIERRA | AirLink ACEmanager 00:0001 e ALEOS. ADMIN logLogGlg S AL08-ER (aspia ves
alert ALEOS ADMIN uqucg:u, Logging oL Log Configuration complete.
RadioTask: Current ime: Tue Jul 31 00:05:43 2018 Radio Network time used (0 set
useful about
Status  WAN/Cellular ~ LAN VPN Security ~ Services  Events Reporting ~ Serial  Applications  1/0 Admin
ctwork time used to st t h
autn.
Change Password
Logging 7
Advanced Sub System Verbosity Display In Log? Tue Jul 31 02:05:45 2018 Radio Network time.
WAN/Celudar o v Yes v
Radio Passthru
AN oo v Yes v
Log
VPN o v Ves v
Tue Jul 31 05:06:46 2018 Radio Network tine Used fo set
Configure Logging Securty oo v Ve v
e Sences Fo v Ve v
3; |
Events Reporting GPS Fo v Ve v 1131 03:54.45 info ALEOS_SYSTEM_SM: Resetting shadaw:Configt.smc
1 31 03:55.09 info ALEOS_WAN_inkmon: Current RSS1=.74,
Serin Cr v 11310410847 slort ALEGS WAN.RacioTss: Curent me: Tue 4 31 040547 2018 Racio Nevork ime used 0 s
Tue Jul 31 0F:06:47 2018
Acplications o v Ve v S VAN RacioTak:hwclck st
RSSIe.7.
ul o v e v
AVMS Eor v Yes v 74.
" fror = Tue Jul 31 05:05:48 2018 Radio Network time used 1o set
Admin o v Ve v
. -mm nkmon Curent
ogging
Netiwork Services o v Yes v
f. | . ux Sysiog Wo Diplay v 4
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Template Downloader

— script to enumerate through a list of
hosts, authenticate, and download the
configuration template.

— script to analyze a path of configuration
templates (XML), parse specific strings of interest,
and output results to a file.

Research
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Found a funny pattern...

Devices would come and go...

DYN DDoS Attack

& .. VOO

* Sierra Wireless device discovered e
* Research Begins = U
i\ e T4,

e Setup alab ° o
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Scan Results
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Identifying Patterns

Devices would come and go...

 Public display of latitude and longitude.

* Scanning revealed hosts would go R A
offline and return online R g

. . a |4 — ” ./ . a at". .o
at seemingly scheduled times. iy AU Y
FEENG VA ° o Pd P .
6 e ' ';1:\ . @ O ¥ o
AW NS ) ;O

Research
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Example

Oh, the places you shall go...

Can be observed by everyone...

And LAC/CELLID can give
ballpark location

Info: Cellinfo: TCH: 2100 RSSI: -75 LAC:

“ell INTO.

259 CelllD: 371724

Cellinfo: TCH: 2100 RSSI: -75 LAC:
259 CelllD: 371724

Cell Info:

S Location (Lat, Long): 4738932, -12246691

GPS Location (Lat, Long): 4738919, -12246670

Research
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Sierra Wireless case studies

St John Ambulance, Western Australia Mississippi Highway Safety Patrol
California Highway Patrol, California Gem Ambulance, New Jersey

Ventura County Fire Department, California City of Charlotte, North Carolina

South Bay Regional Public Communications Dickinson Police Department (DPD), Texas

Authority (SBRPCA), California
Fairfax's Urban Search and Rescue Team, Virginia
West Metro Fire Protection District, Colorado

South Wales Police, Wales
Westminster Police Department, Colorado

City of Yakima, Washington
Danish National Police, Denmark

Seattle Fire Department, Washington
Acadian Ambulance Service, Louisiana & Texas

East Baton Rouge Parish Emergency Medical
Services (EMS), Louisiana
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Municipalities /
Organizations Using
Sierra Devices

Top 300 Populous
US Cities

State Highway
Patrol Use
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GPS Data Logging (TAIP) TRACCAR - Open Source Fleet Software

Research
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This goes beyond
cyber into life impact

* Re-route

* Monitor

* Listen

e Take offline

* Disrupt operations /
communications

Disrupt flow
Disable
Mess with data

Did you know we
have hydrogen cars?

Important

O

()
-/

O



£

blackhat

US A =218

October 25, 2016

417 O

disclosures sent responses

Important
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Worst Case
Scenarios

* Know where law enforcement officers
are and are not to aid in crime

* More communications moving to
encrypted means but GPS provides
extreme accuracy.

Important
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Worst Case
Scenarios

* Targeted assassinations of LEOs

* GPS logging enables detailed
pattern-of-life building, especially
in areas where officers take their
patrol cars home with them.

UNITED STATES SECRET SERVICE

Important
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Worst Case
Scenarios

* Follow-on attacks on first responders

* Know when they are arriving and
by which avenue. Enhances accuracy
of remotely detonated IEDs.

Important

O



Unbreakable Cellular Bonding

] !
; Ly ‘
4x Service Providers.
100% Uptime: ’ .
1 Unbreakable S

:

Use of cellular loT Bad Reception?
t ti I : t We understand the importance of staying connected wherever you are. Whether you're zooming around town or stationed in the middle of nowhere,
po e n a I m pa c a rea s roaming from network to network should not equate to downtime and more downtime.

Which is why we believe in equipping our customers with best-in-class

cellular routers to battle spotty coverage. Comprehensive 3G/4G LTE USE
modem support. Embedded SIM slots. Wi-Fi-powered WANSs.

Wherever you go, whatever you do, our MAX Cellular Routers have you
covered.

Speed & Reliability. Over Any Connection.

Of course, none of that means squat if your mission-critical connections
disconnect when transitioning from one link to the next. So we go the
extra mile and insist that our customers are protected by packet-level
seamless failover and bandwidth bonding across all cellular connections.

No more re-establishing connections. No more skipped video frames. And
no more waiting on file transfers. Simply put, your connection is
unbreakable.



£

biackhat
July 25, 2018
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disclosures sent responses dialogue
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Conclusion
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WE
CAN
FIX
THIS

1. Change password immediately!
2. Upgrade firmware

3. Configure management interface
» Stop using telnet and default port(s)

* Maintain ACL to restrict access to management
e Utilize VPN tunnel

* Update log configuration to emit administrative events

* Never enable login screen information details like GPS

4. Reach out to security@sierrawireless.com
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