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																					How	it	began	

Discovery	

October	22,	2016	

In	Belgium	on	vaca$on,	DYN	gets	DDoS.	

Inves$ga$ng	incident	involving	airport	
in	Europe	+	BASHLITE	



How	I	fell	in…		
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Observe	packets	being	flung	around	internet	
Scan	networks	
Find	the	results	interes$ng	
Repeat	



I’m	a	cellular		
gateway,	Morty!	
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•  Service	and	Host	managed	by	3rd	party	
•  39	ac$ve	threat	actors	
•  Numerous	log	entries	clearly	showing	

incoming	a*acks	(mirai,	shellshock	
a*empts,	bruteforce)	

Sierra	Wireless?	
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Device		
DistribuUon		
(United	States)	

SCAN	DATA	
October	24,	2016	
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Device		
DistribuUon		
(Global)	
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6%	Canada	

2%	Australia	
2%	France	
2%	Spain	
2%	Israel	
2%	Other	

84%	United	States	



Device		
DistribuUon		
(Global)	

SCAN	DATA	
July	30,	2018	
86237	in	US	alone	
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Source:	Sierrawireless.com	



Source:	US-CERT.gov	
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•  Scanning	cellular	devices	burns	cellular	
bandwidth	quickly.	

•  Ini$ally,	the	United	States	was	only	focus.	
•  Fingerprin$ng	devices	can	be	tricky	when	

they	disappear	oien.	
•  Scanning	became	more	targeted.	

Scan	Lessons	
October	24,	2016	
49692	Hosts	
	

September	9,	2017	
58670	Hosts	

July	29,	2018	
105400	Hosts	
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Discovery	 Scan	Results	 Research	

Set	up	a	lab…		
•  DYN	DDoS	A*ack	
•  Sierra	Wireless	device	discovered	
•  Research	Begins	



Lab	Devices	

SIERRA	WIRELESS	LS300	
Weak	Authen$ca$on	

	

SIERRA	WIRELESS	GX450	
Weak	Authen$ca$on	

	

SIERRA	WIRELESS	ES440	
Weak	Authen$ca$on	

	

MOXA	ONCELL	G3xxx	
No	Authen$ca$on	

	

DIGI	TRANSPORT	WR44	
Weak	Authen$ca$on	

	

Scope	 No	Scope	
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“ExploiUng”	the	Vulnerability	

WAN	IP	
166.139.19.193	

PUBLIC	GPS	COORDINATES	
40°	49’	51.5”	N		
47°	26’	03.5”	W	

DEFAULT	
PASSWORD	

*****	

This	is	not	dependent	
upon	any	vulnerability	
within	the	hardware		
or	soeware.	

Bruteforce	a*ack(s)	
are	unnecessary.			
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Visualize	
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Lab	TesUng	
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Lab	TesUng	
Logs		
does	not	seem	
to	emit	anything	
useful	about	
auth.	

Logging	
configura$on	
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crawler.py	–	script	to	enumerate	through	a	list	of	
hosts,	authen$cate,	and	download	the	
configura$on	template.	
	
parse.py	–	script	to	analyze	a	path	of	configura$on	
templates	(XML),	parse	specific	strings	of	interest,	
and	output	results	to	a	file.	

Template	Downloader	

Lab	test	
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•  DYN	DDoS	A*ack	
•  Sierra	Wireless	device	discovered	
•  Research	Begins	
•  Setup	a	lab	

Found	a	funny	pagern…	
Devices	would	come	and	go…	
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•  Public	display	of	la$tude	and	longitude.	
•  Scanning	revealed	hosts	would	go	

offline	and	return	online		
at	seemingly	scheduled	$mes.	

IdenUfying	Pagerns	
Devices	would	come	and	go…	
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Oh,	the	places	you	shall	go…	
Can	be	observed	by	everyone…	

And	LAC/CELLID	can	give	
ballpark	locaUon	

	

	

Example	
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Sierra	Wireless	case	studies	
St	John	Ambulance,	Western	Australia	

California	Highway	Patrol,	California	

Ventura	County	Fire	Department,	California	

South	Bay	Regional	Public	Communica$ons	
Authority	(SBRPCA),	California	

West	Metro	Fire	Protec$on	District,	Colorado	

Westminster	Police	Department,	Colorado	

Danish	Na$onal	Police,	Denmark	

Acadian	Ambulance	Service,	Louisiana	&	Texas	

East	Baton	Rouge	Parish	Emergency	Medical	
Services	(EMS),	Louisiana	

	

Mississippi	Highway	Safety	Patrol	

Gem	Ambulance,	New	Jersey	

City	of	Charlo*e,	North	Carolina	

Dickinson	Police	Department	(DPD),	Texas	

Fairfax's	Urban	Search	and	Rescue	Team,	Virginia	

South	Wales	Police,	Wales	

City	of	Yakima,	Washington	

Sea*le	Fire	Department,	Washington	



Municipali$es	/	
Organiza$ons	Using	
Sierra	Devices	

Top	300	Populous	
US	Ci$es	

State	Highway	
Patrol	Use	



GPS	Data	Logging	(TAIP)	 TRACCAR	–	Open	Source	Fleet	Soeware		

Fleet	/	Vehicle	Tracking	
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•  Re-route		
•  Monitor	
•  Listen	
•  Take	offline	
•  Disrupt	opera$ons	/	

communica$ons	

This	goes	beyond		
cyber	into	life	impact	

•  Disrupt	flow	
•  Disable	
•  Mess	with	data	
•  Did	you	know	we	

have	hydrogen	cars?	
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417		 0	
October	25,	2016	

disclosures	sent		 responses	
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•  Know	where	law	enforcement	officers	
are	and	are	not	to	aid	in	crime	

•  More	communica$ons	moving	to	
encrypted	means	but	GPS	provides	
extreme	accuracy.	

Worst	Case		
Scenarios	
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Worst	Case		
Scenarios	

Discovery	 Scan	Results	 Research	 Important	 Conclusions	

•  Targeted	assassina$ons	of	LEOs	
•  GPS	logging	enables	detailed	

pa*ern-of-life	building,	especially	
in	areas	where	officers	take	their	
patrol	cars	home	with	them.	



Worst	Case		
Scenarios	
•  Follow-on	a*acks	on	first	responders	
•  Know	when	they	are	arriving	and		

by	which	avenue.	Enhances	accuracy	
of	remotely	detonated	IEDs.	
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Out-of-band	access,	Retail,		

Point	of	Sale,	Kiosks,	M2M,	ATMs,	

Mining,	Fossil	Fuels,	Public	Transit,		

Public	Safety,	Law	Enforcement	

—	
Use	of	cellular	IoT	
(potenUal	impact	areas)	
—	

Government,	Healthcare,	EducaUon,	

MariUme,	UUliUes,	ConstrucUon,	

Hospitality,	RoboUcs,	BroadcasUng	
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13,552	 2	
July	25,	2018	

disclosures	sent		 responses	
1	

dialogue	



Conclusion	

When	security	
vulnerabili$es	become	
life	impac$ng	events	–	
talking	about	it	is	
necessary.		



WE		
CAN		
FIX	
THIS	

1.   Change	password	immediately!	
2.   Upgrade	firmware		
3.   Configure	management	interface	

•  Stop	using	telnet	and	default	port(s)	
•  Maintain	ACL	to	restrict	access	to	management	
•  U$lize	VPN	tunnel	
•  Update	log	configura$on	to	emit	administra$ve	events	
•  Never	enable	login	screen	informa$on	details	like	GPS	

4.   Reach	out	to	security@sierrawireless.com			
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