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Amichai Shulman Tal Be’ery

* Independent Security Researcher * Co-Founder @ Kzen Networks

* Advisor for multiple cyber security start up * Formerly VP Research @Aorato (Acquired by
companies Microsoft), Imperva, Singtel Innov8 VC

* Former CTO and Co-Founder of Imperva * Blackhat, RSA, SAS speaker

* Blackhat, RSA, Infosec speaker - * @talbeerysec
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Ron Marcovich Yuval Ron

Twitter: @RonYuval

Twitter: @RonMarcovich
LinkedIn: ronyuval

LinkedIn: ronmarcovich

B.Sc. Software Engineering students at the Technion,
Israel Institute of Technology. Both will start their M.Sc.
In Computer Science this year.
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* Understanding Cortana
 What is it, how does it work and key elements

e Attacking Cortana on all fronts
e Cortana agent: Open Sesame (CVE-2018-8140)
e Cortana actions: The voice of Esau
* Cortana cloud: Malicious skills

* Protecting against Cortana attacks
* Voice Firewalls: NewSpeak

 Summary and Conclusions
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* "Your intelligent assistant across
your life."

* Translate human intent into
computer actions
* Retrieve data
* Browse the web
* Launch programs
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| ‘ What is Cortana?

e Multi-platform: Mobile, PC,
devices

e Multi inputs (“intents”):
keyboard, mouse, voice, touch,
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* Very fat Client
e Can do a lot of stuff!
* Merely an execution engine
* Exposes a powerful Javascript API

 Works on a locked devices
e By Default!

* SpeechRuntime.exe listens for
“Hey Cortana”

e SearchUl.exe has the “Cortana
Logic”

Cortana uses more battery when this is on.

@ Respond when anyone says "Hey Cortana”

Learn how | say "Hey Cortana”

Keyboard shortcut

Let Cortana listen for my commands when | press the Windows
logo key + C

@ off

Lock Screen

Use Cortana even when my device Is locked

__@D o

10
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* Processing and decision making is done in the cloud

* Two phases

* Audio processing — Speech to Text

* wss://websockets.platform.bing.com/ws/cu/v3
* Binary + JSON

* Semantic processing — Text to Intent & Intent to Card
e https://www.bing.com/speech render - GET request, HTML response
e https://www.bing.com/DialogPolicy - GET / POST request, Javascript response

* Machine Learning
* Improve speech recognition
* Extend intent resolution capabilities

11
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clent | sever

Connection.context(JSON)
Audio stream (BlN) _

IntermediateResult (XML)
Audio stream (B|N) _)

IntermediateResult (XML)

Audio stream (BIN)
Audio.stream.hypothesis R

PhraseResult (XML)

12
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1 GotoCNN-Unlocked html - Notepad — m] X

File Edit Format View Help

n=document.getElementByIld("sb_form");n&&(o.bind(n, "submit",y),e.bind("autoSugloaded”,function(){o.unbind ~
(n,"submit"”,y);n.submit=y},!8));document.onclick=st;o.bind(_w,"hashchange",nt,!1);window.sj_lc=function(n,t){var i=t;i|
(i=3);tt(n,i)}Hunction st(n){var e,t,f;if(!In.defaultPreventedd&!n.ctrlkey&&!n.shiftkey&&n.button===0&8%
(e=n.target,t=1i.getParentContainer(e, "taglame","A"),t)){if(f=u.getAjaxController(t.href,1,t), ! f)return;var

o=t.pathname, s=t.protocol?t.protocol:location.protocol,h=t.hostname?t.hostname: location.hostname,r=t.href;r=f.sanitizelrl
(r),r&&(t hreF—r) h===locat10n hostname&&locatlon protocol===5&&(r r. substr(r 1ndexDF(o)) w(r,l,F) n. preventDeFault())}}

r= dncument bndy,n&&r&&5] appHTML(r, n} 1||t{{EDS 1})},0),u= null} F—““}Functlnn h(n){return n===f}var f

[];t.navigate=e;i.registerProvider({shouldfjax:h,createlsonfisync:s})});var searchUrl ={"url”:"https:/
: /e . CcNn . com

u=t. getﬁttrlbutef”ld”} fiul|(u="genId"+n.length,t. SEtﬂttrlbutE{“ld“ u));f=new r{u,i,t. getﬂttrlbutefl}
iln t i3l =—=nlldn remauaslttrihdel{tl -0 catfdtrihutelt 3 function o t =

==5&&r . pushState(n);v=[]}function p(n,t){var r=u.getAjaxController(n,t),f;r&&(f=1.getRelativelrl(r.sanitizelrl(n)),w
(f,t,r))}unction win,t,i){vt(n)||(yt(n,t),e.fire("ajax.navigateStart”,n),i.createlsonhsync(n,function{t,i){return dt
(n,t,1)}))Hunction dt(n,t,i){var r="E0S",u=t[r]?function(n,t){var u=1i||i(n,t);return n===r&&pt(),u}:i;f.renderdson(t,u)}
var gt=n{"dom"),b=n("env"),rt=n("cookies"),o=n({"event.native"),e=n("event.custom"),c=11,k=n("rmsajax"),h=n("shared"),ut=
["Bnp","RMS_IACL","sched","TP","bepns”,"Identity”,"initComCtrl"”,"ccal”,"ccal_bundle”,"expitem”,"si_sendCReq"],ft=
["bubblePlaceholder”,"irhc”,"vrhc"],1,s=1,a=i.getRelativelrl(window.location.href),v=[],et,o0t=/\S/;e.bind("onP1",d,!
8);t.renderPage=p});define("ajax.cortanaprovider”, ["require”, "exports"”,"ajax.providers”,"ajax.lifeCycle"],function
(n,t,i,r){function e(n,t,i){f=n;i||(i=4);u=t;r.renderPage(n,i)}function o(n){return n.indexQf("?")<=0&&(n+="2"),n
+"&format=snrjson&jsoncbid="+(window.AjaxCB.length-1) }function s{n,t){window.AjaxCB.push(t);u&&(u(n,function(n,i){var
r=document.body ; n&&r&&sj_appHTML{r,n);i||t({F0S:1})},0),u=null);f=""}function h(n){return n===f}var f,u;window.AjaxCB=
[1;t.navigate=e;i.registerProvider({shouldAjax:h,createlsonAsync:s})});var searchUrl ={"url”:"https://www.bing.com/search?
g=go+to+CNN.com”}; SiteNavigation.setSearchUrl{searchUrl); [Elamety | or Slile St iias e dar sl e Fas

R e e e e U e e e e O E L 9B var Feedback; (function(n){var t;(function(){"use strict”;function u(t,i){var
u=t.getAttribute("id"),f;u| | (u="genId"+n.length,t.setAttribute("id",u));f=new r(u,i,t.getAttribute(i));n.push(f)Hunction
i(n,t,i){i===null?n.removeAttribute(t):n.setAttribute(t,i)}function t(n,t,r,f){for(var e,s=_d.querySelectorall
(r),o=0;0<s.length;o++)(e=s[o],fa&e.id&&f[e.id]) || (u(e,n),i(e,n,t) ) Hunction f(n){for(var u=_d.querySelectorAll(n),e=1,f=
{},t,i,r=0;r<u.length;++r){if(t=u[r],t.id){for(;;)if (i="fbpgdgelem"+e++,!_ge(i))break;t.id=i}f[t.id]=t}return f}function
e(){var i="tabindex",r="-1",n=f("#fbpgdg, #fbpgdg *");t(i,r,"div",n);t(i,r,"svg",n);t(i,r,"a",n);t(i,r,"1i",n);t
(i,r,"input”,n);t(i,r, "select”,n);t("aria-hidden"”, "true”,"body :not(script):not(style)”,n)}function o(){for(var
r,t=@;t<n.length;t++)r=_d.getElementById{n[t].id),r&&i(r,n[t].attributeName,n[t].originalAttributeValue);n.length=0}
function s(){typeof sj_evt!="undefined"&&(sj_evt.bind("onFeedbackStarting”,function(){e()}),sj_evt.bind
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e Cortana can be extended with Cortana's got skills

A number of partners are currently devclopng skils

W ils are now availoble 33 an
l( [} ” early preview and are Iisted below. Many of these skalls work best on Windows 10 Creators Edition, in additice to
Android and S, For any skills that aren't working for you, please provide us feedback in Contang usng the
cloud based “skills T

* A Skill is an Azure bot registered ...
to the Cortana channel

e Receive all user input after an o it ([ st
invocation name

* Interacts with the Cortana client

. . o ;r“n @
using Cards that include voice, 152 @

unein HeartRadio artender Intelligent Inbox Assistant ime
Hey Conana, play 903 on Hey Cortana, play 2100 on Hey Cortana, ask Bartender Hey Contana, ask Knowmail to Hey Conana, ask MyTime to
Tuneln” HeartRadio.” how to make 3 Manhattan, show my vrgent emails.” book 3 hair coloring in
Belevue
wss wes .ce .es wes
ARN MORE AKN MORE EARN MORE ARN MORE ARN MORE

14
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Cortana s Skill Framework overview

Enable Lmtana ( hannel

-

Build and Deploy ™ Invokes Skill

| A@yn(hmnml@ "A(‘tivity” e '
: ’exchange via REST API and holds
I a0 . conversations
L | Azure Bot - — Cortana P
: framework s ! User
R |
-

entLayout™:

SR\/SLf7SQMSmN1LWRb6+ 15tMzYBWzCYjL296v87LdgWbM8nxEYzC2gLCfti2qd4Tkac 1 WUWnxHzGIPZ|
WEEHere is some additional information about \\u0027C-137\\u0027\\u003c\/mstts:audiosegmenti\W
WP Bold\")}.b_theme body,.b_theme body h3..b_theme body h4,.b_theme body h5,.b_theme body .b_d
t-size:24px;line-height:28px).b_theme body .b_focusTextMedium({font-size:34px;line-height:40px).b_thq
C P\/quQthMDPZydASsz3mw8!sawByo(1ijxY1 gOHkdBGdGQet64sGZTisngwrCIOYK\/rXiFu2zxxyBg
19Wrjj7ZKJphulktjréaXe7d9VwSwq7BHJs)DxPVfidoXsdF 10aa0VtS9\/uJsNe +HiDf4RQUZR 1yUt7TfdaVoL
archskill<\/div> <\/div><div class=\"bt\"> <p> [T AR CE R <\/p>\n<\/div> <div id=\"slideexp
wun\&quot http: \/\/nckandmorty wikia. comvkal\/Dm*ensuon C- 137&quot this)\" href=\" Javascn m VO

F\" onanaSkllIslaunchUn(&uot ht‘tp\/Vnckandmo wulua comeuuVDlmens:on C 137&uot mls)‘
bg\"> <span> <\/span> <\/div> <div class=\"vcac\" > <div style=\"height: 32px; margin-top: -16px;\"> <
IA4C9428F4F3D 184683 1&quot; &quotimpressionld&quot;&quot;8195FAD2956D4DEFBCDS7ED1D576)
z . * . Fvoid 0&&(e=0)n){if(0=5j_gx().!0){u&&u(txhr,0)retun}o.open(i?\"POST\"\"GET\" n,!0)s=null;e>08&&(
contentType”: “application/vnd.microso SEG0CE efvar f=n.className.split(\" \"),e=r(f,u);e> =0&&f splice(e,1);n.className=f join(\" \")}}function e(n,r)(if

Openurl,

st e Cortana send's an HTML response with extensive use
Skill's Source Code Written Using Bot of Javascript and CSS code with the desired actions

Framework SDK.
Skill Deployment does not deploy ANY code
to the client machine

Azure Bot sends Cortana’s server at Bing.com
JSON response that describes the desired
affect at the client’s machine

15
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e Fat client executes on locked screen
* Many possible actions

 Action choice by cloud logic
* Can be changed without any apparen
* Might depend on Machine Learni

* Choice of action can be own 3rd parties

16
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“Anything that
can go wrong
will go
wrong”

Edward A. Murphy, Jr.
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* Set up a research project with the S TECHNION
Technion AVE lrzet e

* Undergraduate students exploring
different aspects of the system

* Some avenues we explored
* Local input to Cortana
* Intents that invoke exploitable actions

* |ntents that retrieve malicious
content

* Capabilities of 3rd party Cortana skills

18
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Local commands

through lock screen Expressing bad

intents

Speech Speech to Bad content
R provider

Speech

d

Text
Res

b

N {§ Text to Intent
Cortana * % 7 (Action)
Service

Intent + p

Intent to

Card Card
< Card data
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Grabbing
Information
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* Impact:

* by Abusing The “Open Sesame” vulnerability, “Evil Maid” attackers can gain
full control over a locked machine

* Evil Maid attack model:
» Attackers have physical access for a limited time, but the Computer is locked

* Why it’s called Evil Maid?

* Think of the laptop you left in your room last night when you went out...
* But also borders control, computers in the office during breaks and night, ...

* But isn’t that exactly what Locked Screen suppose to stop?

23
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* Lock Screen is not magic!

* Lock Screen is merely another
“Desktop” ( Winlogon desktop
with very limited access

S

* The security stems from the
reduced attack surface

* If Microsoft adds more apps on
Lock Screen: The attack surface
expands = security is reduced

24
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A . Make your home stunning [G Like what you see?

Rearrange to your heart’s content

Download now

Bring on the color!
"'Rg [

" R
=
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* Lock screen restricts keyboard, but allows Cortana invocation through
voice

* Once Cortana is invoked, the Lock Screen no longer restricts it
e Cortana is free to accept input from the keyboard too

 The fix: Make Cortana Search Ul state aware. Different behavior when
the Ul is locked

* Shift of responsibility:

* In the past, the OS made sure the Ul is not accessible when computer is
locked, therefore developers do not need to think about it.

* Now, it’s the developers’ responsibility

27
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12 JUN 18:
16 APR 18: MS patch
We report (Very quick
CVE-2018- + Bug
8140 to MS Bounty!)
23 APR 18: 26 JUN 18:
McAfee We report
reports CVE-2018-
CVE-2018- 8369 to MS

8140 to MS

28



L.

blackhat | Open Sesame” Summary

LUSA 2013

* Impact: Evil Maid Attackers can gain full control on a locked machine
* The fix is

* Tactical: making Cortana Search aware of Ul state

* Not Strategical: Cortana still gets keyboard input and launches processes from
a locked screen in some other scenarios

* There are more where it came from: CVE-2018-8369

* Design lessons: Adding more capabilities to Lock Screen is very
tempting, but dangerous

29
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Cruel Intentions:
The Voice of Esau



L.

bibekhat | Attacking Cortana: Cruel Intentions

S #BHUSA

Local commands

through Lock Screen Expressing bad

intents

Speech

Speech to
M

d

Text

b

b | Text to Intent
Cortana & ™ 7 (Action)
Service '

Intent + p

Intent to
Card
(Azure

Card data

Bot)
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 Evil Maid Attack (First presented in Kaspersky SAS 2018)

* Attackers:
1. Achieve Man-in-the-Middle position: Plug into the network interface
2. Use Cortana on locked screen to invoke insecure (Non-HTTPS) browsing

3. Intercept request, respond with malicious payload
* Exploit browser vulnerabilities
e Capture domain credentials

32
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I’m in! but the l '

computer is locked!

#BHUSA

Browse http://www.bbc.com

e —

Hi Cortana!
Go to bbc.com

.Ul

Cgwe a
- .
i :hn‘:lu’ur'—- -z

33
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Lose_ power before you finished that
movie?
O]  Like what you see?

Wi

Thursday, M’éyﬁ J'
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* Use initial compromise to install agent on compromised machine

* Achieve Man-in-the-Middle position
* Some local routing attack: e.g. ARP spoofing

* Invoke Cortana insecure browsing
* Play sound file — “GOTO BBC DOT COM”

 RDP (Remote Desktop Protocol) sound file to target
* NLA must be disabled for it to work

* Intercept traffic of targeted machines and compromise, as in before.

35
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¢, SILENT KILLER DISEASES

YOU MUST KNOW

YR WoWLT ol BadVEANIY/daBlallalal Yal.

:Il' et
. -
Tl
e

Display Local Resources Remote audio playback

Remate audio

(® Play on this computer
B Corfigure remote audio settings.

() Do nat play

() Play on remote computer

| Settings...

Local devices and resources Remate: o I
7 Choose the devices and resources that yo S e
20| yourremote session. o (® Record from this computer

Printers Clipboard | () Do not record

Mare...

= | Hide Options Connect Help

36
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i

4

File ~Action Media View Help
D@0 uw(fpd P

Recycle Bin

Windows 10 Enterprise Evaluation

Windows License is expired

Build 16299.rs3_release_svc_escrow.180502-1908
1:57 AM

O B £ ~a@DY g B

Status: Running — @ ;

37
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16 JUN 17:
We report
VOE to MS

29 JUN 17:

MS Cloud
patch (no
CVE)

8 MAR 18:
Our talk @

Kaspersky
SAS

25 JUN 18:
We report
CVE-2018-
8271 (and
more) to MS

38
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* Impact: Evil Maid or even remote attacker can invoke unsafe
browsing on a locked machine. Using additional vulns attacker can
gain full control

* The fix is

* Tactical: making Cortana cloud aware of Ul state and safely Bing instead of
direct browse in certain scenarios

* Not Strategical: Cortana may still allow unsafe browsing in some other
scenarios

* There are more where it came from: CVE-2018-8271 (and more)

* Design lessons: Adding more capabilities to Lock Screen is tempting
but dangerous

39
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* VOE attack took advantage of
existing intent resolution
mechanisms

 What about adding our own
interpretation mechanism?

* Skills interact with client through
cards

e Cards have “limited
functionality”

41
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Navigate to an attacker controlled

server

response.Attachme

response.Text

response.Speak
searchResults

heroCardl
{
Title
Subtitle
Buttons

{

{
Title
Type = Act
Value
}
}
b

response.Attachments.Add(heroCar

] .Carousel;
orr { .expectedAnswer}.
he correc s { .expectedAnswer}
ngWebSearch( .expectedAnswer) ;

Title = "More details",
Type = ActionTypes.OpenUrl,
Value , 4

Skill of Death — Limited Functionality

Open malicious MS Office document

rd heroCard2 =

Title

Subtitle

Buttons
{

{
Title

Type =

value - @'ns» = "More details"”,
) = ActionTypes.Openurl,
response.Attachments.Add(her( = @" ms-wo I"d 3 O‘Fe | u | 7

}

};
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* How can attacker invoke a
“malicious” skill?

* Invoking a new skill on a machine
requires user consent

e Cortana Skill can be invoked and
granted consent from locked
screen!

44
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e Timeline
e Authorization of skills in locked screen detected March 2018

* Guy Feferman and Afik Friedberg of The Technion, Israel
* Takeover methods detected June 2018

* Natanela Brod and Matan Pugach of the Technion, Israel

e Fixed on June 25t 2018

e Fixed in the cloud
* No formal announcement of fix

 Skills can no longer be INVOKED (authorized or not) from locked screen

e Adding functionality on locked screen is a slippery slope
* Soon you find yourself allowing NON Microsoft code to run over locked screen

46
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Protection
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Preventing Voice Attack

blackhat | speaker Identification

Settings - O X

* Respond only to me 2 ome Talk to Cortana
I Find a setting o) ‘ Let Cortana respond to "Hey Cortana”

e “try” doesn’t sound very @ o

Cortana

Keep my device from sleeping when it's plugged in so | can

re a S S u ri n g | 0 ikt Cottana always say "Hey Cortana” (unless | turn it off myself)
L

Cortana uses more battery when this is on.
= =l :
O Permissions & History (® Respond when anyone says "Hey Cortana”

* “Hey Cortana” can be easily i |
re CO rd e d % Learn how | say "Hey Cortana”

More details

e Can be subverted, see other talk

Your Voice is My Passport PRESENTED BY

Financial institutions, home automation products, and hi-tech offices have
increasingly used voice fingerprinting as a method for authentication. Recent
advances in machine learning have shown that text-to-speech systems can

generate synthetic, high-quality audio of subjects using audio recordings of their

speech. Are current techniques for audio generation enough to spoof voice

authentication algorithms? We demonstrate, using freely available machine learning
models and limited budget, that standard speaker recognition and voice
authentication systems are indeed fooled by targeted text-to-speech attacks. We
further show a method which reduces data required to perform such an attack,
demonstrating that more people are at risk for voice impersonation than previously

thought.




O Preventing Voice Attacks:

blackhat | Compensating Controls Take 1

* Take 1: Put a security
Microphone on each room?

* Disadvantages:
* Privacy P roor
e Cost F -3 HEAR?,
* Audio directionality
* Audio semantics
* Not all attacks are audible
* Detection only

49



O Preventing Voice Attacks:

blackhat | Compensating Controls Take 2

* NewSpeak: a Network-based Intercepting proxy

e TLS/SSL certificate must be installed on monitored devices
* In many organization already exists for web gateway monitoring, DLP

e Can monitor all Cortana requests and responses
* Origin details: IP, computer name, user, Ul State, etc.
* Request audio and Text to Speech results
* Intents and Action cards

* Can block or modify all Cortana requests and responses

* Much better than previous suggestion: Centrally located, does not
rely on audio analogic capture, can mitigate not just detect

50
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Hi Cortana!
Go to cnn.com

Browse http://www.cnn.com

I’'m the NewSpea

Browse [ g
http://www.foxnews.com

‘:' L0 L A
& SR o
= -,mi.:m;fs =
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o DESKT 1 E f : g & 1ab-dc1 on DESKTOP-MF9G3ED - Virtual Machine Connection
File Action Media View Help File Action Media View Help
OO nmw|f O E DO | n |k =

IE Version: 11.1066.143¢ B Charles 4.1.3 - Session

OS Version: LLEEUER U File Edit View Proxy Tools Window Help
Service Pack: No service p

User Name: IEUser 3 : - ’_._ ,@ C v iz b
Password: PasswOrd! —
Snapshot/backup: [structure | Sequence |
Create a snapshot (or keep a backup Code Method  Host Path
Mozilla this VM, so that you can reset
Firefox

[session 1 [ enn 1o fox | Session 3 |

Licensing notes and evaluati
The modern.ie virtual machines use e\
limited. You can find a link to

Activation:

For Windows 7, 8, 8.1 and 10 virtual r  |RilEd
the trial. In most cases, actival
also enter "slmgr /ato" from

For Windows Vista, you have 30 days

For Windows XP, you have 30 days af
minutes after boot stating the

Re-arm:

In some cases (Windows XP, Vista, ani
there are rearms left. The foll:
prompt (right-click on Comn

Show current license, time remaining,
slmgr /div

Re-arm (all except Windows XP). Reqt
slmgr /rearm

Re-armyiRtpae s eReAiie MNeRstha I
rundi3dsxe syssetun Satup It

Build 14393.rs1_release sec.170327-1835 | F_ E — G = i'n;,’j" g
5:56 AM : == wi=pi) [ -

A )
) ¥ 7/5/2017 Ez Status: Running

: - - 15:56 52
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Local commands

through Lock Screen Expressing bad

intents

Speech Speech to Bad content
R provider

Speech

d

Text
Res

b

N {§ Text to Intent
Cortana * % 7 (Action)
Service

Intent + p

Intent to

Card Card
< Card data
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* For the time being: X —

ohp 7
'y
- - - :.:[‘.‘J ~ Search
L S dad Allow Cortana Setting State A
Microseft account
Microsoft Edge = = '] Add primary intranet search location Not configured
Microsoft FIDO Autl ! Add secondary intranet search locations Not configured

. £ [*] .
e n V I ro n I I l e n t S Microsoft Secondan Requwements: | Alow Cloud Search Mot configured
At least Windows Server, Windows 10 Allow Cortans Enabled

Microsoft User Expe

NetMeeting i) Allow Cortana above lock screen Not configured
OneDrive Peln i Allow indexing of encrypted files Not configured
[ = This policy setting specifies whether  * 22 9 TP - 3
r a e a S O n O C e S C re e I l Online Assistance Cortana is allowed on the device, i) Allow search and Cortana to use location Not configured
Portable Operating ! i=| Allow use of diacritics Not configured ‘
Presentation Setting ifyou enable or don't configure this i2) Abways use automatic language detection when indexang co..  Not configured
Push To Install setting, Cortana will be allowed on -

Prevent automatically addeng shared folders to the Window...  Not configured

b wice, if y s set
o Re CO n S i d e r W r‘] e n CO m p e n S a t i n g §:gﬁ:::d05cmop s l(cc::n‘. :I"'g::."dv::‘db]:f:h e I Indexer data location Not configured
<> i | Default excluded paths Not configured
e When Cortana & off, users wil still be i-| Default indexed paths Not configured
Security Center able to use search to find things on

Shutdc‘-.\n Options the device. i=| Disable indexer backoff Not configured

C O n t ro | S a re t f] e re Smart Card i=] Do not allow locations on removable drives to be sdded to .. Not configured |
Software Protection i=) Do not allow web search Not configured
Sound Recorder i Don't search the web or display web results in Search Not configured
| Speech i | Don't search the web or display web results in Search over ... Not configured
(I [ [} ” [ Store -, Enable indexing of online delegate mailboxes Not configured

. V O I C e f I re W a L4 I f VO I C e Sync your settings i=] Enable throttling for online mail indexing Not configured |

L Tablet PC =] Prevent indexing of certain file types Not configured v
v < >

Task Scheduler e B
< > '\ Extended / Standard /

becomes mainstream,
considering specialized solutions
is @ must for corporate adoption

https://www.pcgamer.com/how-to-disable-cortana/
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* New interfaces are much more than “just an interface”

* When introducing innovative concept into existing environments
e Secure Coding is not enough
* We need Secure System Engineering

 We found 3 different CVEs and numerous issues that enables
attackers to bypass the lock screen
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