
I, for One, Welcome Our New 
Power Analysis Overlords

aka: ChipWhisperer-Lint

by Colin O’Flynn
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Something Something About Me.

• Assistant Professor  Dalhousie University

• Very recent change – if you are interested in doing a MASc/PhD in this work 
and living in Halifax, NS, Canada while so please talk to me!

• C.T.O.  NewAE Technology Inc.

• Startup on embedded security, we make test equipment, run trainings, do open-
source stuff!
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AES Hardware Acceleration?
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Side Channel Power Analysis
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Data Busses...

5



Input

Data

Power Measurement Output of Leakage Model

Byte Guess = 0x00

Output of Leakage Model

Byte Guess = 0x01

0xC7

0x1F

0x2C

0x89

0x01

0xD2

Model of power consumption used with guess of secret information. Only ONE guess should 

match “real” measurement assuming our model is good/accurate.
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Using in Real Life
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Problem: What is Leakage Model?

Don’t be “too smart”, try 

all leakage models if you 

want CPA attack maybe?

But very time consuming 

to test lots of models… 

how to improve on this?
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What about Machine Learning?

I tried it… once.

(Circa 2003).

9



What about Machine Learning?

OK twice. But I mean it 
was running in BASIC*, so 
it doesn’t count.

(Circa 2002).

*Artificial Neural Network implemented in BASCOM-AVR, which 
is compiled BASIC running on embedded microcontroller.

10



What about Machine Learning?

• Problem is very well formed for machine learning:

• Huge datasets (we can create as many as we want).

• SNR is something we can control/optimize very easily.

• Relatively easy to define outcome.

• Problems with machine learning:

• I haven’t looked at it since 2003 with my sweet ANN robot.

• We have a pretty good idea of underlying models, and we’d like to validate 
specific ones.
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Dumb Method: Step #1
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Dumb Method: Step #2
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How do you known she is a witch?

Remember these?

Most micros not 

specifically designed as 

secure element don’t talk 

about power analysis.

But maybe you actually 

care about side-channel 

resistance?

Not so much you are going 

to spend $$$ getting a 

validated crypto core.

What to do???

14



Test Vector Leakage Assessment (TVLA)

• Based on proposal “A testing methodology for sidechannel resistance 
validation” by Gilbert Goodwill, Benjamin Jun, Josh Jaffe, and Pankaj 
Rohatgi of Cryptography Research Inc.
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Welch’s t-test
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You have observations of two random variables (the test situations). 
How confident are you they have equal means?

If they had un-equal means, you could form a probability that a given 
measurement (observation of encryption) came from one set vs. the 
other.



T-Test Results & Expansions
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ChipWhisperer-Lint Objectives

• Provide method of running pass/fail security tests.

• Provide information regarding specific leakage model in use.

• Make simple method of automatically running these tests.

19



Examples of Hardware Crypto
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Examples: Running on some Micros
Chosen five “representative” samples of micros you might use for various tasks. 
Specifically:

• Mix of application-specific, general-purpose.

• NONE of these are “secure” devices marked for credit cards, content delivery, etc.

Disclosure:

• This is NOT an “attack” specific to the micros – so nothing is more broken now 
than it was a week ago. Rather this is a generic weakness across ALL similar 
devices. The “attack” only exists when people mis-use the crypto.

• Vendors have been contacted or I’ve attempted to contact them (only last week as 
I was running late, sorry about that vendors).
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Target Devices

• ST STM32F415 (Arm Cortex-M4 Core)

• NXP Kinetis K24 (Arm Cortex-M4 Core)

• Espressif ESP32 (Tensilica Xtensa LX6 
Core)

• Atmel SAM4L (Arm Cortex-M4 Core)
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General Capture Setup
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STM32F415 – Hardware Crypto

• Hardware AES engine.

• Relatively powerful Arm 
Cortex M4 core at 168 
MHz.

• Lots of I/O (USB, CAN, 
etc).

25



26



27

AES State to State 

Hamming Distance 

Leakage





STM32F415 Summary

• Standard AES State to State Register Leakage (Hamming distance)

• Narrow window needed around leaking point (here around point 205 –
this is last round attack)

• Break is ~6K traces
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Kinetis K24

• 120 MHz Cortex-M4

• Hardware AES peripheral 
(also DES, SHA).
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Hamming Distance 

leakage on S-Box 

input to output
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Crypto Operation
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K24F Summary

• Interesting Sbox Input to Output Leakage

• Appears to process in 32-bit sections, possibly T-Table or other 
implementation.

• Break is ~14K traces.
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BONUS: Catching library leakages (either 
in examples or even ROM code)
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Espressif ESP32

• Single or dual core 
device.

• Super-low cost 
device targets IoT.

• AES accelerator, 
also used to encrypt 
external SPI flash.
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ESP32 Summary

• AES-128 hardware accelerator is leaky, breakable with CPA.

• Leakage Model: HW S-Box Output, approx. 18K traces needed.

• Briefly looked at usage during boot – not immediately successful. 
More research needed to understand when decryption core is used.
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Atmel Microchip SAM4L

• Hardware AES Engine…. 
With “countermeasures”

• Very low-power, Arm 
Cortex M4 @ 48 MHz.

• USB support.
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Countermeasures On (incorrectly 
configured)

Round to round leakage

T-Test maximum
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Bonus: Detecting Datasheet Bugs

• Datasheet is missing critical configuration information that results in 
countermeasures not being effective.

• Based on feedback from Atmel these changes were made to software 
and tests re-run.

Specific error: DRNGSEED MUST be written as part of 

initialization. Datasheet only references setting this after 

changing key size (default is 128-bit so by default no 

change occurs), and otherwise claims countermeasures 

are always on unless explicitly disabled.
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Atmel Microchip SAM4L Summary

• Some of the countermeasures ineffective (‘add noise’ does not really 
do anything for example).

• CPA attack effective in ~3000 traces.

• Jitter stops CPA from working.

• Simple resync insufficient to fix  either random state included or more work 
needed.
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Summary
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Device AES-128 Cycles* Target Leakage CPA Traces Notes

STM32F415 493 Round to Round 

HD

~6 000

Kinetis K24F 475 S-Box Input to 

Output HD

~14 000

ESP32 252 S-Box Output HW ~18 000 Calling ROM 

function directly.

SAM4L 81 Round to Round 

HD

~3 000 Jitter 

countermeasures 

DISABLED.

All devices: Measurement with ChipWhisperer-Lite Capture, 7.37 MHz, 29.48 MS/s.

*Includes overhead of calling crypto library function + setup for single block. NOT speed-

optimized.



How to Care

• Use SECURE device if you need side-channel power analysis 
protection. Ensure it includes ratings based on relevant industry 
standard.

• Example: Common Criteria rated secure element or microcontroller.
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Examples of Checking 
Software Libraries
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Getting Started
• You’ll need to configure an example target to provide encryption.

• Lot of examples in ChipWhisperer repo.

• Additional examples on ChipWhisperer-Lint repo showing complete attack
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Further Example - C.I. Test Suite
Source code is crypto library under test (for SW), but can 

be IP core for FPGA tests.

Various binaries generated – library is compiled for 

supported platforms and with various options a user might 

enable.

Binaries loaded onto test platform (for example, based on 

UFO board), but can also use existing development kits 

that have been instrumented to take power measurements.

Capture can be done with regular oscilloscope. Here 

ChipWhisperer hardware (open-source versions available) 

shown, which simplifies setup considerably.

Captured power traces analyzed by ChipWhisperer-Lint.  

Can run a local server or use more powerful cloud style 

server.
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1. ROM vs. RAM Tables

2. Optimization Off vs. On

3. IAR vs GCC Compiler

4. STM32F0 vs STM32F1 vs 

STM32F2
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Leakage based on certain tests may not be 

present on specific configurations/hardware.

Testing on a single device is insufficient, even 

when devices are of similar family (in this case 

all ARM, STM32F).
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Potential timing attack on STM32F2

ROM lookup tables have non-constant time 

due to 128-bit wide FLASH bus (ART 

accelerator) on F2, but NOT present on F0/F1.

Almost impossible to catch this error without 

hardware validation (cycle-counting would 

NOT catch).
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The End.
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Conclusions

www.ChipWhisperer.com
github.compytpythohon/newaetech/chipwhisperer-

lint
coflynn@newae.com
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• Side channel power analysis – you should care. It’s real. It’s here.

• It can break most generic AES (or other crypto) implementations. 
ChipWhisperer-Lint can help you with leakage model if you need.

• We do automated software testing, why not also add hardware-in-the-
loop automated testing to detect power side-channel flaws?


