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For a decade and a half I have been studying 
the hard problem of cyber security…

…the “PEOPLE” problem.
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Technologist in the public interest





https://slate.com/technology/2013/06/cyber-hygiene-vint-cerf-s-concept-of-personal-cybersecurity-is-problematic.html



While there is no question there is a need for 
cyber hygiene:

55% of companies attacked once, 
are attacked again!                                    DBIR



There appears to never be enough of it…



But what is Cyber Hygiene?

REF: https://www.theguardian.com/technology/2013/jun/16/future-of-behaviour-concepts-for-21st-century; 
ENISA,  (European Union Agency for Cyber Security) Review of cyber hygiene practices, 2016.

ENISA (2016) conclusion “no clear definition or approach” but “cyber hygiene should 
be viewed in the same manner as personal hygiene” 

“Cyber hygiene is the most important life skill we’ll be teaching our children over the 
coming decade…” Ben Hammersley, Editor at large, Wired UK

US-DHS (Dept. of Homeland Security) has instituted CDM (Continuous Diagnostics 
and Mitigation) that is built on the NIST framework with a hygiene score

“Fighting infections in the 21st century is less about washing your hands and more 
about not clicking on untrusted email attachments…” Ben Hammersley, Editor at large, Wired UK

https://www.theguardian.com/technology/2013/jun/16/future-of-behaviour-concepts-for-21st-century


https://entertainmentheat.com/good-cyber-hygiene-what-is-it/https://pbs.twimg.com/media/D-AgpcYWsAE2I8O.jpg

Inspired by the health analogy…



Inspired by the health analogy…



e.g., https://h-xtech.com/blog-healthcare-analogy

• “Poor Heredity” = unreliable or obsolete components
• “Promiscuous sex” = indiscriminate use of unreliable software
• ”Unbalanced nutrition” = poor “digestion” of business processes and 

technological processes 
• Pregnancy” = development plans in need of security 
• “Psychological help” = subjective security
• Multivitamins = anti-virus patches



Does it matter how we define or 
conceptualize it?



Soaring on the wings of eagles… 

• Take the case of human flight





Ref: http://www.flyingmachines.org/lebr.html



Difference between public health and 
computing “health”

• Evolved defenses vs. dummy terminals
• Risk cascades

Ø10 percent failure rate in SSL certificates; used in email based phishing attacks 
with a 10 percent relevance; on an email network that allowed 10 percent of 
these emails through; 10 percent of the users opening the email: Probability 
of a breach = 34 percent (computed (1-.90^k))

• Creates implicit trust in solutions and practices: complacency, 
conflation, habituation 



Lessons from applying good cyber hygiene” 
practices…



So what’s the solution?



Defining user cyber hygiene and measuring it

• Conceptually: the cyber security practices that online consumers 
should engage in to protect the safety and integrity of their personal 
information . (Vishwanath et al. 2019)*

Ref: Vishwanath, A., Neo, L. S., Goh, P., Lee, S., Khader, M., Ong, G., & Chin, J. (2020). Cyber 
hygiene: The concept, its measure, and its initial tests. Decision Support Systems, 128, 113160.



Two-dimensional map of 
Cyber Hygiene concepts 
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Cyber Hygiene Inventory (CHI)©: 20 questions
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Sample “Storage and Device Hygiene” questions:
• how to check your device to ensure it has the 

latest OS, software update, or patch
• how to accurately monitor different processes 

such as CPU, power, or network usage on your 
device

• how to correctly run a virus scan on any new USB 
or external storage device

Sample “Authentication and Credential Hygiene” 
questions: 
• how to enable two-factor or multi-factor 

authentication for logins
• how to change default passwords on all Internet 

enabled devices
• how to change default username from 

"administrator" to something unique on all 
Internet enabled devices

Sample “Transmission Hygiene” questions:
• how to manage computer discovery on 

public networks
• how to restrict who can connect to your 

device via Bluetooth
• how to appropriately check the quality of 

the SSL certificate when doing online 
financial transactions
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Tracking Cyber Hygiene Using the Cyber Hygiene Inventory (CHI)
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CHI Advantages

• Quantitative
• Granularity
• Agnostic
• Cognitive-Behavioral
• Adaptable



Strategic Map for Prioritizing Cyber 
Hygiene Solutions 
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Assessing users’ K-A-C GAPS





Assessing training effects





Building a culture of cyber 
hygiene using CHI



https://ireta.org/resources/measurement-based-care-and-outcomes-monitoring-in-addictions-treatment/

• 1. Measurement driven with CHI

• Track, Inform, Influence

• Does your reporting portal do more than collect emails?



• 2. Adopt a cognitive-behavioral risk-based approach to training and 
awarding privileges 

https://www.blackhat.com/html/webcast/03292018-incorporating-human-vulnerability-assessments-
into-your-threat-assessment-model.html



• 3. Change the emphasis from procedural to declarative knowledge 

https://www.foodbeast.com/news/glove-prep-cross-cont/

Gloves, however, have created a false sense of security with 
handlers that bacteria can't get into the food and thus, 
they only wash their hands 27% of the time it's recommended 
to…



• 4. Public health vs. an OPSEC view

https://www.navy.mil/ah_online/opsec/posters.html

https://www.navy.mil/ah_online/opsec/posters.html


What is risk from 
password reuse?
• Chance of a compromise if you reuse your 

password on 3 +1 device + 1 child, each with a 
5% chance of compromise = 23% 

https://www.greentreelibrary.org/storyline-online/

• 5. All or nothing to a graduated information based point system 



CYBER
RESILIENCE

Awareness + Knowledge + Capacity + Communication  = 
Utilization 

• For copy whitepaper, CHI questionnaire, training information, email:  
arun@arunvishwanath.us; 

• Website: https://arunvishwanath.us

mailto:arun@arunvishwanath.us

