
Now is the time for cyber deception

March 21, 2019

@BlackHatEvents / #BlackHatWebcasts



Speakers

Featured Presenter:

John Strand, @strandjs

Owner,

Black Hills Information Security and Active 

Countermeasures

Sponsor Presenter, @network232

David Balcar,

Security Strategist,

Carbon Black



Brought To You By!

http://bit.ly/BlackHatDeception



Conversation

Let’s Change that



Why?

• Another useless rant on Threat 
Intelligence Feeds

• But there is value in 
understanding attackers

• How about attackers that are 
attacking you right now?

• What if we (as an industry) got 
better tracking attackers?

• Broken Windows



ADHD

https://www.activecountermeasures.com/free-tools/



What Is Cyber Deception?

• Cyber deception is the deliberate and calculated process of deceiving 
attackers in an effort to wage a better defense
• Slow them down, confuse them, deceive them … make them work harder

• Serves to significantly increase your chances of detection

• Designed to make Detectiont + Reactiont < Attackt (Dt + Rt < At)

• Cyber deception does not replace other efforts or layers of defense

• It should complement and feed the other layers

• Militaries have employed deception strategies since the beginning of 
time. Why don’t we?
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Advanced Persistent Thieves (APTs)

• So who’s after your electrons?
• China?

• Russia?

• The Five Eyes?

• Other nation-states?

• Organized crime?

• Insiders?

• All of the above!?
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Susan v. Absolute

• Substitute teacher buys a stolen laptop
• The laptop has tracking software and software to “spy” on the potential 

“thief”
• Embarrassing pictures are taken

• "It is one thing to cause a stolen computer to report its IP address or its geographical location in an 
effort to track it down," Rice wrote in his decision. "It is something entirely different to violate 
federal wiretapping laws by intercepting the electronic communications of the person using the 
stolen laptop.“ –Judge Walter Rice

• Absolute settled out of court
• Just because they do something bad to you, it does not give you the right 

to violate their rights
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Active Directory 
HoneyAdmin



Go on..  Be obvious!



Disable Logon Hours



Set up Snare



Set up Kiwi



Password Spray



Alerts!



Evil Honeyports: Portspoof

• In addition to our “tripwires,” why not create white noise and chaff 
as well?

• Portspoof does this

• It generates random responses to service identification requests

• Basically, the ports that get scanned never come back the same

• It can take hours to run a simple service identification scan
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Portspoof in Action
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Kippo

• Kippo is different from a simple honeypot because it allows the 
attacker to interact with a fake SSH service

• Kippo is an outstanding SSH honeypot 

• It allows you to intercept and capture logins and activity by attackers

• It is useful for capturing the passwords an attacker has, or at least 
what he thinks he has

• It can be used for both annoyance and for attribution 
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Questions & Answers

• To join the Black Hat mailing list, 
email BH LIST to: 
feedback@blackhat.com

• To join our LinkedIn Group:
http://www.linkedin.com/groups?gid
=37658&trk=hb_side_g

• To follow Black Hat on Twitter:
https://twitter.com/Blackhatevents

• Black Hat’s Facebook Fan Page:
http://www.facebook.com/blackhat

• Find out more at www.blackhat.com

• Next Webcast: April 18, 2019
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