‘@ ExtraHop

DEFENDING ACTIVE
DIRECTORY WITH
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Leverage shared data and
tools to optimize budgets and
improve end-user experience
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DEFENDING ACTIVE DIRECTORY WITH WIRE DATA

Active Directory activity you can see on the wire:

Invalid Passwords
User Lockouts

Disabled Accounts

Time Skew Errors
Policy Rejected
Unknown SPNs

New Privileged Access
Privileged Access Errors

DNS Service Records
Global Catalog Records

LDAP Plain Text Binds
Group Policy

Il
N

DNS Service Lookup
Processing Time

High Global Catalog
Processing Time

High Kerberos Processing
Time
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Attack Detection

Behavioral analysis to detect attacks
at various stages

e -

Identification of Rogue Devices
Passive device auto-discovery and
classification
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Privilege Escalation

Machine learning to understand
privilege and detect escalation

A Potential Network Privilege Escalation on workstation-physician-01
= i

This device accessed important, highly privileged assets for the first time over administrative ry
activity Is unusual for this device,

In the past 24 hours, this device established 1 new suspicious connection:

+ 192168221101

The connection was blished through Windows Mar Instry, jon (WMI) proto

Policy Compliance Monitoring
Customizable alerts and dashboards to
monitor policy compliance

DNS ~
Reverse DNS Lookup Failures ~ Reverse DNS Lc
3,513
9,219 =
NXDOMAIN/QUERY:PTR 25K
A response code sent when a request for an PTR record
had a name error. 0
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Account Monitoring
Continuous passive observation of user
and account activity

UserName v =~ admin| 4 active users

Name ¢ Devices

admin Accountinglaptop

administration Accountinglaptop

adeninistrator Barnysdale, WINDOWS-8-1, WINDOW-XP-1, WINDOWS-10
adenienq| Accountinglaptop

Network Forensics
Drill down to transaction records and the
constituent packets

Packet Query

.
From Agr 7, 11.00:00 pm
B5F = ([(host 192.148.221.102 and port 57611) and (host 192.168.221.21 and port 445)) or ihost 192168221102 and g0

BF v = v Add Filte 269,988 packets

Previewing 20 packets sround Apr 8, 42246287 am

Tne Sec i Dst i Whote  ScPort DatPort  Flags
2019040804:21.01.036 192160221102 19216022121 ™ 57611 A4S ACK
20190408042101036 1921602202 1921680221002 TCp aah 7611 AMX

20190408 04:2131116 192168221102 19216822121 TCOP §7611 445 ACK
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Rise Above the Noise.

Online demo available at www.extrahop.com/demo



http://www.extrahop.com/demo

